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JTOJATOK A

[Iporpamna peanizaiiist 6azoBoi mojeni Randomized Smoothing

Peanizariist 6azoBoro Mmerogy Randomized Smoothing asns ceprudikoBanoi
CTIHKOCTI.
Agtop: PmxoBa Onekcanapa

Hara: 02.11.2025

import torch

import torch.nn as nn

import torch.nn.functional as F

import numpy as np

from scipy.stats import norm

from typing import Tuple, List, Optional

import time

class BaseRandomizedSmoothing:

bazouii knac miist Randomized Smoothing 3 rayciBcbkuM mrymom.

def __init_ (self, base_classifier: nn.Module, sigma: float = 0.25,
num_samples: int = 1000, batch_size: int = 256,

device: str = 'cuda’ if torch.cuda.is_available() else 'cpu’):

[Hiiam3aris mapamMeTpiB 3TJ1aKyBaHHS.

Args:

base classifier: bazoa monens kinacudikaTopa
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sigma: CTaHJapTHE BIIXUJICHHS TayCIBCHKOTO IITyMY
num_samples: KibKicTh TyMOBUX BUOIPOK JIJIsI OIIIHKH
batch_size: Po3mip 6aTua 1151 mapanensHoi 00poOKH
device: [Ipuctpiit gy oburcnens (cuda/cpu)

self.base_classifier = base_classifier

self.sigma = sigma

self.num_samples = num_samples

self.batch_size = batch_size

self.device = device

self.base_classifier.to(device)

self.base_classifier.eval()

# CTaTUCTUYH1 KOHCTAaHTH
self.alpha = 0.001 # PiBeHb 3HaYyIIOCTI JJIs JJOBIPUOTO IHTEPBATY
self.z_alpha = norm.ppf(1 - self.alpha) # KpanTmib HOpMaIBHOTO

pO3MOALTY

def certify(self, x: torch.Tensor, n0: int = 100, n: int = 100000,
abort_epsilon: float = 0.001) -> Tuple[int, float]:

Ceprudikarllis 0JJHOTO BX1IHOTO 3pa3Ka.

Args:
x: Bximgawmii 3pazok [C, H, W]
n0: KinpkicTh BUOIPOK 1151 IOYATKOBOI EPEBIPKU
n: MakcumalibHa KUIbKICTh BUOIPOK

abort_epsilon: [Topir ms npunuHEHHS 00YNCIICHD

Returns:



74
predicted_class: [lepenbauenuii kiaac

radius: CeptudikoBaHuil pajiyc CTIMKOCTI
# IlepeBipka BXITHUX JaHUX
if len(x.shape) == 3:

x = x.unsqueeze(0) #[1, C, H, W]

# Kpok 1: Ilomryk ronoBHoro kinacy 3 n0 Bubipkamu
counts_estimation = self._sample_noise predictions(x, n0)
p_a = counts_estimation.max().item() / n0

predicted_class = counts_estimation.argmax().item()

# SIK1110 IMOBIPHICTB 3aHAJITO HU3bKa, IOBEPTAEMO BIJAMOBY
ifp_a<0.5:

return predicted_class, 0.0

# Kpok 2: YToyHeHa OlliHKa HMOBIPHOCTI TOJIOBHOTO KJIacy
counts_refined = self._sample_noise_predictions(x, n)
n_a = counts_refined[predicted class].item()

p_ahat=n_al/n

# O6uuncnenns HnxkHBO1 Mexi Clopper-Pearson nnst p_a

p_a_lower = self._clopper_pearson_lower_bound(n_a, n, self.alpha)

# llepeBipka ymMOBH 1Jisi cepTudikarii
if p_a lower <0.5:

return predicted_class, 0.0

# Kpoxk 3: Tlomryk apyroro 3a MMOBIPHICTIO KJ1acy

counts_refined[predicted_class] =0
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second_class = counts_refined.argmax().item()

n_b = counts_refined[second_class].item()
p b hat=nb/n

# OOuHCIIeHHsI BEpXHBOT MEX1 1 p_b

p_b_upper = self._clopper_pearson_upper_bound(n_b, n, self.alpha)

# Ob6uncnenHs cepTudiKOBAaHOTO pajiyca

if p_a lower>p b upper:
radius = self.sigma * norm.ppf(p_a_lower) - norm.ppf(p_b_upper)
radius = max(0.0, radius)

else:
radius = 0.0

return predicted_class, radius

def predict(self, x: torch.Tensor) -> torch.Tensor:

3rnamxeHa kinacudikaris s 0aTya 3pas3Kis.

Args:

x: batu Bxigaux 3paskis [B, C, H, W]

Returns:
predictions: IIporaosu st KoxHOTO 3pas3ka [B]
batch_size = x.shape[0]
predictions = torch.zeros(batch_size, dtype=torch.long,
device=self.device)
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for i in range(batch_size):
X_1=x[ii+1]
pred_class, = self.certify(x_i, n0=100, n=1000)

predictions[i] = pred_class

return predictions

def sample _noise_predictions(self, x: torch.Tensor, num_samples: int)
-> torch.Tensor:

['enepariist LryMOBUX BUOIPOK Ta MiJpaxyHOK IMTPOTHO3IB.

Args:
x: Bxignawuii 3pazok [1, C, H, W]

num_samples: KinbKicTh 1yMOBHX BUOIPOK

Returns:

counts: TeH30p 3 KIJTBKICTIO MPOTHO31B JJISI KOKHOTO KJ1acy

num_classes = 10 # J{na CIFAR-10

# OOuncIIeHHS KIJIBKOCTI 0aTuiB
num_batches = int(np.ceil(num_samples / self.batch_size))
counts = torch.zeros(num_classes, dtype=torch.long,

device=self.device)

with torch.no_grad():
for batch_idx in range(num_batches):
# BuszHaueHHs po3Mipy MOTOYHOr0 OaTya

current_batch_size = min(self.batch_size,
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num_samples - batch_idx * self.batch_size)

if current_batch_size <= 0:
break

# CTBOpEeHHS 0arya 3 OJHAKOBUMHU 300paKEHHIMU

X_batch = x.repeat(current_batch_size, 1, 1, 1)

# JlonaBaHHS rayCiBChKOIO IIyMY
noise = torch.randn_like(x_batch) * self.sigma

X_noisy = X_batch + noise

# Knacudikarris
outputs = self.base_classifier(x_noisy)

preds = outputs.argmax(dim=1)

# IligpaxyHOK MPOTHO31B
for pred in preds:

counts[pred] +=1

return counts

@staticmethod

def _clopper_pearson_lower_bound(k: int, n: int, alpha: float) -> float:

OOuncnenns HmwkHBOI Mexi Clopper-Pearson ans GiHOMiaJbHOTO

PO3IOILITY.

ifk==0:

return 0.0
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if k==n:
return (alpha) ** (1/n)

from scipy.stats import beta

return beta.ppf(alpha, k, n - k + 1)

@staticmethod
def clopper_pearson_upper_bound(k: int, n: int, alpha: float) -> float:
Oo6uncnenns BepxHboi Mexi Clopper-Pearson st 6iHOMiaJIbHOTO
PO3MOILTY.
if k ==0:
return 1 - (alpha) ** (1/n)
ifk==n:

return 1.0

from scipy.stats import beta

return beta.ppf(1 - alpha, k + 1, n - k)

def evaluate certified accuracy(self, test loader, radii: List[float]) ->
List[float]:

Omninka cepTru(iKOBaHOT TOYHOCTI 7Sl PI3HUX PaJIlyCiB.
Args:
test loader: DatalLoader TecToBOro naracery

radii: Cnucok paaiyciB Ui OI[IHKU

Returns:
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certified accuracies: Cicok cepTuhiKOBaHHX TOYHOCTEN
certified_accuracies =[]
total_samples =0

correct_counts = {r: O for r in radii}

self.base_classifier.eval()

with torch.no_grad():
for batch_idx, (images, labels) in enumerate(test_loader):
images, labels = images.to(self.device), labels.to(self.device)

batch_size = images.shape[0]

for i in range(batch_size):
X = images][i:i+1]

y_true = labels[i].item()

# Ceprtudikaiiisa 3pa3ka

pred_class, certified_radius = self.certify(x)

# IlepeBipka JJ1s1 KOKHOTO pajiyca
for radius in radii:
if pred_class ==y _true and certified_radius >= radius:

correct_counts[radius] +=1
total_samples +=1
# IIporpec

if (i + batch_idx * batch_size) % 100 == 0:
print(f"O6pobnieno {i + batch idx * batch_size} 3pa3kiB")
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# OOuuncneHHs cepTU(iKOBAHOI TOYHOCTI

for radius in radii:
accuracy = correct_counts[radius] / total_samples
certified_accuracies.append(accuracy)
print(f'CeptudikoBana TOYHICTh npu radius={radius}:

{accuracy:.4f}")

return certified_accuracies
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JTOJATOK B

Peanizamis agantusHoro Randomized Smoothing 3 HelipomepexxHuM agantepom

Peanizamis  Adaptive Randomized Smoothing 3 HeilipomepexHIM
IIYMOBHUM aJIalITEPOM.
ABtop: PuxoBa Onekcanapa

Hara: 10.11.2025

import torch

import torch.nn as nn

import torch.nn.functional as F

from typing import Tuple, Optional, List

import numpy as np

class NoiseAdapter(nn.Module):

HelipomepexxHuii agantep i1 IPOrHO3yBaHHS apaMeTPIB LIyMYy.

[IpuitmMae TaTeHTHE NPEACTABICHHS Ta BUBOJUTH [TAPAMETPU LIyMY.

def __init_ (self, input_dim: int = 512, hidden_dims: List[int] = [256,
128],
output_dim: int = 1, dropout_rate: float = 0.2):

[Himiami3anis apXiTeKTypH ajanTepa.

Args:

input_dim: Po3mipHICTs BX1JHOTO JJATEHTHOTO BEKTOpa
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hidden_dims: Criucok po3mipHOCTEH MPUXOBAHUX IIAPiB
output dim: Po3MipHICTb BUX1THUX [TapaMETPIB ITyMY
dropout_rate: PiBens dropout ans perynspusartii

super(NoiseAdapter, self).__init_ ()

# CTBOpEHHS IIapy HOpMaJIi3alli s cTabii3alii HaBYaHHs

self.normalize = nn.LayerNorm(input_dim)

# IloOynoBa npuxoBaHUX MIAPiB
layers =[]

prev_dim = input_dim

for hidden_dim in hidden_dims:
layers.extend([
nn.Linear(prev_dim, hidden_dim),
nn.BatchNorml1d(hidden_dim),
nn.ReLU(inplace=True),
nn.Dropout(dropout_rate)

)

prev_dim = hidden_dim
# Buxigauit map
layers.append(nn.Linear(prev_dim, output_dim))
layers.append(nn.Softplus()) # ['apanTye MO3UTUBHICTH BUXOIY

self.mlp = nn.Sequential(*layers)

def forward(self, z: torch.Tensor) -> torch.Tensor:
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[Ipsimuit mpoxi aganrepa.

Args:

z: JlateHTHe npencTaBneHHs [batch size, input_dim]

Returns:

sigma: [Iporno3oBani napamerpu mymy [batch size, output dim]
z_norm = self.normalize(z)
sigma = self.mlp(z_norm)

return sigma

class AdaptiveRandomizedSmoothing(nn.Module):

Adaptive Randomized Smoothing 3 HelfipoMepeKHUM aanTePOM.

def __init__ (self, base_classifier: nn.Module, adapter: NoiseAdapter,
sigma_min: float = 0.1, sigma_max: float = 1.0,
num_samples: int = 1000, device: str = ‘cuda’):

[Himiam3alis a1anTUBHOTO 3TJIa/PKyBaHHS.

Args:
base classifier: bazoBa monens kinacudikaTopa
adapter: lllymoBuii agantep
sigma_min: MiHIMaJIbHE 3HAUE€HHS LIyMY
sigma_max: MakcumaibHe 3HaUe€HHS IIyMy
num_samples: KinbKicTh n1yMmoBHX BUOIPOK

device: IIpuctpiii 17151 00UHCIICHD
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super(AdaptiveRandomizedSmoothing, self). _init_ ()

self.base_classifier = base_classifier
self.adapter = adapter
self.sigma_min = sigma_min
self.sigma_max = sigma_max
self.num_samples = num_samples

self.device = device

# llepeHeceHHst Moienel Ha IPUCTPIN
self.base_classifier.to(device)

self.adapter.to(device)

# PeskuM OLIIHKY 32 3aMOBYYBaHHSIIM

self.eval()

def forward(self, x: torch.Tensor) -> torch.Tensor:

[TpsimMuii ipoxif A1 TpEHYBaHHS.

Args:
x: Bxigni 300pakenns [batch size, C, H, W]

Returns:

logits: JloriTu ajist KokHOTO Kiacy [batch size, num_classes]

batch_size = x.shape[0]

# OTpuUMaHHS JaTEHTHOTO MPEICTaBICHHS
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with torch.no_grad():

# Jlna ResNet oTpumyemMo BUXiJ IEpe OCTaHHIM IapoOM

z = self._get_latent_representation(x)

# IIporno3yBaHHs MapaMeTPiB LIyMY

sigma_pred = self.adapter(z)

# OOMexeHHs 3Ha4eHb Sigma

sigma = torch.clamp(sigma_pred, self.sigma_min, self.sigma_max)

# ['enepailisi mymy Ta 3rJiaJPKeHa Kiacudikarlis

logits_sum = torch.zeros(batch_size, 10, device=self.device) # Jlnsa

for _in range(self.num_samples):
# JlomaBaHHS aJanTUBHOTO LIyMY
noise = torch.randn_like(x)
# MacmraOyBaHHS IIyMY JUIsl KO)KHOTO 3pa3ka OKpEMO
noise_scaled = noise * sigma.view(-1, 1, 1, 1)

X_Noisy = X + noise_scaled
# Knacudikarris
logits = self.base_classifier(x_noisy)

logits_sum += F.softmax(logits, dim=1)

# YcepeaHeHHs JIOTITIB

avg_logits = logits_sum / self.num_samples

return avg_logits
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def _get latent_representation(self, x: torch.Tensor) -> torch.Tensor:

OTpuMaHHS JTaTEHTHOTO MpeACTaBIeHHS 3 0a30BOr0 Kiacudikaropa.

st ResNet oTpumyemMo BHXiJl Tepell OCTaHHIM IOBHO3B'SI3aHUM

Args:

x: BximHi 300pakeHHs

Returns:
z: JlarenTHi npeacrapienns [batch_size, latent_dim]
# XyK 1J1 OTpUMAaHHS IPOMI)KHOTO IIPEICTaBIICHHS

features = None

def hook_fn(module, input, output):
nonlocal features

features = output

# PeecTpaiiist Xyka Ha BiIOBITHOMY IIapi
If hasattr(self.base_classifier, 'layer4’):
# Jlna crangaptoro ResNet

handle =

self.base_classifier.layer4.register_forward hook(hook fn)

elif hasattr(self.base_classifier, ‘features'):
# J1ns tHImX apXiTeKTyp

handle =

self.base_classifier.features.register_forward_hook(hook_fn)

else:

# 3amacHuii BapiaHT: BUKOPUCTAHHA I100aIbHOTO average pooling
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features = self.base_classifier(x)

features = features.view(features.size(0), -1)

return features

# BUKOHAHHS IPSIMOTO MTPOXOY

_ = self.base_classifier(x)

# BunaneHHs xyka

handle.remove()

# OO6poOKa OTpUMaHUX O3HAK
if features is not None:
features = F.adaptive_avg_pool2d(features, (1, 1))

features = features.view(features.size(0), -1)

return features

def certify_adaptive(self, x: torch.Tensor, n0O: int = 100, n: int = 10000)
-> Tuple[int, float]:

ApnanTtuBHa cepTudiKalis 3 JTMHAMIYHUM G(X).

Args:
x: Bxignawuii 3pazok [1, C, H, W]
n0: TTouaTkoBa KiIBKICTH BUOIPOK

n: [ToBHa KUTBKICTH BUOIPOK

Returns:
predicted class: [Tepenbauenuii knac

radius: CeptudikoBaHuit pajiyc



# OTpI/IMaHHSI AJIAlITUBHOI'O © JI JAHOI'O 3pa3Ka
with torch.no_grad():
z = self._get_latent_representation(x)

sigma_pred = self.adapter(z)
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sigma = torch.clamp(sigma_pred, self.sigma_min,

self.sigma_max).item()

# Bukopucranus 6a30B01 cepTudikaiiii 3 aJaTUBHUM G
base rs = BaseRandomizedSmoothing(

base classifier=self.base_classifier,

sigma=sigma,

num_samples=self.num_samples,

device=self.device

return base_rs.certify(x, n0, n)

def evaluate adaptive(self, test loader, radii: List[float])
Tuple[List[float], List[float]]:

Or1iHKa aalTUBHOTO 3TJ1a[KyBaHHS.

Args:
test_loader: Datal.oader TecToBOrO Natacety

radii: Criucok pajiiyciB JJisl OLIHKA

Returns:
clean accuracies: UucTi TOUHOCTI

certified accuracies: CeptudikoBani TOUHOCTI

->
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self.eval()

clean_correct=0
certified_correct = {r: O for r in radii}

total samples =0

with torch.no_grad():
for batch_idx, (images, labels) in enumerate(test_loader):
images, labels = images.to(self.device), labels.to(self.device)

batch_size = images.shape[0]

# Yucti nporuos3u (6e3 1mymy)
clean_outputs = self.base_classifier(images)
clean_preds = clean_outputs.argmax(dim=1)

clean_correct += (clean_preds == labels).sum().item()

# AnantuBHa cepTUdiKalis s KOXKHOTO 3pa3Ka
for i in range(batch_size):
X = images][i:i+1]

y_true = labels[i].item()
pred_class, radius = self.certify_adaptive(x)
# IlepeBipka A1 KOKHOTO pajiyca
for r in radii:
if pred_class ==y _true and radius >=r:

certified_correct[r] +=1

total_samples +=1
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# IIporpec
if batch_idx % 10 == 0:
print(f"Batch  {batch idx}: o00po6aeno {batch idx *

batch size} 3pa3kiB")

# OOUHCIICHHS TOYHOCTEH

clean_accuracy = clean_correct / total samples

certified_accuracies = [certified_correct[r] / total samples for r in
radii]

print(f"Hucra TouHicTh: {clean accuracy:.4f}")

for r, acc in zip(radii, certified_accuracies):

print(f"CeprudikoBana Tounicts npu radius={r}: {acc:.4f}")

return clean_accuracy, certified_accuracies
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JTOJATOK B

Peanizaiiisi CTpyKTypOBaHHX ITyMOBHX MOjeJIel

[Ipuknang BUKOPUCTAHHS 3alpPOIIOHOBAHWUX METOMIB JJII HaBYaHHS Ta
OL[IHKH.
ABtop: PmxoBa Onekcanapa

Hara: 16.11.2025

import torch

import torch.nn as nn

import torch.optim as optim

from torchvision import datasets, transforms, models
from torch.utils.data import DatalLoader

import matplotlib.pyplot as plt

import numpy as np

from tqdm import tqdm

from base_randomized_smoothing import BaseRandomizedSmoothing
from adaptive_randomized_smoothing import
AdaptiveRandomizedSmoothing, NoiseAdapter

from structured_noise_models import StructuredNoiseRS

def load_cifar10_data(batch_size: int = 128):

3aBantaxkeHHs Ta miaroroska mannx CIFAR-10.

Args:

batch_size: Po3mip 6aTua
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Returns:

train_loader, test_loader: Datal_.oader nnst TpeHyBaNbHUX Ta TECTOBUX

# Tpanchopmartii qyist ;aHuX
train_transform = transforms.Compose([
transforms.RandomHorizontalFlip(),
transforms.RandomCrop(32, padding=4),
transforms.ToTensor(),
transforms.Normalize((0.4914, 0.4822, 0.4465), (0.2023, 0.1994,

0.2010)),

D

test_transform = transforms.Compose(|
transforms.ToTensor(),
transforms.Normalize((0.4914, 0.4822, 0.4465), (0.2023, 0.1994,

0.2010)),

D

# 3aBaHTa)XCHHS 1aTacCTIB

train_dataset = datasets.CIFAR10(root="/data’, train=True,
download=True, transform=train_transform)

test_dataset = datasets.CIFAR10(root="/data’, train=False,

download=True, transform=test_transform)

# CtBopenns Datal.oader
train_loader = DatalLoader(train_dataset, batch_size=batch_size,
shuffle=True, num_workers=2)

test_loader = DatalLoader(test_dataset, batch_size=batch_size,
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shuffle=False, num_workers=2)

return train_loader, test_loader

def train_base classifier(model, train_loader, test loader, epochs: int =

Hapuannst 6a30Boro kimacudikaropa.

Args:
model: Monens 11 HaBYaHHS
train_loader: DatalLoader TpeHyBagbHUX TaHUX
test loader: Datal.oader TecToBUX HaHuX

epochs: Kinbkicts enox

Returns:
model: HaBuena moaens
device = torch.device(‘cuda’ if torch.cuda.is_available() else ‘cpu’)

model.to(device)

criterion = nn.CrossEntropyLoss()
optimizer = optim.SGD(model.parameters(), Ir=0.1,
momentum=0.9, weight_decay=5e-4)

scheduler = optim.Ir_scheduler.CosineAnnealingLR(optimizer,

T_max=epochs)

best_acc =0.0

for epoch in range(epochs):
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# TpeHyBaHHA
model.train()
train_loss = 0.0
train_correct=0

train_total =0

pbar = tqdm(train_loader, desc=f'Epoch {epoch+1}/{epochs}’)
for batch_idx, (inputs, targets) in enumerate(pbar):

inputs, targets = inputs.to(device), targets.to(device)

optimizer.zero_grad()

outputs = model(inputs)

loss = criterion(outputs, targets)
loss.backward()

optimizer.step()

train_loss += loss.item()
_, predicted = outputs.max(1)
train_total += targets.size(0)

train_correct += predicted.eq(targets).sum().item()

pbar.set_postfix({
'‘Loss"; f'{train_loss/(batch_idx+1):.4f},
‘Acc': {100.*train_correct/train_total:.2f}%'
by

# TecTtyBaHHs
model.eval()
test_correct =0
test total =0
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with torch.no_grad():
for inputs, targets in test_loader:
inputs, targets = inputs.to(device), targets.to(device)
outputs = model(inputs)
_, predicted = outputs.max(1)
test_total += targets.size(0)

test_correct += predicted.eq(targets).sum().item()

test_acc = 100. * test_correct / test_total
print(fEpoch {epoch+1}: Test Accuracy = {test_acc:.2f}%)
# 30epexeHHs Hallkpamioi Mozenl
if test_acc > best_acc:

best_acc = test_acc

torch.save(model.state_dict(), 'best_model.pth’)
scheduler.step()

print(f'Haiikpaia Tounicts: {best acc:.2f}%")

# 3aBaHTaXCHHS HAaWKpaIioi Mojeni

model.load_state dict(torch.load('best_model.pth"))

return model

def train_noise_adapter(base_model, adapter, train_loader, test loader,
epochs: int = 50):
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HaBuanns IIyMOBOI'o ajgamrepa.

Args:
base_model: bazosa moens kinacudikaTopa
adapter: lllymoBwmii amanrep
train_loader: Datal.oader TpeHyBaJIbHUX TaHUX
test loader: DatalLoader TecToBUX HaHUX

epochs: KinpkicTh emox

Returns:

adapter: HaBuennii ananrep
device = torch.device(‘cuda’ if torch.cuda.is_available() else ‘cpu’)
base_model.to(device)

adapter.to(device)

# 3amopoxyBaHHs 6a30BOT MOEI1
for param in base_model.parameters():

param.requires_grad = False

# KombOiHOBaHa (yHKIIIS BTpaT
classification_criterion = nn.CrossEntropyLoss()

radius_criterion = nn.MSELoss() # Jlns makcumizaiiii paaiyca

optimizer = optim.Adam(adapter.parameters(), Ir=1e-3)
scheduler = optim.Ir_scheduler.StepLR(optimizer, step_size=20,

gamma=0.1)

for epoch in range(epochs):

adapter.train()
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train_loss = 0.0

pbar = tgdm(train_loader, desc=f'Training Adapter Epoch
{epoch+1}/{epochs}’)
for batch_idx, (inputs, targets) in enumerate(pbar):

inputs, targets = inputs.to(device), targets.to(device)

optimizer.zero_grad()

# OTpHMaHHSI JJATCHTHUX IIPCACTABJICHDb
with torch.no_grad():
# OTpuMaHHs 03HaK 3 0a30BOi MOJIETI
features = base_model(inputs)

features = features.view(features.size(0), -1)

# IIporao3yBaHHs IapaMeTpIiB LIyMY

sigma_pred = adapter(features)

# I'eHepanis aJanTUBHOTO LIYMY
noise = torch.randn_like(inputs) * sigma_pred.view(-1, 1, 1, 1)

Inputs_noisy = inputs + noise

# Knacudikarris 3airyMJIeHuX JaHUX

outputs = base_model(inputs_noisy)

# OOuucnaeHHs BTpaT

loss_classification = classification_criterion(outputs, targets)

# JlonatkoBuil mtpad a1 MakcuMizalli cepTU(pIKOBAHOIO pajiiyca

# Meta: 6 MOBUHHO OYTU JOCTATHIM, ajie HEe HAAMIpHUM
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target_sigma = torch.ones_like(sigma_pred) * 0.3

loss_radius = radius_criterion(sigma_pred, target_sigma)

# CyMapHa BTpara

loss = loss_classification + 0.1 * loss_radius

loss.backward()

optimizer.step()

train_loss += loss.item()
pbar.set_postfix({'Loss": f'{train_loss/(batch_idx+1):.4f}'})

# OniHka ajganrepa
adapter.eval()
test_correct =0
test total =0

with torch.no_grad():
for inputs, targets in test_loader:

inputs, targets = inputs.to(device), targets.to(device)

# OTpuUMaHHS O3HAK
features = base_model(inputs)

features = features.view(features.size(0), -1)
# IIporHo3yBaHHs G
sigma_pred = adapter(features)

sigma_pred = torch.clamp(sigma_pred, 0.1, 1.0)

# AnantuBHe 3rmaKyBaHHs (cepenne 3a 10 Bubipok)
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outputs_sum = torch.zeros(inputs.size(0), 10, device=device)

for _in range(10):
noise = torch.randn_like(inputs) * sigma_pred.view(-1, 1,1, 1)
outputs = base_model(inputs + noise)

outputs_sum += torch.softmax(outputs, dim=1)

avg_outputs = outputs_sum / 10

_, predicted = avg_outputs.max(1)

test_total += targets.size(0)

test_correct += predicted.eq(targets).sum().item()

test_acc = 100. * test_correct / test_total
print(fEpoch {epoch+1}: Adapter Test Accuracy = {test_acc:.2f}%")

scheduler.step()

return adapter

def main():

"""T"onmoBHa (DyHKIIIS I 3aMyCKy eKcrepuMeHTiB."""
print("="* 60)
print("EKCITEPUMEHTH 3 RANDOMIZED SMOOTHING")

print("="* 60)

# 3aBaHTa)KCHHS JaHUX
print("\n1. 3aBantaxxenns nanux CIFAR-10...")

train_loader, test_loader = load_cifar10_data(batch_size=128)
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# Taimamsanisa Moaenl
print(*\n2. Inimiamizamis moaeni ResNet-32...")

base_model = models.resnet32(num_classes=10)

# TpenyBanHs 6a30B0i Mozei (SIKIIO TOTPIOHO)

print("\n3. TpenyBanus 6a3zoBoro kiacugikaropa...")

# 3aKOMeHTy17'ITe, SAKIIO BUKOPHUCTOBYETC IIOIICPCIHBO HABUYCHY MOJICIIb

# base_model = train_base classifier(base_model, train_loader,
test_loader, epochs=100)

# 3aBaHTaKEHHS NOTIEPEAHHO HABYEHOT MOECITI

try:

base_model.load_state dict(torch.load(‘pretrained resnet32_cifar10.pth'))
print(" 3aBaHTa)KE€HO MOMEPETHHLO HABUCHY MOJIEIIb'")
except:

print(" TlomepeaHro HaBYEHOI MOJIENI HE 3HAACHO")

# ExcnepumenT 1: bazoBe Randomized Smoothing

print("\n" + "="* 60)

print("EKCITEPUMEHT 1: bazoe Randomized Smoothing")
print("="* 60)

sigma_values = [0.1, 0.25, 0.5, 0.75, 1.0]
radii_to_test =[0.0, 0.25, 0.5, 0.75, 1.0]

results_basic = {}

for sigma in sigma_values:

print(f"\nTectyBanns 3 ¢ = {sigma}")
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base_rs = BaseRandomizedSmoothing(
base_classifier=base_model,
sigma=sigma,
num_samples=1000,

device='cuda' if torch.cuda.is_available() else ‘cpu

# Orminka cepTu(iKoOBaHOT TOYHOCTI
certified_acc = base_rs.evaluate_certified_accuracy(
test_loader,

radii=radii_to_test

results_basic[sigma] = certified_acc

# ExcnepumenT 2: AnantuBHe Randomized Smoothing

print("\n" + "="* 60)

print("EKCITEPUMEHT 2: AnantuBHe Randomized Smoothing")
print("="* 60)

# CTBOpDEHHS Ta HABYAHHS aJanrepa
print("\nCtBopeHHs 1myMoBOro aganrepa...")
adapter = NoiseAdapter(

input dim=512, # JInsa ResNet-32

hidden_dims=[256, 128],

output_dim=1,

dropout_rate=0.2

print("HaBuanus agantepa...")
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adapter = train_noise_adapter(base_model, adapter, train_loader,

test_loader, epochs=30)

# CTBOpEHHS aJanTUBHOI MOJIe1
print("\nIuimianizamis Adaptive Randomized Smoothing...")
adaptive_rs = AdaptiveRandomizedSmoothing(
base_classifier=base _model,
adapter=adapter,
sigma_min=0.1,
sigma_max=1.0,
num_samples=1000,

device="cuda'

# OriHKa aganTUBHOI MOJEIL

print("\nOminka amanTuBHOI MOAEII...")

clean_acc, certified_acc_adaptive = adaptive_rs.evaluate_adaptive(
test_loader,

radii=radii_to_test

# ExcniepumenT 3: CTpyKTypOBaHi IIyMOB1 MO

print("\n" + "="* 60)

print("EKCIIEPUMEHT 3: CtpykTypoBaHi 1rymoBi Mojeni'")
print("="* 60)

noise_types = ['gaussian’, ‘correlated’, 'sparse’, 'lowrank’]

results_structured = {}

for noise_type in noise_types:
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print(f"\nTectyBanus 3 {noise_type} mymom")

structured_rs = StructuredNoiseRS(
base_classifier=base_model,
noise_type=noise_type,
sigma=0.25,
num_samples=1000,

device='cuda'

# OmniHka Jy1si 0OMEXEHO1 KIJTBKOCTI 3pa3KiB

certified_acc_structured = []

for radius in radii_to_test:
correct=0
total =0

# OOMEe)Xy€eEMO KITTBbKICTh 3pa3KiB JJIs LIBUIKOCTI
for i, (images, labels) in enumerate(test_loader):
if1>=10: # 10 6aruiB = 1280 3pa3kiB
break

images, labels = images.to(‘cuda’), labels.to(‘cuda’)
for j in range(images.size(0)):
X = images[j:j+1]

y_true = labels[j].item()

pred_class, cert_radius = structured_rs.certify_structured(x)
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if pred_class ==y _true and cert_radius >= radius:

correct +=1

total +=1

accuracy = correct / total if total > 0 else 0.0

certified_acc_structured.append(accuracy)

print(f* Radius {radius}: {accuracy:.4f}")

results_structured[noise_type] = certified_acc_structured

# Bizyanizarlisi pe3yJibTaTiB

print("\n" + "="* 60)
print("BI3YAJIIBALISA PE3YJIBTATIB")
print("=" * 60)

plot_results(results_basic, results_structured, certified acc_adaptive,

radii_to_test)

print("\nExcriepumenTu 3aBepieHo ycmimHo!")

return {
‘basic’: results_basic,
‘adaptive": certified_acc_adaptive,
‘'structured': results_structured,

‘clean_accuracy': clean_acc

def plot_results(basic_results, structured_results, adaptive_results, radii):
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[ToGynoBa rpadikiB pe3ynbTaTiB.

Args:
basic_results: Pesynpratn 6a30Boro RS
structured_results: Pe3ynbTaT crpykrypoBanoro RS
adaptive results: Pesynbratu agantuBHOro RS
radii: Cnircok paaiycis

fig, axes = plt.subplots(1, 3, figsize=(18, 6))

# I'padik 1: bazose RS 3 pizHumu o
ax1 = axes[0]
for sigma, accuracies in basic_results.items():
ax1.plot(radii, accuracies, marker='0', label=f'c={sigma}")
axl.set xlabel('Paaiyc €')
axl.set_ylabel('CepTudikoBana TOUHICTH')
axl.set title('bazoBe Randomized Smoothing')
ax1.grid(True, alpha=0.3)
ax1.legend()
axl.set_ylim([O, 1])

# I'padik 2: AnantuBae RS

ax2 = axes[1]

ax2.plot(radii, adaptive results, marker='s', color="red', linewidth=3,
label="A-RS 3 amanTepom’)

# JlonaBanus 6azoBoro RS 3 6=0.25 nnis nopiBHAHHS
If 0.25 in basic_results:

ax2.plot(radii, basic_results[0.25], marker="0'", color="blue’,
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linestyle="--', label='ba3osuii RS (6=0.25)")

ax2.set_xlabel('"Paziyc ¢€')
ax2.set_ylabel('CepTudikoBaHa TOYHICTH')
ax2.set_title('AmantuBHe Randomized Smoothing')
ax2.grid(True, alpha=0.3)

ax2.legend()

ax2.set_ylim([O, 1])

# I'padik 3: CTpykTypoBaHi Mol
ax3 = axes[2]

colors = ['blue’, ‘green’, 'red’, 'purple’]

for idx, (noise_type, accuracies) in
enumerate(structured_results.items()):
ax3.plot(radii, accuracies, marker=""", color=colors[idx],

label=noise_type.capitalize())

ax3.set xlabel('Paxiyc €')
ax3.set_ylabel('CepTtudikoBaHa TOUHICTH')
ax3.set title('CtpykTypoBaHi rymoBi Mojieni')
ax3.grid(True, alpha=0.3)

ax3.legend()

ax3.set_ylim([0, 1])

plt.tight_layout()
plt.savefig('rs_experiment_results.png’, dpi=300, bbox_inches="tight’)

plt.show()

if _name__ =="_main__"™
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# 3amyck rojioBHOI (PyHKITIT

results = main()

# 30epekeHHs pe3yJIbTaTiB
import pickle
with open('experiment_results.pkl', ‘wb') as f:

pickle.dump(results, f)

print("\nPe3ynbTaTH 30epexkeHo y ¢aiinax:")
print(" - rs_experiment_results.png (rpadixu)")

print(" - experiment results.pkl (ani)")



JTONATOK T

Kondirypamiitnuii daitn ta yTiaiti

Yrunitapai yukuii st podoTtr 3 Randomized Smoothing.

Agtop: PmxoBa Onekcanapa

Hara: 24.11.2025

import torch

Import numpy as np

import random

from typing import List, Tuple, Dict, Any
import matplotlib.pyplot as plt

from scipy.stats import beta, norm

def set_random_seed(seed: int = 42):

Bceranosnenns seed 1151 BIATBOPIOBAHOCTI pe3yJIbTaTIB.

Args:

seed: 3nauenHns seed
random.seed(seed)
np.random.seed(seed)
torch.manual_seed(seed)
torch.cuda.manual_seed(seed)
torch.cuda.manual_seed all(seed)
torch.backends.cudnn.deterministic = True

torch.backends.cudnn.benchmark = False

108



109

def compute_certified_radius(p_a: float, p_b: float, sigma: float,
alpha: float = 0.001) -> float:

Ob6uucnenns cepTudikoBaHOTO pajaiyca 3a popmyinoro RS.

Args:
p_a: IMOBipHiCTb TOTOBHOTO KJIaCy
p_b: ViMoBipHicTh apyroro kiacy
sigma: CtaniapTHE BIAXUICHHS IIIyMY

alpha: PiBeHb 3HauymocTi

Returns:

radius: CeptudikoBaHuil paaiyc

ifp a<=p borp a<0.5:

return 0.0
# OOUMCIIEHHS 3 YpaxyBaHHSIM CTaTUCTUYHOI HEBU3HAUYECHOCTI
z_alpha = norm.ppf(1 - alpha)

margin=p_a-p_b

# KoHcepBaTHBHA OIlIHKA

radius =sigma* norm.ppf(p_a-z_alpha* np.sqrt(p_a* (1 - p_a)/1000))

sigma * norm.ppf(p_b + z_alpha * np.sqrt(p_b * (1 - p_b) / 1000))

return max(0.0, radius)

def visualize_noise_comparison(original_img: torch.Tensor,
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noise_types: List[str],
sigma: float = 0.25):

Bizyanizariis mopiBHSHHS PI3HUX THIIIB IIyMY.

Args:
original img: OpuriHanbHe 300paxeHHs
noise_types: COIHCOK THIIIB IIyMYy
sigma: [HTeHCUBHICTb IITyMy

from structured_noise_models import StructuredNoiseRS

num_types = len(noise_types)

fig, axes = plt.subplots(1, num_types + 1, figsize=(4 * (num_types + 1),

# OpuriHaiabHe 300paXKeHHS
axes[0].imshow(original_img.permute(1, 2, 0).cpu().numpy())
axes[0].set _title('"Opurinan’)

axes[0].axis('off")

# Pi3HI TUIH 1ITyMYy
for idx, noise_type in enumerate(noise_types):
# CTBOpEHHS IIIyMOBO1 MOJIe1
dummy model = torch.nn.Sequential() # 3armymka
noise_rs = StructuredNoiseRS(
base_classifier=dummy_model,
noise_type=noise_type,
sigma=sigma,

num_samples=1
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# I'enepariisa mymy
Img_tensor = original_img.unsqueeze(0)
noise = noise_rs.generate_structured_noise(img_tensor)

noisy_img = img_tensor + noise

# BigoOpaxkeHHs

axes[idx + 1].imshow(noisy_img[0].permute(1, 2,
0).cpu().detach().numpy())

axes[idx + 1].set _title(f'{noise type.capitalize()} mrym')

axes[idx + 1].axis('off")

plt.tight_layout()
plt.savefig('noise_comparison.png’, dpi=300, bbox_inches="tight’)
plt.show()

def plot_certification_curve(radii: List[float], accuracies: List[float],
model_name: str = "Model", save_path: str = None):

[ToGynoBa kpuBOi cepTU(PIKOBAHOT TOUHOCTI.

Args:
radii: Cniucok paziyciB
accuracies: CMCOK TOUHOCTEN
model name: Ha3Ba mozeni

save path: [llnsx nns 30epesxxenHs rpagika

plt.figure(figsize=(8, 6))

plt.plot(radii, accuracies, 'b-0', linewidth=2, markersize=8)
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plt.fill_between(radii, accuracies, alpha=0.3)

plt.xlabel('Pamiyc € (L. Hopma)', fontsize=12)

plt.ylabel('CeptudikoBana Tounicts', fontsize=12)

plt.title(fKpusa cepTudikoBaHOI TOYHOCTI: {model name}',
fontsize=14)

plt.grid(True, alpha=0.3)

plt.xlim([0, max(radii)])

plt.ylim([0, 1])

# JlomaBaHHS aHOTAIIIH
for i, (r, a) in enumerate(zip(radii, accuracies)):
plt.annotate(f'{a:.3f}', xy=(r, a), xytext=(5, 5),

textcoords="offset points', fontsize=10)

if save_path:
plt.savefig(save path, dpi=300, bbox_inches="tight’)

plt.show()

def compute _average_certified radius(radii: List[float],

accuracies: List[float]) -> float:

O6GuucnenHs cepennporo ceptudikoBanoro pasaiyca (ACR).
Args:
radii: Criucok paziycisB

accuracies: CnrucoK TOYHOCTEN

Returns:
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acr: CepenHiit cepTudiKoBaHHI pajiiyc
# O6uuncnenns ot mig kpuBoio (AUC)

auc = np.trapz(accuracies, radii)

# Hopmamizarist 111 OTpUMaHHSI CEpeIHBOTO pajiiyca

acr = auc / (max(radii) - min(radii)) if len(radii) > 1 else 0.0

return acr

def print_results_summary(results: Dict[str, Any]):

Busenenns 3BefeHO1 TaOIMIN pe3yIbTaTIB.

Args:

results: CJIOBHUK 3 pe3ynbTaTaMu

print(ll\nll + ll=ll * 70)
print("3BEJAEHA TABJINLA PE3VYJIbTATIB")
print("="* 70)

if 'basic’ in results:
print("\n1. bazose Randomized Smoothing:")
print("-" * 40)
for sigma, accuracies in results['basic’].items():
acr = compute_average_certified_radius(
list(range(len(accuracies))),
accuracies

)
print(f" o = {sigma}: ACR = {acr:.4f}")
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If 'adaptive' in results:
print("\n2. Anxantusae Randomized Smoothing (A-RS):")
print("-" * 40)
adaptive_acc = results['adaptive']
adaptive_acr = compute_average_certified_radius(
list(range(len(adaptive_acc))),
adaptive_acc

)
print(f* ACR = {adaptive_acr:.4f}")

# IopiBHsHHS 3 6a30BUM 6=0.25
If 'basic' in results and 0.25 in results['basic']:
basic_acc = results['basic][0.25]
basic_acr = compute_average_certified_radius(
list(range(len(basic_acc))),
basic_acc
)
improvement = ((adaptive_acr / basic_acr) - 1) * 100
print(f" [Tokpamenns BigHocHO ©a3oBoro RS (0=0.25):

{improvement:.2f}%")

if 'structured' in results:
print("\n3. CtpykTypoBaHi 1rymMoBi Moeni:")
print("-" * 40)
for noise_type, accuracies in results['structured'].items():
acr = compute_average_certified_radius(
list(range(len(accuracies))),

accuracies
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print(f* {noise_type.capitalize()}: ACR = {acr:.4f}")

if ‘clean_accuracy' in results:
print(*\n4. Yucra Tounicts (0e3 aTaku):")
print("-" * 40)

print(f* {results['clean_accuracy']:.4f}")

print("="* 70 + "\n")
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