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Information technologies had evolved in almost all areas of human activity. Due to 

automation, the speed of information processing increases, which consequently 

increases productivity. The process of modeling of any information system allows to 

automate its management, increases the speed of information transfer, and improves 

quality control. The simulated system has a self-tuning character, i.e. there is an 

unambiguous algorithm of actions, where each byte of information is sent to the 

appropriate data center. Changing the environment will cause a chain of changes in the 

system of business organization. Technically, modeling consumes as much time as 

creating a business plan. In the work course, it is necessary to return again and again 

to already registered moments, to make changes and to build everything anew, and then 

to test and improve the received IT product. 

The requirements are the starting point for determining what the project team will 

model, implement, and test. If there is uncertainty in the requirements [1-7], then not 

what was expected will be realized, i.e. people's work will be done in vain. 

Mobile applications are especially in the need in-depth modeling of testing 

processes, because one toolkit can be installed on different devices with different 

operating systems, software shells, diagonals, and so on. 

All types of software testing, depending on the goals, can be divided into the 

following groups: 

– Functional;  

– Non-functional; 

– Related to changes. 

Functional tests are based on functions and features, as well as interactions with 

other systems, and can be present at all levels of testing [8]: Component or Unit 

Testing, Integration Testing, System Testing and Acceptance Testing. Typically, these 

features are described in requirements, Functional Specifications, or Use Cases. 

Functional types of testing consider the external behavior of the system and are 

based on an analysis of the specifications of the functionality of the component or the 

system as a whole. Functionality Testing can be performed in the two aspects: 

– Requirements;  

– Business processes.  
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Testing in “requirement” perspective uses the specification of functional 

requirements for the system as a basis for the design of Test Cases. 

In this case, it is necessary to make a list of what will be tested and what is not, to 

prioritize requirements based on risks (if this is not done in the document with 

requirements), based on this to prioritize test scenarios (Test Cases). This will allow 

focusing and not missing the most important functionality when testing [9]. 

Business Process Testing uses the knowledge of these business processes, which 

describe the scenarios of daily use of the system, Test Scripts, as a rule, are based on 

cases of use of the system (Use Cases). 

The advantages of Functional Testing include “simulation of the actual use of the 

system”, the disadvantages – the possibility of omitting logical errors in the software 

and the likelihood of over-testing. Consider the program code of an example of 

Functional Testing: it is necessary to check that the user can create a profile, give it a 

name, and see the created profile, according to the requirements of the product [10]. 

Listing1. Functional Testing script using program code: 

 

LoginActions.login(self, creds) 

HomeScreenActions(self).tap_settings_menu_button() 

settings_menu = SettingsMenu(self) 

settings_menu.tap_change_profile_button() 

# Validate profiles page 

self.validate_manage_profiles_page() 

self.tap_add_profile_button() 

edit_profile = EditProfilePage(self) 

edit_profile.enter_nickname(self.NEW_PROFILE) 

edit_profile.tap_save_changes_button() 

# Validate that profile is added 

self.wait_for_load() 

self.validate_profiles_after_adding(self, profiles_before, self. NEW_PROFILE) 

 

White Box Testing is a test of the internal structure, design, and coding of a 

software solution. In this type of testing, the code is visible to the tester. The main 

attention is paid to checking the flow of input and output data through the application, 

improving the design, ease of use, enhanced security. White Box Testing is also known 

as Clear Box Testing, Open Box Testing, Structural Testing, Transparent Box Testing, 

Code-Based Testing, and Glass Box Testing [11]. 

White Box Testing is one of the two parts of Box Testing's approach to software 

testing. Black Box Testing involves testing from an external or end user perspective. 

White Box Testing is based on the internal workings of the program and revolves 

around internal testing. The term “White Box” was used because of the concept of a 

transparent box, which symbolizes the ability to see through the outer shell of the 

software (or box) its internal work. The “Black Box” symbolizes the inability to see 

the internal workings of the software, so only the end-user experience can be tested. 

White Box Testing includes testing software code for the following:  

– Internal safety defects;  
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– Broken or poorly structured paths in coding processes;  

– Functionality of conditional cycles;  

– Testing of each operator, object, and function on an individual basis. 

Testing can be performed at the system, integration, and modular levels of software 

development. One of the main purposes of White Box Testing is to verify the workflow 

for the application. White Box Testing involves testing several predetermined inputs 

against expected or desired outputs. If a particular data entry does not lead to the 

expected output signal, it indicates a system defect [12]. 

The first thing a tester often does is learn and delve into the source code of the 

program. Because White Box Testing involves testing the internal operation of the 

program, the tester must be very familiar with the programming languages used in the 

test applications. In addition, the tester must be well versed in secure coding 

techniques. Security is often one of the main tasks of software testing. The tester must 

be able to detect security issues, prevent attacks by hackers and naive users who may 

enter malicious code into the application both consciously and unconsciously. 

The second step of testing the “White Box” involves testing the source code of the 

program for proper functioning and structure. One way is to write more code to verify 

the source code of the program. The tester will develop small tests for each process or 

series of processes in the application [13]. 

The concept of “smoke” testing came from the results of engineering experiments: 

“When commissioning new equipment (“iron”), it was considered that the test was 

successful if the installation did not leave the smoke”. 

In the software field, Smoke Testing is considered as a short cycle of tests 

performed to confirm that after assembling the code (new or edited); the application 

starts and performs its basic functions [14]. 

The conclusion about the efficiency of the main functions is made on the basis of 

the results of surface testing of the most important modules of the program for the 

ability to perform the necessary tasks and the presence of critical and blocking defects. 

In the absence of such defects, the smoke test is declared passed, and the application is 

transmitted for a full test cycle, otherwise, the smoke test is declared failed, and the 

application is finalized. 

Analogs of Smoke Testing are Build Verification Testing and Acceptance Testing, 

performed at the functional level by a team of testers, based on the results of which it 

is concluded whether or not this version of the software is accepted for testing, 

operation or transfer to the customer [15]. Consider the program code of the example 

of Smoke Testing: it is required to check the functionality of the login to the 

application. This is one of the most important functions, its errors can lead to large 

losses for the correction of defects, if it becomes known too late [16, 17].  

Listing 2. Smoke Testing script using software code: 

 

home_page = HomePage(self) 

home_page.tap_login_button() 

subscription_page = SubscriptionPage(self) 

subscription_page.wait_for_load() 

subscription_page.type_email(self.creds.login) 
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subscription_page.type_password(self.creds.password) 

subscription_page.tap_login_button() 

assertFalse(home_page.is_login_button_displayed()) 

 

Modern development methodologies practice the Continuous Integration approach, 

which is part of the software product assembly [18]. 

Assembly is not always having a proper quality; it may contain defects in 

functionality that is critical to the business, so the inspection should be carried out 

immediately after the assembly and before submission for testing. This reduces the 

time spent on testing the assembly that contains blocking defects. 

Key benefits of Smoke Testing:  

– Detection of critical errors in the first few hours (minutes) after installation;  

– Reduction of risks of removal of a low-quality product;  

– Minimization of risks in system integration;  

– Reduction of defect correction costs;  

– Acceleration of verification due to automation. 

Therefore, testing plays an important role in the development of quality software. 
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