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ОСОБЛИВОСТІ QR-КОДІВ ТА ПРОБЛЕМИ FISHING 

 

Ф. Кирпота, Я. Халімонов 

Харківський національний університет радіоелектроніки 

Україна, 61166, Харків, пр. Науки 14 

E-mail: fedir.kyrpota@nure.ua yan.khalimonov@nure.ua 

Анотація: Дана робота спрямована на огляд галузей застосування QR-кодів та їхніх 

особливостей. Детально розглянуто актуальність QR-кодів. Наведено короткий аналіз зразка 

коду. Наведено узагальнений огляд стандартних і мікро QR-кодів. Приділено увагу такому 

важливому напряму, як фішинг; розглянуто основні види фішингу та їхню суть. 

Ключові слова: застосування, особливості, плюси, мінуси, QR-код, фішинг. 

 

FEATURES OF QR CODES AND PROBLEMS OF FISHING 

 

F. Kyrpota, Y. Khalimonov 

Kharkiv Kharkiv National University of Radio Electronics  

Ukraine, 61000, Kharkiv, Nauky av, 14 

E-mail: fedir.kyrpota@nure.ua yan.khalimonov@nure.ua 

Abstract: This work is aimed at review of QR codes appliance spheres and their peculiarities. The 

relevance of QR-codes is considered in detail. A brief analysis of code sample is given. A generalized 

review of standard and micro QR-codes is given. Attention is paid to such an important direction as 

phishing, the main types of phishing and their essence are discussed. 

Keywords: application, features, pros, cons, QR code, fishing. 

 

QR codes are still important and popular due to their convenience and speed of accessing 

information through mobile devices. They provide quick access to diverse information such as links 

to web pages, contact information, and product information.  

In stores and restaurants, QR codes can make the customer experience more convenient, while in 

music, movies, and smart homes, they can facilitate access to content and device management for 

IoT.  

QR codes are also more secure and convenient than traditional methods of transmitting 

information and can be used on various surfaces such as paper, textiles, metal, etc., making them 

versatile and applicable in many fields. 

However, along with the growing popularity of QR codes, security issues have arisen, including 

the risk of phishing [1, 2].  

Malicious actors can use QR codes to redirect users to fake websites or trick users into 

downloading malware onto their devices. Additionally, QR codes can be easily counterfeited, which 

also creates a security risk. 

Given these problems, the relevance of QR code security and phishing remains high. Users should 

be cautious and vigilant when scanning QR codes, especially if they are received from unknown 

sources. It is recommended to use only trusted and verified applications and services for scanning QR 

codes, as well as checking websites and transmitted information for suspicious activity.  

Companies and developers should also pay attention to QR code security when using them in 

marketing and other fields. 

A QR code is an image consisting of black squares and white spaces on a white background (Fig. 

1), which contains information that can be read using a mobile device equipped with a camera and a 

QR code scanning application [3].  

The code may contain diverse information, including text, links to web pages, email addresses, 

contact information, media files, GPS coordinates, and other data [4, 5]. 
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Figure 1 – Example of QR code 

 

QR codes come in several varieties, such as standard, micro, and iQR codes. Typically, standard 

QR codes have a white background with black squares that store information.  

Micro QR codes are smaller in size than standard ones, making them convenient for use on small 

surfaces. In turn, iQR codes have a circular shape that allows them to be used on round surfaces. A 

Micro QR code has only one square mark by which scanners recognize it. The capacity of small QR 

code depends on its size – smallest one holds 35 digits or 21 characters [6]. 

It is defined that each QR code has synchronization strips, which allow reading the mark even on 

an uneven surface. 

This type of QR code can also represent square, rectangle or even dot pattern. It can contain up to 

40,000 digits. The peculiarity of IQR-codes is that they can be read even if they are 50 % damaged 

[7]. 

QR codes are widely used in various fields of science and technology due to their universality and 

ease of use [1, 2]. They can be used for various purposes, including identifying and tracking goods, 

managing production processes, storing medical data, automating building management, and much 

more. 

In marketing, QR codes can be used for quick access to information about a product or service, 

such as price, product description, or discounts. They can also be used for obtaining customer 

feedback or registering for an event. 

In logistics, QR codes can be used to track goods and manage warehouses. They can be placed on 

the packaging of goods or on the goods themselves and contain information about the location of the 

goods, date of manufacture, expiration date, and other useful data. 

In medicine, QR codes can be used to store a patient's medical data, such as medical history, 

prescriptions, diagnoses, analyses, and other medical data. They can also be used for patient 

identification and communication with medical personnel. 

In production, QR codes can be used to manage production processes and quality control. They 

can be placed on product components or on the product itself and contain information about the 

production date, serial numbers, specifications, and other product parameters. 

In architecture and construction, QR codes can be used to create virtual tours accessible through a 

smartphone. They can also be used to access instructions for installing and assembling furniture and 

other items. 

The relevance of QR codes lies in the fact that they are still important and popular due to their 

convenience and speed of obtaining information through mobile devices. They provide quick access 

to a variety of information, such as links to web pages, contact information, and product information. 

In stores and restaurants, QR codes can make the customer experience more convenient, while in 

music, movies, and smart homes, they can facilitate access to content and IoT device management.  

QR codes are also more secure and convenient than traditional methods of information transfer, 

and can be used on various surfaces such as paper, textiles, metal, etc., making them universal and 

applicable in many fields. In production, QR codes can be used to manage manufacturing processes 

and quality control of products. They can contain information about the details and components used 

in production, and be used to track the movement of goods and equipment in warehouses. 
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In medicine, QR codes can be used for patient and medical equipment identification, as well as for 

access to medical information and medical history. In architecture and construction, QR codes can be 

used for access to project information and construction materials, as well as for quality control and 

safety on construction sites. 

In tourism and hospitality, QR codes can be used to provide information about local attractions 

and tourist routes, as well as for booking hotel rooms. In education, QR codes can be used for access 

to educational materials and additional resources, as well as for conducting interactive lessons and 

quizzes [8]. 

Thus, digitization and, as an example, the use of QR codes in all areas of human activity is 

growing rapidly [9-12]. In general, QR codes are a powerful tool that can be used in many areas of 

life, from science and technology to business and entertainment. 

The problem of phishing using QR codes is that attackers can create fake QR codes that look 

legitimate but actually redirect to malicious websites or request confidential information. Users who 

scan these fake QR codes can become victims of cyber attacks and lose their money, personal data, or 

confidential information. 

There are several types of phishing that can use QR codes: 

- business card phishing. Malicious actors can create fake business cards with QR codes that 

redirect to infected websites or request confidential information. Users may be tempted to scan these 

QR codes as they may look legitimate and inviting. 

- banner phishing. Malicious actors can create banners with QR codes that may contain malicious 

code or redirect to malicious websites. Users may accidentally click on these banners and scan QR 

codes without checking. 

- Email phishing. Malicious actors can send emails with QR codes that may redirect to malicious 

websites or request confidential information. Users may be tempted to scan these QR codes if they do 

not check the source of the email and are unfamiliar with the sender. 

To combat QR code phishing, users can take the following measures: 

- use only trusted apps and services for scanning QR codes. 

- check the source of the QR code and the website it redirects to for suspicious activity. 

- do not provide confidential information through QR codes if you are unsure of their legitimacy. 

- pay attention to any suspicious actions, such as unexpected requests for confidential information 

or incorrect website displays. 

In addition, companies and developers can combat QR code phishing by using protection 

measures such as antivirus software, access control and authentication, and educating their users on 

how to recognize and avoid QR code fraud. 

As a result of the review, the advantages of using QR codes can be highlighted: 

- fast scanning: QR codes can be quickly and easily read using a smartphone or tablet equipped 

with a camera and a special scanning app. 

- wide application: QR codes can be used in various industries such as advertising, marketing, 

logistics, science and technology, education, etc. 

- large amount of data: QR codes can contain a large amount of information, including text, links, 

contact information, geographic coordinates, and even entire web pages. 

- low printing costs: QR codes can be easily printed on various materials such as paper, cards, 

packaging, clothing, etc. 

- interactivity: QR codes can be used to create interactive surveys, polls, and contests that help 

attract attention and increase audience engagement. 

However, there are also several disadvantages: 

- special application required: To scan QR codes, a special application must be installed on a 

smartphone or tablet, which may deter some users. 

- size limitations: QR codes have a limited size and cannot be printed on very small objects, such 

as stamps and bank cards. 
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- vulnerability to errors: Errors can occur when printing QR codes, such as image distortion, 

uneven edges, etc., which can make the code unreadable. 

- security concerns: QR codes can be used to transmit malicious software or websites, posing a 

threat to user security. 

- inconvenience for some users: Some users may find QR codes inconvenient or difficult to 

understand, which can reduce their attractiveness. 

Thus, this work aims to review the areas of application of QR codes and their features. A brief 

analysis of the sample code is provided.  

A general overview of standard and micro QR codes is given. The advantages and disadvantages 

of using QR codes are presented. Attention is paid to an important area such as phishing, the main 

types of phishing and their essence are considered.  

Such review is necessary for the further development of QR codes. 
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