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XapKiBCbKHI HALIOHANBHHIE YHIBEPCHTET PAliOCNCKTPOHIKH, XapKiB

IMPOBJIEMATHKA BE3IIEKH TA KPUTEPII xXHAIHHOCTI
MYJIbTHXMAPHHX CEPE/IOBHIIL

AnoTanin. Mera erarti — no3HAROMHTICH 3 NPOOACMATHKOK GCINMEKH MYJIBTHXMAPHUX CCPEIOBHIIL | IPOAHANIZYBARIIH
HPHIHHN BHHUKHCHHS X npobacs chopuyBaTH Ha IX 0CHOBI BIacH] KpuTepiil Gesncunol xmapu. Bukaaacui ronosui npo-
GreMM Ta KPUTEPIT HALHHOCTI MYIBTHXMAPHUX CCPEIOBHIL V1A NOAAMILIONO iX ananizy. byio ocsiTieHo npiopureThi mini-
NPOBIEMH, HKI MAKOTL 3B'430K 3 FOJIOBHHMH, 3aBAARNA: npoanatizysari Oyas-axi indopmaniiing jukepena 3a nanpaMos 1a
BUINOBUIHOK TEMOI0, OKpecanT npobaes 1a nos's3ani 3 Hivu 1arpoan i pusukn B obaacti xymaproi Gesnexn, npoanaii-
YBATH OCHOBHHUX NPOBATLACPIB XMAPHIX HOCAVT, POIAHYTH MCPCHCKTHRM | 3ACTOCYBAHNA HA PHHKY, J0BCCTH JAOULIBHICTD
BHKOPHCTAHHA MIXOY MYABTHXMAPHOCTI, chpopayBaTi BaacHi Kputepil Gesncunocti xmapunx cucrem. Pesyasrarm jjoc-
Aipkenns. B wii crarTi npi 3HANOMCTBI 3 XMAPHHM CBITOM | ICTOPICIO HOM0 BHHHKHCHHA, @ TAKOXK NPH PO3IIAAL “cpes
NPH3IMY POIBHTKY MONMYAAPHOCTI Xmap B AxocTi IT-Tpeiay naseaeni icnyloui pusHkH Ta 3arposH BHHHKHEHNA CYYacHinx
JIPOK DEINEKH B XMAPHOMY CEKTOPI, AKi CHOBLILHIOIOTL NoAAbWHH possrTok IT-inaycrpii. Onucani dynaamentansui npo-
Ganemui moamenti poboTi xmapunx obunciaens B indpactpyxrypi. [poBeaeHo nopiBHAILHIA AHAIS HATBHILAHILKMX CYYac-
HIX XAMAPHIX CHCTEM, 1O JUAKOTE TEMIT THINM OPrasizaminyg xmMapioro pusky. Jocaypkeno gouiisnicts 1a obnacrs ai-
KOPHCTAHHA XMAPHHX CCPCIOBHIIL 3anpPONOHOBaHI 3araibii KPHTCPIT HANITHOCTI BHIPARICHOTO XMapHOIO NPOAYKTY, Ha
OCHOBI MPHYHH BIHHKHCHHA MPOGICM MYIBTHXMAPHIX cepeaonil. Bucnosok. 3ak1ai1eHo ocHOBY 18 MOJANBIIOTO Maii-
OYTHIX JOCaTACHL XMapHOi Ge3nekn, pospoOKi pilleHHs 1o 3a0e3NeUeHHI0 HAMIHOCTI XMAPHHX CHCTEM Ta BAOCKOHA-
JICHHIO HASBHIX KOMIMOHEHTIB XMapiix TexHonoriii s IT-indpactpykrypi.

Kawuosi caoBa: MyILTHXMAPHE CCPEAOBHILE. XMAPHA Ge3meKka, XMapui o0uiCIeHHE, MYILTHXMAPHICTL, KPHTEpPIl Ha-

aiitnocri, kibepuounneus, IT-mdpactpykrypa.

Beryn

Mocranoska npobaemu. Hapomysanna of'emis
1HDPOROTO KOMa BIIDYRACTHCA B HEKOHTPONILOBAHII re=
oMeTpHUHIil nporpecii, TOMY HAa CHOIOAHI, PHIHKOBAHO
FATHILATH BAZAJIMBI BLIOMOCTI Ha JIOKALHOMY HOCIT, JUIA
LHX BHNAIKIB BAKC CTBOPECHHIT THIT NPOrPaMHO-TEXHiY=
Horo cepeosuma. [lpuknazom Bimconmcanoro jo-
BKULIA € Xmapa, 11 npocTuit cnocid ekcnuyaraiii 1a He=
KOPCKTHO HAZIAIITOBAHHI AGCTYN 10 pOSTAlIOBAHHX B
Hiit 00'eKTIB, CTAHOBHTH 3arpo3y HAMIMHOCTI BCIET CHC-
TeMH. Takok 31 30UIBIICHIAM KUIBKOCTI XMapHuX npo=
JIYKTIB 3pOCTac CKAAAMICTS iX inTerpanii, Kontpomo, po=
3poGku Ta 3abesncucnns edhekTuBHOL, cTabinbhoi Ta 6e3-
neunoi poboti. Ilepepaxorani mini-npobaemu, AKuLO 1X
HC Bllpil.l.lli'l‘ll abo YACTKOBO HE 3MCHILHTH 1X HCTraTHBHHI
BIUINB, MOKY Th IIEPETBOPHTH HAIT T8 FAPAHTI1 YCIILIHO=
cri pofoTi B xaoc. Y pesyibTari, He peieBaHTHI METOAH
sabe3neucHs epeKTHBHOTO piBHs Gesnexn abo ix Blicy-
THICTH BHKAMKATHMYTh CCPHO3HI JAHCNIOKOEHHA OO0
BTpaTH a60 BHTOKY AaHHX opramizauii Ta il kiienTis. 3a-
Pas TAKOX B HALIOMY CYMACHOMY CBITl, AKTYLILHO 3aXH=
CTHTH KoweH 30epeskernit Gir indopmawii 1 niudparu
HAABHI NLIX0aK 200 y pasi HeoOXIAHOCTI BUIHOBHTH BAE
srpadcHi Qaitin. TIpn GYPXAHBOMY POIBHTKY XMapHHX
TexHoaoriii Ta GakanHi OizHECMEHIB, WIBHAKO 3po0HTH
BAACHHI NPOAYKT MAKCHMAIBLHO JICIKHM Ta 3PYUHHM,
MAJIO NpIALIAAK yBard 10 Oesnekn. Hapasi k1o4oBuMu
(hakTOpaMi CMOBUILHCHHA BHPILICHHA NHTaHbL Gelneku
BCC HIC € MOACHKNIT HaKTOp, HE BUTI/IHI BTPATH NPOJIYK=
THBHOCTI 3apajii 3aXHCTY NPOAYKTY Ta CKAAHICTh KOM=
NAaency 3 ypaxyBalnaM ITHBUIYATBHHX OOMeXKeHb
KOMNauii B 3a7CKHOCTI Bt 3aBaanns. Xnmapu Bee Ginbiie
BOY/IOBYIOTHCA B HAIIC JKHTTA | TENEP 3 KOKHUM KPOKOM
X PO3BHTKY, KOPHCTYBaYi NMEPEKONaNi O TaKHil 1eBH=
npasaanuil Temn nos'asanuit 3 norpedamm xanidonoro

PHHKY CHOMKHBAMIB, AKI HE JAKOTH WAHCY PO3POOHMKAM
npoekTis abo crapranis xoua 6 Ha cepeHiii piBeHb 3a-
JOBUILHITH BHMOTH 10 Oe3ncku. Takum yHHOM MOHOMO=-
JIbHI KOMTIaHIT B MApKETHHIOBII roHI 3a rpommma Oy-
AYTH YCMIIIHO BTPAYaTH PenyTauilo, Koan KICHTH CKo=
HUCHTPYIOTLCSA Ha Giibll BHIAHMX YHIKAIBHHX PillicH=
HAX KOHKYPCHTIB. 3apa3 sK HIKOIH [I¢ aKTYAILHO, Mij
4ac CYpOoBOT KOMKYPCHIIT MIX TEXHOIOT MHHMH-TEXHi4=
HHMHM KOMIIAHIAMM, KJAIEHT MA€ MAKCHMANbLHY BHIOLY 34
PaXYHOK OIHOYACHOT BIACMOUT PI3HHX XMapHHX CepRi=
cis 3 indpacTpykrypolo Ta mnaardopmamu cepsepis.
SAKIO MK KOKEMO PO Macralbu 1ol opranizanii, Tou
He CTBOPIOIOTH 3 HYJS HOBI PILICHHS Ta BUINOBIHO T™
J0JATKOBI NICpenonn ans GisHecy, 3aBkIH 3aCTOCOBY=
0Th 1 BJAOCKOHANIOOTL ICHYIOun crparerii 8 IT-cdepi,
HANPHKAAA, MYALTHXMApPHICTL. 3aBAsAKH XMapHiil in-
(ppacTpyKTypH, KOPHCTYBAUI MOKYTh, Oyiib-1e, 1PH Ha=
ABHOCTI JIOCTYNY J10 XMapH, B 3pY4YHHI Yac BHKOPHCTO=
BYBATH PO3NO/LUIEH] pecypcH UIf [iii IpH BHKOHAHHI pi=
JHOPIAHMX 3aBAaHb, 3HaunTh Oy/b-fKa BPA3IMBA “ac-
TiHHa abo By30:a, skuii Oye 3namanuii, IT-indpacTpyk=-
TYPH NIPH 331ISHH] JICKUIBKOX XMAap MOWKC CTATH PHIHKO=
BOKO CHCTEMOIO Nel, OKpeMo, XO4eThCs HAIOIOCHTH, Lo
JAOJATKOBHM EKOHOMIMHHM TArapem JUIS IOPHAHYHHX Ta
nyoaiunux o6Hub € CKIaaHICTh 3a0e3neucHHA KoHdie-
HUIHOCTI AaHuX. B XMApHUX NPOAYKTAX, [IPH BIIPOBa=
JUKCHHI XMapHHX 00UHCIICHDb CHIBPOOITHHKAM KOpIriopa-
Uil He BUCTAMAE 3HAHB TA J0CBLAY, WOG NepeBipuTH, AKi
CACMEHTH IHPacTPpYKTYpH nia 6e3nekor. 3BiACH ni=
uta HeoOXiAHICTL GUILIN ACTANLHO JOCHILKYBATH Jla=
HHIT HANTPAM 3 piznux GOKiB B nuiani 0C3NCKH Ta HaMiiHO=
cti xmap. Ha Moio aymky, sum Oinbiie AKICHHX J10Ci=
JKCHB MH 3p00HMO, THM IIBHIIC HAWII Npaui Ja1yTh
HIAHC BUPIINTH NMOTOMHI NpoGaeMu abo 3MEHIHTH N0=
ranpii pname na IT-chepy. Ocpitaupmm nacymmi npo=
Gnemn HamIAHOCTI XMAapHOTO CCKTOPY | Ha OCHOBI

© Baxuncsknit B. b, Txauos B. M., 2023
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HPHYMH X BMHHKHEHHA, HEOOXIAHO 3HAITTH KpHTepii
GeaneuHol XMapH, Wod BOHI CTAIN OPICHTHPOM /LIS 3Ha=
XoaAeHHS a00 CTBOPEHHS, ¥ MaiOYTHLOMY, METOY 3a-
Ge3neeHHA HALAHOCTI XMAPHHX CHCTEM, 3BICHO HeoD-
XUIHO BpaxyBaTH pobOoTY IHUIMX JiS4iB VIS N0/12/16ILOTO
AKICHOrO Ta YHIKQIbHOTO jJociikeHns. He ausasuics
Ha HOBH3IHY TEXHOJIOTTT, NOB A3AHOK 3 XMapaMii, BOHH B
nojaTbIoMy 0608 43KOBO BYIYTH HEIAMIHHIMK IIC J1e=
KiIbKa pOKiB Ta MOATHBO CTAHYTH YACTHHOK HOBHX BH=
HAXO/1iB, ale 6e3 pileHh cyHacHuX npod.em, XMapHi ne=
PCICKTHBH 3ATHINATLCA HE3IHCHEnon Mpicio.

Ananiz ocrannix pocaivkens i nybaikawiii. B
BebG-caiiti [1] cTHCn0 mpoROJEHA KCKYpCIA MO XMap-
HOMY CBITY. YHIKaIbHI CTAaTHCTHYHI JaHl B3ATI 3 JUKC=
pena [2] 1 tam ke BonM actanbno onucani. Haykosa
cTarTa 3] Hajac HaM FOTOBMIT PEIYALTAT AHANIZY PITHHX
XMapHHX MPOAYKTIB Hamoro vacy. Enekrponnnii pecype
(4] posnoBijiac NPo AKTYANLHICTE Ta HEOBXINICTh Y Bi=
KopHcTanm MyasTHxMaprocti 8 Gisneci. PoGora [5) no-
Ka3ye HaABHI JOKYMCHTH 10 XMapHUM niTanuam. B in-
TepHeTi [6] omicannii okpemuii po3ain KOMN KOTEPHOT
Gesnexn — Gesnexa xmapHux oGuHciens.

Meta crarTi — no3HaioMuTHes 3 npolieMaTHKoKX
Oesneks MyJLTHXMAPHHX CEpe/lOBHUL | NPOaHAIilyBas
BUIH NPHYHHH BHHHKHCHHA UMX npobaem chopmysath
Ha IX OCHOBI BJIACHI KpuTepil 0e3nedHoi xMapH.

Bukaaa ocnosroro marepiany

JlioncTso, nicas wHppPOROT peBOTIONIT MHHYIOIO
CTOpiuus Ta peanizauii KoHuenuil XMapHux oGUHCICHD,
HACTIILKH NPHILBILIIA CBIiT TEXHOMIOITYHMIT nIporpec,
mo BuiinIa Ha HOBMIT piBens MoXAMBOCTEIl | napane-
JILHO 3 HHUMH 3'SBJIAIOTBECA HOBI 200 NMOTIPUIYIOTECA pa=
Hillle HeBupimeHi npobaemu HamiiiHocTi iHdopManii.
Hanpuknan: eexTHBHICTL MOTYKHMX MEpewk, HH3LKA
BapTiCTL O0ANNANHA T4 NPHCTPOIB 30cpiranns i odpo-
OkH, a Takox HeobXie Macurrabie rOYI0BRYBAHHS Bip=
Tvanizanii. Came Taki J0CATHCHHA CTBOPHIN OCHOBY JUIS
npodsieM i3-3a NOB AZAHMX 3 HHMH MOTCHIITHUX 3arpo3
Ta pu3nKie indopmauiiinol Seaneku, axki OyayTh cneum-
diunnmm ans xmap Ta obuncnens. Bapro srazatn mo,
€JHHA NEPLIA CKAAL0BA HABKOAMIWIHBOIO CBITY — LIE iH-
(opmauis, neobmenennii 1o0cTyn 10 Hel CTaB KIIOYOBOIO
noaicto y cyuacuiit icropii. Tomy 3apas, komnasuii ycsi-
A

JIOMIIOKOTH, 1O 3a0IAHHA XMApH — 1¢ I'eHiaIbHHI WaHe
o0, 1erKo, WBHKO Ta 32 HE3HAYHY BAPTICTh, OTPHMATH
JIOCTYII JI0 HAHKPALKX J0AATKIB Y CBOiil ray3i. Ane i3-
3a 3pocty Kon(iaeHuiiHol indopmauii, ska posMiunly-
CTHCA B XMapi, NO4HHAC IPOCTATH JAHCTIOKOCHHSA 3 NPH=
BOJLY TOTO, HACKUILKM OC3NCHHIM € LIC CCPCAOBHILC,

11100 MOBHICTIO | TOYHO PO3IICAITH BCKO TAHOHHY
npobaem, noTpibHo Xoua 6 NMOBEPXHEBO BIANOBICTH HA
pan JIOTTHHHX MHTAHD:

1) 3 woro novanacs iiea 31 cTROpenna indopma-
wiitnoi xmMapu i K nani Bona pos3suBanaca B inean?

2) Hackinibk 3apa3s BaA&JMBI XMapHi TEXHONOTIT
JUIS Hac i sKka odaacTk X 3actocyBanns na puuky IT-in=
ayerpit?

3) X710 € rosoBHHMI NOCTAYAIbHIKAMH XMaPHIX
cepeaosu?

4) ki icHYIOTH MIaHH, NCPCIICKTHBH Ta MAHCH Y
NOJANBLIIOMY JUTA XMApPHOTo Hanpamy?

Ilepen nocnizoBnoi BIANOBIAIIO A Tepepaxosaii
NHTAHHA, KPALLC MOYMATH 3 MAICHBKOT ICTOPHUHOT A0Bi=
JKH TA BHIHAYMCHHAM XMAPHHX OS‘IHC.I'ICHL.

3rinno 3 sisnavennss Hauionaasnoro iHCTHTYTY
cranaapris i rexnonorii (NIST) CLUIA, Xmaphi 004mc-
nenns (B anra. Cloud Computing) — ue mojens 3abes-
TCUCHHA TMOBCIOHOIO TA 3PYYHOIO A0CTYNY HAa BHMOTY,
HEPE3 MEPEKY 10 CHLIBHOIO Y.y O0UHCIIOBAIBHHUX pe-
CYPCIB, 1O NUIATAIOTHL HANAWTYBAHHIO (HANPHKIAL, 10
KOMYHIKaLIiiHHX MCpe, cepBepis, 3acobis 36cpexenns
JIAHHX, TIPHKIAHUX TMPOTPAM Ta CCPRICIB), 1 AKI MOKYTh
GyTH OTepaTHBHO HAAHI TA BUBLILHEHI 3 MIHIMATEHHMH
YIPABIIHCBKHMI 3ATPATAMM TA 3BCPHCHHAMMH 10 NPO=
Baiiiepa [1]. TTepumm ke KPOKOM J10 BTUICHHS XMapHIX
obuncnens moxna BBakath nossy ASP (Application
service provider - npoBaiiIcpi NOCAVT A0CTYNY 10 J10/18=
TKiB) y Apyriil nonoeuui 1990x pokie. ASP moxkua sea=
AatTi oM i3 nepinx SaaS cepsicis. [Mazsma nepuo-
CTi HAICAHTH CEPBICY CJICKTPOHHOT NOWITH BiJL KOMIAHIT
Hotmail. Ane siacyTnicTs na 10l 4ac WIMPOKHX KaHanin
IHTCPHET Ta TCXHOMOrH BipTyanizauii cranm Ha nepe-
NOHI - 3a BIICYTHOCT] WIBHAKKX Ta cTablibHuX KaHnanis
IHTEPHET KOPHCTYBa4l HE MOIJIH OTPHMAaTH AKICHI NMOC=
Jyru, a 6e3 Texnonorii Bipryanizauii Hemoxanso 6yio
eeKTHBHO Ta THYYKO POINO/AUIATH PECYPCH Ta MACHITa=
Gysartu cepsicu (puc. 1) [1].

l

l Macosa siptyanisauia cepsepis I

XMapHi 064HUCNEHHA [

anco-uﬂ pict ﬂn-ﬁmmﬂnml

PicT nponyckHol 343aTHOCTI IHTEpHeT I

Polsuticy Texwmmmx 3acobie IT ranysi

7 Noctyn ao Meindpeim 3a npuumnom
PO3NOAINY Yacy

1950x  1960x  1970x

1930:‘[‘ 1990x T 2000x T2010x

2020x

Puc. 1. Possurox IT raaysi (kepeno: [1, C. 1))
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B ueil MOMEHT Z0UIIbHO HATOAOCHTH L0 XMAPOHKH
JUMIAIOTLCA AKTYAILHUMIL, TOMY L0 HA ChOIOJEHHS
3A10BOJILHAIOTE 3aiKTH GiibwocTi KopueTyBauis, Boun
1€ JIOBE/IM He TUIbKKM B Teopil, aie i B ¢BOTi cnpasi. Y
raobansiHoMy BHMIPI, XMapHI CePBICH PO3NOBCIOIKEH] ¥
OaraTboX rajy3ax. BianosiiHo, 3a rany3eBuM posioli-
noM nepuie micue nocinac I'T<cekrop (50 %), apyre —
ciepa dinancosux nocayr (14 %), Tpere — acpxaBHmii
cekrop (puc. 2) [2].

Xmapi cepsicu 32 cHepol0 BUKOPHUCTAHHA

BT e, p A

L R ]

LTt
B Ry

W o -
ey

Puc. 2. PO3NOBCIOKCHICTE XMAPHIX CEPBICIB
12 cpepolo BHKOpHCTAHHA (1kepeno: [2, C.3])

Jlis nepepaxypaHusM PakTopis BHHHKHEHHA NPO-
01eM T3 IX CAMHX 3 N0JANLUIHM ONHCOM, BAAUIHBO 1PO=
ananizysatu npobicMui Micus — xmapsi npoayxti. 3a
KOKHOK XMapolo cToiTh ¢Bili npopaiinep, B TakoMy ape=
ani se 6araTo OCHOBHHX MOCTAYATLHHKIB, 3TIHO CTATH=
CTHKM HPHOANIHO ABI TPETHHM PHHKY 3AHATI HIPOCKTAMM
BEIMKHX Kopriopatiii Takimu ax: Amazon Web Services,
Microsoft Azure, Google Cloud Platform.

Ha iX npusiasi, M# MOKEMO N0GaTHTH GUILIIICTh
cyqacHux npobaem XMap, TOMY 1O 1l KOMAani-BHpoG=
HHKH 33pa3 3a310Th TCMIT PO3BHTKY XMap Ha PHHKY
(taba. 1) [3].

Tatws | — Honyaspni nocayrm xMapunx obuanciens (juxe-

peao: [3,C4))
Google Cloud Amazon Web Microsoft Azure
Platform Services
Bipryvasui Compute Engme EQ2 Virtual Machines
MAWHR
Xoctumr App Engine Elastic Beanstalk Cloud Services
cabirin
Cucremn Container Engine EC2 Contaner Container Service
xontciinepin Service
baum ranmy Cloud Bigtable DynamoDB CosmosDB
Amati yanny BigQuery Redshift SQL Database
Obpobica Cloud Functions Lambda Functions
_—
Bam aanmx | Clowd D DynamoDB Cosmos DB
Ybcpiranmn | Storage S3 Blob Storage

Hanpuxnan, vemonasue nocnikenus State of the
Cloud, nposeaese komnauicio Flexera, nokasano, wo s
2019 poui, npHHAIMHI HA PHHKAX CKOHOMIYHO PO3IBHIY=
THX KPaiH, 10714 OPraqizamiii, o BUKOPHCTOBYIOTH J1CKi=
NIbKA XMAPHHX TOCHAYT PI3HIX oneparopis, gocarna 84%.
IpnGansno Toro ® BHCHOBKY MM | aHANITHKH
Gartner — HEUIOABHO TPOBEACHE ONUTYBAHHA T1IPE/i=
CTABHHMKIB CKCMEPTHOTO CEPEOBHINA NPOACMOHCTPY=
Bao, o 81% pecnonacHTIB NPaioloTh 3 ABOMa UM Oi-
abiie nponaiiiepanu. [4, C.1]

Zaraaesna Geanexa. B akomy micui HaaiiHimmii
JAXHCT JUIS IAHHX, B JIOKAIBHIX [IPHCTPOSX abo Ha Bij-
IANCHHX cepBepax?

3 oaHoro Goky, JaHi KOPHCTYBAYIB MAIOTh Kpally
Ge3nexy npi BHYTPILIHBOMY KepyBaHH, 3 iHoro 60Ky,
NpOBAILICPH XMAPHUX HOCJAYT BHILAHO 30¢piraloTh Cra-
OlabHy A0BIpY | 78 ULOTO BHKOPHCTORYIOTE HalOLILIN
JIOCTYTNHUI piBeHb Ge3nekn. Baxkanso BpaxyBaTH 1o iv=
(popaartia kaienTa GizHIHO IHAXOANTHCH B PI3HHX KYTO=
ukax cpity. ToMmy, nepes 3acTocyBanHAM XMaPHIX 004H=
cienb HeoOXiMo BpaxyBaTH MOAINBI sarposn abo pu=
IMKH 1 VI8 NPOTHAIT T™, NOTPIOHO NepeBipHTH HAABHICTH
MEXAHIZMIB XMapHOTO 3aXHCTY Ta KOHTPOMIO,

Henocrarnicrs pecypeis 1a jocsiny. He ssepra-
oun yeary, Ha Te wo Sinswicts IT npauisunkis nokpa=
UIYIOTh CBIil IOCBI/L, KOMINIAHIAM CKIATHO 3HATITH aKTYA/lb=
HOro Ta paromoro Qaxisug na punky npaw. B naniit cu-
TYalii TeXHOAOTT BUNCPE/DKAIOTH PHIOK, TOMY PI3HIIS B
WBHIAKOCTI 3ACBOCHHA HOBOTO CTAIA 3HAMYIIA HACTLIBKH,
U0 CNPaBkHi NPOPECIOHANN NPOCTO 1IE HE BCTHITIH Bii=
pocti B pobouoMy naani. BHCOKI BUMOTH NO BHPIILCHIIO
Td HEKOPEKTHA OLIHKA NOCTAB/ICHOTO 3ABIAHHA SHEUTHIOC
OyAb-aKy KLIBKICTH HaJaHux pecypeis, Cnuibhe BHKOPH=
CTAHHA PCCYPCHHM NOTCHUIAIOM BIPOILIHO HAAC THMYA=
COBHIT JIOCTYII CTOPOHHBOMY KOPHCTYBAMY Y pasi BHIA=
KOBOIO BUIKPHTTS LLIAXY [0 CAMHX Pecypcis.

3aiisi purparm y xmapi. [leaxi I'T poGirunkn, raxi
AK POIPOGHIKH, BMHKAIOTH XMAPHHIT CEPBIC 3 0OMEKCHHM
yacoMm il i 3abyBaloTs fioro BuacHo BUMKHYTH. OKpeaM
KOPNOPAIIAM 3ABAKAEC CMITTA T4 MWIYM Y XMAPHOMY Tpa=
(piky, AKI HC BHKOPHCTOBRYCTLCA. BIIHECMCHH IHKOIH 3a=
OyBaioTh, 1O XMAPHI NPOCKTH HC 00OB'AIKOBO rapaHTy=
H0Th CKOHOMIIO BHTPAT, A/UKE OPraHizaiii noawdnsoTs
poGuTH 3aiiBi peiepryBaHHg a00 NONTHUTHCA 3POOHTH MO=
HITOPHHI' Ta ABTOMATH3ALLIO NPOIECIB BIACHHX BHTPAT,

Bpaxosyious nonyaspHicTs JiIepis NOCTABKH XMa=
PHUX TOCAYT, BAPTO HE 3a0yBaTH IO, B 3AICKHOCTI Bij
4ACY, HEMAE TAKOTO MICIA KY/IH HE Mil CTATHCA 101
abo y namy undpony epy — kibepanounneis. Jlakomum
WIMATOUKOM JUIA 3IOBMHCHHKIB € XMapHi cepsicH, ki
NPHBEPTAIOTH YBArY XAKEPIB NPH HAABHOCTI B HUX OAHICT
13 3arpo3 Ta pu3HKIB XMapHoi 6esnexn:

- mrpara abo BUTIK 1aHuX;

- NOPYWICHHA LTICHOCTI CHCTEMM;

- Beauki Qinancosi BHTPaTH;

- BUICYTHICTh HAICKHOIO 3aXHCTY;

- HemnpasiuibHe 260 HeKOPeKTHE HANAITYBAHNA
XMApHOT cHCTeMH OC3neKi;

- ICHYC TUIBKH YaCTKOBHIl KOHTPObL Ta Kepy=-
BAHHA XMAPHHM JOBKLLIAM;

- CTuxiini, Pi3HuHi, NOMIIKOBI NOWKODKCHHA,

- 3AHAITO BeJHKA Hehe3NeKka BHKOPHCTAHHA NPi-
BUICHOBAHOIO JOCTYIY [0 3HAUYILHX YacTHH poboTH;

- BUICYTHICTH MpaBoBOi MDKHAPOAHOT CripaBei=
JIHBOCTI T MUITPHMKH Y XMAPHHX NHTAHHAX

- CXWIBHICTB /10 Pi3HOTO BIIY XaKCPCKHX aTaK,

Tenep MOANHBO HABECTH 3araibHi KPHTEPIT 3aXi=
HICHOT XMapH, AKY MH XOYCMO OTPHMATH B PC3yibTaTi
Yenmmoi podoTH Maitdy THEOIO METOLY.

Jlas usoro, Mu, No NPIOPHTETY Ta € ONHCOM, HABO=
JIEMO, € PI3HHX CTOPiH, KPHTCPIT OC3MCKH MyILTHXAAP=
HHX CEPEIOBHIIL
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Hassni 2inensii xmap i i BANOBLIHICTL Pi3HHM 3a-
KOHaM Ta Hopmam Gesnexn. JlineniyBaHus ue He TiIbKH
MAapKCTHHIOBIH XiJl HA AKOMY MOKHA 3apoOHTH, TAKOK
TaKuil NiXiL BunpasaoBye cede B naai Geznexku. Bea
BIANOBLIANLHICTE 33 AKICTH NPOAYKTY NOKIAJACTLCH HA
po3po0HIKa a0 NOCTavaNbHHKA, AKUIO HAJACTHCH 110C-
ayra. 3ABIACTRCA JOATBHE BHPIICHHA GaHATLHHX XMa=
PHHX NHTAHbL ¥ NPABOBOMY MOJIi Ta 30IALIYETLCA 0BIpa
J10 Camoro BHpoOHNKa ado BIACHHKA 1/1€1.

ApPryMeHToBana J0UUILHICTL BH g i K=
THBHO ONTTHMI30BaHi BITpaTy Ha IT-it . Yat0-
BOIO KOJTH NOTPIGHO 32011 IMTH 3aRAH Oy1a 0OMEKEHICTh
B pecypeax, noTiM KIEHT IyKae HUISXH 18 eKOHOMIT | Ha=
/b OUIBIICTE KCPTBYIOTH XMAPHOIO DEINCKOIO CHCTEMM
sapaan T WBHAKOMIT Ta MiCNA arakn Ha iHQpacTpykTypy,
PO3YMIIOTH 1O BOHK BTpamiuii Ginbiue Hix Moram. Takow
BHIICONNCAHE CTOCYETHLCA NPALIIBHUKIB, KOJIH PIlICHHA O/l
noro haxiBis NepesakaloTh KUILKICHY Nepesary B KOJIeK=
Tusi. Lle BaamBo s Oy ab-saK0T KOMIANT, AKI 3BHKIH 1/13=
HYBATH | POTHO3YBATH CBOT BUTPATH,

Hanacrues Ginbuie KOHTPOAL HAA NPOAVKTOM /s
Kpawoi_iioro _axocri. LieaisHuii 10 n0CTauaIbHIK,
AKHIl  JI03BOJIAC KOHTPOMOBATH HAibLILIY KUIBLKICTH
npouecis, 3acobis Ta aanux B Xxmapi. Biisne sononinua
XMAPOK [ACTh MOKIIHBICTD 3AJ0BLIBHHTH PI3HOMAHITHI
NoTpedH, HANPHKIA, 3ABKAN MOKHA OTPHMATH 110BI10=
MJICHHS | BYACHO HA HBOTO Biapearysarth, ad0 ACTANBHO
HAIAWTYBATH NOJITHKY JAOCTYITY /10 XMapH.

CTBOpCHO 3B BIAKPHTHX MIKHAPOAHHX CTamap-

Ta_cneundik 1mo_XMapHUM IHTaHHA f1acTi
HeKH. BUIbILicTs NPOBAACPIB XMAPHUX I0CAYT MAKOTh Y
CBOCMY «APCCHAMI» BIACHHI MCXAHI3M JUIA NPOrpasMy=
BAHHA, AKUIT MOKE OyTH 3a10KYMCHTOBAHMM, &I¢ Taka

HPAKTHKA NPH3BOAMTH JI0 HEMOAUIMBOCTI 1IEPEXOY KO-
PHCTYBA4a /10 IHWOro noctavaibiinka. €auHnm pilen-
HSM LLOTO IHTAHHA € Po3po0Ka cHCKTHBHHUX Ta YHIKAIb=
HHMX CTaHAapTiB i cneundik.

¥V CHIA acouiauis Cloud Security Alliance sinyc-
Tiua Cloud Controls Matrix. Lieit aokymenT asiac codoro
nepenik icHylouux TexHonoriii indopmaniiinoi 6eanexn,
AKI MOKYTE OYTH BHKOPHCTaHI B XMapHHX cepaicax. Xoua
JieaKi (paxiBil BEAKAKOTH, 110 V18 ynpasniHas 1b npu no-
Oyosi xsmapu SaaS MoxyTE OYTH BHKOPHCTaHI CTAHapTH
1SO 27001 1a ISO 27002, Bee % neobxinna pospodka cre-
HIATEHHX CTAHAAPTIR JUT8 XMapHix obuncnens [S].

Bucnoskm

B xaniii naykosiit poGoti MM NOBCPXHCBO PO3K=
PIUTH BIINORBIIHY TEMATHKY | IOCATIH NOCTABICHOT METH
3a Baacuum naanom. [lns uporo pobora Gyna posaiicna
Ha JICKITbKA YaCTHH, KOXKHA 3 AKHX JIONYHO Ta nocaiio-
BHO jonosmosata nonepemmo. [licas  morueauii,
PO3’ACHCHHAM CYYACHHX MPOOACMHUX 0GCTABHH XMap-
HOT Oesnekn B IT-iHayeTpii, Mu TpiliKK nozuaiiommnm
4HTAYIB ICTOPICIO TA BU3HAYCHHAM XMAPHHX 004HC/ICHD.
MoTim, AK 110 HOTAM, HAM BIAIOCH HEPE3 NPHIMY PO3BH=
TKY | CTAaTHCTHKY 00JacTi 3aCTOCYBAHHA XMap, 3HaiiTH
NpoG/IeMH B NPOAHANIZ0BAHKX HAMH XMAPHHX [POJIYK=
TAX HA HAABHICTH BATOMMX 3aIPO3 T& PHIMKIB [UIX XMap-
HOT Ge3nexn.

JI01aTKOBO HABEJIH BIIOMOCTI JOUUIBHOCTI 3aCTO0=
CYBAHHA CTpaTerii MyIbTHXMAPHOCTI Ha npakTHil. Biao-
KpeMiuli  (pyHIaMCHTaIbHI nmpobiaeMH Ta nos's3ami 3
HHMH 3HAILICH] 3a1PO3M T4 PH3HKN, AKI N0TPEOYIOTH 110=
JAnbIHX epeKTHBHHX | aKTYanbHNX pimnexs. Haoctanok
po3pobiuTi BAACH] 03HAKH HAZIIHOT XMapH.
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Security issues and reliability criteria of multiple cloud environments
B. Vazhynskyi. V. Tkachov

Abstract. The purpose of the given work is to shed light on the critical and actual reliability problems of multi-cloud
environments, In this scientific anticle, we outlined the main problems and reliability criteria of multi-cloud environments for their
further analysis. For this purpose, priority mini-problems related to the main problems were highlighted. The work is divided into
three small parts, cach of which complements each other and fully reveals the subject of the article. In the first part, the problem of
multiclouds is described in detail, what is its state, the causes of its occurrence, how relevant the problems are for users of any
clouds and why they need to be solved in the near future, and note the considered possible consequences of ignoring them. Also,
the connection of problems with practical and scientific tasks was drawn up in order 1o offer solutions in cases of a combination of
cloud products from different providers in the IT infrastructure. In the second part. we got acquainted with the basics of the cloud
world and the main providers of the cloud market, using their example, we listed various risks and threats of clouds that caused
key reliability problems. In the final third pant, the formed criteria of a secure cloud with multicloud are offered to your attention,
which can become a guide for choosing a universal method for ensuring the reliability of multicloud or similar systems. Of course,
for the uniqueness of the scientific work, a specific goal was given and the well-known works of other figures in the direction of
this topic were analyzed. Further details and results can be seen in the conclusions section.

Keywords: multicloud environment, cloud security. cloud computing., multicloud. reliability criteria, cybercriminal,
IT infrastructure.
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