JIOJATOK A

['padiunnmii matepian kBanidikaiiiHoi poooTH
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AHQAI3 ICHYIOYMX PILLEHb

i epeTYP Hrperser

Signal - Forward secrecy - LleHTpaAizoBaHa LleHTpaAizoBaHa HackpizHe (E2EE) 3a
- HesaaexHui ayamt iHcbpacTpykTypa 3amoByyBaHHIM (Double
- BiakpuTii KOA - Mpwus'a3ka A0 Homepa Ratchet, 3-DH)
- MOXAMBICTb NepeAasi doaiais TeAePOHY
- CKAQAHICTb peaaizaLi
Matrix - AeueHTpaaisauia - E2EE He 3a 3aMOBYYBAHHAM A€eLEeHTPaAi30BaHa, OnuioHaabHe E2EE
- Biakputuin cTaHAGpPT - CKAQAHICTb HOAQLUTYBOHHA cbeaepaTmeHa (Olm/Megolm)
- MOXAMBICTb NepeAasi coaiais - PparmeHTaLlis mepexi
- AHOHIMHICTb
XMPP - Biakputuia cTaHAGPT - E2EE 3aA€XuTb BIA PO3LLMPEHD A€eLeHTPaAi3oBaHa, E2EE Yepes posLUMpeHHs
- PoswmpiosaHicTs (XEPs) - BpasausocTi 6e3neku cbeaepatmsHa (OMEMO)

- MOXAMBICTb NepeAQyi doaiais
- AHOHIMHICTb

- HecymicHICTb po3LumpeHsb

IRC - Mpocrora - OBMeXEHI PyHKUIT AeUueHTpaAizoBaHa bes s6yaosaHoro E2EE
- Hu3bki BUMOTM AO pecypcis - Pusumku npusarHocTi
- AeueHTpanizauis - Hemae nepeaasi coanais

- AHOHIMHICTb

MTProto - Bucoka LuBMAKICTL

- BararopisHese LUMdPPYBAHHS
- OnNTUMIZaLLS AAS MOBIABHMX
npUCTPOIB

- Forward secrecy

- MponpieTapHun
- bes HesaaexHoro ayauty
- LleHTpanizoBaHa
iHdbpacTpykTypa

LleHTpaAizoBaHa

E2EE B cexpeTtHux 4atax
(AES, RSA, TLS)

[MOCTOHOBKQO 30AQYI

CTBOpPEHHS MECEHAXEPY, LLLO 3a6e3neyye NpUXOBAHMM OBMIH
iHdpOpPMALLED 3 BUKOPUCTAHHIM CTErAHOrpPAdii Ta MaE
HACTYMHUM OYHKLLIOHOA:

*[IPUXOBYBAHHS TEKCTOBMX MOBIAOMAEHbD B 300D CKEHHSX

¢ LLIndopyBAHHS MOBIAOMAEHb

* [PynoBi 4aTU 3i CTEraHOrpadieio

* OAHOPO30BI MOBIAOMAEHHS

* AOCTQOBKA MOBIAOMAEHb OCOAAMH-KOPUCTYBAYAM

* EKCNOPT/IMNOPT AOKAABHUX ACHMX



TeXHOAOTI Ta 3aCOBU PO3POOKM
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TEXHOAOTI KAIEHTCbKOI YHOCTUHM

*React

*Material Ul

IndexedDB

-Dexie.js + IndexedDB

*AES+RSA

ApPXITEKTYPA 3ACTOCYHKY

TEXHOAOTIT CEPBEPHOT YACTUHM

ASP.NET Core @

Entity Framework Core ‘ re

PostgreSQL

Entity Framework

SignalR

- LSB

KAIEHT

WebSocket

HTTP
IndexedDB

basa AaHmx

Core: AOMEHHi CyTHOCTI Ta
iHTEPdPENCU AO PENO3UTOPIIB

Application: 6i3Hec-Aorika, cepsicu

Infrastructure: peaaisaulii peno3utopiis i
B3QEMOAIS 3 BA

. API: koHTPOAEPM Ta SignalR Hub



E’]’
@ puic

5 Userkers

J7 W inneger (IDENTITY)
e 4 usera immeger

] Publickey text

C
@ puslic
1 Comacts

4 1 meger (IDENTITY)

& userg meger
& ContactUserd ineger

£ 1sBlockedByuser boolean

] 1eBlockedByCortact boolea
n
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CXxeMa MPMXOBYBAHHS MOBIAOMAEHHS

o= ‘,f“' + [OBIAOMAEHHS NEPETBOPIOETLCH Y BITH.

« 3 katoya (senderld+receiverldOrChatld)
obymcaoeTscq seed (SHA-256), Ha MOro OCHOBI
iHILIAAI3yETbCA reHepaTop NCEBAOBMMAAKOBKX
HYUNCEA.

*  AAS KOXHOTO 6iTa BUNAAKOBO rEHEPYIOTHCA
KOOPAMHATU (X, Y) i KaHAA (R, G abo B).

* MoaoALMH BIT BUBPAHOTO KAHAAY 30MIHIOETHCS HA
BIT NOBIAOMAEHHS.

+  OTpMMAaHE 300PaXKEHHS 3 BOYAOBOHMM
MOBIAOMAEHHIM 306EpIraeTbCs.

FOHIT-TECTYBAHHS

+ 3abesneyeHo NoHaA 60%
MOKPUTTS OCHOBHOI AOTIKM.

* BUKOPUCTAOHO MOKM T 3ATAYLLIKM
AAR I30AALLIT 3AAEXKHOCTEN.

» TeCTyBAHHS MiABULLLMAO
HAAIMHICTb KOAY TQ 3MEHLLIMAO
KiAbKICTb MOMMAOK HO eTani
PO3pPOBKU.
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IHTEPdOENC 3ACTOCYHKY

Registration
o Confacks Chat Name
g g weams e
- Notes
Ema . - Test
2 T mmonm
-
Chat Name i ) Opmm
7 \2 MmSpm
Phona * De eewad « >
2 AeA
A
- Sofila Nesterenko $
Password® O & e
SR

% No message

ALREADY HAVE AN ACCOUNT? SIGN IN

Tost
E . 4yno8o! X0Tina HaranaTH Npo Hally IYCTPN 338TPa. Hac Oe3
mail w?
30052026, 155131
2 Test
Password Tow

3008 2026, 166206

0G|
(@ Testin ChatName sussauzs sz ® i
Tew °

NO ACCOUNT? REGISTER

IHTEPOENC 3ACTOCYHKY

OBOMIH OAHOPA30BUMM MOBIAOMAEHHIMM CUHXPOHI3aLLis AQHMX
TAEMHE NOBIAOMNEHHS o 5 w -
Contacts A ooy Data synchronization
Iy T

Notes 1

H ‘ 30052028, 159249 Import data:

st xOnexy $ stxOnexy FILE SELECTED: CHAT_DATA_2025-05-
‘. ) 1 30T15_09_49.766Z.JSON

U

IMPORT CLEAR SFLECTION

CLOSE

Secret Message

TaeMHe NoBIAOMINEHHA

Warning

This message will be deleted after viewing. Do you want to continue?

CANCEL 0K
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JIOJIATOK B

Buxigauit Koy cepBicy creranorpadii

using System.Security.Cryptography;

using System.Text;

using Microsoft.Extensions.Logging;

using PixChat.Application.Interfaces.Services;
using System.Drawing;

using System.Drawing.Imaging;

using Microsoft.Extensions.Options;

using PixChat.Application.Config;

namespace PixChat.Application.Services;

public class SteganographyService : ISteganographyService

{
private readonly ILogger<SteganographyService> logger;
private const string EndMarker = "|XT7K9P2M|";
private readonly string imageFolderPath;

public SteganographyService (ILogger<SteganographyService>
logger, IOptions<ImageConfig> imageConfigqg)
{
_logger = logger;
_imageFolderPath = imageConfig.Value.ImageFolderPath;
}

public byte[] EmbedMessage (byte[] image, string fullMessage,
string key)
{
byte[] messageBytes =
Encoding.UTF8.GetBytes (fullMessage) ;
string messageBits = string.Join("",
messageBytes.Select (b => Convert.ToString (b, 2).PadLeft (8,
'0'))) s

using (var memoryStream = new MemoryStream(image))
using (var bitmap = new Bitmap (memoryStream))

{
int availableBits = bitmap.Width * bitmap.Height *

if (messageBits.Length > availableBits)
{

throw new ArgumentException ($"Message is too
large to embed. Message bits: {messageBits.Length}, Available
bits: {availableBits}");

}

var pixelIndices =



GenerateRandomPixelIndices (bitmap.Width, bitmap.Height,
messageBits.Length, key);

int bitIndex = 0;
foreach (var (x, y, channel) in pixelIndices)
{

Color pixel = bitmap.GetPixel (x, Vy);

int r = pixel.R;

int g = pixel.G;

int b = pixel.B;
if (channel == 0) // R
r = (r & OXFE) | (messageBits[bitIndex] ==
1Y 21 0);
else if (channel == 1) // G
g = (g & OxXFE) | (messageBits[bitIndex] ==
1Y 21 0);
else // B
b = (b & OxFE) | (messageBits[bitIndex] ==

bitmap.SetPixel (x, y, Color.FromArgb(r, g, b))
bitIndex++;

using (var outputStream = new MemoryStream())

{
bitmap.Save (outputStream, ImageFormat.Png);
return outputStream.ToArray (),

}

public (byte[] message, string encryptionKey, int
messagelength, DateTime timestamp,
string encryptedAESKey, byte[] aesIV)
ExtractFullMessage (byte[] image, string key)
{
using (var memoryStream = new MemoryStream(image))
using (var bitmap = new Bitmap (memoryStream))
{
int totalBits = bitmap.Width * bitmap.Height * 3;
var pixelIndices =
GenerateRandomPixelIndices (bitmap.Width, bitmap.Height,
totalBits, key);

StringBuilder messageBits = new StringBuilder();

byte[] markerBytes =
Encoding.UTF8.GetBytes (EndMarker) ;

int markerBitsLength =

int bitsRead = 0;

bool endMarkerFound = false;

markerBytes.Length * 8;
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foreach (var (x, y, channel) in pixelIndices)
{
Color pixel = bitmap.GetPixel (x, V);
int bit = channel == 0 ? pixel.R & 1 : channel
== 1 7? pixel.G & 1 : pixel.B & 1;
messageBits.Append (bit) ;
bitsRead++;

if (bitsRead >= markerBitsLength)
{
string currentBits =
messageBits.ToString (bitsRead - markerBitsLength,
markerBitsLength) ;
List<byte> currentBytes = new List<byte>();
for (int i = 0; i < currentBits.Length; i +=
8)

if (i + 8 > currentBits.Length) break;
string byteString =
currentBits.Substring (i, 8);

currentBytes.Add (Convert.ToByte (byteString, 2));
}
string currentString =
Encoding.UTF8.GetString (currentBytes.ToArray());
if (currentString == EndMarker)
{
endMarkerFound = true;
break;

if (!endMarkerFound)
{
var ex = new FormatException ("End marker not
found in image data.");
_logger.LogError (ex, "End marker not found in
image data.");
throw ex;

}

messageBits.Length = messageBits.Length -
markerBitsLength;

List<byte> messageBytes = new List<byte>();

for (int i = 0; i1 < messageBits.Length; i += 8)

{
if (i + 8 > messageBits.Length ) break;
string byteString = messageBits.ToString (i, 8);
messageBytes.Add (Convert.ToByte (byteString, 2));
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string fullMessage =
Encoding.UTF8.GetString (messageBytes.ToArray()) ;
_logger.LogInformation ($"Extracted full message:
{fullMessage}") ;

string[] parts = fullMessage.Split('|");
if (parts.Length != 5)
{

var ex = new FormatException($"Invalid

steganography data format. Expected 5 parts, got
{parts.Length}.");

_logger.LogError(ex, $"Invalid steganography
data format. Expected 5 parts, got {parts.Length}. Full message:
'{fullMessage}'");

throw ex;

}

int messagelength = int.Parse(parts[0]);

byte[] message = Convert.FromBase64String(parts[1l]);
DateTime timestamp;

string encryptedAESKey = parts[3];

byte[] aeslIV = Convert.FromBase64String (parts([4]);

try
{
timestamp = DateTime.Parse(parts[2], null,
System.Globalization.DateTimeStyles.RoundtripKind) ;
}
catch (FormatException ex)
{
_logger.LogError ($"Failed to parse timestamp:
'"{parts[2]}'. Full message: '{fullMessage}'", ex);
throw;

if (messagelength != message.Length)
{
_logger.LogWarning ($"Message length mismatch:
expected {messagelLength}, got {message.Length}");
}

return (message, null, messagelLength, timestamp,
encryptedAESKey, aeslIV);
}
}

public byte[] GetRandomImage ()
{
var files = Directory.GetFiles( imageFolderPath,
"Wk 'pngﬂ) ;
if (files.Length == 0)
{



throw new FileNotFoundException ("No images found in

the folder.");
}
return File.ReadAllBytes(files[new
Random () .Next (files.Length)]);
}

private List<(int x, int y, int channel)>
GenerateRandomPixelIndices (int width, int height, int
messageBitLength, string key)
{
var random = new Random (GenerateSeedFromKey (key));
HashSet<(int x, int y, int channel)> indices = new
HashSet<(int x, int y, int channel)>();
int totalAvailableBits = width * height * 3;

if (messageBitLength > totalAvailableBits)
{
throw new ArgumentException ($"Message bits
({messageBitLength}) exceed available pixel bits
({totalAvailableBits}).");
}

while (indices.Count < messageBitLength)

{

int x = random.Next (0, width);
int y = random.Next (0, height);
int channel = random.Next (0, 3);

indices.Add ((x, y, channel));
}

return indices.TolList () :;

}

private int GenerateSeedFromKey (string key)

{
using (SHA256 sha256

{

SHA256.Create())

byte[] hashBytes =
sha256.ComputeHash (Encoding.UTF8.GetBytes (key) ) ;
return BitConverter.ToInt32 (hashBytes, 0);
}
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