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Comparison of Network Configuration Management Tools

Mykhailo Persikov?, TPIKI-21-2, student;
Valentyn Lemeshko?, TPIKI-20-1, student;
Vadym Khikhlo?, PhD student
!Kharkiv National University of Radio Electronics, Kharkiv, Ukraine
2National Technical University "Kharkiv Polytechnic Institute”, Kharkiv,
Ukraine

Network automation uses specific software to continuously automate
network security and management to improve efficiency and functionality.
Therefore, a comparative analysis of configuration management tools
within network automation was carried out. Various modern network
administration techniques exist for automated network monitoring,
management, and configuration. The most popular configuration
management tools are Ansible, Puppet, and Chef:

Ansible (Red Hat) is written in Python, is agentless, requires no
special software on managed devices, uses SSH to connect to devices, the
push model, and YAML for configuration files.

Puppet is written in Ruby, agent-based, specific software must be
installed on managed devices, uses a pull model and proprietary file
language. It can be run without an agent when the proxy agent runs on an
external host. The proxy agent uses SSH to connect and exchange data with
managed devices.

Chef is written in Ruby, is agent-based, requires custom software
installed on managed devices, and uses a pull model and a Ruby-based
Domain-Specific Language for text files.

Therefore, the use of configuration management tools can provide
several advantages, in particular: automated data tracking and reporting,
identifying configuration changes and potential threats; simplified
procedure for making global changes; quick return of network settings to
the previous configuration; reduced downtime due to monitoring and fast
change identification; simplified maintenance and troubleshooting of
network devices and connections; effective inventory management and
network scale.

Supervisor: Oleksandra Yeremenko, Professor,
Kharkiv National University of Radio Electronics, Kharkiv, Ukraine
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