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Pucynok A.l — Ilepmmii cnana: « TUTyIbHUN»

ocniaKeHHs

AKTyanbHIiCTb Ta CTaH PO3BUTKY ranysi

EnekTpoHHa KomepLis akTMBHO PO3BMBAETHCS, 3a6e3Mneuyroun WBUAKNA Ta 3pyUHNI
AOCTYN 0 TOBapiB Ta NOC/Yr Yepes IHTepHeT.

OCHOBHI Npo6nemum: 36epexeHHsi, 06pobka Ta aHaNi3 AaHWX MOAil B peasibHOMY 4aci.

YiTKke BUSHAUYEHHA HanpsMy A0CNiAXKEeHHS
AHani3 epeKTUBHOCTI cncTeM XypHantoBaHHA nogin (ELK Stack, Grafana Loki, Splunk) ans
e/fleKTPOHHOI KoMepLiT.

06'eKT Aocnig>KeHHsA
CucTeMm XXypHantoBaHHA NOZil Ta iX NPOAYKTUBHICTL B YMOBaX Pi3HUX HaBaHTaXeHb.
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Pucynok A.2 — Jlpyruii cnaiia: «Jlocmiaxenns»



OrJisip JliTepatypu (aHasioris)

lMepenik ocHoeHUX dxcepen ma meopili y 2any3i

MpuHunnu ¢yHKUioHyBaHHA Ta apxiTekTypu Elasticsearch (ELK Stack),
Grafana Loki Ta Splunk.

3a3HaYeHHA NPo2anUH Y HAA8HUX 00C/NIOHCeHHAX
HepoctaTHA iHPopMaLlid Npo NOPIBHANIBHWIA aHani3 NPoAyKTVUBHOCTI Ta
epeKTUBHOCTI 36epiraHHsA AaHNX LIMX CUCTEM B YMOBAX Pi3HUX HABaHTaXeHb.
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Pucynok A.3 — Tperiit cnaiia: «Orsig nitepatypu (aHAJIOTIB)»
IlocTanoBka 3agaul

dopmynioBaHHA Nnpobnemun

Br3HaueHHs ONTUMaNbHOI CUCTEMU XXYPHAJIFOBAHHS NMOAIN ANA eN1eKTPOHHOT
KOMepLii 3 TOUKM 30pY MPOAYKTUBHOCTI, epeKTUBHOCTI 36epiraHHA Ta MOXIMBOCTI
FrOpPV30HTa/IbHOIr0 MacLUTabyBaHHS.

Oonuc ouikyBaHUX pe3ynbTaTiB

e [lopiBHAHHA NpoaykTMBHOCTI ELK Stack, Grafana Loki Ta Splunk npw pisHux
HaBaHTaXXEHHSAX.
Br3HaueHHs onTManbHOI cUcTeMU A/18 36epiraHHA BeNKNX 06CAriB faHWX.
AHani3 MOXNMBOCTI Ta epeKTVUBHOCTI FOPU30OHTANIbHOIO MacLUTabyBaHHSA

cncrTem.
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Pucynok A.4 — Yetseptuii cnaiia: «IloctanoBka 3a1aui»



MeTopnoJioris

OnNnc BUKOPUCTAHNX METOAIB A0C/if>KEHHSA

e BuMiptoBaHHA NPOAYKTVNBHOCTI B peasibHOMY 4aci.
e OuiHka edekTBHOCTI 36epiraHHs AaHNX.
e AHani3 MOX/IMBOCTI FOPU3OHTANIBHOIO MacLUTabyBaHHS.

IHcTpyMeHTapiin Ta TexHonorii, BUKOpUCTaHi B po6oTi

Java Microbenchmark Harness anst BUMiproBaHHSA NpOAYyKTUBHOCTI.
IHcTpymeHT nobyaosu Gradle, ppelimBopk Spring Boot.

Docker ansa po3ropTtaHHs ELK Stack Ta Grafana Loki.

Splunk Web 3acTocyHoK.
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Pucynok A.5 — [Iaruit cnaiia: «Metoonoris»

ApXITEKTypa CUCTEMA JIJISI POBEICHHS
EKCIEPUMEHTAIIBHOTO IOCIII>KEHHS

Cxema apxiTeKTypu po3pobneHoi cuctemMu

ApXiTeKkTypa BKIOYA€E OCHOBHUI MoAy b (common), Moayni elk, loki, splunk Ta
HanalTyBaHHA 3anycky JMH TecTiB

Oonuc KJIIDHOBUX KOMMNOHEHTIB

e Java 3aCTOCYHOK A19 reHepaLlil Ta BiANPaBKY NOAIN.
e ELK Stack, Grafana Loki, Splunk ansa 36epexeHHs Ta 06po6km Nogii.
e Docker ans KOHTeHepK3aLlii Ta pO3ropTaHHS CUCTEM.
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Pucynok A.6 — lllocTuit cnaii: « ApXIiTeKTypa CUCTEMA JJIs IPOBEACHHS

CKCIICPUMCHTAJILHOT'O I[OCJ'IiI[)KCHH)I»



Onuc BUKOPUCTAHOIO Y IOCII’KEHHI
POrpaMHOro 3a0e3MeYeHH

Oonuc npouecy po3po6ku

e Po3pobka cepBiCHOro 4oAaTKY Ha Java 3 BUKOPUCTaHHAM Spring Boot.
e HanawTyBaHHA KOHOIrypauiriHux ¢arinis gns Docker Ta Gradle.
e HanawTyBaHHA Ta KOHOIrypauia Splunk Web 3actocyHky

Brn6paHi MOBU NporpamMmyBaHHA Ta ¢ppeiiMBOpPKU

e Mosu npozpamysaHHs: Java.
o  ®pelimgopku: Spring Boot.
e |HcmpymeHmu nobydosu: Gradle.
e KoHmeliHepu3ayia: Docker.
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Pucynok A.7 — Cromuii cnaiia: «Onuc BUKOPUCTAHOTO Y JOCI1I)KEHHI TPOTrPaMHOI0

3a0€e3eUEHHS

3MICT IPOBEJIEHOTO EKCIIEPUMEHTY

MeToan

e  BuMiptoBaHHS NPOAYKTMBHOCTI B peasibHOMY
Yaci Ta 3 MacLTabyBaHHSM.

e  BuMiptoBaHHsi eheKTUBHOCTI 36epiraHHs faHWX.

BxigHi paHi
e [eHepoBaHi NoAii pi3HMX TUNIB.
KpuTepii

e  Yac 06pobku 3anuTiB.

e  BUKOPWCTaHHS AMCKOBOro MNPOCTOPY.

e  EDEKTUBHICTb rOPU3OHTaNBHOMO
MacLuTabyBaHHS.
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Pucynok A.8 — Bocemuii cnain:

MocnipoBHIiCTb

FeHepaLia nogain.

BuMiptoBaHHA NPOAYKTUBHOCTI.
OuiHKa epekTUBHOCTI 36epiraHHs.
AHani3 MmacwTabyBaHHS.

BumiptoBaHHS

e Yac 06pobky NoAin y MinicekyHAAX.
e O6CAr 3aHATOro A4NCKOBOrO
npocTopy y KinobamTax.

«3MICT IPOBEACHOIO EKCIEPUMEHTY»



BuMiproBaHHS POIYKTUBHOCTI Y PEATILHOMY

yaci

KinbkicTh iTepariit

100
1000
10000

100000

ELK Stack Grafana Loki Splunk
1.274 £ 0.061 1.290 £ 0.035 1.336 £ 0.072
1.260 £ 0.010 1.284 £0.021 1.294 + 0.005
1.294 £ 0.009 1.322+0.012 1.333 £ 0.008
1.321 £ 0.004 1.354 +£0.005 1.380+0.011

(ms)

Pucynok A.9 — JleB’situii cnaiin: « BuMiproBaHHS MPOJAYKTUBHOCTI Y pEaIbHOMY 4aci»

BumiproBaHHsI MPOIyKTUBHOCTI Y peaJIbHOMY Yaci

KinbkicTh iTepariit

100
1000
10000
100000

Kinpkicte iTepariit

100
1000
10000

ELK Stack Grafana Loki Splunk
1.274 £ 0.061 1.290 +0.035 1.336 £0.072
1.260 £ 0.010 1.284 +£0.021 1.294 £ 0.005
1.294 + 0.009 1.322+£0.012 1.333 £ 0.008
1.321 +0.004 1.354 +0.005 1.380+0.011

BumiproBanHs1 e(peKTUBHOCTI 30€piraHHs
ELK Stack Grafana Loki Splunk
4577 8 36
10393 1328 56
23613 2632 76
67523 7860 108

100000

(ms)

(Kb)

Pucynok A.10 — Jlecaruii cnaiin: «BuMmiproBaHHSI IPOJYKTUBHOCTI Ta €(pEKTUBHOCTI»



BumiproBaHHSI NpOJYKTUBHOCTI 3 MacIUTA0yBaHHSIM y peajlbHOMY 4aci

KinbkicTs iTepariit
100
1000
10000

100000

KinpkicTb iTepamniit
100
1000
10000

ELK Stack Grafana Loki Splunk
1.216 £ 0.015 1.251 £ 0.009 1.284 + 0.009
1.234 £ 0.051 1.269 £ 0.025 1.304 £ 0.016
(ms)
1.282+0.013 1.362 +0.029 1.405 £ 0.035
1.395 £ 0.005 1.491 £0.010 1.522 £0.014
BumiproBanHs e(peKTMBHOCTI 30€piraHHs 3 MacIuTaOyBaHHSIM
ELK Stack Grafana Loki Splunk
34980 (34.16Mb) 6568 (6.4Mb) 52
116336 (113.61Mb) 15752 (15.4Mb) 72
(Kb)
169697 (165.72Mb) 28852 (28.2Mb) 88
505630 (493.78Mb) 97020 (94.7Mb) 136

100000

Pucynok A.11 — Onunanuaruii cnaiig: « BumiproBaHHs IpOAYKTUBHOCTI Ta

e(EeKTUBHOCTI 3 MacIITa0yBaHHSIM

AHaIN3 OTpUM
@, @ ELK Stack

Moka3aB HalikpalLy

MPOAYKTUBHICTb, L0 PO6UTL
oro NigxoAaLmMM Ans cUcTem
3 BMICOKMM HaBaHTaXeHHsM,
[ie BaXNMBa LWBUAKICTb

06po6KK NOgil.

NiagTBepAXeHO epeKTUBHICTb
Oro BUKOPUCTAHHSA Y
BMCOKOHaBaHTaXeHMX

cncremax.

a

\\\\ 1\

Grafana Loki

BusiBmBCst 36anaHcoOBaHUM
PiLLIEHHAM MiX
NPOAYKTUBHICTIO Ta
epeKTUBHICTHO 36epiraHHs
JaHux. Lle rapHuin B1bip ans
cepefoBMvLL, Ae NOTpibeH
6anaHc MiX MPOAYKTUBHICTIO i
eKOHOMIER pecypcis,
BiAKpVBarO4n HOBI
MOX/IMBOCTI A1 KOMMPOMICY.

HUX PE3YJIbTATIB

splunk> Splunk

MNpoaeMOHCTPYyBaB
HaledekTBHiILLe
BUKOPUCTAHHSA ANCKOBOIO
NpoCTOpY, L0 pObUTL NOro
ifeanbHUM ANst CUCTeM 3
obMexXeHNMK pecypcamu Ans
36epiraHHsA. BusiBneHo HoBI
MOXXNMBOCTI A1 ONTUMI3aLLil
BUKOPWUCTaHHSA ANCKOBOr0
NPOCTOPY Y TakMX CUCTEMAX.

Pucynoxk A.12 — JIBanaaustuii cnaiig: «AHaii3 OTpUMaHUX PE3yJIbTATIBY



ATIPOBAUISI TOCHITKEHHS

MaTepiann gocnigkXeHHs 6ynm onybnikoBaHi y 36ipHMK 3 KOHpepeHLin

3BIPHNK HAYKOBWX CTATE/
- MUTAHHSA CYYACHOT MOZEPHI3ALLI
— e HAYKW TA OCBITV

Pucynok A.13 — Tpunaausatuii cnai: « Anpooaris JOCTIIKEHHSD

[TitcymMku

MpoBeseHe AOCNIAKEHHS NOKa3ano, Lo CUCTeMU XypHantoBaHHsA nogit ELK Stack, Grafana Loki Ta Splunk matoTb pisHi
nepesaru Ta HeZoNiK1 3a/1eXHO Big MoTpeb enekTpoHHOT komepuii. ELK Stack BusiBMBCA HaeeKTUBHILLM NPy BEANKINX
obcsarax 3anuTie, pobasun MOro onNnTMManbHM BUGOPOM NS CUCTEM 3 BUCOKMIM HaBaHTaxXeHHsM. Splunk 3abesneuns
edeKTBHE BUKOPUCTAHHS ANCKOBOIO NPOCTOPY, LLO € KPUTUYHO BaXJ/TMBUM ANA CepeAOBULL, 3 06MeXeHVMU pecypcamiu,
Togai sk Grafana Loki 3anponoHyBaB 36anaHcoBaHe pilleHHs MidXK MPOAYKTUBHICTIO Ta epeKTUBHICTIO 36epiraHHs gaHWX.

JocnifpKeHHs TakoX BKa3ano Ha HeObXiAHICTb NOAANBLLLOrO aHani3y iHLWMX CyYaCHUX CUCTEM XYPHaIOBaHHS, TaknX fK
Fluentd un Graylog, A1 BU3HauYeHHS iXHbOI ePeKTUBHOCTI Ta NPOAYKTUBHOCTI. PO3pobka Ta TeCcTyBaHHS ribpuaHMX Nigxoais,
AKi NOEAHYIOTE MepeBaru KiflbKoX CUCTEM XYPHa IOBaHHS, MOXYTb 4OMOMOITY AOCATTU ONTUMaNbHOI NPOAYKTUBHOCTI Ta
edekTMBHOCTI. Kpim TOro, onTmMisaLis icHylo4MX pilleHb 3 METOH 3MEeHLLEeHHS! BUKOPUCTaHHSA pecypciB, NiABULLEHHS
6e3nekn Ta NoJiMNLeHHs MaclTaboBaHOCTI € BaXINBMM HaNPAMKOM /19 NOAANbLUNX AOCNIKEHb.

TaknM YMHOM, OTPUMaHI pe3ynbTaT MOXYTb 6yTV BUKOPUCTaHI NigNPUEMCTBaMM eNekTPOHHOI KoMepLii A1 MOoKpaLLeHHs
YNpaBiHHA XypHanaMmu, NigBMLLEHHS NPOAYKTMBHOCTI Ta 3a6e3mneyeHHs HagiHOCTI cncTeM. Pe3ynbTat A0CifKeHHS
CTBOPOKOTL MiLjHY OCHOBY AN NOAaNbLUVX AOCAIAXKEHb Y ranysi CUCTeM XYPHaOBaHHS, CIPUAIYN PO3BUTKY HOBUX
TEXHOJIOTili Ta METOAIB.

o
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Pucynok A.14 — Yotupnagusaruii cnaiia: «Iliacymkm»



J15IK Y10, 1110 IPOCTY X AT JOTOBI/Ib 3aXUCTY
MaricTepCchbKOoro 0CTiI>KEHHSI

3BOPOTHI 3B'A30K:

artur.markevych@nure.ua

Pucynox A.15 — I arHanuaruii cnaiia: «3BOPOTHIN 3B’ I30K»



coO~NNOUTESE WN -

Jonarok b

IIpuknanu nporpaMHoOro Koay

ua.nure.research.performance;

org.openjdk.jmh.annotations.*;
org.openjdk.jmh. runner.Runner;
org.openjdk. jmh. runner.RunnerException;
org.openjdk. jmh. runner.options.Options;
org.openjdk.jmh. runner.options.OptionsBuilder;

ua.nure.research. runner.StaticCommonRunner;

java.util.Random;
java.util.concurrent.TimeUnit;

@BenchmarkMode (Mode.AverageTime)

@OutputTimeUnit(TimeUnit.MILLISECONDS)

@State(Scope.Benchmark)
LoggerBenchmark {

int ITERATIONS = 100_000;
int RANDOM_LIMIT = 10000;

@Benchmark
@Veasurement(iterations ITERATIONS, time 1, timeUnit = TimeUnit.MILLISECONDS)
measureLoggerPerformance() InterruptedException {
StaticCommonRunner.createInfolog( Random() .nextInt (RANDOM_LIMIT));
Thread.sleep(1);

main(String[] args) RunnerException {
Options options OptionsBuilder()
.include(LoggerBenchmark. .getSimpleName())
.forks(1)
.build();

Runner(options).run();

Pucynoxk b.1 — Ilpuxnan koxy Benchmark tecrti



coO~NOULTEAE WN -

ua.

org.
org.
org.
org.
org.
org.
org.
org.
org.
org.
org.

nure.research.scaling;

openjdk
openjdk
openjdk
openjdk
openjdk
openjdk
openjdk
openjdk
openjdk
openjdk
openjdk

. jmh.
. jmh.
. jmh.
. jmh.
. jmh.
. jmh.
. jmh.
. jmh.
. jmh.
. jmh.
. jmh.

annotations.
annotations.

annotations
annotations

annotations
annotations

Benchmark;
BenchmarkMode;

.Level;
.Measurement;
annotations.
annotations.
annotations.
annotations.
annotations.
.State;

. TearDown;

Mode;
OperationsPerInvocation;
OutputTimeUnit;

Param;

Scope;

org.
org.
org.

openjdk.jmh.annotations.Threads;
openjdk.jmh. runner.Runner;

openjdk. jmh. runner.RunnerException;
org.openjdk. jmh. runner.options.Options;
org.openjdk.jmh.runner.options.OptionsBuilder;
ua.nure.research. runner.StaticCommonRunner;

java.util.Random;
java.util.concurrent.TimeUnit;

@BenchmarkMode (Mode.AverageTime)

@OutputTimeUnit(TimeUnit.MILLISECONDS)

@State(Scope.Thread)
ScalingSimulatorBenchmark {

int THREAD_POOL_SIZE
int ITERATIONS = 100;
int RANDOM_LIMIT = 10000;

10;

@Benchmark
@Threads (THREAD_POOL_SIZE)
@easurement(iterations = ITERATIONS, time
measureLoggerPerformance()
StaticCommonRunner.createInfolog(
Thread.sleep(1);

5, timeUnit = TimeUnit.MINUTES)
InterruptedException {
Random() .nextInt (RANDOM_LIMIT));

main(String[] args)
Options options OptionsBuilder()
.include(ScalingSimulatorBenchmark.
.forks(1)
.build();
Runner(options).run();

RunnerException {

.getSimpleName())

Pucynok b.2 — Ilpuknan koxy 6arato notokoBux Benchmark Tectis
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ua.

org.
org.
org.
org.
org.
org.
org.
org.
org.
org.
org.

nure.research.scaling;

openjdk
openjdk
openjdk
openjdk
openjdk
openjdk
openjdk
openjdk
openjdk
openjdk
openjdk

. jmh.
. jmh.
. jmh.
. jmh.
. jmh.
. jmh.
. jmh.
. jmh.
. jmh.
. jmh.
. jmh.

annotations.
annotations.

annotations
annotations

annotations
annotations

Benchmark;
BenchmarkMode;

.Level;
.Measurement;
annotations.
annotations.
annotations.
annotations.
annotations.
.State;

. TearDown;

Mode;
OperationsPerInvocation;
OutputTimeUnit;

Param;

Scope;

org.
org.
org.

openjdk.jmh.annotations.Threads;
openjdk.jmh. runner.Runner;

openjdk. jmh. runner.RunnerException;
org.openjdk. jmh. runner.options.Options;
org.openjdk.jmh.runner.options.OptionsBuilder;
ua.nure.research. runner.StaticCommonRunner;

java.util.Random;
java.util.concurrent.TimeUnit;

@BenchmarkMode (Mode.AverageTime)

@OutputTimeUnit(TimeUnit.MILLISECONDS)

@State(Scope.Thread)
ScalingSimulatorBenchmark {

int THREAD_POOL_SIZE
int ITERATIONS = 100;
int RANDOM_LIMIT = 10000;

10;

@Benchmark
@Threads (THREAD_POOL_SIZE)
@easurement(iterations = ITERATIONS, time
measureLoggerPerformance()
StaticCommonRunner.createInfolog(
Thread.sleep(1);

5, timeUnit = TimeUnit.MINUTES)
InterruptedException {
Random() .nextInt (RANDOM_LIMIT));

main(String[] args)
Options options OptionsBuilder()
.include(ScalingSimulatorBenchmark.
.forks(1)
.build();
Runner(options).run();

RunnerException {

.getSimpleName())

Pucynok b.2 — Ilpuknan koxy 6arato notokoBux Benchmark Tectis




ua.nure.research.models;

N =

w

lombok.Data;
lombok.ToString;

(82 [ N

(o))

java.util.Date;

~

O 0

LogEvent {

Date timestamp;
String eventType;
User user;
Product product;

LogEvent(String eventType, User user, Product product) {
.timestamp Date();
.eventType eventType;
.user - user;
.product product;

N
VT WN =

NN

Pucynok b.3 — [Ipukiian kogy Mozeni nofii »KypHaItOBaHHS

=

ua.nure.research.creator;
ua.nure. research.models.LogEvent;
ua.nure.research.models.Product;

ua.nure.research.models.User;

LogCreatorService {

coNNOUL B WN

LogEvent generateProductViewEvent(User user, Product product) {
LogEvent("ProductView", user, product);

LogEvent generateAddToCartEvent(User user, Product product) {
return LogEvent("AddToCart", user, product);

LogEvent generatePurchaseEvent(User user, Product product) {
return LogEvent("Purchase", user, product);

[ S

LogEvent generatePaymentEvent(User user, Product product) {
LogEvent("Payment", user, product);

w N

NNNNNN
=N

w

Pucynok b.4 — [Ipuknaa koay reneparii moii
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plugins {
id 'org.springframework.boot' version '3.3.0-SNAPSHOT'
id 'io.spring.dependency-management' version '1.1.4'
id 'java'

}

allprojects {
java {
sourceCompatibility = JavaVersion.VERSION_17

Ooo~JdJoun b WNRE

}

group ‘ua.nure’
version '0.0.1-SNAPSHOT
}

subprojects {
apply plugin: 'org.springframework.boot'
apply plugin: 'io.spring.dependency-management'
apply plugin: 'java'

}

bootJar {
enabled false

}

jar {
enabled - true

}

()

group ‘ua.nure’
version '0.0.1-SNAPSHOT"

N =

repositories {
mavenCentral()
maven {
url 'https://repo.spring.io/milestone’

w

~N o

}
maven {
url 'https://repo.spring.io/snapshot’

W wwwwwwwww
(00] =Y

O

}
}

dependencies {
implementation 'org.springframework.boot:spring-boot-starter'
compileOnly ‘'org.projectlombok: lombok'
annotationProcessor 'org.projectlombok: lombok"
testImplementation 'org.springframework.boot:spring-boot-starter-test'

implementation 'org.openjdk.jmh:jmh-core:1.37"
annotationProcessor 'org.openjdk.jmh:jmh-generator-annprocess:1.37'
testImplementation 'org.openjdk.jmh:jmh-runner:1.37"

Pucynok b.5 — IIpuxnazg koay build.gradle common moysns




10
11
12
13
14
15
16

plugins {

}

id 'org.springframework.boot' version '3.3.0-SNAPSHOT'
id 'io.spring.dependency-management' version '1.1.4'
id 'java'

repositories {

b

mavenCentral()
maven {

url 'https://repo.spring.io/milestone’
}
maven {

url 'https://repo.spring.io/snapshot"’
}

17 dependencies {

18
19
20
21
22
23
24
25
26
27

OCoo~NOULTEAEWN

S

B WWWWWWW

b

implementation(project(":common"))

implementation 'org.springframework.boot:spring-boot-starter'

implementation group: 'org.springframework.boot', name: 'spring-boot-docker-compose', version: '3.2.3'
compileOnly 'org.projectlombok: lombok'

annotationProcessor 'org.projectlombok: lombok"'

implementation 'net.logstash.logback: logstash-logback-encoder:6.6"
implementation 'org.openjdk.jmh:jmh-core:1.37"'

annotationProcessor 'org.openjdk.jmh:jmh—-generator-annprocess:1.37"'

testImplementation 'org.springframework.boot:spring-boot-starter-test'

tasks.register('jmh', JavaExec) {

group 'benchmark'
description 'Runs the JMH benchmarks'

mainClass 'org.openjdk.jmh.Main'
classpath = sourceSets.main.runtimeClasspath

args = [

'ua.nure.research.scaling.ScalingSimulatorBenchmark',
fr, 1Y,

‘wi', 's',

'-jvmArgsPrepend', '-server',

'—=jvmArgs', '-Xms2G -Xmx2G'

Pucynok b.7 — Ilpuknan koxy build.gradle elk momyns
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10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
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plugins {
id 'org.springframework.boot' version '3.3.0-SNAPSHOT'
id 'io.spring.dependency-management' version '1.1.4'
id 'java'

b

repositories {
mavenCentral()
maven {
url 'https://repo.spring.io/milestone’
}
maven {
url 'https://repo.spring.io/snapshot"’
}
}

dependencies {
implementation(project(":common"))
implementation 'org.springframework.boot:spring-boot-starter'
implementation group: 'org.springframework.boot', name: 'spring-boot-docker-compose', version
compileOnly 'org.projectlombok: lombok'
annotationProcessor 'org.projectlombok: lombok'

implementation group: 'com.github.loki4j', name: 'loki-logback-appender', version: '1.5.1'
implementation 'org.openjdk.jmh:jmh-core:1.37"'
annotationProcessor 'org.openjdk.jmh:jmh—-generator-annprocess:1.37"'

testImplementation 'org.springframework.boot:spring-boot-starter-test'

}

tasks.register('jmh', JavaExec) {
group 'benchmark'
description 'Runs the JMH benchmarks'

mainClass 'org.openjdk.jmh.Main'
classpath = sourceSets.main.runtimeClasspath

args = [
'ua.nure.research.performance.LoggerBenchmark',

I_fll |1|'

'-wi', '5',
'-jvmArgsPrepend', '-server',
'—=jvmArgs', '-Xms2G -Xmx2G'

Pucynok b.8 — IIpuxnazg xoay build.gradle loki Mmomyns

'3.2.3'
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plugins {
id 'org.springframework.boot' version '3.3.0-SNAPSHOT'
id 'io.spring.dependency-management' version '1.1.4'
id 'java'

repositories {
mavenCentral()
maven {
url 'https://repo.spring.io/milestone’
}
maven {
url 'https://repo.spring.io/snapshot'’
}
maven {
url 'https://splunk.jfrog.io/splunk/ext-releases—local’
name 'Splunk Releases'

}

dependencies {
implementation(project(":common"))
implementation 'org.springframework.boot:spring-boot-starter'
compileOnly 'org.projectlombok: lombok"
annotationProcessor 'org.projectlombok: lombok"

implementation 'com.splunk.logging:splunk-library—-javalogging:1.8.0"

implementation 'org.openjdk.jmh:jmh-core:1.37"'
annotationProcessor 'org.openjdk.jmh:jmh—generator-annprocess:1.37'

testImplementation 'org.springframework.boot:spring-boot-starter-test'

}

tasks.register('jmh', JavaExec) {
group ‘benchmark
description 'Runs the JMH benchmarks'

mainClass 'org.openjdk.jmh.Main'
classpath sourceSets.main.runtimeClasspath

args [

'ua.nure.research.scaling.ScalingSimulatorBenchmark"',
I—f', |1|,

'-jvmArgsPrepend', '-server',

'-jvmArgs', '-Xms6G —-Xmx6G'

Pucynok b.9 — Ilpuknan koay build.gradle splunk momyns
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ua.nure.research. runner;

org.slf4j.Logger;
org.slf4j.LoggerFactory;

ua.
ua.
ua.
ua.

nure

.research.creator.LogCreatorService;
nure.
nure.
nure.

research.models.LogEvent;
research.models.Product;
research.models.User;

StaticCommonRunner {

Logger log = LoggerFactory.getLogger(StaticCommonRunner.

createInfoLog(int index) {

log.info(createLogEvent (index).toString());

}

LogEvent createLogEvent(int index) {

(index % 2 0) {
return LogCreatorService.generateAddToCartEvent(createUser(index), createProduct(index));

(index % 3 0) {

return LogCreatorService.generatePurchaseEvent(createUser(index), createProduct(index));

(index % 5 0) {
return LogCreatorService.generatePaymentEvent(createUser(index), createProduct(index));

return LogCreatorService.generateProductViewEvent(createUser(index), createProduct(index));

Product createProduct(int index) {

return Product.builder()

.name("Product " + index)
.price(90.15 + index)
Lbuild();

User createUser(int index) {

return User.builder()

.username("User [" + index + "]")
Lbuild();

Pucynox b.10 — IIpuknaa kony reHepaTopy BUIMAIKOBHUX MO
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THE PROBLEM OF MAKING LOGS IN E-COMMERCE
A.V. Markevych, student
M. Suknov, PhD, Associate Professor
Kharkiv National University of Radio Electronics
E-commerce has become an integral part of modern-day business, with more and
more consumers opting to shop online. As the number of online transactions increases,
so does the volume of data generated by e-commerce applications. Logging is a crucial
aspect of e-commerce application development as it enables developers to record
critical information, which is used for debugging, performance analysis, and security
auditing. However, logging can be a challenging process, and improper logging
practices can lead to severe consequences, including data breaches, system crashes, and
poor system performance. In this article, the problem of making logs in e-commerce

applications will be considered and provide some solutions to address this issue.
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The Problem
E-commerce applications generate a huge amount of data, which needs to be
logged to enable developers to identify issues, analyse performance, and troubleshoot.
Pucynoxk B.2 — 36ipauk HaykoBux crareil «lIuTaHHs cydyacHOi MOoAepHi3alii HayKH Ta

ocBiTu». [lepma cropinka.



However, improper logging practices can lead to several problems, including
performance degradation, security risks, difficulties in debugging, and increased
storage costs.

Performance degradation is a common problem with logging, especially when
logging is done excessively or inefficiently. Logging can impact the performance of the
e-commerce application, causing delays in processing user requests, which can result in
a poor user experience. To minimize this impact, developers should use efficient
logging mechanisms, such as asynchronous logging, which enables the application to
continue processing user requests while logging is performed in the background.

Security risks are also a concern when logging, especially when logs are not
managed correctly. Improperly managed logs can lead to security vulnerabilities, such
as the exposure of sensitive data or the ability for attackers to use logs to gain
unauthorized access to the system. To prevent this, developers should implement
secure logging mechanisms, such as encrypting log data and limiting access to logs to
authorized personnel.

Difficulties in debugging can arise when the logging process is not well-
designed. Developers may find it challenging to identify the source of problems when
errors occur, leading to delays in resolving issues. To overcome this, developers should
determine the appropriate level of logging required for the application and use efficient

logging mechanisms.

ocBiTU». [Ipyra cTopiHka.
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Increased storage costs can be a significant challenge for smaller e-commerce
businesses. The volume of data generated by logging can be significant, leading to
increased storage costs. To reduce storage costs, developers should implement log
rotation, which involves archiving and deleting logs after a specified time period.

Solutions to the Problem

To address the problem of making logs in e-commerce applications, developers
should adopt best practices, such as determining the appropriate level of logging, using

155

efficient and secure logging mechanisms, and implementing log rotation. These best
practices help minimize the impact on system performance, prevent security
vulnerabilities, and reduce storage costs.

Determining the appropriate level of logging is crucial to minimize the impact
on system performance. Developers should identify the types of data that need to be

logged, such as user interactions, system events, and error messages.

ocBiTU». TpeTs cTopiHKa.
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This helps developers to focus on logging only the relevant information required
to identify and resolve issues. Using efficient and secure logging mechanisms is also
essential to prevent security vulnerabilities and minimize the impact on system
performance. Developers should use efficient logging mechanisms, such as
asynchronous logging, which enables the application to continue processing user
requests while logging is performed in the background. Secure logging mechanisms,
such as encrypting log data and limiting access to logs to authorized personnel, help to
prevent unauthorized access to log data.

Implementing log rotation is crucial to minimize storage costs and ensure that
only relevant data is retained. Log rotation involves archiving and deleting logs after a
specified time period. This helps to prevent the accumulation of outdated data and
reduces the storage requirements for log data.

Conclusion

Logging is a critical aspect of e-commerce application development, and
developers must adopt best practices to ensure that logging is done efficiently and
securely. By using efficient and secure logging mechanisms, developers can minimize
the impact on system performance, prevent security vulnerabilities, and reduce storage
costs. By implementing best practices, such as determining the appropriate level of
logging, using efficient and secure logging mechanisms, and implementing log
rotation, developers can ensure that logging is performed effectively and efficiently,

helping to improve the overall quality and security of e-commerce applications.

ocBiTH». YeTBepTa CTOpIHKA.
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