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[IpoBeneHo anHamiz creuudikaiiidi Ta PpeKOMEHJAll o0 PO3POOKHU
KIOEpCTIMKMX CHCTEM, a TaKOXX OCOOJMBOCTEH 1HXKEHepli KiOepCTIMKOCTI SIK
CHELIAIbHOI JUCHUIUIIHM CHUCTEMHOI 1HXKEHEpii, 0 3aCTOCOBYETHCS Pa3oM 3
1HKEHEpi€ro Oe3MEeKU CUCTEM Ta IHXKEHEPIEI CTIMKOCTI IS PO3POOKH KUBYUHX,
HaJliHUX 1 Oe3neyHux 1H(QOKOMYyHIKAIHUX cucTteM. BukoHaHo aHamiz 1
KJIacudikaiio 3arpo3 MEPEKHOro PpiBHS, a TaKOXK MOXKJIMBOCTEH 3aco0iB
MapuipyTu3amii Juisi 3abe3nedeHHst O0e3nmeKku Ta CTIMKOCTI MEpe. 30Cepe’KeHO
yBary Ha MPOAKTUBHUX 1 PEAKTUBHUX MIJIX0JIaX II0A0 Oe3MeuHO0l MapiipyTH3allli.
Hocnimxeno obpaHi Mojieli BIMOBOCTINKOI Oe3meyHoi MapiipyTu3ailii Ha OCHOBI
MOKa3HUKIB KOMIIPOMETAIli €IEMEHTIB MEPEXKI.

INVESTIGATION OF THE SECURE ROUTING PROCESS TO ENSURE
NETWORK RESILIENCE USING PROACTIVE AND REACTIVE
APPROACHES

Persikov A.V., Shestopalov S.S.
Scientific adviser: Yeremenko O.S.
Kharkiv National University of Radio Electronics, Ukraine
E-mail: anatolii.persikov@nure.ua, serhii.shestopalov@protonmail.com

The work analyses the specifications and recommendations for developing
cyber-resilient systems, as well as the features of cyber resilience engineering as a
special discipline of systems engineering, which is used together with systems
security engineering and resilience engineering to develop survivable, reliable, and
secure information and communication systems. The study analyses and classifies
network layer threats and routing tools' capabilities to ensure network security and
resilience. Attention is focused on proactive and reactive approaches to secure
routing. The selected models of fault-tolerant secure routing based on the
indicators of network elements compromise are investigated.
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