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ANALYSIS OF MAIN TASKS AND CHALLENGES IN DRONE REMOTE CONTROL
Sukhomlinova D.A., Sotnik S.V.
(diana.sukhomlinova@nure.ua, svetlana.sotnik @nure.ua)
Kharkiv National University of Radio Electronics (Ukraine)

The study conducts a comprehensive analysis of the main tasks and challenges in remote drone
control within military, civilian, and commercial sectors. It systematizes the functional tasks of drones
and structures organizational challenges by application areas, including regulatory frameworks for air
traffic, cybersecurity protection, logistics optimization, and multi-drone fleet management. Technical
challenges are classified into four categories: ensuring stable communication, power supply, navigation,
and automation of control. The potential of artificial intelligence methods for addressing technical
problems is analyzed, particularly the application of CNNs for obstacle detection, DRL for trajectory
optimization, Edge Al for latency reduction, and Swarm Intelligence for group coordination. Promising
research directions are identified, including adaptive swarm control, quantum-resistant encryption, and
the integration of 5G/6G technologies.

Problem Statement.

The modern development of robotics and drone technology is creating new opportunities for
military, civilian, and commercial sectors, establishing these technologies as one of the most relevant
directions in engineering and information systems [1-6]. Simultaneously, the remote control of drones is
accompanied by a number of challenges: the need for a stable and secure communication channel, the
minimization of command and telemetry transmission delays, resilience to interference and cyberattacks,
as well as limited power resources during extended missions. Given the increasing complexity of tasks
and the rising demands for control system reliability, the implementation of automated solutions is
gaining greater importance. These solutions must be capable of reducing operator workload, enhancing
flight execution accuracy and safety, and ensuring integration with other robotic complexes. Insufficient
automation, combined with technical limitations, creates risks for both efficiency and safety. This is
precisely why a comprehensive analysis of the main tasks and challenges in the remote control of drones
— considering the development trends in robotics and unmanned systems — is highly relevant.

Essence of study.

The core objective of this study is to systematize and analyze the principal tasks, along with
organizational and technical challenges, associated with remote drone control across different operational
domains.

Drones perform a wide range of tasks in military, civilian, and commercial domains. The primary
functions of drones include:

- reconnaissance and surveillance operations — aerial information gathering, territory monitoring,
object surveillance;

- cargo and mail delivery — transportation of small and medium-sized loads in challenging or hard-
to-access environments;

- search and rescue and emergency response operations — locating people in disaster areas, assessing
infrastructure damage;

- scientific and environmental research — collecting data on atmospheric conditions, water resources,
forest areas, studying wildlife;

- traffic flow and infrastructure monitoring — monitoring roads, bridges, construction sites;

- training and demonstration tasks — operator training, testing new technologies, participation in
competitions and exhibitions.

Each of these tasks imposes specific requirements on the drone control system regarding navigation
accuracy, communication stability, autonomy, and safety, making research into
automation methods and enhanced control reliability particularly relevant.

Remote drone control is accompanied by a number of organizational challenges that depend on the
specific application domain (Fig. 1).
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Figure 1. Main challenges of remote drone control

In Fig. 1, each block describes a separate problem or group of problems that need to be addressed
when working with drones in the respective field. In addition to the specifics of application in different
areas, remote control of drones is accompanied by a number of universal technical challenges that require
a comprehensive approach to their solution (Table 1).

Table 1. Technical challenges of remote drone control

Technical challenges Description
Ensuring stable | - minimizing command and telemetry transmission delays;
communication - ensuring resilience to electromagnetic interference;

- maintaining communication connectivity in complex terrain;
- limited operational range of radio channels.

Energy supply issues | - limited flight endurance / battery life;

- need for power consumption optimization;

- distribution of power resources between drone subsystems;

- organization of battery charging/replacement systems.
Navigation and | - ensuring navigation accuracy in GPS-denied environments;
positioning accuracy | - utilizing alternative positioning systems;

- compensation for external factors (wind, turbulence);

- maintaining stable hovering and precise maneuvering capabilities.
Management - development of swarm control algorithms;

automation - implementation of obstacle avoidance systems;

- creation of intelligent decision-making systems;

- ensuring safe return-to-home upon communication loss.

As can be seen from Table 1, technical challenges can be structured into four main areas:
communication, power supply, navigation, and automation. Each of these areas contains specific
problems requiring specialized solutions, while being closely interconnected with other components of
the control system.

Thus, the integration of artificial intelligence methods addresses a substantial subset of technical
challenges in unmanned aerial vehicle teleoperation. Computer vision algorithms utilizing Convolutional
Neural Networks (CNNs) demonstrate automated obstacle detection accuracy of 90-94 % in laboratory
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and simulation testing. Deep Reinforcement Learning (DRL) based systems facilitate flight trajectory
optimization, reducing energy consumption by approximately 20-25 % in evaluated scenarios. A
particularly promising approach involves Edge Al, where processing occurs directly onboard the UAV,
diminishing reliance on communication links and achieving latencies of 15-20 ms in flight tests
(compared to 100-300 ms for cloud-based computation). Swarm Intelligence frameworks allow
coordinated control of drone groups numbering in the tens with minimal human oversight, while
scalability beyond 100 units remains under active investigation in laboratory and simulated environments.

Conclusions

The paper presents a comprehensive analysis of the main tasks and challenges in remote control of
Unmanned Aerial Vehicles (UAVs) within the context of modern developments in robotics and
information systems. The functional tasks of drones in three key application areas — military, civil, and
commercial — are systematized, allowing for the identification of specific requirements for control
systems in each field of use. The potential of artificial intelligence methods for solving technical
challenges is analyzed. Technical challenges are classified into four areas: ensuring stable
communication, energy supply, navigation and positioning, and automation of control. This enables the
targeted development of specialized solutions for each area, considering their interrelation. The practical
value of the work lies in forming a holistic vision of the challenges in remote drone control, which creates
a basis for: developing integrated control systems considering application-specific requirements; making
informed choices regarding automation and artificial intelligence technologies; and identifying priority
directions for further research in the field of autonomous drones.
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3acobu  kpocnaamgpopmHozo  npocpamyeéanus  6idicparomv  KIOY08Y pONb Y CMBOPEHHI
IHMeneKmyaibHux poOOMOMEXHIYHUX CUCmeM, 003801I04U 3a0e3neduumu CyMICHICIb MidC PI3HUMU
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