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Abstract 
 

In this paper HW/SW systems testing and faults 

diagnosing approach is described, also method for 

effective faults detection and defects localization within 

the system-under-test is proposed. Extended tree-view 

faults localization model; developed code-flow 

transaction graph.  

 

1. Introduction 
 

Essential increase of consumer requirements for 

complex electronic devices leads to substantial growth 

of complexity for HW and SW components, services, 

and system interfaces. Such tendency increases the 

importance to provide high quality for HW, SW, and 

networking components and services. Well known rule 

of ten for hardware components stating that fault 

detection cost increases in ten times on the next 

following design or manufacturing stages. The same 

rule is effectively applicable for Software design 

stages. 
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Figure 1.  Defect removal cost vs. stage dependency 

for HW/SW development process 

One of the main goals which comes to the 

foreground of industry is to decrease the cost of 

exploitation by creating the standardized infrastructures 

for maintenance which providing service exploitation, 

testing, disposal and, elimination of functional defects.  

Nowadays fast growing complexities of hardware is 

transforming this rule into rule of twenty which makes 

even more important to detect the fault on early design 

stages, rather then on chip/PCB manufacturing, or 

system assembling stages [1]. 

Goal of this work is to develop method which 

increases product quality by means of developing 

sufficient HW/SW test and diagnosis approach, also 

decreasing faults detection and defects localization time 

in order to improve system performance on example of 

multimedia devices. 

 

2. Components interconnection test model  
 

In this thesis proposed model of tests generating, 

faults emulating, and defects localization based on xor-

dependencies of four main components or 

characteristics of the system:  G=(F, U, T, L), where: F 

– functionality under test, U – unit under test,  T –  

functional test,  L – faults and defects coverage.  

Such components of technical diagnosis are 

interconnected in the way, represented on the figure 2. 

Equations below represent complete set of 

interconnections which are forming the goal of 

technical diagnosis [2].  
 

 

 
0LFT 1)   

0ULT 2)  

0UFT)3  

0ULF 4)  
 

Figure 2. Technical diagnosis components 

interconnection schema 

IEEE EWDTS, Kharkov, Ukraine, September 14-17, 2012 465



From equation 0LFT  the next identities are 

following:  

1) LFT  - Tests generation, using the 

functionality model for the specified faults list. 

2)  LF T   - Functionality model based on the 

specified test and the faults list. 

3) FL T  - Synthesis of the faults list of the 

specified functionality based on the specific test.  

 

HW design effectiveness E can be defined by 

average and restricted integral criteria in the interval 

[0,1]. The result of test experiment – comparing 

outputs states of golden sample )B,A(f  and actual 

)L,B,A(
*

f  – UUT with defects L of test combination 

A.  

.)
a

H
s

H/(
a

HH);
a

H
s

H/(]
s

Hk)-[(1T

 ;
k)-(1n

)P1(1
)k1(

Y1L ;
n

)P1(Y

,])HTL(
3

1
[min)H,T,L(FE

 

 

Above is described the level of product errors L, 

verification time T, SW/HW redundancy, defined by 

assertion mechanism and maintenance instruments H.  

Level of production errors is characterized by Y – 

yield and depends on k – product testability, P –  

existing probability of the defect, and the number of not 

detected errors – n. Verification time is defined by 

product testability k multiplied by the structural 

HW/SW complexity and divided by general complexity 

of the product measured in SW code strings. HW/SW 

redundancy is dependant on assertions code complexity 

and other redundancies related to general code 

complexity. At the same time HW/SW redundancy 

should provide required level of functional defects 

diagnosis during yield’s time to market defined by 

customer.  

 

3. Multi-matrix processor of binary 

operations 
 

Multi-matrix processor (MMP) is the minimal 

architecture of instructions targeted for parallel 

execution of single (and, or, xor, slc) operations with 

dedicated 2D array. Quantity of operation-related 

single arrays defines heterogeneous MMP of binary 

operations with buffer M [2] 

Basing on MMP approach there was created 

infrastructure for UUT verification which is 

modification of I-IP standard 1500 [3, 4, 5]. On the 

figure 3 three process models for testing, faults 

detection and diagnosis, performance recovering are 

presented. 

 

 
 

Figure 3. Testing, diagnosis, recovering process 

models 

 

4.    Method of Functional Defects 
 

The analytic model verification based on temporal 

assertions is targeted for reaching required depth of 

diagnosis. The search of functional violation (FV) is 

based on xor-operation definition between the state of 

assertion (vector m) and the columns of FV table:   
 

)nB...jB...2B1B(m
. 

]
p

1i
)im

p

1iijB(jB[
n1,j

minB , 

where  

)L,B,A(
*

f)B,A(fm . 

 

5. Functional blocks tree view 
 

For investigations it was chosen multimedia device- 

digital satellite receiver. During SW development and 

testing process all detected faults were classified in four 

main groups: 1) Issues detected during regression tests 

in core functionality; 2) Issues detected in additional 

features; 3) Issues detected during architectural 

verifications; 4) Issues detected while developing 

functionality on external interfaces. Results are 

presented in table 1. 

Figure 4 represents functional blocks tree view 

hierarchy for digital satellite receiver. Schema 

represents the top list of the most occurring SW/HW 

faults and potential root-causes for specified faults. 

Chart represents 3-level hierarchy; however levels can 

be extended and decreased for better defect 

localization.  

Majortiy of defects are related to architectural issues 

which should be planned to be tested in the first turn. 

At the same time majority of architectural issues are 

related to user interface.  
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Table 1. Number of detected issues per 

functionality 

 

Functionality  № issues % of issues 

Core functionality 26.2 

Signal modulation 56 3.400121433 

Audio 4 0.242865817 

Video 68 4.128718883 

Frame 16 0.971463267 

MPEG4 45 2.732240437 

Memory 51 3.096539162 

SW protection  57 3.460837887 

Content CP 9 0.546448087 

DISEQC 19 1.153612629 

Dolby Digital 9 0.546448087 

OTA SW download 27 1.639344262 

Boot 39 2.367941712 

Signal Loss / scan issues   32 1.942926533 

Additional features 9.5 

Timers 57 3.460837887 

Reset 8 0.485731633 

Subtitles 30 1.821493625 

Locks 17 1.032179721 

EPG 44 2.671523983 

Architecture 45.4 

User Interface 478 29.02246509 

Application 145 8.803885853 

Kernel 17 1.032179721 

Boundary Issues 107 6.496660595 

External Interfaces 18.9 

USB 15 0.910746812 

Sat Tuner 82 4.978749241 

EHD 29 1.760777171 

Ethernet 4 0.242865817 

GPIO  3 0.182149362 

HDMI/HDCP 105 6.375227687 

Homeplug 26 1.578627808 

RCU 22 1.335761991 

Modem 26 1.578627808 

TOTAL 1647 100 

Multimedia 
device:  

top issues 
classification

Signal modulation

Audio

Video

Frame / On-Screen 
display

MPEG4

Flash / NVM

Security / SW protection

Content CP
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Reset

Timers

Subtitles / Closed 
Captioning

Locks

Program Guide

User interface

Main application

Kernel / drivers

Other / sw boundary 
issues 

USB

Tuner
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Core 
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Additional 
SW features

SW 
Architecture

External 
Interfaces

SW/Drivers 
issue

HW issue

SW 
specific 
issues

 

Figure 4. Digital satellite receiver tree-view hierarchy 

 

6. Hierarchical testing process 
 

Generic 3-level representation of tree view hierarchy 

is shown on the figure 5. Specific test sequence 
ij

T  is 

applied to certain level of functional hierarchy. After 

testing is complete the result is being analyzed. If fault 

is detected, system returns block identifier 
ij

B  with 

error description. Also there is considered false block 

automated reparation possibility
ij

R . After fault 

detection and reparation the system should be retested 

from the very beginning [2, 6].  
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Figure 5. 3-level hierarchical testing process 

 

7. Assertion based coverage graph 
 

The analytic model verification, based on temporal 

assertions is targeted for reaching required depth of 

diagnosis and can be represented in the next way: 
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SB)*A(F  is represented by code-flow transaction 

graph - CFTG, or Assertion-Based Coverage Graph – 

ABC graph. 

}mS,...,iS,...,2S,1{SS  -  States of the HW/SW 

product while modeling test-segments. 

Chart chords are represented by functional blocks B, 

where 
iB

n

1i
;iB

n

1i
  ),nB,...,iB,...,2B,1(BB B ; 

A -  assertion to verify block B. 

State )iB,T(fiS  influences test sequence T. 

Assertions Monitor  inA...i2A1A)iA(S i  

Defect blocks multitude list: }nL,...,2L,1{LL . 

For the functional block diagram (figure 4), the 

functional defects matrix is presented in Table 2 which 

covers all hierarchical (or activation) levels.  

Below there are presented the requirements for 

functional defects table definition: 

1. The number of tests |T| -> min,  

2. |Tnew|=|T|+t, defects vector is unique  

3. Diagnosability function should always tend to 

1 [2, 3]. 
 

ATN[]log1
N[]log

AT
1D 2

2  
Basing on diagnosing procedure and the matrix of 

functional defects faulty components can be defined by 

analyzing functional defects table rows. For the 

functional defects matrix the next transaction graphs 

can be created, represented on the figure 6.  
 

Table 2. Matrix of functional defects 
 

 

 
Figure 6. Code-flow transaction graph 
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8. Multi-level model for diagnosing digital 

systems 

  
Multi-level model can be presented in a tree-like 

view B, where every vertex can be represented as a 3-

dimentional functional modules activation table and 

arcs are representing navigation to lower diagnosis 

levels for the cases when functional block’s defect was 

detected: 

,
1 1 1

],[
n

r

rm

s

rsk

j

rs
ijBcardB

rs
ijBB  

where n – number of multi-tree levels; mr - number of 

the functional blocks and components on r level; krs -

number of components in the 
rsB table; 

rs

ijB = {0,1} - 

activation table component which is defined by the test 

vector 
iAiT applicable to the monitor iA . 

Multi tree-like model is described on the figure 7. 
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Figure 7. Multi tree-like model 
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Figure 8. Multi-tree navigation algorithm 

Defects detection model is based on top-to-bottom 

navigation to the required detailing level:  
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Detailed diagnosis algorithm for multi-tree 

navigation is presented on the figure 8. 

 

9. Conclusions 
 

This paper represents faults detection and 

localization technique. Described models and 

algorithms providing possibility to perform effective 

service for complex digital SW/HW systems.  

Benefit for such approach is in simplicity of 

technical information representation and diagnosing 

preparation, based on minimized activation table 

applied to HW/SW system-under-test and in particular 

to functional blocks segments testing which are 

invariant to hierarchy levels.  
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