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Abstract—This work is devoted to the problem of creating
and using video analytics of aerial objects with the aim to solve
the variety of problems of airspace monitoring in the visible and
infrared frequency ranges for security systems of general and
special purpose.
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I. INTRODUCTION

Video analytics (VCA, Video Content Analysis) is a
technology that combines a variety of accurate analytical and
approximate numerical methods for the automated analysis of
the sequences of images that coming from video cameras in
real-time mode, as well as from archive records. Video
analytics is implemented as software tools (SW) for video
content processing. A wide range of mathematical models and
methods is a core of the SW for video analytics, which allows
video monitoring and performing intellectual analysis of data
without the direct human intervention.

Currently, there are numerous examples of successfully
solved problems using video analytics technology application
in video surveillance systems [1-17]:

e recognition of people and moving vehicles for the

purpose of counting their number;

ID numbers
documents, etc.);

recognition  (vehicles, banknotes,

detection of events (shifting, movement, crossing of
admissible lines and borders, staying in zones,
throwing of objects over a fence, etc.);

detection of dangerous situations (crowds, abandoned
objects, fires and smoke, etc.);

recognition of dangerous objects and identification of
human faces and their search in databases.

The global video analytics market is showing its rapid
growth due to the fact that the prices for high-resolution video
cameras are constantly declining. Individuals, small and
medium-sized businesses are now quite able to purchase an
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autonomous video surveillance system with at least basic
video analytics functions. Modern IP cameras have high
resolution and remote access capabilities, both over the
Internet and through a distributed corporate network, which is
a necessary condition for the operation of video analytics
systems. Widespread use of IP-cameras allows adequately
mirroring the real world onto a parallel world, which is purely
digital one with its own settings of strict conditions (laws) of
staying and behavior for different subjects of this world.
Video analytics, without the intervention of individual
persons, allows most effectively monitoring the
implementation of these conditions by different parties and, in
the first stage, to issue emergency messages in case of
violation. In the next steps, the video analytics provides
support for decision-making on the measures and facilities that
should be applied to the subjects who violated the conditions
of stay and behavior, up to their implementation. Airspace
monitoring systems use video cameras with rotation, tilt and
zoom functions. These are PTZ cameras, named for their
ability to rotate left and right in panoramic (horizontal) plane,
tilt up and down in vertical plane, zoom and convert images.
Rotating cameras perform these actions thanks to a unique
combination of pan, tilt and zoom control functions. The
overall zoom capability of the PTZ camera consists of digital
and optical zoom values. Digital zoom uses electronics to
enlarge and reduce the image, while optical zoom uses the lens
movement.

The total zoom value of the video camera can be
calculated by multiplying the digital and optical zoom values.

Il. BASIC FUNCTIONS OF VIDEO ANALYTICS OF AERIAL OBJECTS

Video analytics of aerial objects (AO) automates a variety
of airspace monitoring functions. The basic functions of video
analytics software are as follows:

1) obtaining video data, forming and delivery images from
video cameras in the visible (VIS) and infrared (IR) frequency
bands;

2) image filtering and enhancement provides noise
reduction (denoising), elimination of blurring (deblurring),
smoothing, increase of contrast and strengthening of edges,
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improvement of color reproduction, illumination of dark
fragments, etc.;

3) AO detection. Detection of the AO is performed using a
video motion detector. Video analytics allows selecting and
analyzing of all moving AO in the field of view of VIS/IR
cameras;

4) identification of the high-contrast points that form the
boundary of both specific AO and the boundaries between
different objects;

5) formation (selection) of AO tracking point. For stable
tracking at selected points, it is usually necessary to fulfill the
condition of significant inhomogeneity of the image around
the point. Corners meet this condition. The use of corner
points is necessary for most tracking methods;

6) AO classification allows dividing the AO being under
observation into classes: aircrafts, helicopters, cruise missiles,
drones, quadcopters, etc .;

7) AO identification allows performing identification the
type of AO within the selected class;

8) AO tracking. The task of AO tracking is following. For
each point of observation time it is necessary to ensure the
most accurate alignment of the optical axis of the video
surveillance camera mounted on the Optical-Electronic Station
(OES) with the selected tracking point on the AO image
(angular, center of gravity, Chebyshev, most vulnerable, etc.).
Trackers that implement tracking algorithms are used to solve
this problem;

9) evaluation of the parameters of the AO trajectory. The
OES, which are equipped with EO/IR systems and laser
rangefinders, for each time t allows measuring three
parameters that characterize the state of the AO relative to the
location of the OES: azimuth, angle and inclination between
the OES and the AO. In the chosen coordinate system, this
information is sufficient to estimate the parameters of the AO
trajectory;

10) predicting the trajectory of the AO. Kalman filter and
its numerous modifications are used in modern video analytics
to predict the AQ trajectory;

11) detection of events related to the behavior (trajectory)
of the AO.

All  functions are performed repeatedly, providing
continuous refinement of hypotheses about the number,
location, the AO type and its intentions in the airspace
controlled area. AO recognition means a wide range of tasks:
from binary classification of the AO type meaning target/noise
distinguishing to the identification or verification of the AO by
its features.

The task of airspace monitoring in the visible and infrared
bands has been and remains extremely relevant for general and
special purpose security systems. The use of video analytics
software in airspace monitoring systems makes it possible to
solve the problems in the process of video surveillance that are
usually only possible for humans, in automatic mode of
operation, without human intervention,. This technology is
used both to ensure the security of the objects under protection

and to stop the AO from being in the controlled airspace. The
processing of video streams and images is carried out using
high-speed computers, as well as FPGA [18,19], which
significantly increases the speed and efficiency of algorithms
used in video analytics.

I11. FIELDS OF APPLICATION OF AO VIDEO ANALYTICS

Video analytics of the AO is used with the aim of
obtaining an objective assessment of the effectiveness of
airspace monitoring, as it is able to produce continuous and
automated collection and analysis video data on non-human-
dependent basis and generate reports at the request of the user
at any time.

Depending on the sizes of the objects under protection,
OES can be combined into a single information and
monitoring system (IMS). Airspace IMS of general purpose in
the visible and infrared frequency bands is used to control the
airspace of airfields, to prevent drone flights in crowded
places and mass events, monitor compliance with air traffic
rules at sporting events and air shows, to protect airspace from
drones over private property in order to counteract video
recording, etc.

The field of IMS of special application is much wider and
includes:

A. Covert, continuous, round-the-clock monitoring of
airspace in the visible and infrared frequency bands by the
OES sensor network.

The OES sensor network allows performing covert,
continuous, round-the-clock monitoring of airspace in the
visible and infrared frequency bands. In this case, the control
of the AO position in the controlled space is carried out using
two or more OES of the sensor network using triangulation,
when each OES measure the azimuth and the angle on the AO
without the usage of laser rangefinders to measure the slant
distance between the AO and each OES. The absence of laser
irradiation of the AO does not allow him to identify the fact of
its detection. This provides a real opportunity for covert
airspace monitoring.

B. External trajectory measurements during AO field tests.

The main purpose of field trials is to measure the external
trajectory parameters of the AO (coordinates, velocity vector,
angular positions in space, etc.). Using this values one can
estimate their quality and identify the causes of abnormal
situations. For the most objective assessment of the AO
operation at the test during the shot (launch) it is necessary to
ensure receiving of initial information and, accordingly,
tracking of AO from its start (departure of artillery
ammunition from the barrel, and for missiles or jet munitions,
respectively, leaving the launcher) to the point of target
hitting.

The initial speeds of various missile and artillery
projectiles being under test at a modern facilities, can vary
from 50 to 2000 m/s, and have the distances of their flight
from several hundred meters to tens of kilometers. The OES of
small size are used for tracking of the AO, which are located
along the route of the AO. Each OES in its area of
responsibility is programmed to track the AO on the predicted
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section of the trajectory. The programming process is
automated and performed simultaneously for all OES. Each
OES in the process of tracking transmits through the
communication channel the current coordinates of the AO for
the OES, which is next in line staying in standby mode. Based
on these data, the coordinates of the expected capture point
and the flight path of the AO are adjusted relative to the
predicted values. The number of OES in the IMS is
determined depending on the length of the route on which the
AO is tested.

C. Management of the AO defeat systems

The rapid pace of creation and use of high-precision
weapons (HPW) for massive air attack with the widespread
use of anti-radar missiles and electronic countermeasures has
revealed an urgent need to create facilities for target detecting
and tracking which are alternative to active radars. One of the
ways to repel air attacks with maximum secrecy until the
opening of fire is the use of small OES of detection, tracking
and high-precision targeting to the AO. OES provide the
necessary secrecy and the highest accuracy of guidance. The
use of narrow-beam thermal imagers operating in the infrared
range in the OES allows to ensure round-the-clock and, to a
large extent, all-weather and noise immunity of their
exploiting. The problem of high-precision targeting of the AO
is one of the system-forming problems for almost all tools.
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