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+ Byno pospobineno MoRens cucTemn IoT; 3anporioHoBaKo cxeny
B3acMOA IoT-NPUCTPOI Ta nioZMHH. TaKOK Y POBOTI NpoaNanizosano
PesynLTari MoneniosaHHA Nepenasasa Ta npiMasa, s Gynn
Harucani wa mosi Python.

+ PoSTIAHYBLIM MPUKNaZ MAKTIONEHHA Ta BYKOPUCTAHHA IHTepHeT-pesi
MOXHa CKa3aTU 10, 0COBNUBICTS NONIrae B TOMY, 4O BOHa CNpoLLye
XUTTA THOQMH 32 SONOMORDIO KORTPOTKO HABKOMMLLHEOMD
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transmitter.ru
[image: image11.png][ transmitter,py - C\Users\nacho\ Desktop\smartconfig\transmitter.py (3.9.0) - u]
File Edit Format Run Options Window Help

import socket
import binascii

MCAST GRP = '234.42.42.42"
MCAST_PORT = 7001

sock = socket.socket (socket.AF_INET, socket.SOCK DGRAM, socket.IPPROTO_UDE)
sock.setsockopt (socket.IPPROTO_IP, socket.IP MULTICAST TTL, 2)

Gef crc(data) :
print ((data))
print (binascii.crc32(data) & OXEF)
input()

return binascii.crc32(data) & OxFF
def transmit_one_byte (b):
assert (1 b)
assert(b <= 548) # 576(MTU) - 20(IP) - 8(UDP)
data = bytes (b)
sock.sendto(data, (MCAST_GRP, MCAST_PORT))

preamble = [515, 514, 513, 512]
payload = b'hello world!'

while True:
for ¢ in preamble:
transmit_one_byte (c)
transmit_one_byte (len (payload))
transmit_one_byte (crc8 (payload))
for ¢ in payload:
transmit_one_byte (c)




receiver.ru
[image: image12.png]import sys
import binascii
preamble = [515, 514, 513, 512]
def cres(data) :
print('call crcg. Input data is 3s' % data)
print('crcs = %s' % str(binascii.crc32(data) & OxEF))
return binascii.crc32(data) & OXEF
def decode(data, crc):
print('{crc = %s : data = %5}' % (crc,data))
try:
data = bytes (data)
print('data bytes is %s '% data)

if crc == crcB(data):

print(‘result is %s '% data)
except:
pass

def parse(data):
print('call parse. Input data is 3s' % data)
for idx, b in enumerate(data):
if idx >= len(preamble):
diff = set(k-i for i, k in zip(preamble, datalidx-len(preamble):idx]))
print('diff is %s' % diff)
if len(diff) == 1 and len(data) > idx + 1:
c = diff.pop()
1 = datalidax] - c
payload = [d-c for d in datalidx+l:idx+2+1]]
print('payload is %s' % payload
decode (payload(1:], payload[0])
received = []
for line in sys.stdin:
line = line.strip()
print (1line)
if len(received) > 42:
received.pop (0)
if line.isdigit():
received.append (int (line))
parse (received)
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(Development of Education, Science and Business: Results 2020: abstracts of the
International Scientific and Practical Internet Conference, December 3-4, 2020. —
Ukraine, Dnipro, 2020. - P.1. - 638 p.)

MikHapoHa HayKOBO-IpaKTHYHA {HTepHeT-Koteperiis «POIBHTOK OCBITH, HAYKH Ta
Gianecy: pesyasTat 2020» NPUCBAUCHA OCHOBHIM AOCHITKCHHAM LIHOTO POK

Tematitka koHdepenili oXortioe Bei po3ini MiKHApOAHOro eleKTPOHHOTO HayKOBO-
NpaKTHAHOr0 KypHany «WayS

- JlepaBHe yrpaBTiniA;
- dinocodpenki Hayki;

- exoHoMiHi Hay

- icTopiuni HayKH;

- topuHi HayKi;

- cilbehKOroCTOAAPCHK HayK;
- reorpadpiuni nayku;

- negaroriuni HayK;

- nienxonoriuni HayKi;

- comionoritmi Hayku;

- noniTHani HayKH:

- inonoriumi Hayxn

- Texmiuni nayi;

- Meai Hayki;

MiuHi Hayk
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Technical sciences
METO/I OTPUMAHHS IMEHI MEPEXI I IIAPOJIS BIJl KOPHCTYBAYA 10T

Kupcanos 0.0,
Hayrosuit xepisux — x.m.n., doy. Kpuseno C.A

XapbKiBcskiii HatoRa b il yHiBePCHTET patioeTIekTpoRiKN
Kapoiis, np. Hayki, 14, kad. Indpopmaiiino-mepersof irvkenepii)
e-mail oleksandr kyrsanov@nure.ua, ex. (066) 480-98-56

3aspivaii poieaypa NAKTIONCHAA TPHCTPOIO (HANpHKaa cMapTdona) 1o Wi-Fi pirasiac
HACTYIHHM YHHOM: cMapTOH myKaTHme Mepeski Wi-Fi, Hajac KOPHCTYBAueB CIIHCOK /I0CTYIIHHX.
KOpHCTYBay BHOHPAC MepesKy, BBOJITL Mapoih. SIKIIO  FOBOPHTH Npo mpucTpoi IoT, ckranmuicTs
NOTATAC B TOMY, O GAraTo XTO 3 HHX HC MAIOTh AMCIUICA | KIABIATYPH, @ HaifvacTile y HUX
B3arasi Hemac HIAIKOTO NIPH3HAYCHOTO JUA KOPHCTYBaua iTepdeiicy. TakiM NpUCTpOiB MoOTpioHi
i crioco6i oTpimanns icHi Mepexi i mapors B KopueTyBata. Texozoris «Smart Config»
no3bapieHa WX HeXoAiKiB. BoHa mNepeiGatac BUKOPUCTAHHA KOMI'ioTepa, cMaproma ado
IaHICTa B AKOCT] iHTepdeiicy KopHCTYBata, AIKHii J03BOTAE BBECTH iHOPMALI0 PO Mepeki 3a
JOTIOMOTOI0 WCIVICA | KIABIaTYpH KOMI'IOTepa, cMaprona abo IJAHIICTa 3 MOZATUION
nepeaticio BReCHOI inopmanii IoT-MpHCTpoAM. 3 BLTOMMX pearizauiii Ha NOTOSHHi MoMEHT
BapTo arazat CC3200 SmartConfig [1] i ESP-Touch [2]

Metolo JaHoi poGoTi € pospolka MoXeli JUIS OCTIUKEHHS MOAKIMBOCTE]l TeXHOIONi
«Smart Configy 13 mimouenns loT-npHCTPOiB.

Bpaxosyloun Gewtiu orouyiounx Hac IoT-NpHCTPOiB y MOBCAKAGHHOMY KHTTi 1A
npHKay 6y10 06paHO KOHMLIOHEP. ANIApaTHe 3abe3netents MOAC: cMapTdor THITy Xiaomi
Redmi Note 4, 18a koM loTepa(HoyT6yka) Ty Asus X5S6UQ, xmapa Aws Educate [3], xmapa
Midea [4]. TTporpasie 3aGesnenents: onepaniiini cierenm Windows 10 Version 2004, Linux Mint
20 Ulyana Ta Android 7.0, npukiazsi nporpan Midea Air v.5.0.6.929, awazizatop Mepewnux
npotokonis WireShark v. 3.4.0 [5]

3a JONOMOrOI0 ANGPATHOrO Ta MPOTPAMHOTO 3a0E3NCHCHHA MyTbT JHCTAHIiiHOrO
KCpYBAHI Ta CACKTPORHHIi NPIIAA BUKORYIOTh POTb KITICHTa T4 CPBCPA, AK Y BIATIOBIIHOMY
cuenapii Ha puc. 1
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Lleil NpHKJaZ BHKODHCTAHHS MICTHTh MOGUIbHMI MyJBT MCTAHIIfiHOrO KepyBaHHS,
HanpHKTan, Ha  cMapTOHi. I[IYIST MOKC NEpeMHKATHCH MiK PISHHMH  MCCKEBHMH
NIAKTOUCHRAMI Ta MPOTOKOTAMH, HATIPHKIAZL, MUK CTLTHHHKOBOIO MCPEKEIO Ta JOMALIHbOIO
Mepexkelo, ska BUKOpHCTOBY Taki mporokoms, sk Wi-Fi Ta Bluetooth. Komt koHTpoiiep
3MAXOAMTHC B AOMAIHil Mepeski, Ue MailiHnii NPHCTPI, | AotaTkoBHil 3aXHCT 60 KOHTPOIL
A0cTyNy He mOTPiGHi. Koah Bi 3HAXOAUTHCA NMO3a JOBIPCHOIO MCPEKEIO, /U 3A0C3IICHCHHS
HaZifiIX BIIHOCHH TIOBMHHI 3aCTOCOBYBATHCA JOZATKOBI MCXGHI3MH KOHTPOTIO JOCTYMY Ta
Gesneku.

MAC azpec i fienxa inma indopvauia B Wi-Fi dpeiivax iizie y Bixpitomy BHrsi 63
umdppysanns. Kopueri fari seepeauni Wi-Fi dpeiivy saumposari, ate it 6aiyo i

487

SIKIO MPHIYCTHTH, WO WHQPYBAHNS 3MiHIOC JOBAKHHY NEPEIAHKX JAHKX Ha AKYCh KOHCTai

YoMy 6 He cripoyBaTH MepeaBaTH aHi 3MIHIOIOUH JOBKHHY NaKeTa 32 NPUHIMIOM O/HH TIaKeT —
o Gaiir. Jins nepeniasi 42 GaiiT MOTpiOHO BiNpaBHTH 42 MaKeTa e OBKHHA KO3 a
SAICKNTS BiZl HAUCHNA TICPAIAHOTO GAITY. BMICT MIaKeTy Hac He LiKABUTH ToMy posUHpyBaTit
fioro MoxyTh Tinbkn ysacrmkn Wi-Fi Meperi, minkmodeni fo MapupyTisatopa. Bei ckpumi
nepenipsnric Ha python3 i jurx ouaTKy 610 iMMOpTOBaHO HEOGXiIHI 1A epeaBatia MO, 1lio
nokazano Ha piic. 3 [6].

— Imnopr 6idriotex soket Ta binasccii
Dynkiiio ofUHCIICHHA KOHTPOIBHOT CyMit HapeeHa Ha pic.3 [6]
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Pucyrok 3 — OyHKist 0G4HCICHHsS KOHTPOIBHOT CyMH
TpeanGyiia € CIHCKOM 3 HOTHPHOX CICMCHTIB Ta KOPHCHE HABAHTAXCHHS NPCCTABICHO
nocizosnictio Gaitr (pic.4) [6]

Pucynox 4 — IpeamGy:a Ta kopn
Kopriche Haparaeniis — e 12 Gaiir.
Pesyiutar poGoris KAty niepe/iaBaua nokasHii 1a pic.S

b'hello world!
109
6217

yHOK 5 — PesybTaT poGoTh Koy
Tyt o6paxoBaiio KoHTpobHY cymy 109.
ToBHuil KA NpHiiMata HABEACHO Ha HC.6.
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ciueky preamble, 0TiM KOHTPOBHY CyMy 3 Tlepe/iaBata Ta KopucHe HapanTaxkeiis “hello
world!”. Pesynbrat BBeIcHHA iepinx 7 GailT HaBecHo Ha puc.T.
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Pucynok 7 - PesyabTat Koy

JL1 OTPHMAHIA KOPHCHOTO HABAHTAKCHAA NCIA BIKOHAHIA 3Ba0CTili

JleKOZyBaHHs KaHaly y BIATIOBIAHOCTI [0 MaTeMaTHuHOi Teopii TeneKoMyHikall
Ilennona 7] noTpibHo BBecTH Ge3 MOXMGOK WHCTA /UIA NPCMOYH, KOHTPOTBHOI CyMmH Ta
KOPHCHOTO HABAHT@KCHIA 3a AOTIOMOTOIO ascii Koy
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Ky HAYKH B CYUACHHX KPH3OBHX YMOBAX: T3 01, | MiKHAPOIHOT HAyKOBO-
npaKTIRoY inTepHeT-Konepenii, 28-29 Tpasns 2020 p. - uinpo, 2020. — T.1. - 608 c.

(Ways of science development in modern crisis conditions: abstracts of the 1st International
Scientific and Practical Internet Conference, May 28-29, 2020. — Dnipro, 2020. - P.1. — 608 p.)

I MikHapo/Ha HayKoBO-IpaKTHuHa iHTepHeT-konepentis «lLLixi po3BHTKY Hayki B
CYaCHHX KPH3OBHX YMOBAX» PHCBAYCHA TCOPCTHHNHM Ta IPUKIAHIM JOCTIDKCHHAM, Po3podui
niponosuuiii PO3BHTKY HayKH B CCPCAOBHIL 3arPO3 Ta HOBHX BUKINKIB.

Tewmarika KoH(epeniii oxomtioe Bei po3aitn MPKHAPOHOTO EICKTPOHHOIO HayKOBO-
npakTiHoro Kypaty «WaySciencer, a cave:

- JiepKaBHe ynpaBinH;

- dinocodpesi Hayk
exonoMiuHi HayKi;
icTopwsmi nayi;
TopHHi HayKi;

- CllhChKOTOCTIOAAPCHK] HayK
reorpadiuni nayk;
neaaroriri Haykn
newxosoriuni Hayki;
coniosoriumi Hayk;
noiTiun Hayki;

- dinonoriuni Hayxi;

- Texniuni naykn;

- Meauni Hayk;
i Hayki;

- Gionoriuni nayki;

- (isuko-atemaTHyHi Hayki;

- i npodpeciiini Hayx.
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Teuamuxa: Texuivwi naycu
AHAJII3 IIPOB.IEM BE3IEKH IH®OPMAINT B KITHIYHOMY IHTEPHETI PEYER

Kupeanos 0.0.

Hayosui xepiswux: Kpuenxo C.A.

xTH, Zom

apEKiBCHKH HAIIOHATHHIfl YHIBEEPCHTET PATiOSTETKPORIKHE

(61166, Xapsxiz, np. Haysas, 14, xad. Ingopyaniiiso-sepexsof imxenepil)
e-mail oleksandr kyrsanov@nure.ua, Tex. (066) 4 6

Llei AOKYMEHT iTOCTPYE POSTLHYIMA MiTXiA ATA aHaTiy MipKyBaHs Oeunexm An
KOMIIOHEHTIE, CHCTEM Ta ONPANHHX CEPEAOEHIN, IOE'AHHX 3 KIHITHHMH JQHHMH Ta
nprctpomum IoT. BiHaucHns KopHCHOCTI HBOTO NLTXOAY Ta KMITEIATHOCTI OTPHMAHMX B
(IBTaTi peKOMEHZAii INOZO KOHKDETHOTO KOMIOHEHTA, NPHCIPOK, CHCTEMH 1H
TyaTaniiiHOTO CepefORHINA € CIUTEHOK BUNIOBIIATEHICTIO CTOPIH, AKi PO3POBIAIOTE CHCTEMH
Ta NPHCTpO CTOPOHM, fKi BMIAWAOTE NPHASTHICTE KOMIOHGHTE, NPHCTPOIs T2 CHCTEM y
3a7am0MY poGooNy cepeAOBHI.

Cramzapr P2733 zcramosmoe pavs 3 npmmmmaym TIPPSS (Homipa, Iaemmramicts,
Konizenmifinicts, 3axuct, beanexa, Besnexa) 21 gamx wimimoro lateprery peucé (I0T) 1a
neperipxa Ta cysicocTi mpacTpois. Ciomu EXomATs HocsTeen xaimimi I0T Ta cysricmicts i3
CHCTEMAMH OXOPOHM 370POE'%, BKToTaowH EnckTpommi samuca 3zopos's (EHR), Excxtpommi

a8

Memrmi sanmcn (EMR), immi srisiomi npactpoi 10T, Ha TixapmAmix npHCTpoRx Ta MaiGyTHi
TIPHCTPOY Ta MiAKTIONER] CHCTEMH OX0pOHH 370pOE 4. [2]

Metoto aanof poGoTH € amatis HEOEUMICK, NPOGIEN  ANHCTY KOMTIOHGHTIE, CHCTEM Ta
OTIepaNifHIX CepeOBHI, OB I3aHAX 3 KTHITHIMH JAHHME i IPHCTPOAMH {HTEPHETY pededt.

3M0BMMCHIME CyO'eKTAMH MOAYTS 6yTH ab0 TOFM, 260 TLIIO He € OCOBAMI, HANPHKIAZ,
KoOMIIOTepHi GOTH, BipycH, XPOGAI TOIIO. 3TOBMHCHI CYO €XTH SACHIONOTS aTaXH Ha CBOT i
Sa0mMHCHa mORemika saEmuai Mac OFME 3 AROX MAXis: (1) IORAWEAHHA NDOIECOMN,
Texmororieto 60 AaHEMH ToAed: 60 (b) BHKOPHCTAHHA BPASTHBOCTEH i HEAOTIKIE B AH3AHHL
Komirypamii i excTTyaTamii IPRCTpOs Ha fKi 6a3yIOTsCA IPHCTPOL

Asaziz arax Geanexn

Ananiz GealleKH CKIATAcTECA 3 NEPEPAXYBAHHS ATaK, CUEHAPIE aTak, KAMIAHiH aTak Ta
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xonQirypawil i exCIITyaTaltil IPHCTPOIE Ha AKi 623y10THCH IPHCTPOL

Asanis arax Geanexa

Ananiz GealleKH CKIATAcTECA 3 NEPEPAXYBAHHS ATaK, CUEHAPIE aTak, KAMIAHiH aTak Ta
OILHKI PECRARTHOCTI IHX aTak, CUEHApIIR ATak i KaMaRifi aTaK A15 KOHKPETHOTO TPHCTPOI,
CHCTeMH Ta omepaiiHOro cepefORMIA. AKTYaTHHICTE GyAb-fKof QTaKM 3aCHORaHA Ha O
cepiiosnocTi, HMOBIPHOCTI Ta BILIHBY aTakH Ha mepeabatyeamy omepamio i mepexbatysammit
PeayIBTAT POGOTH KOMIIOHEHTA Ta CHCTEMSL.

Kanmassit atax

SIOEMHCHEK 3apaxac OPHCTPOI 3 METOR MACOEOTO E3IOMY MPHCTPOIE AT OTPHMAHHS
OCTYTIY 0 BRYTPIIIHIX KOPHIOPATHEHI MEpEK /1% OHOTO 3 HACTYIHEX:

BCTaHOBHTH NporpaMHe 3a6e3MeteH s 1% BHMAraHHA B KOPIIOPATHEHIH Mepexi.

o Jls swrysenn gamn

o Jlan sapaxesns CHCTeNM, IO 3 KODIOPATHEHOIO IPONIHEKOI

o 3uommche nepeactporsanss mpctpoie IoMT 215 maxpalicxix ninei.

Tlprsctan mepeixy Kavmaniih Hamazis Ha Krisimsi cactess 0T,

. Tlopymerns AUIOBHX Omepaiii: maxpafickkuii Cy6'ekT mpommkac e Kinimme loT-
Omepanifife CepeNOBHIIE 3 METON HCTATHEOTO ENIHEY Ha QYHKUOHYEGHHS OZHOTO 260
ACKITEKOX GizHeC-TIpOTeCiE.

. DinancoBHH MPHGYTOK depes BHMATaHHA: MaxpafickkHil CyS'eKT TPOHHKHYE Y
KaisiHe onepaniie cepesosmme loT 2 METO YTPHMAHIA JAHIX 415 NOAATHIIONO BHKYILY

. Kpaaixka iHTeeKTyaTsHOT BIACHOCTI: MaXpaficKHi Cy6'eKT IPOHHKHYE Y KIiHiTHE
omepanifize cepezormme ToT 3 MeToio 360py i BHIYSeHHS NPOTPAMHOTO 3abeiMCfCHEA Ta
onepanifiuux AaHEX.

Criestapit ataxs
o Hecnpasmmit abo morano HaamTozasmi IPHCTPIf Ma¢ IOPTH, NAAAHI ZOCTYIY A0
Inteprery. Haninese a10EMHCHe mporpaMe 3abe:efieHH: EBH3Ha<ac Ta posmizmac Horo Ta
sapaac Horo.
o Hecnpasmmit abo noraso HatamToasmit IPHCTPIf Mac HOPTH, TiAAaHi HaZiAHOMY
'eamanmo. HaiTene 37OBMHCHe NpOTpaMHe 3abeuMICfeHEA EHHATAE Ta PosmizHac Horo Ta

sapaxae foro,

TIK 260 HOyTOYX y Mepeki AKi G 3apakeHi FOBMHCHIM NPOTPAMHIN 320CITCTCHRML
260 immmy wmmoM MiazmoTscA puumKy. IloTi nell TDHCTpi BHKOPHCTORYETSCA ATA HOMIYKY
Epasmemx npactpois. [1]
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