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AHANI3 MEXAHI3MIB PEANI3ALII MEPEXXEBUX ATAK NMPUKNALQHOIO PIBHA
B IHTEPECAX NMPOBEAOEHHA KPUMIHANICTUYHUX PO3CNIAYBAHDb
KIBEP3JIO4YUHIB

Y cmammi onucyromscsi npobremu KpUMIHALICMUYHO20 PO3CIIOYE8AHHS CYHACHUX KIOEpamax Ha elemenmu
Kpumuunoi ingppacmpykmypu Ykpainu, akyenmyemocs yéaza, wo 0OHUMU 3 HAUOiibul Hebesneunux € Kibepamaxu
Ha npuxnaonomy pieni mooeni OSI. Ilpusooumvcs ananiz mexanizmie peanizayii HAUOLILW PO3NOECIOONCEHUX MUNIE
Kibepamak npukiaonozo piens. SQL-in’exyii, nepexonnenns cecii, ompyenns keury DNS, amarxu na RDP ma inwi
3acobu siddanenozo aominicmpysanns. Ocobausa yéaea NpudIAEMbC AHANIZY apme@akmis Oanux amax OJis
CMBOPEHHS MEMOOUKU NPOBEOCHHS, KPUMIHATICHMUYHO20 PO3CHIOYE8AHHSL.

Kntwouosi crosa: xibepamaku, apmeaxmu, KpUMiHATICMU4HE PO3CIIOYEAHHS.

BecTtyn

3 po3BHUTKOM iH(QOPMALIWHUX TEXHOJOTIH BinOy-
BAETHCS 1 PO3BUTOK KiOEP3JIIOUMHHOCTI, SIKa BUKOPHCTO-
By€ y CBOIX NPOTH3aKOHHHX JisX BPA3IUBOCTI iH(Op-
Marmiifanx cucreM. OcTaHHI TpU POKH I YKpaiHd
Oy 0COONMBO HAacH4YEH! IHIUIECHTAMH 3 TOPYIICHHS
poOOTH eneMeHTIB iHPOpPMALiHHIX Ta TEIeKOMYyHiKa-
MIHUX CHCTEM, IO SBIAIOTH COOOI0 eIEMEHTH KPUTHY-
HOi iHdpacTpykTypu. Timbku 3a 2016 pix Ciyx0or0
Oe3nexn Ykpainu 3adikcoBano 247 kibeparak Ha iH(O-
pMamiifHO-TeIeKOMYHIKaIliifHi CHUCTeMH TUILIOMATH4-
HHUX YCTaHOB, IPaBOOXOPOHHHUX CTPYKTYp, CHEpreTHY-
HHUX pecypciB, pecypciB 3ami3Hoi moporu Tomo [1].
Otpumati TOXIOHY CTATHCTHKY M8 IPHBATHOTO Ta
Oi3HeC ceKTopy Ha JaHUil Jac He BUSABISETHCS MOXKIIH-
BUM, aJIe MO’KHA BIIEBHEHO CTBEP/PKYBATH, 1110 YHCEIIbHI
TIOKa3HUKH JJISl TAHUX CEKTOPiB 3HAYHO BHII.

VYci HaBezieHi BUIIe (akTH CBITYATh MPO aKTyalb-
HicTh mpoOyieM 3a0e3neueHHsT He TUIbKM HaJiHHOTOo
3aXUCTy I1H(QOPMALIHHUX CHUCTEM, a W HEOOXITHOCTI
BHUBYCHHS MPOOJIEM CyYacHHX iH(OPMAIIHHUX TEXHO-
JIOTiH, PO3yMiHHS iX ypasnuBOCTEH, CTpyKTypH3amii Ta
cucreMaTu3arlii iHpopMaIii Mpo METOIU Hamamy, i 1o
0COOJIMBO BaXJIMBO, PO3BUTKY Ta YIOCKOHAJICHHIO Me-
TONIB Ta 3aco0iB KPUMiHANICTUYHOTO DPO3CIiTyBaHHS
CKJIaJIHUX KiOEp3JI0YHHIB.

Ha nmanmit wac icHye 3HaYHa KijbKicTh iH(OpMa-
LIAHUX JOKepe, SKi MPUCBIYCHI CydacHUM KibepaTakam
Ta METOJaM 3aXMCTy BiJ HHUX iH(QOpMaliliHUX Ta Tele-
KOMYyHiKaliitHux cucteM [2—4 Ta inmi]. Ane Hemocrar-
HBO BUBYCHUM € aHalli3 KidepaTak 3 TOUYKU 30py BUSIB-
nmeHHA X apredakTiB B iHpopMariiiHii cucTemi mis
MPOBEJCHHS KPUMIHAJIICTUYHOTO PO3CIIiIyBaHHS.

MeTor0 mOCTiIKEHHSI € aHali3 HaWOLIBII PO3IO-
BCIO/DKCHUX THIIIB KibepaTak MPUKIaJHOTO PiBHA Mepe-
xesoi mozeni OSI (open system sinter connection basic
reference model), BupoGneHHs po3ymiHHS Ha 6a3i TAKOro
aHaJi3y THUIB apTedaKTiB JaHUX aTak Ta MicIb iX 30epi-

raHas B iHQOpMaLiiHii cuctemi 11 po3poOKH METOH-
KU TIPOBE/ICHHS KPUMIHATICTHYHOTO PO3CITiTyBaHHS.

Buknag ocHOBHOro martepiany

Knacnuna xmacudikarist MepexeBux artak 0asy-
€ThCSI Ha HacHinmkoBoMmy Qaktopi. Tak, Hampukiaz,
OKpEeMYy KaTeropilo CTaHOBIISATH aTakd “‘BiMOBa B 00-
ciyropyBanHi» (Denial of Service, DoS), siki mpu3Bo-
ISITh, SIK BOAYa€ThCS 3 Ha3BH, OyIb-sIKY MEPEXHY CITYXK-
Oy 110 TakoTO CTaHy, B IKOMY BOHA HE MOXXE€ BiJIIOBia-
TH CBOIM KJIIEHTaM BYaCHO 1 KJIIEHTH HE JOYIKYIOTHCS
BiqNoBini. [HIIOO KaTeropi€ro € aTaky HANpaBJiCHI Ha
PO3KPHTTS JaHUX iH(POPMAIIHHOI CHCTEMH, HECAHKI[IO-
HOBaHM{ JOCTyN 10 iH(opMamii, MiIBUIIEHHS TOBHO-
Ba)kKEHb KOPHUCTYBaya, TOIO. TaKuM YMHOM, BiMOBIIHO
IIo Takoi kiacuikamii aTakd po3aiUIeHO Ha KaTteropii 3a
X minbpoBoIO mieto [5].

Takox y cyuyacHIH HayKOBil JliTepaTypi 4acTo Mo-
JKHa 3yCTPITH KIACHU(]IKAII0 MEpEeXKEeBUX aTak, B SKid
TOJOBHUM (DaKTOpPOM € 00’€KT aTakW, HAaNPUKIAJ aTaku
Ha IHCTpyMEHTapii, Ha Kepylo4i CUCTEMH, Ha Mepexi, Ha
ronoBHe obnagHaHHs Tomo [6]. KpiM 3a3HaveHnx, mo
3yCTpivaroThCs HaluacTillle, MOYHA 3HAWTH Kiacugikaiii
3a piI3HOMaHITHUMH (haKTOpPaMH, HAIPUKIIAJ 32 XapakTe-
pPOM BIUIMBY (aKTHBHI Ta MAacHBHi), 32 YMOBOK MOYATKY
3ifCHEHHs BIUMBY (IT0 3alUTy Bifl 00°€KTY, IO aTaKy-
€TBCS; TI0 HACTAaHHIO OYiKyBaHOI MOJil Ha 00’€KTi, IO
aTakyeTbesl; OC3yMOBHI), 32 HAsBHICTIO 3BOPOTHOTO
3B’53Ky 3 00’€KTOM, M0 arakyerbest (i3 3BOPOTHIM
3B’S13KOM, 0€3 3BOPOTHOTO 3B’SI3KY), 3a PO3MIIICHHAM
aTaKyr4oro BiIHOCHOTO 00’€KTY, 1[0 aTaKyeThesl (BHYT-
PHCETMEHTHI Ta MDKCErMEHTHI), 32 KUIBKICTIO aTaKkyro-
yux (po3MoIiieHi Ta HEpO3MO/IiIeH ), 32 piBHEM MOJEi
OSl, Ha sikoMy 3/1iHCHIOETBCS aTaka Ta iH.

Ha croronHimHi{ 1eHs HAHOLIbIIA TUHAMIKA PO3-
BUTKY TEXHOIIOTiH, iX PI3HOMAHITTA Ta, SK HACIIMIOK,
HaiOLIbIIa KUTBKICTh po0sIeM 3abe3nedeHHs Kidepoes-
MEeKH 30Cepe/KeHI Ha CbOMOMY, TPHUKIIQJHOMY, PIBHI

64

© Cuirypos A.B., banamos B.1O., Ceparok A.10O., 2017


http://www.hups.mil.gov.ua/periodic-app/journal/zhups/2017/2

Ingpopmayitina besnexa depoicasu

mozem OSl. BpaznuBocti mepen pisHUMHU THIIAMH aTak
YacTillle MPOSBIISIOTECSA caMe B MPOTPAMHHUX J0JaTKax,
HDK B IPOTOKOJIaX poOOTH Mepeki Ha HIKYHMX PIBHAX
(cotix 3a3HAYMTH, 110 HIDKYI PIBHI TAKOX MAlOTh BEJIUKY
KUIBKICTh TEXHOJIOTIYHHMX MPOOJIEeM, IO YCIIIIHO eKC-
TUTYaTyIOThCS 3JIOBMUCHUKAMH, aJiec BOHH KpaIlle BUBYC-
Hi Ta Ha PUHKY iCHY€ BEJHMKA KUTBKICTh METOJIB iX BU-
pimrenns). I'mobansHe BupimeHHs pobiem Oe3nekn Ha
ChOMOMY DIBHI Maii)ke HEMOXXJIHMBE 4epe3 BiJICYTHICTbH
yHi(iKamii KiHIEBUX MpPOTpaMHUX OoAaTkiB. KokeH
MPOrpaMHUHN J0AATOK, IO TPALIOE 3 MEPEXKEr0, Mmiiaar-
HUH y BETUYE3HIN Mipi JIFOJCPKOMY (PaKTOpy — IMOMILI-
KaM IIpOTpaMiCTiB Ta iHXKEHEpiB, 110 CTBOPIOBAIHU Ja-
HUM OporpaMHuil NpoAyKT. JlJisi 3MEHIUEHHS CTYNEHIO
JIOACHKOro (hakTopy HEOOXiMTHO BHKOHYBATH JCTalb-
HUM aHali3 KOXHOTO MPOrPaMHOTO JONATKY, IO
3’SBIAETHCS Y CBITI, HA TPEIMET 3aXHUINECHOCTI Tepen
BIIOMHMH METOIAMH aTakK. 3BICHO TaKWH MIAXIJ Ha
CHOTOJHIIIHIN JACHb HE YSBIAETHCS MOXKIUBUM 32 0€3-
JYYI0 IPWYHH, OJHICI0 3 SKUX € TEBHI CBOOOAM B Me-
pexi. Cimig BigMITHTH, IO OeAKi KOMIIaHil, Taki sK
Apple, yacTkoBO peanizyroTh JaHUi MiAXil, BUMAraoyuu
BiJl pO3pOOHUKIB MOOUTEHUX JOAATKIB BUX1THI KOJU IS
aHanmizy. HaganHs BUXiTHUX KOMIB Ta iX BIAMOBIIHICTH
MEBHUM CTaH/apTaM, 33JaHHM KOMIIaHI€l0, BKIIOYAI0UYH
acrmiekTH Oe3reku, € 000B’I3KOBUM JUIs MyOiKarii Jo-
natky y AppleStore. 3aBasku TakoMy mixo1y, IPOAyK-
i Apple Bxxe aekinbka pokiB BU3HAHI OJHMMH 3 Haiibe-
3MEYHIMUX. BpaxoByrour HaBeIeHY BHUIIE XapaKTepHC-
THKY CY4YaCHOTO CTaHy Ha MPHUKJIATHOMY PIBHI MOAEi
OSI, nyxe BaXIMBO HPUILIATH OCOONMBY yBary ara-
KaM, MI0 3/IHCHIOIOTHCSA Ha JaHOMY PiBHI, a TOYHIIIE
METO/IaM PO3CIIiAyBaHHS IHIUJICHTIB B LILIIOMY.

Cepen THIOBHX aTak, siki 0a3yrOThCS HA MPOTOKO-
Jax ChbOMOTO PiBHSA, MO)KHA BHIIUINTH: OTPYEHHS KEITy
DNS, waninymii 3 HTTP-cecisimu, MiKCalTOBHIA
CKPHUIITHHT, PO3IOJIICHHH BigKa3 B OOCIYrOBYBaHHI,
SQL-ix’ekuii Tomro. Ipu oMy ciiji mam’sTaTH, Mo Yy
KOXKHOT'O IPOTOKOJIy TMPUKIAHOTO PIBHS Ta KOXKHOTO
JIOJIATKY, IO TIPAIFO€ 3a IMM IPOTOKOJIOM, 3aBXKIU €
IHIVBIAyaIbHI BPA3IUBOCTI, aKTYAIbHI JIAIIE IS TICBHOT
Bepcii mporpamuoro nomatky [7]. PoscmimyBaHHs Takux
aTaK 3aBXkKIU CKIAIHE, (PAaKT eKCILTyaTalll TakuX ypas3iu-
BOCTEH 3aBXK/IM BAXKKO JIOBOJHTH, YMM 3aBXKIU KOPHUCTY-
€ThCS CTOPOHA 33aXMCTY Y CYJOBHX MPOLECax, 3aXHIIal0-
YU BHUCOKOTEXHOJIOTIYHUX 3JIOYMHINB. [l 301IbIICHHS
KUTBKOCTI apTe(akTiB, 10 CBiAYATh HPO TMEBHI il 3 eKc-
IUTyaTamii ypa3JIuBOCTeil Ta BUKOHAHHA aTakK, HEOOXiTHO
JICTAJIbHO PO3IVISIHYTH OUIBLIICTh TUIOBHX aTaK IPHKIIa-
JTHOTO DiBHS Ta BU3HAYUTHU iX OCOOJNMBOCTI, Oa3yrounch
Ha SKUX MOXKHA JIOCTOBIPHO CTBEP/XKYBATH HAsSBHICThH
araku (TOOTO BU3HAYHUTH iX apTe(haKTH).

SQL-iH eKuin

SQL-iH’ekuis — 1me artaka, NpH SKid 3JTOBMHUCHHUK
BUKOHYE BCTaBKY LIKIJJIMBOrO KOIY B PSIKH, LIO Iepe-

nmaroteest Ha cepBep CYB/l mist cHHTaKCHYHOTO aHaNi3y
Ta BUKOHaHHs. YcrmminmHa peaiizamis SQL-in’ekiril, 3are-
»Ho Bix Tuiy CYB/] Ta yMOB BIIpOBa/IKEHHST, MOXKE JIaTH
MOXIUBICTh 3JIOBMHCHUKY BHKOHATH IOBUIBHHII 3aIHT
10 6asu qaHux (HampUKIaz, TPOYUTATH BMICT OYAb-IKHX
TaOJIUIb, BUAAIUTH, 3MIHUTH a00 J0JaTH JIaHi), OTpUMa-
TH MOKJIMBICTD YHTAHHS Ta 3aIHACY JIOKABHUX (aiimiB Ta
BUKOHAHHS TOBUTHHUX KOMaHZ Ha cepBepi. SIK HaCHiIoK,
3JI0BMUCHUK OTPUMYE JOCTYI A0 KOH(iAEHLIHHOI iH(pO-
pmarii, mo mictutses B BJI, i mocTyn g0 koMaHZ omepa-
miitHoi cuctemu cepBepa CYBJl, TuM camum poOmstan
HOTro IIIOLIAZKOI0 YISl TIOJAIBIIHNX aTaK IHIINX CEPBEPIB,
CEpBICIB Ta 3aCTOCYBaHb, PO3TAIIOBAHUX B KOPIIOPATHB-
Hilf Mepexi opraHi3artii.

Sk mpaBuio, SQL-iH’exIii po3risaaroTh CTOCOBHO
JI0 Be0-3aCTOCyBaHb, ajie HacIpaBJi A0 JaHUX Bpa3iu-
BOCTEH CXWIbHI Oynb-siKi KII€HT-CEpPBEpHI Ta CepBic-
Opi€HTOBaHI mporpamy, 1o mnpamtoTs 3 CYB/I.

TunoBumu Mmicusmu 36epiranns apredakris SQL-
iH’ ekl € ¢aiinu xypHaniB. HaliBaxnusimmm cepen
yCix KypHamiB mpu posciigyBaHHi SQL-in’ekuiit €
KypHai BeO-cepBepy. Came HOro ciij meperjsiiaTH B
nepiry 4epry 00 came y HbOMY MOKHA 3HATH 3alucH
SK Tpo (akTH BUKOHAHWX aTaK, TaK i Mpo iX HeBAAmi
cpobu. BpaxoByroun, mo y KypHali MiCTATBCS 3aITUCH
PO HEBJAATi CPOOH, TO 3a JOTOMOTOK XypHaly BeO-
cepBepy MOXIIMBO BCTaHOBIIOBaTH (akT 3arpo3u Ha
PaHHBOMY €TaIli.

Jpyrum 3a BaXKJIMBICTIO € KElI IUIaHiB BUKOHAHHS
3anuTiB. BUKOHaHHS OyIb-SIKOTO 3alUTy NOYMHAETHCS 3
foro aHamizy Ui CKJIaJaHHA IUTaHY HOTO BHKOHAHHS.
CkJaaHHs IUTaHy BUKOHAHHS 3allUTy J03BOJIsIE BHOpa-
TH HalOUIBI edeKkTUBHMI crocid oO0poOKM naHuX 3
TOYKH IPOIYKTUBHOCTI. [licis CTBOpEHHs IJIaH BHUKO-
HaHHA 3alUATy KEIIHUPYETHCS B CHEHialbHIA CTPYKTYpi
mam’sTi — IPOLEAYPHOMY Kemli». 3aCTOCYBaHHS TaKoO-
TO KeIly BHU3BOJIAE BiJ HEOOXiIMHOCTI MOBTOPHOTO PO3-
6opy aHanmoriqnux 3amutis [8].

TpetiM KOpHUCHHM JDKepenoM apTedakTiB € XKyp-
HaJnl TpaH3akuid. Jlanuit )xypHan ysBise co0oro mocii-
JTOBHICTH 3aITMCIB TPO 3MiHU B 0a3i TaHWX, MOYNHAIOYN
3 MOMEHTY Ii CTBOPEHHS. 3 KOXHOIO OIlepalli€lo, IO
3MIHIOE JIaHi, CIIBBIJTHOCUTBCS OJMH 3alMC y XKypHAaI.
[puHnun BeneHHs XypHaly nepenbadae 30epeKeHHS
3amucy Mpo TPaH3aKIio 10 ii ¢ikcamnii. Y pa3i BUHUK-
HEHHs 30010 Ta BTPATH YaCTHHU 0a3M NaHUX, B XKypHaI
TPaH3aKIliii TOBUHHO OYTH JOCTaTHRO IaHWUX Ui 11
BiJIHOBJICHHS LUIIXOM MOBTOPHOTO BHKOHAHHS BCIiX
oreparlii, 1o MPOBOIUINCS paHille.

YeTBepTHM 3 HaBaXIIUBIIIUX JPKEpe apTedakTiB
€ MITKH 4acy B 00’ekrax 6a3u nanux. I[Ipn oHOBIEHI 4n
CTBOpPEHHI 3amucy B 0a3i JaHWX OJHHUM 3 TOJIB JaHUX €
MITKa 9acy BUKOHaHHs JaHoi moxii. Haxans He Bci 6a3u
JAHUX aBTOMATHYHO (IKCYIOTh Taki MITKH dYacy, Tak
Hanpukiaany MySQL poOuth e e YacTKOBO, a
PostgreSQL He ¢ikcye MITOK 4acy y CHCTeMHii 0a3i
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nmaHux B3araini. He pigko Takux (yHKITIOHAN peasizoBy-
€TbCSl pO3pOOHUKaMu 0a3u JaHUX, LIO TaKOX JOBOJI
94acToO CTa€ y HAroJAi NpU PO3CIiAyBaHHI iHIIUICHTIB,
OB’ sI3aHUX 3 0a3aMH JTaHHX.

MepexonneHHs cecii

[epexomnenus cecii — 1e cnocid BUKOPHCTaHHS
qyxoi cecii, IMpH SKOMY 3JIOBMUCHHUK BTOPTa€ThCsS B
CeCifo MK TBOMa iHIIAMH BY31aMHU. 3TOBMHUCHHUK MOXE
oTpuMmary AidcHuil inenTudikaTop cecii, skMid BUKOpHU-
CTOBYETHCS JUISL BXOJLy B CUCTEMY 1 JOCTYIy 110 KOH(i-
JeHmiiHoT iHdopMarTii.

Crix 3a3Ha4MTH, IO TMEPEXOIUICHHS Cecilf akTya-
JbHO Ha ycix piBHiX Moneni OSI, mounHatouu 3 TpaHc-
noprHoro (IP-spoofing), ane y naniii poGoTi po3rIsaHyTI
JIUIIE Ti, IO BiTHOCATHCS O MPUKIIATHOTO PiBHS.

[pouec BuKpanaHHs cecii Ha MPHUKIATHOMY PiBHI,
SK TIPaBHJIO, MOXe OyTH peasli3oBaHUI 3a JOMOMOIOO
OJTHOTO 3 TPHOX CHOCOOIB!

1) Tigbupauus inentudikatopis. Peamizyerses
HIISIXOM MMiA0opy nmoTpibHoro ineHTudikaropa. Sk mpa-
BUJIO, 3JIOBMHCHHK Ma€ JesKi 3HaHHSA NpO [iana3oH
JIOCTYIIHUX 3HA4YeHb ifcHTU(IKaTopa. 3TOBMHCHHUK
MoOXe crupaTich Ha BukopuctanHs HTTP-cratuctuxu
BeO-caiiTy, aHamizatop Tpadiky, MiXKCaHTOBHH CKpHII-
TUHT a00 IIKiUTNBI IPOTPaMHU.

2) Bukpaganas igenT(ikaTopa.
MOX€E TIEPEXONHUTH 1eHTU(IKATOp 3a JOMOMOr0o0 aHa-
mizaTopy Tpadiky abo iHImHX 3ac00iB.

3) OGumcrnenns imeHTH(IKATOPiB. 3ITOBMHCHHK
cpoOye oOumcnuTh AificHUil imeHTH(]IKaTOp CceaHcy
MIPOaHaJli3yBaBIIN iCHYIOU1 1 BUSIBUBIIH HOCIIiTOBHICTb.

IIpormec 3axorureHHs cecii BimOyBaeThcs HACTYII-
HUM YHHOM:

1. CnoyaTKy BHMKOHYETBCS yce HEOOXimHe I
OTpPMMaHHS MOXJIMBOCTI ITPOCIYyXOBYBAHHS Ta I1O/AJIb-
oro aHaiizy tpadiky Mk JBOMA By3J1aMH, MK SKUMH
BCTaHOBJICHA CECisl, SIKYy 3JIOBMHCHHK HaMaraeTbCs Iie-

310BMHCHUK

PEXOIUTH.

2. Mouitopunr. [IpomoBxxeHHs aHamizy Tpadiky 3
METOI0 CHOCTEPEXEHHs 3a MOBEAIHKOW ifeHTH(ikaTo-
piB cecii.

3. Hapgani — necuHxpoHizaiiisi cecii, T00TO po3i-
PBaHHS CEaHCY MiX JIBOMa BYy3JIaMH.

4. TlporHosyBanHs ineHTHdiKaTopy cecii. Cipoba
BiTHOBJICHHSI cecii 3 HOBUM imeHTH(]iaTOpoM, ane BxKe
BiJl IMEHI 3JJOBMHCHHKA.

5. Ekcrutyarauis. Ha nanomy Kporni 3J0BMHCHHK
MOXKE BIAMPABISTH BJIAaCHI KOMaHIM Ha cepBep A
HOAAIBIIOTO iX BUKOHAHHS.

Tumnu nepexoruieHHs ceciii Ha MPUKIIaTHOMY piBHI.

[Ipu cripobi BUKpacTH cecito Ha NPUKIAJAHOMY Di-
BHI, 3JIOBMHCHHK MOXE BHOpaTW OIWH 3 HeOaraThox
BUJIIB arak: cHiIQIiHr cecil, mependavyeHHs MapKepiB
cecii, «Jltognna-B-cepeneHi», «Jloauna-s-opaysepi».

Artaka «cHiinr» cecii.CHIIHT cecii € Bapiariero
cHiiHTY, B IIbOMY BHUINaJKy, € KOHKpETHA 33/1a4a, sIKY
HEOOXi/THO BUKOHATH — I1€ BU3HAYCHHSI MapKepy CeaHcy
(takox Bimommit sk imeHTHdikaTop ceamncy). Ilicus
TOTO, SIK 3JI0BMUCHHUK, 3HAXOJUTh LIeH MapKep, BUKOPHU-
CTOBYE #Oro, 1100 OTPUMATH JOCTYN 1O cepBepy abo
IHIIIOTO pecypcey.

Araxka «[IporHo3yBaHHS MapKepiB Cecii».

Jpyruii croci6 oTpuMaHHS iICHTU(IKATOPY CeaH-
Cy, 1e mepeadadntn abo 3poOUTH OOIpyHTOBaHE MpH-
MYyIOIeHHS MPO Te, SKUM Oye CIpaBXHIH ineHTudika-
top. Haiinpocrimii i HallepekTuBHILIMK criocid — e
3i0paTH KinbKa ieHTH(IKaToOpiB cecii, ki OyaM BHKO-
PHCTaHi 10 LBOTO.

ATaka «IHAUHA-TT0-CEPeIiHI».

BukopucToBy€eThCS Ul BTOPTHEHHS Y BXKE iCHYIO-
YHi CeaHC MDX BY3JIaMH Ul MEPEXOIUICHHS IOBIIOM-
JIeHb. 3II0BMUCHUK BUKOPHCTOBYE Pi3HI METOAM 1 pO3.i-
nsie TCP 3’ennanust Ha 1Bi yactunu. [licns ycninrHoro
monity TCP-3’emHaHHS 3JIOBMHCHUK MOXE YHTATH,
3MIHIOBaTH Ta BCTABISTH TI€BHI NaHI B MEpEXOIUICHI
MOB1TOMJICHHSI.

Artaka «JIronuHa B Opaysepi».

UYetBepra hopma — Opay3epHa araka, ska € 0c00-
JUBO MiKaBolO (opmoro arak. HaiiOimpmn momupeHi
¢dopMu 3arpo3 «rnoanHa B Opay3epi» — MiKCaWTOBHM
CKPUIITHHT, TposiHH 1 JavaScript. MixcaiiToBuii ckpurI-
TaHT (XSS), € THIOM aTaky, SIKHIl MOXKE BHSBILITHCS B
pizHux (opmax, aje 3a3Buyail BiH 3aJisiHUI, KOJIM JaHi
JIESIKOTO THITy BBOJSTHCS B Be0-3aCTOCYBaHHS depe3
HerepeBipeHi pkepena (y OGLIbIIOCTI BHIAIKIB — BeO-
3anmur). 3a3BUYail I JaHi € YaCTHHOK JIMHAMIYHOTO
KOHTEHTY, SIKWI He TPOUIIIOB Yepe3 MepeBipKy rapaHTy-
BaHHsA 3axuiieHocti. OcoOaMBICTE JaHMX BHIIB aTaka
MOJISITa€ B TOMY, IO 3aMiCTh Oe3mocepeqHbOi aTakh
cepBepa 3JIOBMHUCHUKM BHKOPHCTOBYIOTH Bpa3JIMBUii
cepBep A1 aTakd Ha KOPUCTyBaya.

Po3crmigyBaHHs aTak MepexOIUICHHs Ceciii Ta Mix-
CaliTOBOTO CKPHIITHHTY € HaJ3BUYailHO CKIIAIHOIO 3a-
JTadero yepe3 IyxkKe Many KiTbKiCTh apTe(akTiB Ta CKIa-
JHICTB iX momryky. Jlernre 3a Bce BCTAHOBUTH NEPBHHHI
O3HAKH, IO CBiAYaTh Mpo (akT Mepexmary cecii, e
JKypHaJIU BeO-cepBepy Ta, B MEpLIy Yepry, caMoro cep-
BEPHOTO MPOTPaMHOT0 JOJATKy. ApTe(hakTaMd MOXYTh
CITY>KATH aHOMaJIil B XpOHOJIOT1] )KypHAaIiB Ta iX JIOTiKH.
Hampuxnan, Ko kopucTyBad 3a3BU4aii BAKOPUCTOBYE
onny IP-anpecy, ame omHOpa3oBO B KypHalIi BimoOpa-
JKA€ThCS 1HIA, ICHYye BENHMKAa HMOBIPHICTB, IO MAalo
MICIIe MEepPexXOIUIeHHs cecii kopucTyBaya. [Ipu crpodax
BUKOHAHHSI MDKCAWTOBOTO CKPHUITHHTY YacTO MOXKHA
3HalTH B )ypHanax ¢pparmentu JavaScript — koxy.

Takox apTedakTn NesIKUX BUIIB aTak Ha MEpexo-
TUTCHHS cecil MOKHA 3HaWTH B Kemni Opaysepa, abo K,
II0 TPOCTillle, 3HAUTH IHCTPYMEHTH 3aHECCHHS 10 CHC-
TEMH IIKiJJIMBOTO IPOTPaMHOTO KOAY: (ailiii TPOSHIB,
KJIIEHTH OOTHETIB TOIIO, 110 MOYKE HAJATH BiATAICHOMY
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3JIOBMHCHHKY OTPHUMATH IOCTYI A0 cecii kepTBu. Cifg
3BEpPTaTH yBary Ha HasBHICTh Takux apTe(dakTiB cepen
BUIaJIeHHUX (aiiyliB cCHCTEMHOTO PO3ALITY.

OTpyeHHA kewy DNS

Otpyennst kemy DNS — araka ma DNS-cepsep,
JUIsl 3JMCHEHHS SIKOT 3JIOBMHUCHHMK, BHKOPHCTOBYIOUH
HeJIOCTaTHhO HaJiiHy KOoH]Irypamito ciyx0u cepsepy,
BHOcUTh Moamdikamii mo DNS-kemry. Takum umHOM,
yci kiientn DNS-cepBepy OTpUMYIOTH KOHTEHT 3J10-
BMHCHHUKA HE 3B)XKAIO4W Ha Te, 110 3BEpTAIMCS 32 Bip-
HUM HOCHJIAHHSIM.

BuxonaHHsl 1aHO1 aTaky 3a3BUYail BUKOHY€ETHCS 3a
JIOTIOMOTOIO CIEIliaNbHUX ClIeHapiiB (ekcrutoiTi). Taki
CIeHapil eKCIuTyaTyroTh ypasnmBicte DNS-cepepy B
HACJIIOK YOro HAaJaloTh 3J0BMHCHHKY KOHTPOJIb Haj
cepBepoM ab0 MOXKIIMBICTB 3alUCy y #oro kemr. Takox
3JI0BMHUCHUK MOX€ BHKOPHUCTOBYBAaTH 3 METOIO YTBO-
PEeHHS 3a3HaYCHUX BUINE HACHIIKIB HEJIOCTaTHHO Oe3-
MeYHy KOH(]Iryparmiro MporpaMHOTO 3a0e3neueHHS
DNS-cepsepy.

Po3cnigyBaHHS Ta IOKa3yBaHHS JAHOTO BUY aTaKd
Ha TEPIINA OIS BUTIIAAA€E IPOCTUM: JIOCUTH BimoOpa-
3utH 3Mmict kemry DNS-cepBepy Ta mepeBipuTH peaibHy
BIZIMTOBITHICTH AOMEHHHX iMeH IP-agpecam, 3a3HaueHUM
B Kelli. SIK CBiTYUTH MPAKTUYHUII TOCBiJ, aTaka TaKOTO
TUIYy € CKJIagHO [TOKAa3yEMOIO dYepe3 HEIOBrOBIUHICTH
Kelly Ta 4acti Horo mepe3anucd. OCKUIBKM CHCTEMHI
aJIMIHICTPaTOPH 3a3BHYAil HAMAraroThCs SKOMOTA CKOpi-
III€ BUIIPABUTH MPOOJIEMy i JIUIIE MOTIM BCTaHOBIIOBATH
npuunHy i BuHHKHeHHs, kel DNS-cepBepy, HiMoBipHI-
111e 32 Bee, Oy/ie OUMINeHUH Y1 Nepe3ancanuii.

Haiikpamiii crioci6 moka3yBaHHS HasBHOCTI TaHO-
ro THUIY aTaku — le il HeBiAKIagHe NOKYMEHTYBaHHs
MIPH CBiJKAX.

ATakn Ha RDP Ta iHwWwi 3acobu
BigAaneHoro aaMiHicTpyBaHHA

[HCTpyMeHTH BinmaneHoro aaMiHICTpyBaHHS OIe-
pariifHoi crcTeMu HaOyIIN ChOTOMHI HACTUTBKU BEIHKO-
T'0 TONIMPEHHS, 10 CTaJId MOBCAKIACHHOK HOpMoOw. He
3BaKAIOYM HA 1€ HE PIJKO 3yCTPIYAIOThCS IHIMICHTH
HECAHKI[IOHOBAHOTO BTPYYaHHS B CHCTEMY depe3 miadip
CJTa0KOT0 Mapoio abo Yepe3 eKCILTyaTallilo ypasInBoc-
Tel MPOrpaMHOro 3a0e3MeYCHHS.

CepgicH, 10 T03BOJISIOTH BiATAICHE ITiTKITFOUCHHS
JI0 OmepauifHOT CHUCTEMH, 3aBXAU IPOCIYXOBYIOTh
MEeBHI NOPTH, AKI JOCTYIHI 3 MyOJIYHUX MEpex, TOOTO
IO IUX TOPTIB MOXeE MigKIIoYUTHCA Oyab-xTo. Ilomy-
JSIpHI 3aCO0U TeCTyBaHHS Ha ITPOHUKHEHHS, HAITPUKIIA]]
Metasploit framework, MicTaTh B CBOIX KOJEKIIisIX Be-
JIUKY KITBKIiCTh BXKE BIIOMHX CKCIUTOWTIB JJIsT HECAHKIII-
OHOBAHOTO NMPOHUKHEHHS JJO CUCTEMH IIUIIXOM SKCILTY-
aTauii BiJOMHUX ypasnuBoctedl mpotokonie RDP, SSH,
VNC, RAdmin ta 6ararbox iHIIUX.

Po3cnimyBanHs mOmiOHUX HOWAEHTIB, OCOOIHMBO Y
BUIIaJKaX MiAOOPY CIAOKOTo MapoIto, HE € CKIAJHUM 1
Halyacrime ycs HeoOXifHa Joka3oBa 0a3a 30epiraeTbcs
B )KypHAJIaX OIEpariifHoi cucTeMu abo caMoro mporpam-
HOTO 3aco0y. Y BHINAAKax CKCIUIyaTallil ypa3auBOCTEH
PO3CITiIyBaHHS CTa€ HabaraTo CKIAMHIIIC i JOKA3iB MOXKE
HE 3aJUIIUTUCS B3araii. s posciigyBaHHS TOHiOHUX
BUIA/IKIB e()EKTHBHIUM METOJIOM € IOIIYK PeJIeBAaHTHUX
apTedakTiB: KOPHUCHUX HABAHTAXKCHB, 10 BKJIATAOTHCSI
JI0 eKcIUIOMTIB. Lle MOXKyTh OyTH TpOSIHH, 3aCO0H IIPUXO-
BaHOTO aAMiHiCTpyBaHHs, Tomlo. ToOTo mrykatm Tpeba
TH X HasBHICTh Cepell BHIAJICHHX IAHUX, OCOOJIMBO B
CHCTeMHHUX po3ainax. [Ipu 3HaXO/KeHHI Takux apredak-
TIB Ta iX CIIBBIIHOIICHHI 3 YPa3IMBOIO BEPCi€r0 Mporpa-
MHOTO 3a0€3MIeUeHHs] BIIAJICHOTO aJMiHICTpYBaHHS,
MOJKHA pOOUTH TTEBHI BUCHOBKH.

BucHoBKku

Takum 4MHOM, aHAJi3 HAaBEJECHUX BUIlE apTedak-
TiB JO3BOJIAE PO3AUTUTH IX Ha THUIOBI TPYIH 32 MiclleM
30epiranHs, 10 HaJae MOXJIMBOCTI MOOYAyBaTH CUCTe-
My pO3Mi3HaBaHHS KibepaTak MPUKIaIHOTO PiBHS:

1) camocriiini aitnu;

2) ¢aiinm iHIAX TPOTPaMHUX TPOAYKTIB (mopy-
[IEHHS iX aBTEHTHYHOCTI);

3) ckputuit npoctip ¢aiinopux cucrem (BumaneHi
nani, slack-space, mpocrtip Mix posmimamu (daitmoBoi
CHCTEMH);

4) daiinn KypHAIiB OMepaliiiHol cUCTeMHU Ta iH-
[IUX JOHATKIB,

5) taiinm migkadukwy;

6) omnepaTuBHA MaM’sTh;

7) BimmaneHi aBTOMaTH30BaHi CUCTEMH.

OueBnaHO, MmO apredakTH KOKHOTO THUILy aTak,
mo OyJM MpoaHali30BaHI Yy CTaTTi, MOXKYTh 3HAXO.IH-
THCS Y JCKIJIBKOX MeperiueHux rpymnax (tabm. 1).

Tabmums 1
Micsiist 30epiranns apreakTiB aTak
MPUKIIaIHOTO PiBHS

Micus 30epiraHHs Tumnu aTax
apredakTiB
1 2

camocrTiitHi aitm ITepexoreHHs cecii;
Otpyenns xenry DNS;
Ypa3nuBocTi 10 JaTKiB Bigga-

JICHOTO aJIMIHICTPyBaHHS

SQL-in’ekmiT;
Otpyenns kemry DNS;
Ypa3nuBocTi J0JaTKIB Biaga-
JICHOTO aaMiHICTpYBaHH:

(aiinu iHIIMX nporpa-
MHHX MPOIYKTiB (1mo-
PYLLEHHS iX aBTEHTUY-
HOCT1)

CKpUTH# IpocTip ¢ai-
JIOBUX CHCTEM (Buaje-
Hi mawi, slack-space,
MIPOCTIp MiK po3IinaMu
(aiinoBoi cucTemn)

[TepexomueHHs ceciif;
Otpyenns keury DNS;
Ypa3nuBocTi A0 aTKiB Binja-
JICHOTO aIMiHICTpYBaHHS
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3akinueHHs taodi. 1

1 2
(haiinu xKypHaiB one- SQL-in’exuii;
paIliifHOT CUCTEeMH Ta XSS;

IepexoruieHHs cecii;
Otpyenns keury DNS;
YpaznuBocTi 10AaTKiB Bifaa-
JICHOTO aIMiHICTpYBaHHS

IHIIMX JIOJATKIB

XSS;
ITepexorueHHs cecii;
Otpyenns kemry DNS;

YpaznuBocTi 10aTKIiB Bifua-
JICHOTO a/IMiHICTPyBaHHS

(atinmm miakauku

XSS;
ITepexoruenns cecii;
Otpyenns kemry DNS;

YpasznuBocTi 101aTKIB Bifaa-
JICHOTO aaMiHICTpYBaHH:I

OII€paTHBHA I1aM 'Th

BIJTaJIEH] aBTOMATH30-
BaHI CUCTEMH

ITepexoruieHHs cecii;
Otpyenns kemry DNS;
Ypa3nuBocTi J0JaTKIB Bia-
JICHOTO aaMiHICTpYBaHHSI

Heo0ximHO po3ymitH, mo 3 mepedirom gyacy apre-
(hakTH MOXXYTh 3HHKAaTH 3 KOXKHOTO 13 TeperideHnx
Micup 30epiraHHs, TOMY OIIEpaTHBHE pearyBaHHs Ha
IHITUIEHT Ta (iKcallis MaKCUMAaIbHO MOJIMBOI KLTBKO-
cTi apredakTiB y HamifHOMy Micui 30epiranus, € Haf-
3BMYAWHO BXJIMBOKO VISl YCHIXY PO3CIHiIyBaHHS iHIIH-
JIeHTy. MeTO0 TOJalbIIuX JOCTIKCHb € Po3podKa
METOJIMKH pO3Mi3HaBaHHS KibepaTak IPHKIIATHOTO
piBHS 3a iX apredakTaM¥ ISl BUKOPHCTAHHS IPH TIPO-
BEJICHHI KPUMIHATICTHYHUX JIOCIIKCHB.
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AHAIIN3 MEXAHU3MOB PEAJIM3ALINM CETEBbIX ATAK NMPUKIAOQHOIO YPOBHA B UHTEPECAX
NMPOBEAOEHUA KPUMWUHAJIIMCTUYECKUX PACCIIEQOBAHUN KUBEPNPECTYNNEHNA

A.B. Crerypos, B.1O. banamos A.}O. Cepatok

B cmamve onucwiearomes npobnemvl KPUMUHATUCIIUYECKUX PACCIEO08AHUL COBPEMEHHBIX KUDEPAmMAaK Ha d1eMeHmbl Kpu-
muyeckoll ungpacmpykmypuvl YKpaurvl, akyeHmupyemcs GHUMAHUe, 4mo OOHUMU U3 CAMBIX ONACHBIX AGTAIOMCA KUOEPAmarku Ha
npukiaonom yposte modenu OS|. [Ipueooumces ananuz mexanuzmos peanuzayuu Hauboiee pacnpocmpanerHvlx munos Kubepa-
max npuknaonoeo yposta: SQL-unvexyuu, nepexeam ceccuu, ompasnenue kuwia DNS, amaxu na RDP u opyeue cpeocmsa yoa-
JeHH020 aomunucmpuposanusi. Ocoboe sHUMAHUe YOeNsemcs AHanu3y apmepaxmos OaHHbIX amax 015 CO30AHUSL MEMOOUKU
npoeederUs KPUMUHATUCIIUYECKO20 PACCIe008aHUSL.

Knrwouesvie cnosa: kubepamaxu, apmegpaxmol, KPUMUHATUCTIUYECKOE PACCIE008aHUE.

ANALYSIS OF MECHANISMS OF NETWORK ATTACKS AT THE APPLICATION LAYER
FOR CRIMINAL INVESTIGATIONS OF CYBER CRIMES

A. Snigurov, V. Balashov, A. Serdyk

The article describes problems of modern criminal investigation of cyber-attacks on elements of critical infrastructure in
Ukraine. It is focused on cyber-attacks as one of the most dangerous attacks at the application level of the OSI model. The im-
plementation mechanisms of the most common cyber-attack types at the application level are analyzed and include: SQL-
injections, session interception, DNS cache poisoning, attacks on the RDP and other remote administration tools. Particular
attention is paid to the analysis of these attacks artifacts in order to create methods of criminal investigation.

Keywords: cyber-attacks, artefacts, criminal investigation.
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