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3ABE3IEYEHHS CTIMKOCTI TA BE3IIEKU KPUTUYHOI
TH®OPMAIIMHOI IHOPACTPYKTYPHU
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[IpoBeneHo aHamizs MeETOMAIB, 3aco0iB 1 TEXHOJOTIM BIAMOBIIHO JI0
3a0€3IeUeHHs CTIMKOCTI Ta 0€3MeKu KpUTHYHOI 1H(OopMaIiitHOI 1HPPACTPYKTYpPH.
Bu3HaueHO OCHOBHI BUMOTH O€3MEKH, 1110 BUCYBAIOTHCS 10 TEICKOMYHIKAIlIMHUX
MepexX SIK 00'€KTIB KpUTUYHUX 1H(DOpMAIiHUX 1H(pacTpyKTyp. Binznaueno, mo
JUIsl cTanoro (yHKIIOHYBaHHS TakKUX 00'€KTIB HEOOX1/HA pO3pOOKa KOMIIJIEKCHUX
pillleHb 3 ypaxyBaHHAM TEXHOJIOTIH O€3NeKH, HaIIMHOCTI, pe3epBYBaHHS Ta
#uBy4ocTi. OOpaHO MaTeMaTU4YHY MOJENIb BIAMOBOCTIHKOI Ta O€3MedHol
MapIIpyTH3aIii ¢dbparMeHTOBaHUX KOH(D1ACHIIITHUX MOBI1JJOMJICHb 3
BUKOPUCTAHHAM KOMIIO3UTHUX MUISXIB y MEpekax KPUTHYHHUX 1H(QOpMaIIHHUX
iHppacTpykTyp. [IpoananizoBaHo pe3yibTaTH MOJCIIOBAHHA OOpaHOi Mojenl Ta
OOTpYHTOBAHO 1i BUKOPUCTAHHS.

PROVIDING THE RESILIENCE AND SECURITY OF CRITICAL
INFORMATION INFRASTRUCTURE

Asil Yigit Yucesoy, Fernando Rafael Negre De Bofarull
Scientific adviser: Yeremenko O.S.
Kharkiv National University of Radio Electronics, Ukraine
E-mail: asil.iihit.iudzhesoi@nure.ua, fernando.rafael.negre.de.bofarull@nure.ua

An analysis of methods, tools, and technologies was carried out to ensure the
resilience and security of Critical Information Infrastructure. The main security
requirements for telecommunication networks as objects of Critical Information
Infrastructures are defined. It was noted that for the sustainable functioning of such
objects, it is necessary to develop complex solutions considering security,
reliability, redundancy, and survivability technologies. A mathematical model of
fault-tolerant and secure routing of fragmented confidential messages using
composite paths in networks of Critical Information Infrastructures is chosen. The
simulation results of the selected model were analyzed, and its use was justified.
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