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ДОДАТОК А

Вихідний код програмної моделі

"""# Imports"""

import pandas as pd

import numpy as np

import warnings

from matplotlib import pyplot

from datetime import datetime

from sklearn.preprocessing import MinMaxScaler

from sklearn.cluster import DBSCAN

from tqdm.notebook import tqdm

"""# Constants and functions"""

drive_path = "Anomaly Detection/"

fields = ['datetime',

'int_datetime',

'date',

'int_date',

'time',

'int_time',

'user_id',

'device_id',

'IP_id',

'latitude',

'longitude']

aux_fields = [

'datetime',
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'int_datetime',

'date',

'int_date',

'time',

'int_time',

'user_id',

'device_id',

'IP_id',

'latitude',

'longitude'

]

def clusterData(data):

# Get features to train

X = data.drop(aux_fields, axis=1)

clustering_model = DBSCAN(eps=2, min_samples=2,

metric='euclidean', leaf_size=30)

clustering_model.fit(X)

data['cluster'] = clustering_model.labels_

# Return processed data and outliers list

return data, data[data['cluster'] == -1]

def preprocessData(data):

# Categorize columns

data['username'] = pd.Categorical(data['username'])

data['user_id'] = data['username'].cat.codes

data['device_uuid'] =

pd.Categorical(data['device_uuid'])

data['device_id'] = data['device_uuid'].cat.codes

data['IP_address'] = pd.Categorical(data['IP_address'])

data['IP_id'] = data['IP_address'].cat.codes

# Extracting date and time features
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data['datetime'] = pd.to_datetime(data['datetime'])

data['date'] = data['datetime'].dt.date

# Get the date as day's number

min_date = data['date'].min()

data['int_date'] = [(row['date'] - min_date).days for i,

row in data.iterrows()]

data['time'] = data['datetime'].dt.time

# Get the time in microseconds

data['int_time'] = [row['time'].microsecond

+ row['time'].second*1000000

+ row['time'].minute*60*1000000

+ row['time'].hour*3600*1000000

for i, row in data.iterrows()]

# Get the datetime in microseconds

data['int_datetime'] = data['int_time'] +

86400*1000000*data['int_date']

return data

def normalizeData(data):

# datetime normalization

data['norm_datetime'] = data['int_datetime'] / (12 *

3600 * 1000000)

# Coordinations normalization

data['norm_latitude'] = MinMaxScaler(feature_range=(0,

(data['latitude'].max()

- data['latitude'].min()) * 10 + 1)) \

.fit_transform(df[['latitude']])

data['norm_longitude'] = MinMaxScaler(feature_range=(0,

(data['longitude'].max()
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- data['longitude'].min()) * 10 + 1)) \

.fit_transform(df[['longitude']])

return data

if __name__ = "__main__":

# Download and preprocess

preprocessData(pd.read_csv(drive_path+'dataset.csv').sort_values(

by=['datetime']))[fields].to_csv(drive_path+"prepared_data.csv",

index=False)

# Normalize data

df =

normalizeData(pd.read_csv(drive_path+"prepared_data.csv"))

# Users analysis

users =

pd.DataFrame(df['user_id'].value_counts().reset_index()).rename(c

olumns={"user_id": "count", "index": "user_id"})

users['transactions'] = [df[df['user_id'] ==

row['user_id']].reset_index(drop=True) for i, row in

users.iterrows()]

users['anomalies'] = [pd.DataFrame() for i, row in

users.iterrows()]

users['has_anomalies'] = False

users['device_count'] =

[len(row['transactions']['device_id'].value_counts()) for i, row

in users.iterrows()]
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users['IP_count'] =

[len(row['transactions']['IP_id'].value_counts()) for i, row in

users.iterrows()]

# Analyze only users with more than 1 device and IP

address

users_to_analyze = users[(users['device_count'] > 1) &

(users['IP_count'] > 1)]

for i, user in tqdm(users_to_analyze.iterrows(),

total=len(users_to_analyze)):

try:

local_df = user['transactions'].copy()

# Split device_id and IP_id columns to boolean

features

local_df =

local_df.join(pd.get_dummies(local_df['device_id'],

prefix="device"))

local_df =

local_df.join(pd.get_dummies(local_df['IP_id'], prefix="IP"))

# Use clustering to find anomalies

local_df, anomalies = clusterData(local_df)

users['transactions'][i] = local_df

if len(anomalies) > 0:

users['anomalies'][i] = anomalies

users['has_anomalies'][i] = True

except Exception as e:

print("Exception: " + str(e))

# Write results to CSV

users[users['has_anomalies']][aux_fields].to_csv(drive_path+"susp

icious_users.csv")
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# Devices analysis

devices =

pd.DataFrame(df['device_id'].value_counts().reset_index()).rename

(columns={"device_id": "count", "index": "device_id"})

devices['transactions'] = [df[df['device_id'] ==

row['device_id']].reset_index(drop=True) for i, row in

devices.iterrows()]

devices['anomalies'] = [pd.DataFrame() for i, row in

devices.iterrows()]

devices['has_anomalies'] = False

devices['user_count'] =

[len(row['transactions']['user_id'].value_counts()) for i, row in

devices.iterrows()]

devices['IP_count'] =

[len(row['transactions']['IP_id'].value_counts()) for i, row in

devices.iterrows()]

# Analyze only users with more than 1 IP address

devices_to_analyze = devices[(devices['IP_count'] > 1)]

for i, device in tqdm(devices_to_analyze.iterrows(),

total=len(devices_to_analyze)):

try:

local_df = device['transactions'].copy()

# Split device_id and IP_id columns to boolean

features

local_df =

local_df.join(pd.get_dummies(local_df['user_id'], prefix="user"))

local_df =

local_df.join(pd.get_dummies(local_df['IP_id'], prefix="IP"))

# Use clustering to find anomalies

local_df, anomalies = clusterData(local_df)
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devices['transactions'][i] = local_df

if len(anomalies) > 0:

devices['anomalies'][i] = anomalies

devices['has_anomalies'][i] = True

except Exception as e:

print("Exception: " + str(e))

# Write results to CSV

devices[(devices['has_anomalies'])][aux_fields].to_csv(drive_path

+"suspicious_devices.csv")
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ДОДАТОК Б

Знімки екрану роботи програми
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ДОДАТОК B

Відомість кваліфікаційної роботи

Позначення Найменування Дод.
відомості

Текстові документи
1. Пояснювальна записка с.

Інші документи

2. Презентаційні матеріали __ плакатів

. . Прізвище та
ініціали.

Підп. Дата

Розробив Сушко А.О.
Інтелектуальний парсер для

перетворення макетів web-сторінок
у HTML розмітку

Шифр групи Код напр./спец.
Перевірив Шевченко О.Ю. СШІм-20-3 122
Н.контр. Малєєва І.А. ХНУРЕ

кафедра ШІЗатв. Філатов В.О.


