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The modern microservices environment requires continuous improvement
and optimization for efficient resource utilization. One of the key challenges in
this context is the detection and resolution of anomalies in the operation of
microservices. In this regard, research and utilization of neural networks are
identified as a potentially promising tool for optimizing resources in
microservices architecture. The goal of this work is to investigate the
possibilities and use of neural networks as a potentially promising tool for
optimizing resources in microservices architecture.

MikpocepBicu — 1€ apXITeKTypHUH MIAXIT 10 PO3pPOOKH MPOrpamMHOro
3a0e3MeueHHs, MpU SKOMY BEJIMKUM J0JAaTOK pPO3OMBAETHCS HA HEBEJIMKI 1
HEe3aJieXKH1I  KOMIIOHEHTH, $KI  Ha3WBalOThCsA  MikpocepBicamu. KoxkeH
MIKpPOCEpBIC BIAMNOBIA€ 3a KOHKPETHY (PYHKIIOHAIBHICTE 1 MOXE OyTH
PO3TOPHYTHM Ta MacITabOBaHWKM He3alle)KHO Bija 1HIMX. Lle# miaxina go3Bosse
NOJIETHIMTH ~ PO3pOOKYy, TECTyBaHHS Ta  PO3rOpPTaHHA  MPOrPaMHOTO
3a0e3reyeHHs..

CyuacHe cepeoBHUIle MIKPOCEPBICIB BUMArae MoOCTIHHOTO BJIOCKOHAICHHS
Ta onTUMIi3alii st ehEeKTUBHOTO BUKOPUCTAHHA pecypciB. OHUM 13 KIIFOUOBUX
BUKJIMKIB € BUSBJICHHS Ta YCYHEHHS aHOMaJTiil B pOOOTI MIKPOCEPBICIB.

AHoMali B MIKpocepBicax MOXYTh BKa3yBaTh Ha HenependadyBaHi abo
HeTpaBWIbHI 3MiHM B PO0OTI MikpocepBicHOTO 3acTocyHKy [1]. Ile moxe
BKJIIOYaTH B cebe mpolieMud 3 KOMYHIKAIIED MK MIKPOCEpBICAMH,
HECIIPABHOCTI B OKPEMHX KOMIOHEHTax a00 HEOUIKyBaHi 3MIHM B TOBEIIHII
CUCTEMHU B LIJIOMY.

MeToro  [OCHIPKEHHS € BHU3HAYEHHS TMOTEHIIWHO MEPCHEKTUBHOTO
IHCTPYMEHTY I ONTUMI3AIIll pecypciB MIKPOCEPBICHOT apXITEKTYpPH.

3amayuero CIOCTEPEeKCHHS] € BUSIBJICHHS 1 BHUIPABICHHS aHOMAIid, SsKe
BXJIMBE I 3a0€3MEeUeHHs] CTallIbHOCTI Ta €()EeKTUBHOCTI MIKPOCEPBICHOTO
3aCTOCYHKY, 3a JOIIOMOTOI0 HEUPOHHOI MEpexi.

JIyist monryKy aHoOMaltiii B MiKpocepBicax BUKOPUCTOBYIOTHCS pi3HOMAHITHI
METO/IM Ta IHCTPYMEHTH MOHITOPHHTY Ta aHamizy [2]. Ock Kijbka croco0iB, sKi
MOXYTh JIOTIOMOI'TH BUSIBUTA aHOMAJIii B MIKpOCepBicax:

— MOHITOPHUHT B PEAJIbHOMY 4acl: BUKOPUCTAHHSI CUCTEM MOHITOPHHIY IS
CIIOCTEPEKEHHS 3a POOOTOI KOXKHOTO MiKpocepBicy B peainbHOMy 4acl. Lle
J03BOJISIE BUSIBJSITH BIIXWJICHHS BiJ 3BUYAWHOTO CTaHy CHUCTEMH, TaKi SK
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HiJBHUIIEHA BUTpaTa pecypciB, 30UIbIICHHS Yacy BIAMOBiI YM HECIPABHOCTI B
po0OTI;

— JIOTYBaHHS Ta aHajli3 >KypHaIiB: 301p Ta aHadi3 JIOTIB, Kl T€HEPYIOTHCS
MIKpOCEpBICaMU, MOKE JJOIOMOTTH BUSIBUTH aHOMAJIi;

— MOHITOPUHI MEpeXi Ta KOMYHIKalli: BUBYEHHS MAaTEPHIB MEPEKEBOTO
TpaiKy MDK MIKPOCEPBICAMH MOX€E BHUSABUTH AaHOMAJIbHI 3BEPHEHHS 4H
3017IBIIEHHS! HaBaHTAXXEHHS, 10 MOXE CBIAYMTH MPO MNPOOJIEMH Yy B3AEMOJIL
KOMITOHEHTIB;

— TECTYBAaHHS BiJIMOB: MIPOBEICHHS TECTIB Ha BIIMOBY, LI00 CHUMYJIIOBaTH
HECIIPaBHOCTI B OKPEMHX MiKpocepBicax abo iX 3B'sI3Ky;

— a”alli3 METPUK NPOAYKTUBHOCTI: BHUKOPUCTAHHS KIIOUOBUX METPUK
IPOJYKTUBHOCTI JUIsl BA3HAYEHHS TOTO, YA MIKPOCEPBICH MPALIOIOTh BIJIIOBITHO
JI0 OUYIKyBaHb, Ta BUSBJICHHS BUITIAJIKiB, KOJIU 11€ HE B1JIOYBAETHCA.

Y  nmochimkeHHl mepenadadaeTbcs  3aCTOCYBaHHS MOJAM(IKOBAHOTO Ta
KOMOIHOBaHOTO Croco0y BHSBJIEHHS Ta YCYHEHHS aHOMaJii 3 BUKOPHUCTAHHAM
HEHPOHHOI MeEpeXi NS aHami3y JaHuX MIKPOCEPBICIB, M0 MOXE 3HAYHO
MOKPAIIUTH MIBUJIKICTh pearyBaHHs Ha HUX [3]. B pe3ynbrari iHTETpalis Takoro
IHHOBAIIMHOTO MIAXOAy MOXKE CHPHATH 3a0€3MEeUeHHI0 CTaOUIbHOCTI Ta
HAJIHOCT1 MIKPOCEPBICHUX 3aCTOCYHKIB Y MailOyTHHOMY.

Otxe, 17e€r0 onTumizaiii poOOTH 3 MIKPOCEPBICHOI apXITEKTYpOIO €
JOCIIIJKEHHS ICHYIOUMX MIAXOAIB Ta po3poOKa HOBOrO CHocoOy BIAMNOBIAL Ha
aHOMaJli, K1 MOKYTh BUHUKHYTH Y€pe3 BPa3IUBI MICLSI CTPYKTYpH MPOEKTY, 32
JIOTIOMOT 00 HEMPOHHOT Mepexi [4].

CnucoKk BUKOPUCTaHUX JIKEPEIL:

1. Chandola, V., Banerjee, A., & Kumar, V. (2009, April). Anomaly
detection: A survey. In Proceedings of the 4th international conference on data
mining (pp. 85-92). https://dl.acm.org/doi/10.1145/1541880.1541882.

2. Pang, G., Chen, M., Zhang, L., Sun, L., & Pan, Y. (2020). Deep learning
for anomaly detection: An overview. Neurocomputing, 394, 135-
156. https://dl.acm.org/doi/10.1145/3439950.

3. Newman, S. (2017). Building microservices: Designing fine-grained
systems. O'Reilly Media, Inc..

4, Smelyakov, K., & et al. (22 April 2021). The Neural Network Models
Effectiveness for Face Detection and Face Recognition. In 2021 IEEE Open
Conference of Electrical, Electronic and Information Sciences (eStream),
Vilnius, Lithuania. https://doi.org/10.1109/estream53087.2021.9431476.

507


https://dl.acm.org/doi/10.1145/1541880.1541882
https://dl.acm.org/doi/10.1145/3439950
https://doi.org/10.1109/estream53087.2021.9431476

