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ДОДАТОК А 

Апробація результатів роботи 
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ДОДАТОК Б 

Програмний код для ESP32-CAM 

 

 

#include "esp_camera.h" 

#include <WiFi.h> 

#include <HTTPClient.h> 

#include <ESP32Servo.h> 

 

//Wi-Fi 

const char* ssid = "Tenda_09C8D8"; 

const char* password = "26321363"; 

 

//Сервер 

const char* serverName = "http://192.168.0.105:5000/upload"; 

 

//Піни 

#define TRIG_PIN 2 

#define ECHO_PIN 15 

#define PIR_PIN 14 

#define SERVO_LEFT_PIN 12 

#define SERVO_RIGHT_PIN 13 

 

//Змінні 

bool accessGranted = false; 

bool photoSent = false; 

 

Servo servoLeft; 

Servo servoRight; 

 

#define PWDN_GPIO_NUM     32 

#define RESET_GPIO_NUM    -1 

#define XCLK_GPIO_NUM      0 

#define SIOD_GPIO_NUM     26 

#define SIOC_GPIO_NUM     27 

#define Y9_GPIO_NUM       35 

#define Y8_GPIO_NUM       34 

#define Y7_GPIO_NUM       39 

#define Y6_GPIO_NUM       36 

#define Y5_GPIO_NUM       21 

#define Y4_GPIO_NUM       19 

#define Y3_GPIO_NUM       18 

#define Y2_GPIO_NUM        5 

#define VSYNC_GPIO_NUM    25 

#define HREF_GPIO_NUM     23 

#define PCLK_GPIO_NUM     22 
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void startCamera() { 

  camera_config_t config; 

  config.ledc_channel = LEDC_CHANNEL_0; 

  config.ledc_timer = LEDC_TIMER_0; 

  config.pin_d0 = Y2_GPIO_NUM; 

  config.pin_d1 = Y3_GPIO_NUM; 

  config.pin_d2 = Y4_GPIO_NUM; 

  config.pin_d3 = Y5_GPIO_NUM; 

  config.pin_d4 = Y6_GPIO_NUM; 

  config.pin_d5 = Y7_GPIO_NUM; 

  config.pin_d6 = Y8_GPIO_NUM; 

  config.pin_d7 = Y9_GPIO_NUM; 

  config.pin_xclk = XCLK_GPIO_NUM; 

  config.pin_pclk = PCLK_GPIO_NUM; 

  config.pin_vsync = VSYNC_GPIO_NUM; 

  config.pin_href = HREF_GPIO_NUM; 

  config.pin_sscb_sda = SIOD_GPIO_NUM; 

  config.pin_sscb_scl = SIOC_GPIO_NUM; 

  config.pin_pwdn = PWDN_GPIO_NUM; 

  config.pin_reset = RESET_GPIO_NUM; 

  config.xclk_freq_hz = 20000000; 

  config.pixel_format = PIXFORMAT_JPEG; 

  config.frame_size = FRAMESIZE_VGA; 

  config.jpeg_quality = 12; 

  config.fb_count = 1; 

  esp_camera_init(&config); 

} 

 

bool sendPhoto() { 

  Serial.println("📷 Робимо фото..."); 

  camera_fb_t* fb = esp_camera_fb_get(); 

  if (!fb || !fb->buf || fb->len <= 0) { 

    Serial.println("❌ Помилка фото"); 

    return false; 

  } 

 

  HTTPClient http; 

  http.begin(serverName); 

  http.addHeader("Content-Type", "image/jpeg"); 

  int response = http.POST(fb->buf, fb->len); 

 

  Serial.print("📡 HTTP статус: "); 

  Serial.println(response); 

 

  if (response == 200) { 

    String res = http.getString(); 

    Serial.println("🖥 Відповідь сервера: " + res); 

 

    if (res.indexOf("OPEN") >= 0) { 

      accessGranted = true; 

      Serial.println("✅ Доступ дозволено"); 
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    } else if (res.indexOf("NON_FOUND") >= 0) { 

      Serial.println("⛔️ Доступ заборонено — номер не знайдено у базі"); 

    } else if (res.indexOf("DENY") >= 0) { 

      Serial.println("❗️ Номер не розпізнано"); 

    } 

  } else { 

    Serial.println("❗️Помилка запиту до сервера"); 

  } 

 

  http.end(); 

  esp_camera_fb_return(fb); 

  return true; 

} 

 

//Керування воротами 

void openGate() { 

  servoLeft.writeMicroseconds(500); 

  servoRight.writeMicroseconds(2400); 

  Serial.println("🚪 Ворота відкриті"); 

} 

 

void closeGate() { 

  servoLeft.writeMicroseconds(1500); 

  servoRight.writeMicroseconds(1500); 

  Serial.println("🔒 Ворота зачинені"); 

} 

 

long getDistance() { 

  digitalWrite(TRIG_PIN, LOW); 

  delayMicroseconds(2); 

  digitalWrite(TRIG_PIN, HIGH); 

  delayMicroseconds(10); 

  digitalWrite(TRIG_PIN, LOW); 

  long duration = pulseIn(ECHO_PIN, HIGH, 30000); 

  return duration * 0.034 / 2; 

} 

 

void setup() { 

  Serial.begin(115200); 

 

  WiFi.begin(ssid, password); 

  Serial.print("🔌 З'єднання з Wi-Fi"); 

  while (WiFi.status() != WL_CONNECTED) { 

    delay(500); 

    Serial.print("."); 

  } 

  Serial.println("\n✅ WiFi підключено"); 

  Serial.print("📶 IP: "); 

  Serial.println(WiFi.localIP()); 

  startCamera(); 
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  servoLeft.setPeriodHertz(50); 

  servoRight.setPeriodHertz(50); 

  servoLeft.attach(SERVO_LEFT_PIN); 

  servoRight.attach(SERVO_RIGHT_PIN); 

  delay(1000); 

  closeGate(); 

 

  pinMode(TRIG_PIN, OUTPUT); 

  pinMode(ECHO_PIN, INPUT); 

  pinMode(PIR_PIN, INPUT); 

} 

 

void loop() { 

  long distance = getDistance(); 

  bool pir = digitalRead(PIR_PIN); 

 

  Serial.print("📏 Відстань: "); 

  Serial.print(distance); 

  Serial.print(" см | PIR: "); 

  Serial.print(pir); 

  Serial.print(" | Доступ: "); 

  Serial.println(accessGranted); 

 

  if (distance <= 15 && !photoSent) { 

    if (sendPhoto()) { 

      photoSent = true; 

 

      if (!accessGranted) { 

        delay(3000); 

        photoSent = false; 

      } 

    } 

  } 

 

  if (accessGranted) { 

    openGate(); 

 

    Serial.println("⏳ Очікуємо на спрацювання PIR..."); 

    unsigned long startWait = millis(); 

    while (digitalRead(PIR_PIN) == LOW && millis() - startWait < 10000) { 

      delay(100); 

    } 

 

    delay(1000); 

    closeGate(); 

 

    accessGranted = false; 

    photoSent = false; 

  } 

 

  delay(200);  
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ДОДАТОК В 

Програмний код для Flask-серверу 

 

 

from flask import Flask, request, send_file, render_template_string, redirect 

import os 

from datetime import datetime 

import easyocr 

 

app = Flask(__name__) 

UPLOAD_FOLDER = "uploads" 

LOG_FILE = "log.txt" 

ALLOWED_FILE = "allowed_plates.txt" 

 

os.makedirs(UPLOAD_FOLDER, exist_ok=True) 

reader = easyocr.Reader(['uk', 'ru', 'en']) 

 

def normalize_plate(text): 

    cyr_to_lat = str.maketrans({ 

        "А": "A", "В": "B", "Е": "E", "І": "I", "К": "K", 

        "М": "M", "Н": "H", "О": "O", "Р": "P", "С": "C", 

        "Т": "T", "У": "Y", "Х": "X", "З": "3" 

    }) 

    return text.translate(cyr_to_lat) 

 

def load_allowed_plates(): 

    if not os.path.exists(ALLOWED_FILE): 

        return [] 

    with open(ALLOWED_FILE, "r", encoding="utf-8") as f: 

        return [normalize_plate(line.strip().replace(" ", "").upper()) for line 

in f.readlines()] 

 

def save_allowed_plates(plates): 

    with open(ALLOWED_FILE, "w", encoding="utf-8") as f: 

        for plate in plates: 

            f.write(normalize_plate(plate.strip().replace(" ", "").upper()) + 

"\n") 
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def log(message): 

    timestamp = datetime.now().strftime("[%d.%m.%Y %H:%M:%S]") 

    log_entry = f"{timestamp} {message}\n\n" 

    print(log_entry.strip()) 

    with open(LOG_FILE, "a", encoding="utf-8") as f: 

        f.write(log_entry) 

 

@app.route('/') 

def index(): 

    allowed = "\n".join(load_allowed_plates()) 

    return render_template_string(""" 

    <html> 

    <head> 

        <meta charset="utf-8"> 

        <title>Система розпізнавання</title> 

        <style> 

            body { font-family: sans-serif; padding: 20px; } 

            textarea { width: 100%; height: 200px; } 

            pre { max-height: 300px; overflow-y: scroll; background: #f0f0f0; 

padding: 10px; } 

        </style> 

        <script> 

            let lastLog = ""; 

            async function fetchLog() { 

                const response = await fetch('/log.txt'); 

                const text = await response.text(); 

                if (text !== lastLog) { 

                    const logElem = document.getElementById("log"); 

                    logElem.innerText = text; 

                    logElem.scrollTop = logElem.scrollHeight; 

                    lastLog = text; 

                } 

            } 

            setInterval(fetchLog, 1000); 

            window.onload = fetchLog; 

        </script> 

    </head> 

    <body> 

        <h2>   Журнал логів</h2> 
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        <pre id="log">Завантаження...</pre> 

 

        <h3>         Редагування дозволених номерів:</h3> 

        <form method="POST" action="/save-plates"> 

            <textarea name="plates">{{allowed}}</textarea><br> 

            <button type="submit">       Зберегти</button> 

        </form> 

    </body> 

    </html> 

    """, allowed=allowed) 

 

@app.route('/log.txt') 

def get_log(): 

    return send_file(LOG_FILE, mimetype="text/plain") 

 

@app.route('/save-plates', methods=['POST']) 

def save_plates(): 

    plates = request.form['plates'].strip().splitlines() 

    save_allowed_plates(plates) 

    log("     Список дозволених номерів оновлено.") 

    return redirect("/") 

 

@app.route('/upload', methods=['POST']) 

def upload_image(): 

    try: 

        image_data = request.data 

        timestamp = datetime.now().strftime("%d.%m.%Y_%H-%M-%S") 

        temp_filename = os.path.join(UPLOAD_FOLDER, f"temp_{timestamp}.jpg") 

 

        with open(temp_filename, 'wb') as f: 

            f.write(image_data) 

 

        results = reader.readtext(temp_filename) 

        allowed_plates = load_allowed_plates() 

 

        for (_, text, prob) in results: 

            plate = normalize_plate(text.replace(" ", "").upper()) 

            print(f"    Розпізнано: {plate} (ймовірність: {prob:.2f})") 

            if plate: 
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                if plate in allowed_plates: 

                    final_filename = os.path.join(UPLOAD_FOLDER, 

f"{plate}_{timestamp}.jpg") 

                    os.rename(temp_filename, final_filename) 

                    msg = f"   Доступ дозволено для {plate}. Фото збережено: 

{final_filename}" 

                    log(msg) 

                    return "OPEN", 200 

                else: 

                    unknown_path = os.path.join(UPLOAD_FOLDER, 

f"denied_{plate}_{timestamp}.jpg") 

                    os.rename(temp_filename, unknown_path) 

                    msg = f"   Доступ заборонено. Номер: {plate}. Фото 

збережено: {unknown_path}" 

                    log(msg) 

                    return "NON_FOUND", 200 

 

        # Якщо нічого не розпізнано — зберігаємо лише останнє 

        for fname in os.listdir(UPLOAD_FOLDER): 

            if fname.startswith("unrecognized_"): 

                try: 

                    os.remove(os.path.join(UPLOAD_FOLDER, fname)) 

                except: 

                    pass 

 

        unknown_path = os.path.join(UPLOAD_FOLDER, 

f"unrecognized_{timestamp}.jpg") 

        os.rename(temp_filename, unknown_path) 

        msg = f"   Номер не розпізнано. Фото збережено: {unknown_path}" 

        log(msg) 

        return "DENY", 200 

 

    except Exception as e: 

        error_msg = f"[ ] Помилка: {e}" 

        log(error_msg) 

        return "ERROR", 500 

 

if __name__ == '__main__': 

    app.run(host='0.0.0.0', port=5000)  
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ДОДАТОК Г 

Демонстраційний матеріал 
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