JTOJIATOK A

Anpo0aiiist pe3yJibTaTiB poooTH

MinicrepeTBo ocBITH 1 HAYKKH YEpainn

NURE

XapKIaCLKnm HaUIOHANLHKUA yHIBEpCHTET
PAAIOLNEKTDOMIKM

3BIPHUK

CTYACHTCHKHX HAYKOBHX CTATCH
«ABTOMATHSALIA Ta NPHAAJ00Y LY BAHHL»
«Automation and Development of Electronic Devices»
ADED-2025

(Bunvek 1)

|eackTponte nisnis)

KITAP |[[@D

htp-//nure ua/ depantment’kafedra- hitp: itz ntu. edu ua’ hitp:kafen kdu edu ua
komp-yuterno-imtegrovanih-
tehnologiy -aviomatizstsiyi-ta-
mehatroniks-kitam

Xapkis 2025

52



¥IK 6294
MODERENM VEHICLE ACCESS CONTROL TECHNOLDMGIES AT INIMISTRIAL
FACILITIES

K. (. Nagovitsyn

Kharkiv Mational University of Badio Electronses

Ukraine, 61166, Kharkiv, Nauky Ave. 14

E-mail: kyrylo.nahovitsynirmere un

Annotation: The article explores the use of modern access control technologies for vehicles
industrial environments. It fecuses on two of the most widespread solutions — automatic numbser plate
recognition (ANPR) and radio frequency identification (RFID). These technologies are analyzed in
terms of their working principles, integration capabilities, and operational efficiency. The study
highlights their practical benefits in logistics, security, and awomation, while also pointing out
technical and implementation-related challenges. The results provide insight into how such svstems
contribute to improving the safety and efficiency of industrial transporn access managemant,
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Aunoramin:y cTaTr JocHIEens SacTocynang CYHACIHX TEXHOAOCH  KOWTPOI  I0CTYITY
TPAHCHOPTHHY 1Ac00IB HA TEPHITOPII0 NPoMBCIoRAX of ckrin, (OcHoana yeara FPHIRCTICA JBOM
||1Fl||n|:|rn|r¢||1|||m.r| |1|1IIIEHIII'II ANTOMATHY MY ]:111|:|||.||1na||||m HOBEETIHE THAKIRN thl"H:l T
paewacToTHI eHTHdiEnmi { RFIDY). PoarnamyTo NPHHLAIH IXHBOT POOOTH, DEPEBATH B Y MOBAX
ARTOMBTHILT JOTICTHEN T2 OXOPOHH, 3§ TRKME TRPYIHOUN IHTErPRINT 3 ICHYIUHME CHCTEMAMM,
CTATTH BHCBIT/KM HE NEPCBATH, TOK 1 TCXHI4HI BHEIHKH BOPOBELIECHHE LMY PILCHE HA ©VMACHEY
BHPODHHYHX MLIPHCHC TR,

Kawqoei caopa: ANPR. RFID, gontpone Joctvny, 1L0cHTHGIKAUIA TREOHCOOPTY, IPOMECIOED
1HpPaCTPYETVRA.

RELEVANCE OF THE WORK. In modern conditsons of mereasing demand for sutomation and
security, the implementation of mtelligent access controd systems at industrial enterpnses 15 gaming
panicular relevance. The conirel of vehicle entry and exit is eritical for ensuring perimeier protection,
preventing unputhorzed sccess, monagmg logistics operations, and improving the efficiency of
internal business processes. Among the most promising technologies are ANPR (Automatic Number
Plate Recognition) and RFID (Radio Freguency ldentification), which demonstrate high reliabality,
accuracy, and 1dentification speed.

INTRODUCTION. Indusirial enferprises are constantly challenged with the need o organize
cifective control of vehicle flows. Troditeonal inspection methods involving human personnel no
longer meet modern requirements for speed, accuracy, and security. In the context of industrial
digitalizalion, innovative systems are being actively implementied to awiomate access combrol
processes without human infervention. This aricle provides an overview and comparison of two key
technologies ANPR and RFID their operating principles, advantages, and practical applications at
industrial sites
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MATERIALS AND RESEARCH RESULTS. In modern condittons, vanous technologies are
bemng actively implemented for effective control of vehicle access to industrial facihities. There are
many solutions that have already proven their effectiveness in industry, logistics centers, warchouses,
and other infrastructure objects. The most common among them are:

- Automatic Number Plate Recognition (ANPR),

~ RFID technology.

Automatic Number Plate Recognition (ANPR) technology applies optical character recognition
methods to images to read vehicle registration numbers. Dahua Technology has integrated this
technology into their surveillance cameras. Thanks to this, ordinary cameras acquire new functions,
increasing efficiency in areas where vehicle identification is needed

The recognition function is implemented at the software level of the cameras. Due to a large
database of images and the use of deep learning technologies, the system is able to perform license
plate recognition in real time, as well as perform functions such as:

— support for license plate recognition i different languages (Enghish, Arabic, Chinese, Cynillic,
Tha, etc.);

— high recognition accuracy (95%-98% for alphanumenc plates);

— recogmtion speed of up to 1 second [ 1)

ANPR is an integrated solution that performs a sequence of operations 1o identify vehicles. The
system 1s based on the use of surveillance cameras mstalled 1n strategically important locations for
effective traffic momtoring. This allows obtuning mgh-quality images of both the vehicle iself and
its license plate.

After obtmining the mmage, it undergoes primary processing wmed at improving vasual
characteristics — lighting, contrast, and sharpness. This creates favorable conditions for further
analysis.

The mmage 15 then processed by software that determunes the frame with the license plate,
coordinates, dimensions, and its position. After this, the system proceeds to the segmentation stage -
each character is separated for further recognition.

The characters are analyzed using Optical Character Recognition (OCR) technology, which
converts graphic images of characters into text form.

The final stage of the system's operation 15 interaction with the database. After recognition, the
number is verified against available information In case of a match, the system performs
programmed actions: opening the barmer, recording the entry, notifying the operator, or other actions
according 10 settings

ANPR technology (Fig. 1) 1s used in various fields:

~ monitoring comphance with traflic rules (detection of speeding, violations),

- assisting law enforcement agencies in finding stolen or unregistered vehicles;

— automation of parking systems and facilitating payment for parking,

— optimization of logastics processes through momtoring of transport routes,

— accounting on toll highways for ¢lectronic payment systems |2].

Radio Frequency Identification (RFID) 15 a set of technologies and standards that provide
contactless wdentification of obpects using radhio signals at distances ranging from a few centimeters to
hundreds of kilometers [4]. Unlike other systems, RFID does not require direct visibility or physical
contact between devices.
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Figure | — Example of ANPR technology m operation [ 3]
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An RFID tag (Fig. 2) 1s o small device that stores data. It consists of an imtegrated circuit for
storing and processing mformation and an antenna [5].
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Figure 2 — RFID tag [7]

The functioning of an RFID system is based on the interaction between two main clements: a
microchip and an antenna. The reader transmits electromagnetic waves that activate the tag In
response, the tag transmits encrypted information.

The advantage of this technology is the absence of the need for direct visual contact. Radio waves
can pass through most materials, allowing tags 1o be placed inside objects

A umgue adentification code s stored in the tag's memory Modern models have rewnitable
memory, making them even more versatile. Readers can work both in connection with a central
system and autonomously

The RFID information mfrastructure includes software that performs collection, analysis, and
processing of data, ensuring the functional integrity of the system [5]

In enterpnses, RFID 18 actively used, for example, m access control systems (Fig. 3) After
completing the documentation, a tag s attached 10 the drivers windshield, which, when read,
automatically opens passage through the checkpoint [6]

CONCLUSIONS, This arucle examined modern technologies for vehlicle access control at
industrial sites, focusing on ANPR and RFID. Both systems offer high accuracy, speed, and
efficiency, sigmficantly enhancing secunty and optimizing logistics processes. ANPR s ideal for
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scenarsos requining raped license pluie detection, while BFIDY offers fexibility and contactless
identification without line-of-sight requirements. The implementation of these technologies promotes
automation, reduces human error, and imiproves overall enterprise efficiency.
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NOJIATOK b
[Tporpamuuii kox qist ESP32-CAM

#include "esp_camera.h"
#include <WiFi.h>

#include <HTTPClient.h>
#include <ESP32Servo.h>

//Wi-Fi
const char* ssid = "Tenda_©9C8D8";
const char* password = "26321363";

//CepBep
const char* serverName = "http://192.168.0.105:5000/upload";

//MNiHn

#define TRIG_PIN 2

#define ECHO_PIN 15
#define PIR_PIN 14

#define SERVO_LEFT_PIN 12
#define SERVO_RIGHT PIN 13

//3MiHH1
bool accessGranted = false;
bool photoSent = false;

Servo servolLeft;
Servo servoRight;

#define PWDN_GPIO_NUM 32
#tdefine RESET_GPIO_NUM -1
#tdefine XCLK_GPIO_NUM 0
#define SIOD_GPIO_NUM 26
#tdefine SIOC_GPIO_NUM 27
#define Y9_GPIO_NUM 35
#define Y8_GPIO_NUM 34
#tdefine Y7_GPIO_NUM 39
#define Y6_GPIO_NUM 36
#tdefine Y5_GPIO_NUM 21
#tdefine Y4_GPIO_NUM 19
#define Y3_GPIO_NUM 18
#tdefine Y2_GPIO_NUM 5
#define VSYNC_GPIO_NUM 25
#define HREF_GPIO_NUM 23

#define PCLK_GPIO_NUM 22
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void startCamera() {
camera_config_t config;

config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.
config.

ledc_channel = LEDC_CHANNEL ©;
ledc_timer = LEDC_TIMER_O;
pin_d@ = Y2_GPIO_NUM;

pin_d1 = Y3_GPIO_NUM;

pin_d2 = Y4 _GPIO_NUM;

pin_d3 = Y5_GPIO_NUM;

pin_d4 = Y6_GPIO_NUM;

pin_d5 = Y7_GPIO_NUM;

pin_d6 = Y8_GPIO_NUM;

pin_d7 = Y9_GPIO_NUM;
pin_xclk = XCLK_GPIO_NUM;
pin_pclk = PCLK_GPIO_NUM;
pin_vsync = VSYNC_GPIO_NUM;
pin_href = HREF_GPIO_NUM;
pin_sscb_sda = SIOD_GPIO_NUM;
pin_sscb_scl = SIOC_GPIO_NUM;
pin_pwdn = PWDN_GPIO_NUM;
pin_reset = RESET_GPIO_NUM;
xclk_freq_hz = 20000000;
pixel format = PIXFORMAT_JPEG;
frame_size = FRAMESIZE_VGA;
jpeg_quality = 12;

fb_count = 1;

esp_camera_init(&config);

bool sendPhoto() {

Serial.println(" g Pobumo ¢oTo...");
camera_fb_t* fb = esp camera_fb_get();
if (!fb || !fb->buf || fb->len <= @) {

Serial.println(" X MNomunka doTo");
return false;

}

HTTPClient http;
http.begin(serverName);
http.addHeader("Content-Type", "image/jpeg");
int response = http.POST(fb->buf, fb->len);

Serial.
Serial.

print(" & HTTP crtaTyc: ");
println(response);

if (response == 200) {
String res = http.getString();

Serial.println("2 BignoBiab cepsepa:

if (res.indexOf("OPEN") >= 0) {
accessGranted = true;
Serial.println(" JocTyn po3BoneHo");

+ res);

58



} else if (res.indexOf("NON_FOUND") >= 0) {

Serial.println(" @ JocTyn 3a6opoHeHO — Homep

} else if (res.indexOf("DENY") >= 0) {
Serial.println(" | Homep He posnisHaHo");

¥
} else {

Serial.println(" | Nomunka 3anuTy Ao cepsepa");

}

http.end();
esp_camera_fb_return(fb);
return true;

//KepyBaHHA BOpoOTamu

void openGate() {
servoLeft.writeMicroseconds(500);
servoRight.writeMicroseconds(2400);
Serial.println(" B BopoTa Biakputi");

}

void closeGate() {
servolLeft.writeMicroseconds(1500);
servoRight.writeMicroseconds(1500);
Serial.println(" (® BopoTa 3auMHeHi");

}

long getDistance() {

digitalWrite(TRIG_PIN, LOW);
delayMicroseconds(2);

digitalWrite(TRIG_PIN, HIGH);
delayMicroseconds(10);

digitalwWrite(TRIG_PIN, LOW);

long duration = pulseIn(ECHO_PIN, HIGH, 30000);
return duration * ©.034 / 2;

void setup() {
Serial.begin(115200);

WiFi.begin(ssid, password);
Serial.print(" ¥ 3'eaHaHHAa 3 Wi-Fi");
while (WiFi.status() != WL_CONNECTED) {
delay(500);
Serial.print(".");
}
Serial.println("\n(¥) WiFi nigkmwyeHo");
Serial.print("[l IP: ");
Serial.println(WiFi.localIP());
startCamera();

He 3HalpeHo y 6asi");
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servoLeft.setPeriodHertz(50);
servoRight.setPeriodHertz(50);
servolLeft.attach(SERVO _LEFT_PIN);
servoRight.attach(SERVO_RIGHT_PIN);
delay(1000);

closeGate();

pinMode(TRIG_PIN, OUTPUT);
pinMode (ECHO_PIN, INPUT);
pinMode(PIR_PIN, INPUT);

void loop() {

long distance = getDistance();
bool pir = digitalRead(PIR_PIN);

Serial.print("<y BiacTaHb: ");
Serial.print(distance);
Serial.print(" cm | PIR: ");
Serial.print(pir);
Serial.print(" | docTtyn: ");
Serial.println(accessGranted);

if (distance <= 15 && !photoSent) {
if (sendPhoto()) {
photoSent = true;

if (laccessGranted) {
delay(3000);
photoSent = false;
}
}
}

if (accessGranted) {
openGate();

Serial.println(" & Ouikyemo Ha cnpauwsaHHAa PIR...");
unsigned long startWait = millis();

while (digitalRead(PIR_PIN) == LOW && millis() - startWait < 10000) {

delay(100);
}

delay(1000);
closeGate();

accessGranted = false;
photoSent = false;

delay(200);
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JIOJATOK B

ITporpamuuii kox mis Flask-cepeepy

from flask import Flask, request, send_file, render_template_string, redirect

import os

from datetime import datetime

import easyocr

app = Flask(__name_ )
UPLOAD_FOLDER = "uploads"”
LOG_FILE = "log.txt"
ALLOWED_FILE =

"allowed plates.txt"

os.makedirs(UPLOAD_FOLDER, exist_ok=True)

reader =

def normalize_plate(text):

cyr_to_lat = str.maketrans({
"A": "A", "B": "B",
"M": "M", "H": "H",
TUOMTM, YUDotYY,

})

easyocr.Reader(["uk',

ru', 'en'])
11} ll’ IIIII IIIIIJ IIKII: IIKII
11} ll’ IIPII IIPIIJ IICII. llcll
IIXII’ ll3ll II3II

return text.translate(cyr_to_lat)

def load allowed plates():

if not os.path.exists(ALLOWED FILE):

return []

with open(ALLOWED_FILE, "r",

return [normalize_plate(line.strip().replace(

in f.readlines()]

def

save_allowed plates(plates):
with open(ALLOWED FILE, "w",
for plate in plates:

f.write(normalize plate(plate.strip().replace(

ll\nll)

encoding="utf-8") as f:

encoding="utf-8") as f:

J

).upper()) for line

> "").upper()) +
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def log(message):
timestamp = datetime.now().strftime("[%d.%m.%Y %H:%M:%S]1")
log_entry = f"{timestamp} {message}\n\n"
print(log_entry.strip())
with open(LOG_FILE, "a", encoding="utf-8") as f:
f.write(log_entry)

@app.route('/")
def index():
allowed = "\n".join(load_allowed_plates())
return render_template_string("""
<html>
<head>
<meta charset="utf-8">
<title>Cuctema posnisHaBaHHA</title>
<style>
body { font-family: sans-serif; padding: 20px; }
textarea { width: 100%; height: 200px; }

pre { max-height: 300px; overflow-y: scroll; background:

padding: 10px; }
</style>
<script>
let lastlLog = "";
async function fetchLog() {
const response = await fetch('/log.txt');
const text = await response.text();
if (text !== lastlLog) {
const logElem = document.getElementById("log");
text;

logElem.innerText

logElem.scrollTop = logElem.scrollHeight;

lastlLog = text;

}
setInterval(fetchLog, 1000);

window.onload = fetchlLog;
</script>
</head>
<body>

<h2> XypHan noris</h2>

#fofofo;
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<pre id="log">3aBaHTaxeHHA...</pre>

<h3> 4 PeparyBaHHA po3BoneHMX HomepiB:</h3>
<form method="POST" action="/save-plates">
<textarea name="plates">{{allowed}}</textarea><br>
<button type="submit">M 36epertu</button>
</form>
</body>
</html>

nnn’ allowedzallowed)

@app.route('/log.txt")
def get log():
return send_file(LOG_FILE, mimetype="text/plain")

@app.route('/save-plates', methods=["'POST'])

def save_plates():
plates = request.form['plates'].strip().splitlines()
save_allowed plates(plates)
log(" Cnucok [03BOJIEHUX HOMepiB oHoBfeHOo.")

return redirect("/")

@app.route('/upload', methods=["'POST'])
def upload_image():
try:
image_data = request.data
timestamp = datetime.now().strftime("%d.%m.%Y_%H-%M-%S")
temp_filename = os.path.join(UPLOAD_ FOLDER, f"temp {timestamp}.jpg")

with open(temp_filename, 'wb') as f:

f.write(image_data)

results = reader.readtext(temp_filename)

allowed plates = load allowed plates()

for (_, text, prob) in results:
plate = normalize_plate(text.replace(" ", "").upper())
print(f" ®& PosnisHaHo: {plate} (WmoBipHicTb: {prob:.2f})")

if plate:



if plate in allowed plates:
final_filename = os.path.join(UPLOAD_FOLDER,
f"{plate}_{timestamp}.jpg")
os.rename(temp_filename, final filename)
msg = "4 [locTyn possoneHo ana {plate}. ®oTo 36epexeHo:
{final filename}"
log(msg)
return "OPEN", 200
else:
unknown_path = os.path.join(UPLOAD_FOLDER,
f"denied_{plate}_{timestamp}.jpg")
os.rename(temp_filename, unknown_path)
msg = " Q [JlocTyn 3abopoHeHo. Homep: {plate}. ®oTo
36epexeHo: {unknown_path}"

log(msg)
return "NON_FOUND", 200

# flkwo Hivoro He po3nisHaHo — 36epiraemo nuwe OCTaHHE
for fname in os.listdir(UPLOAD_FOLDER):
if fname.startswith("unrecognized "):
try:
os.remove(os.path.join(UPLOAD_FOLDER, fname))
except:

pass

unknown_path = os.path.join(UPLOAD_FOLDER,
f"unrecognized_{timestamp}.jpg")

os.rename(temp_filename, unknown_path)

msg = f" ? Homep He posnisHaHo. ®oTo 36epexeHo: {unknown_path}"

log(msg)
return "DENY", 200

except Exception as e:
error_msg = f"[ X ] Nomunka: {e}"
log(error_msg)
return "ERROR", 500

if _name__ == '__main__"':

app.run(host='0.0.0.0', port=5000)
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