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< NetRunner

Request

GET /templates/Baskino/images/comment_odd_bg.gif
HTTP/1.1

Host: baskino.me

Connection: keep-alive

User-Agent: Mozilla/5.0 (Linux; Android 6.0.1; Redmi Note
3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
86.0.4240.198 Mobile Safari/537.36

DNT: 1

Accept: image/webp,image/apng,image/**/*,q=0.8
Referer: http://baskino.me/templates/Baskino/css/style.css?
v=153

Accept-Encoding: gzip, deflate

Accept-Language: en-GB,en-
US;q=0.9,en;q=0.8,ru;q=0.7,uk;q=0.6

Cookie: _ga=GA1.2.1399760049.1601556895;
DHDQFQRIN=inRAa42ndh7hRainnhnfRAmunk:

Response

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 18 Nov 2020 17:47:35 GMT
Content-Type: image/gif
Content-Length: 197

Connection: keep-alive

Last-Modified: Thu, 09 Aug 2012 17:54:13 GMT
ETag: "5023f945-c5"

Expires: Fri, 18 Dec 2020 17:40:54 GMT
Cache-Control: max-age=2592000
Accept-Ranges: bytes

null
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www-authenticate: Bearer
realm="spotify"
access-control-allow-origin: *
access-control-allow-headers:
Accept, App-Platform, Authorization,
Content-Type, Origin, Retry-After,
Spotify-App-Version, X-Cloud-Trace-
Context, client-token
access-control-allow-methods:
GET, POST, OPTIONS, PUT, DELETE,
PATCH
access-control-allow-credentials:
true

access-control-max-age: 604800
content-type: application/json
strict-transport-security: max-
age=31536000
x-content-type-options: nosniff
date: Wed, 18 Nov 2020 17:44:15
GMT

server: envoy

via: HTTP/2 edgeproxy, 1.1 google
alt-svc: clear
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< PING test

Host

google.com| PING

f14.1€100.net (172.217.20.174): icmp_seqg=5 ttl=118
time=43.2 ms

64 bytes from waw02s07-in-
f14.1€100.net (172.217.20.174): icmp_seq=6 ttI=118
time=42.4 ms

64 bytes from waw02s07-in-
f14.1€100.net (172.217.20.174): icmp_seq=7 ttI=118
time=44.0 ms

64 bytes from waw02s07-in-
f14.1€100.net (172.217.20.174): icmp_seq=8 ttI=118
time=42.6 ms

64 bytes from waw02s07-in-
f14.1€100.net (172.217.20.174): icmp_seq=9 ttI=118
time=42.9 ms

64 bytes from waw02s07-in-
f14.1€100.net (172.217.20.174): icmp_seq=10 ttI=118
time=43.6 ms

— google.com ping statistics —

10 packets transmitted, 10 received,
0% packet loss, time 9016ms

rtt min/avg/max/mdev =
31.276/40.791/44.099/4.747 ms

&

tool
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Tewamuxa: Inui npospeciini nayku

TPH3HAYEHHS IPOFPAM AHAJIIBATOPIB TPA®IKY

Kuage B.I'.

Xapinchxuii Hanioansuti yHisepeTeT pazioenexTpoRKit

3apjanns ananizy MepexHoro Tpadiky Habysac Bee GLTBIION aKTYAIBHOCTI B
BKY 3 POIBHTKOM | BIPOBUDKEHHSM HOBHX MEPEAHIX TexHonorill, a TaKox
N0BOIO BEHKOT KITHKOCTI HOBHX MEpEAHIX NPOTOKOIE NPHKIATHOTO pisis. Sk
‘HaiiGiBL NONYIAPHIX 06IACTEi MPAKTHYHOTO 3ACTOCYBAHAS MOKHA BILIITH:

- amanis Tpadhiky 3 MeTOI0 BHSBICHHS NIPOGIEM B POGOTI Mepeski (B ToMy
smeri, HecarkatioroBano akTiBHOCTI),

- BiZHORIEHSS NOTOKiB JaHIX («TIOCAYXOBYBAHHSD);

- anoBirais izHOTO POAY MEPERHIIX ATaK:

- 36ip cramucii.

Packet Sniffing - ue posvommii TepMin, sKiii BUHOCHTECH 10 amamizy
Mepeknoro Tpadixy. ENeKTPOHHA NOIITa T BeG-CTOPIHKH, He MPOXOIATS Hepes
inTeprer oy nakerom. Bokn poGHTI K THCRYI HEBCTMKNX NaKeTiB AaHEX i
TAKIM HHOM BUANPARASIOThCA Hepes HTepHeT 3a fonoMoroio npotokory HTTP.

SIKINO TOBOPHTH NP KOMIIeKCHe BpIlleHHS 301041 AHATIZY MEPEAHOTO
Tpaiky, To B mepiy “iepry eix poALNTH Ti Ha TpH B AocTaTHil Mipi HeaEKHI
nizsazasi (puc. 1), mepexonuieis Tpaiky, fioro 3Gepiranis Ta ananis.

Tlporpasin /15 MOHITOHATY Mepei - lle Heaiki NOMIAHIKH KOKHOTO
cHcTeMHoro  axvinicTpaopa. BOWH A03B0NSIOTH ONEPATHBHO pearysaTH Ha
aHOMATBHY AATLHICTS B MEXAX JOKATEHOI Mepeki, GYTH B Kypei BCIX MepeAHIY
npolecin i TAKHM HHOM, ABTOMATH3YBATH YACTHHY PpyTHHHOI AismsHocTi
aquinicTpaTopa: mepm 3 Bce Ticl, W mOBANA i3 3belMEdCHAIM MepeRHOI
Geanexu.
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Tpagix

Preymox | - Ilizzazasi cnetest anazizy Mepexsoro Tpadiky

Crctema amanisy noswmna saGesnesysari saxomnewua 100% Tpadixy, a

Tako HAZGBATH e(heKTHNI MCTOAN aHAZiZy Ta MBITAil Mo OrO pesyABTATAM.

Saxomnenua Tpadbiy aaificHioEThCA 3 A0MOMOrOI0 cHidpepis. B pavkax KOHKpeTHIIX
npOaYKTin MOAyYTh Gyrin peaiizonaii AOATKOBI MOKIMBOCTI, HATPHKIAZ, Po3CIp
arofomcis MepeAuiX mpoTokonis, (INSTPANA 3 3aiamMI KpUTCpinMH,
niwonnenns cecili. [lepexonienns sepesnoro Tpadiy Mo aaiicrionarics

- 20 20noNOrOI0 @poCIyXORYBAHISY MepekeROTO iHTEpdheiicy:

- nikmoscmmay criddep 8 pospis kanany;

- 20 20NOMOrOI0 aATizy NOBIHIX CTCKTPOMATHITHILX BHIIPOMiHIORAI;

- epes aTaxy Ha KaHATEHOMY 200 MEPCAHOMY PiBHi, 1O IPHBOANTE 10
nepenanpanncins Tpapixy.

- Cridhep Moke GyTH BeTaHOBTCHHI K HA MapUIPYTH3aTOPi, Tak i
Ha KpaiioBoMy BT Mepeiki. 3aBlaHS aHAiity sBISE COBOIO NEpERAry TOMY Ui
inmomy iHeTpyMeHTY, BiaCThCA BXOATM i3 Crewikn Nz, AKi HOGXiAHO
BupitTa. BUbmicTs icuyiodix iHCTPYMCHTiR, Ak NpARILIO, MPOBOXNTE POISIp
aro10RKiR MEPEAHIY NPOTOKOT, @ Tako BIAHORMIOE cecii. Y Tofi e Hac icuyioTs
_A0CHTS CTeUiHi 2aBAAHHS, A1 AKIX MOKE HE BHABHTICA TOTOROTO HCTPYMEHTY,
nanpraz:

- amazi TyneTIoRaTHCS MpOTOKOIiR 0RLLHOT FANGHI;

- amaiy ceciii ma pimmi AoiaTkin (mwaltewns awaIKiE MiX noToKaMi
GHI, 110 MEPEAIOTECS 110 MEpEKi):

- BKoWaMHA neBMIIX cucHapiia (ckpHTis) B pasi

- Buainmors 1sa peimn ix poGoTa:




[image: image13.png]- b peansiomy waci;
- 1o nomepennso sGepeRenoro Tpadixy.

BIHCHOBKH

B poGori ¥'acosani 3as1anns ananizy Mepextoro Tpadixy yiathi HpimysaTH
icHyioul {HCTpYMeHTH, HACKiTbiH posumploBana iX (pyHKioRaTbHiCTE. ARaniy B
PeaboMY Haci BUMArac NATPHMKH POGOTH IHCTPYMERTY B GeaniepepaoMY pexini
3 npoayKTHBNicTIo, AocTaTHk0I0 A1 po3Gopy Tpadiky. Tlpu WwsoMy moBHia GyTit
abeanedena MOKIMBICTS 0BPOGKI NOTEHUIAHO HECKINYEHHOTO BXLAHOTO NOTOKY
s, ' pasi BIAKTAEHOTO aHATizy iHCTPYMEHT OTpHMye BXiZi Aaki 3 daiiny, mo
A03BONSE MpOBOANTH Githi ACTanbHMH anANis Mepekenili Tpaci.

Camcox aiveparypu:

1. Packet analyzer. hitps://en.wikipedia.org/wiki/Packet_analyzer, zata 3¢
preis 02.02.2020

2. Transmission Control Protocol. https://en.wikipedia.org/wiki/Transmissi
on_Control_Protocol, nata sseprenis 02.02.2020

3. Onijep B. T., Onipep H. A. Kowm'orepmi mepexi: Ipusmmi,
textomorii, nmpotokom. - CI16 .: Tirep. - 2005. - 864 .

4. Tamenbaym E. Kosmiorepni sepesi. - CII6 .: Tirep. - 2002. - 848 c.
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[image: image35.png]Knac VpnServicelmpl.java

//create vpn from builder and start service as VpnService 1 coverride
71 private void establish() { ol public int onStartCommand(Intent intent, int flags, int startld) {
- int cmd = intent.getIntExtra(KEY_CHD, 0);
65 Builder builder = new Builder(); if (cnd == 0) {
66 builder.setMtu(MTU); establish();
67 builder.setSession( SESSION); ) “’: { 5
builder.addAddress(ADDRESS, prefidlength: 0); ) ;:::d;m
69 builder.addRoute(ROUTE, prefixlength: @) ; , )
70 String dns = Shells.getDns(); $ return: START_STICKY;
7 if (dns == null || dns.isEmpty()) { " &
72 builder . addDnsServer (DEFAULT_DNS) ;
73 i
78 I%...%/
82 } else { 99 private void close() {
5 builder . addDnsServer(shells. getons()); 100 VpnEventHandler .getInstance().notifystop();
o 3 10 VpnProxyServer . setVpnService(null);
85 vpnInterface = builder.establish(); 102 if" (vpnThr.ead f: mall) {
86 FileDescriptor fd = vpnInterface.getFileDescriptor(); L] yoRThrEesd  intarcupt(ys
8 vpnThread = new Thread(new CoreVpRunner(fd)); o )
Sorthrea s tar 03 105 10Utils.close(vpnInterface);
’ 106
89 VpnProxyServer. setVpnService(this); }
90 startTime = System.currentTimeMillis();

9 VpnEventHandler.getInstance().notifyStart();




[image: image36.png]Knac CaptureFragment .kt

93 root.cardViewstartstop. setonClickListener { it View! override fun onActivityResult(requestCode: Int, resultCode: Int, data: Intent?) {
. iF (resultCode == Activity.RESULT_OK) {
9
25 if (buttonStatestart) { 191 vl intent = Intent(requireActivity(), VpnServicelnpl: :class. java)
95 startCapture() 19 intent.putExtra(KEY_CMD, value: @)
96 } else { requireActivity().startService(intent)
194 )
97 stopCapture() = 3
98 } |
99 buttonStateStart = !buttonStateStart
100 }
239 private fun startcapture() { 102 //open packet and get details about current request/
240 val intent = VpnService.prepare(requireContext()) 103 adapter?. setonItenclickListener (OnItenclickListener { _, _, position, _ =>
7 if (intent == null) 04 if (sessionList.size == 0) returneonitenClicklistener
onActivityResult( requestCode: 0, Activity.RESULT_OK, dato:null) Sagassaiein sasta s achitian)
) ) 106 val dir = StringBuilder()
pietaseit, 1o .append(Tcpbatasaver . DATA_DIR)
204 startactivityForResult(intent, requesiCode: @) append(TimeFormatter . FormatToYYMMDDHHMMSS session. vpnStar tTine))
} 1o ~append(*/")
4 ) ne append(session. uniquenane)
o ) tostring()
48 private fun stopCapture() { 1 val intent = Intent(requireActivity(), Packetbetail::class. java)
249 val intent = Intent(requireActivity(), VpnServiceImpl::class. java) dntent;putextra(KEY 010 dir)
intent.putExtra(KEY_CMD, value: 1) o N stactactivityintent)
5 APP_ACTIVITY. startService(intent) e )
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CorevpnRunner (FileDescriptor fd)
inPutstream = new FileInputstream(fd);
outPutStream = new FileutputStream(fd);
udpQueue = new ConcurrentlinkedQueue<>();
try ¢
tepProxyServer = new TcpProxyServer( port 0);
tcpProxyServer.start();
} catch (ICException ) {
e.printStackTrace();
2
udpProxyServer = new UdpProxyServer(udpQueue);
udpProxyServer.start();
PortsessionInfoService.startParse(Application. getAppContext());

private boolean handlePacket(byte[] data, int len) throws ICException {
IpPacketHeader ipPacketHeader = new IpPacketHeader(data, offset 0);
switch (ipPacketHeader.getProtocol()) {
case IppacketHeader.TCP:
return disassenbleTcpPacket(ipPacketHeader, len);
case IpPacketHeader. UDP:
return disassenbleUdpPacket (ipPacketHeader, len);
default:
return fal:

152

@override
public void run() ¢
byte[] buf = new byte[VpnServiceImpl.MTU];
try
while (!Thread. interrupted())
int len = inPutStream.read(buf);
if (len == 0) ¢
Thread. sleep( milis 10);
continu
3 else if (len == -1) {
break;

b

if (thandlePacket(buf, len)) {
Packet packet = udpQueue.poll();
if (packet == null) continu
ByteBuffer buffer = packet.backingBuffer;
outPutstream.write(buffer.array());

Y <
) catch (ICException | InterruptedException ignored) {
) finally ¢
10Utils. close(inPutStream, outPutStream);
tepProxyServer.stop();
udpProxyServer. closeAllUdpTunnel () ;
NatSessionManager .clearallSession();
PortSessionInfoService. stopParse(Application. getAppContext());
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public class VpnProxyServer {
public static WeakReference<vpnServiceImpl> vpnService = null;

public static void setvpnservice(vpnServiceImpl vpnService) {
VpnProxyServer.vpnService = new WeakReference<>(vpnService);

public static boolean protect(Socket socket) {

if (vonservice

null || vpnService.get()
return vpnService.get().protect(socket);

null) return false;

public static boolean protect(Datagramsocket socket) {
if (vonService == null || vpnService.get() == null) return false;
return vpnService.get().protect(socket);

public static int getMtu() { return VpnServiceImpl.MTU; }

public static String getAddress() { return VpnServiceImpl.ADDRESS; }

public static long getStartTime() {

if (vpnService =

null || vpnService.get() null) return

return vpnService.get().getStartTime();

public class VpnEventHandler {
4 private OnPacketListener onPacketListener;

private OnStartListener onStartListener;
6 private OnStopListener onStopListener;

public void setOnStartListener(OnStartListener onStartListener) {
this.onStartListener = onstartListener;

b
36 public void cancelAll() {
onPacketListener = null;
onStartListener = null;
39 onStopListener = null;
40 3
CaptureFragment.kt

override fun onStart() {
super.onstart ()
val event = VpnEventHandler.getInstance ()
o event. setOnPacketListener {
val sessions = NatSessionListHelper.getAllSessions()
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