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VJIK 658.51
AHAM3 ABTOMATH30BAHHUX CHCTEM KEPYBAHHA TEXHOJIOTTYHHHMH
HNPOUECAMU CY¥YACHOI'O IILANIPHEMCTBA

C. B. Kparuenko

XapkiBchbKHi HallOHANLIHE YHIBEPCHTET pajlioeneKTPOHIKH

VYkpaiua, Xapkis, np. Hayku. 14

E-mail: serhii.kravchenko{@nure.ua

Anoranin: JocaimkeHHs OpUCBAYEHO AHAL3Y aABTOMATH30BAHHX CHCTEM  CYYacHOIO
NUINPHEMCTEA 3 METOIO PO3pOOKH TAKUX cHcTeMH Ta ix nokpauienns. Posrnanaernes lnnyerpia 5.0,
1l mepeBard Ta BHMOTH J0 1T peamizatfii. PoskpusacThes moHATTa Kibep-dizuyanoi cucremu. Kibep-
hi3UyYHOT cuUcTeMa BHKOPHCTOBYETBCH B 3eMIIepoOCTBI, OXOpOHI 340poB’s, TpaHCHOPTHIH cdepi,
MOHITOPHHTY BOJIM, aEpoOKOCMIUNIA NPOMHCIOBOCTI Ta IHIIMX ramy3ax. Bona cknajaerncs 3
CEHCOPHOTO MOJIYIIA, MOIYIA KepyBaHHA NaHUMH, MoIynsa oOpobku Ta Moayna npueoaie. Bei momymi
3"€HAHHI IHTEPHETOM HACTYIIHOI'O IOKOJIHHA. TAKOM BH3HAYAKOTHCA OCHOBHI 3aBIJAHHA CY4ACHHX
CHCTEM MOHITOPHITY TEXIOJOTTHHHX NPOIECIB Ta NPHIIUIH iX noby10BH.

Kimo4oBi ¢10Ba: MO1Y/IL; MOHITOPHHT; CHCTEMA; TEXHOJIOTIA.

ANALYSIS OF AUTOMATED SYSTEMS OF THE MODERN ENTERPRISE

S. Kravchenko

Kharkiv National University of Radio Electronics

Ukraine, 61166, Kharkiv, Nauky av.,14

E-mail: serhii.kravehenko(@nure ua

Abstract: The study is devoted to the analysis of automated systems of a modern enterprise with
the aim of developing such systems and improving them. Industry 5.0, its advantages and
requirements for its implementation are considered. The concept of a cyber-physical system is
revealed. The cyber-physical system is used in agriculture, health care, transportation, water
monitoring, the aerospace industry and other industries. It consists of a sensor module, a data
management module, a processing module and an actuator module. All modules are connected to the
Internet of the next generation. The main tasks of modern monitoring systems of technological
processes and the principles of their construction are also determined.

Keywords: Module; Monitoring; System; Technology.

AKTYAIIBHICTE POBOTH. ArToMaTHZOBaHi CHCTCMH  VIIPABTIHHA  TeXHOIOTIMHHMH
MPOo1ECAMH € AKTYANLIIHMH HANpAMOM PO3BHTKY CYyHYAcHOT0 NIITPHEMCTRA, TAK AK BOIH JO3BONAIOTE
3HAYHO MOKPALIHUTH AKICTL Ta edekTHBHICT, BMpoOHuUTBA. Taki CHCTEMHM 3HHMKYIOTL BHTPaTH 3a
paxyHoK onTHMIzaIii npotecis. KonTpoae Haj yeiMa eTanmaMi BHpoOHANTRA 3abeznmedye 3MeHTITeHHA
HOMHIIOK, IUO CHpHAE 3MEHLIEHHIO BlaXodie Ta oOcayropysaHHa obnansands. Takom
aBTOMAaTH3OBall CHCTEMH NBHIIYIOTL  Oe3nexy na BHPOOHMITBL, 10 € BaKIHBOIO
XapakTepHcTHKOR. B maHill cTaTi poarnamaeThed po3BHTOK TaKHX CHCTEM Ta cyYacHi TeXHONOoTi, AKi
B HUX BUKOPUCTOBYHOTBC.

3 nepioio MPOMHCIOBOIO PEBOTIONIEIO TIOHIA 3PO3YMUIA MOTEHIIHIE 3aCTOCYBaNIIA TEXHOIOTIH
AK zacid nporpecy. Tlapoei MaOTHHHE, CKNMaTanbHI JiHI Ta 00YHCTIOBATBHI MANIHHH € OJHHMH 3
HAWBAKITHBINTHX JIOCATHEHE, O BHHHKIIH 34 OCTAHHI JCKIMBKa CTOMITE | BCi BOHH HampamleHi Ha
CTBOPEHHSA TEXHONOTI, Kl CTAIOTL BCe Kpalle, MUIBHILYIOUH NPOJAYKTHBHICTE Ta e(eKTHBIICTL.
Ingycrpia 5.0 NnpHHOCHTEL PEBOIIONIIO, OCKUILKH BOHA aKUCHTYE YBAary Ha TeXHOIOril Ta nepeabayac,
MO CcHpaekHiil MOTEeHINAT 14 nporpecy BiMOVBaeTbCA BHACTIIOK €BOMIONIT MK JOJIBMH Ta
MalllHHaMH.

Inayerpia 5.0  ne nosa mupobIHM4Ya MOJCHL, B AKIH OCHOBHA YBara NMpHIUISETLCH BIaeMOI
mofel 1 MaliiH.
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Eran, axuii nepenysar Ingyerpii 5.0, oznamenysapcs nossoio uudposoi ingyerpii. Taxi
nocarHeHHs, Ak [HTepHeT pedeii ado moeMHaHHA MTYYHOTO iHTeleKTY Ta Big data, mopomumn HoeBwid
THII TEXHOJION T, IKa MOJKE 3aIlPOIIOHYBATH KOMIIAHIAM 3HAHHA, WO Ba3ylOThCs HA JAHHX.,

[le, v croo uepry, TpancopMyRanocsi B Taki TpoilecH, K ONcpaiifina possiaka Ta Di3HCC-
AHANITHKA, AKI TEHEPYIOTh MOJENi, 0 3acTOCOBYHOTH TEXHOJOTI 3 MEeTOK NpHHHATTS Bee OLIBOI
TOUHMX 1 MEHILI HEBHIHAUCHHX PillIeHb.

Onnak Ha oMy etami B [nayerpii 4.0 Meta nonsarana B ToMy, o0 MIHIMI3YBATH YIACTR ITIOJTHHA
1 PO3CTABHTH TMpIOPHTCTH B arToMmaThiaiii nporecie. Tlernoo wmipolo miofn OynH MocTamBIcHI B
CTAHOBHIIE, KOINH BOHHM KOHKYPYRANW 3 MamuHamu. ¥ Bunaaky 3 lugyerpieio 5.0 ug renpenuis
3BOPOTHA: META HOJArAE B TOMY, 1100 3HAliTH GajaHc, NpH AKOMY B3a€MOS MAlHHK T4 JIOJAHHH
MOJKE 3aTPOTOHYRATH HAHOIRIN BUTOIH.

3minH, posnouari laayerpiero 5.0, pie HespoporHi. lleil npouec nponoHye KoMOaHISIM
MOGKITMBOCTI Bee GBI MOTY:KHHX MAlllHH Y TOEAHAHHI 3 Kpallle NiAroTOBICHUMH CKCIIEPTaMH U
CTIPHAHHSA epeKTHRHOMY, CTiiTkoMYy Ta De3nmedHoMY BHpOOHHIITRY.

Inayerpin 5.0 — ue HoBHIl cnocid po3yMIiHHA BHPOOHHUTBA, AKHH Mac BUPOOHHYIL, €KOHOMIYHI Ta
koMepiuiim nacnyikd. ToMmy KoMmanii, SK1 e a/IaNTYIOTL CROE BHPOOIHIITRO JI0 3aBOJICLKOL MOJIeI
5.0, ckopo 3acTapifoTh i HE 3MOXYTh CKOPHCTATHCS KOHKYPEHTHHMH TiepeBaramMH, fKi BOHa MOXe
3aITpOTIOHYBATH.

ITeperaru Inmycrpii 5.0 [1]:

Ontumizania sutpat. Inayerpis 5.0 Gepe na cebe munym nominmmennd, ki 3 yacis [lepmoi
MPOMHCTIOBOT  PeBONIOIIT  MOpoHIH  edeKTHBHIMI TponecH. [lomyk OizHec-Momeneif, #Aki
BHKOPHCTOBYIOTb HaliMeHLII pecypcH Ul OTPUMAaHHA HailBHILOro npubyTKY, 3HaX0AuTh ¥ luayerpii
5.0 ix nalBHINMHA pIRCHE JIOCKOHAIOCTI HA CLOTOJHINTHIA JIcHBL, OCKUTEKH ITIOjIMHA Ta MalliHa
MpaLOT pa3oM, mMob npuitMaTi Halikpall (piHaHCOBI pillleHHA 1T KOMIaHIL,

— bubin exonoriuuil pimenusa. JKoaxa 3 BHIUE3rajaHHX NPOMUCIOBHX NepeTBOpeHb He Oyna
30Cepe/KEHa Ha 3aXHCTI HABKOJMIUHLOIO cepeloBHlua ik npiopurer. 3 luaycrpiero 5.0 Hosi
KOPIOpPaTHEHI TeXHOJOI] 3MIHKITE UK TeHIeHU 0. Lle npuzpeno o noseH cTiiikol [OJTITHKH, B
paMKax AKoi, MIHIMI3allid BIIXOMIB Ta YIPaBIIHHA HHMH CTal0Th HaHBa#IHBILIHMH MPOLECcaMH, [0
pobuTh opranizauiio 6UIbL eeKTHBHOIO.

— Tlepconamnizanis Ta KpeaTHBHICTh. TeXHOTOTIYHI THHORAI(IT He JIO3BONAIOTE 3a0e3nmedduTH Takuil
CTYIIHB IlepcoHanizaull, mo Binosidac notpedaM kiieHTIB. [lepcoran, sxuil € dactiHo IHAYyCTpIl
5.0, BUKOPHCTOBYBATHME TIOTEHIIA TEXHOIIOTH, ale TAKOK 3HANH/IEC MOKIIHBICTE J0JIATH CBOT BIACHI
ifei, AKi MPH3BEIYTE N0 TIPOAVKETY, pozpobleHOTO 3 VpaxXyBaHHAM TepcoHanmizarii. KpiM Toro,
aBTOMATH3ALllA, JocArHyTa nij 4ac Iaayerpii 4.0, 103B0Md€e NpaliBHUKAM 3BUIBHUTHCA BII MEBHHX
3aBjalk, 110 MOBTOPIOIOTLCH, 30CEPEIMBIIMCL Ha pospobii O moTyxnux crpateriii abo
34CTOCYBAHHI CBOET TBOPUOCTI.

Bumoru Iuayerpii 5.0:

— Haguenuii nepconan. luaycrpia 5.0 npunecna pois mupexropa 3 pobortorexHiku. Llg moauHa
CIICIIAMI3YETHLCS 11a B3aeEMOJIIi MK MallIniIaMHy Ta OTICPaTopaMH, a TAKOMK BOJIOJIE IHANNAMH B TAKHX
ranysax, fK poboToTexHika Ta IITYIHHil iHTemekT. Moro pons koMmawii mepembadae MpHIAHATTA
pillieHb HABKOIO UMX 4YMHHMKIB. HaBuauHs cniBpoOITHHKIB Takox 3pobuth cTpubok ynepen 3
nonHpeHuaM BipTyaneioi oceitH. [le nosmonse 3nH3IMTH BATpATH TS KOMMOaHii, OCKUTEKM He
BHMarae 3YIIHHEHHA BHPOOHHUTBA I HaB4aHHA cBoiX npaniBHHkiB. KpiM Toro, me raxox
NPH3BOANTL [0 Be3neuHiloro HaBuaHHS, AKe 3an08irac CXWIBHOCTI NPALIBHUKIE N0 HENOTPIOHHX
pH3HKiE T wac Hapvannd. Komywikamis Ta MoTHBalis crniRpoOITHHKIE TakosK THBHITYIOTHCS
3ARIAKM IHTCPAKTHBHAM HABYANBHHAM cepeloBHINAM. TakoX oviKyeThes reHepartisa Oeamiti pobounx
MICIlb, MOB'A3aHHX 13 B3AEMOJIEI0 3 poDOTH30BAHHMH CHCTEMAMH T4 LITYYHHM IHTEICKTOM, cepej
IHLIHX TEXHOMOT 1.

— Tlparunena Ttexuwomoria. Tepwmin "koGotu" Oye npuaymanuii crocorHo Inmayerpii 5.0
KoJadopaTuBHI poOOTH, [IpU3HAYeH] WIA NPOCTOl Ta IHTYITHBHO 3pO3yMilol B3aeMonii 3 JIHOJIbMH.
[lepnuM YMHOM BOHM BHMCTYNAIOTL Y POJII YYHIB, 3JIaTHHX CIOCTEPIraTH 3a JAIMH JIOJAWHH Ta
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BUITBOPIOBATH iX, Jonomaraioud onepatopaM. Posmmpenns Digital Twins Takok crane uie ofHIelo
HeoOXiMHOW TexXHoMoTiclo Ha BHpoOHHNTBI IHmyeTpii 5.0. Ile BizyaneHi Momeni npoaykry abo
npouecy, 1 IX reHepallis 103BOJSE Kpallle 3po3yMiTH Ta nporecryBaTH ix. KpiM Toro, nossa Bee
OUILII  CKIAIMX MpOLecIB BHMAaraTHMe BUINMOBLIIOIO MporpaMmioro sabesnedeins, 3/aTHoro
KepyBaTH IIHM BelHYe3HHM 00CATOM JaHWX 1 HaJaBaTH OTlepaTopaM-TIIaM TpocTip, AKHI BOHH
MOMKYTh BUKOPHCTOBYBAaTH W1 B3aeMouil 3 mawnnamu. Ilnardopma Nexus Integra — ne nporpaMue
sabeaneuenns, fke npussene go Tpancdopmaiii npomucnosoi kommanii B Ingyerpiio 5.0. e
IHTErpoBana CHCTeMa i MaciiTabHOro YNpaBniHHE MPOMHCIOBHMH AKTHBAMH, IO J03BOJSE
KOMIIaH1aM 3pobuTy cTpubok 1o uudposol rpaHcdopmadil.

luayerpin 4.0 npusHecia cydacHHM IinnpuemcrBaM Kidep-gizuuHux cHeremu. Kibep-iznuni
cucteMH (CPS) € inrerpanieio obumncnens, Mepex 1 diznunnx npouecis [2]. Boyaopani koMmn'iorepu
Ta Mepeski KOHTPOTIOTE (JI3HTHI IPOIleCcH 3a JIOMOMOTOK KOHTYPIB 3BOPOTHOTO 3B'A3KY Jie (hi3HIHI
[IpOLIECH BIUIMBaOTh Ha o0uMclieHHs Ta HaBnaky. ExoHoMiuHMil 1 collanbHMl HOTeHUIAN TaKHX
CHCTEM 311340 BHIHE 3a Te, o OYI0 peaTizoBano, TOMY BEIHKI IHIBECTHIT pobaaTLCs M0 BCLOMY
CBITY NIA po3BHTKY IMX cHeTeM. CPS iHTerpye DHHaMIKY (DI3MSHHX TIpOTECiB 3 JHHAMIKOK
nporpamHoro 3abesneveHHs Ta Mepewki, Hajaoud abcrpakuii Ta METOAM  MOJIE/OBAHHS,
MPOCKTYBANHA Ta ANam3zy.

CPS moina BHKOPHCTOBYBAaTH B LIMPOKOMY [lanasonl cdep 3acTocyBains, BKJIIOUYAIOUH
IHTENEKTYAILHHI TPAHCHOPT, 3eM1epobCTBO, OXOPOHY 310POB S, MOHITOPHHI BOJH, a€pOKOCMIMHY
[IPOMUCIOBICTD TowWo. Po3riaHeMo Neski 3 HUX OUIbLI NeTa/lbHO.

Tpancnopria xibep-pizuuna cuerema (VCPS) - ue edexruriia ta Touna mTerposana cHcTema
YIIPaBIiHHA TPAHCTIOPTOM, SIKa Mae TPAIIoBaTH B peskHMI pearbHoro dacy. Ha ocHoBi cydacHWX
TeXHOJIOI', TAKUX AK €IeKTPOHIKA, KOMII'IOTEPH, JaTUHKH Ta Mepei, TPaIuUliiHl BHIH TPaHCIOPTY
CTAIOTL PO3IYMIIIIUMH. 31 30IMLIICHIAM KITLKOCTI 0co0HCTHX aBToMODLTIB Darathom npobremam,
Taki AK 3aTopH, 3a0pyIHeHHA TIORITpA Ta MpodieMH Oe3MmekH, TPHIIATE Oinbine yeard. [TpocyHyTi
OOYHCMIOBANEHI Ta CEHCOPHI MOMKIHBOCTI, TakKi AK TOBITPAHHIL, 3aMi3HHYHHIA Ta aBTOMOOLTEHHIA
KOHTpONL 3 MCTo0 MiABMnieHus  Oeanekd 1 mponycknol  3fatHocTi, OyAyTe IIHPOKO
BHUKOPHUCTOBYBATHCA B TPAHCMOPTHIH CHCTEMH HACTYNHOro noxomnudA. [IpUKnagoM TakHX CHCTEM €
caMocTiiiHa mBHIKicHa chcTeMa « AHS» (Automated Highway system). [i possuTok cnpamoBammit
HA JOCATHEHHA OUlbIn Oe3nedHOro Ta iHTelleKTyanbHoro Tpadiky. Jlus Takux cucrteM HeoOXimHi
BHCOKA OOYMCIIOBANLIA MOTYKIICTL AN KOMIUICKCHOTO YIpPaBmiuls TPadikom, anropHTMH, fKI
0OYHCTTIOIOTH, HalpHKIa, HalKpallii MapIIpyT BIINOBITHO M0 A0POKHBOT CHTYaIII.

Kibep-tizudna cuctemMa A1i 3emiaepodcTBa pealisye NOBHHH KOMIUIGKC CYYacHUX CHCTEM,
cTparterii Ta TEXHONOrIl BEICHNS CUILCLKOro rocnoiaperea. [Ipoexkrysanns semiucpobcTa BKITIOUAE
YIpaBliHAA  JaHHMH, BHpPOOHHYI  JocTiid, (VHIaMeHTankHY TeorpadiqHy  iHdopMariio
CITRCRKOTOCTIONAPCRKHX  YTib, iH(OpMaIiie NMpo MikpokmiMat Ta iHmi jgawi. Tlpurnamom paHoi
cucreMu € mpoekT «Underground wireless sensor network». B jpamit Mepeski ccHcopHi BY3IH
cHcTeMH obMitoloTLes indopmartticio 6e3poTORO HEPES IPYIT.

Kibep-pizudaa1 cHcTeMH, 9K1 BHKOPHCTOBYHOTRCA B oXopoHi sgopoe’s (HCPS) saminuTe
Tpanuuiiial npuctpoi B uiit cdepl. 3 JaTYHKIB Ta MepelkK, PI3HI HPHCTPOL, MpaLIOYH pasoM, OyIyTh
BUARIATH (izvunuil cTan namienTis B pemkumi peanstioro uacy. OcoQnHBo 1e BamkIMBO Jy1d
KPHTHYHHX TAarlieHTIR 31 3aXBopeHHsAMH cepud. [lopTaTHBHI TepMiHaJBHI MpHCTPoi, SKI HOCATH
NALIEHTH, MOKYTh BUABUTH CTaH nauieHta B Oynb-skuil yac 1 HaJICWIATH CBOECYACHE NOlepe/JKeHHs
abo npornos nanepeg. Kpim Toro, cniBnpans Mizk UMK CHCTCMaMH Ta JIOCTABKA JIAHUX Y PCXKHMI
peansHoro Hacy 0yno O Garato 2pyusime 1d namnieHTie. CPS 11 oXopoHM 20poR’'s Ta MeTHIHOTO
o0OnaTHaHHA BHMATAI0TE HOBE TTOKONIHHSA aHATI2Y, CHHTE3Y Ta IHTerpariifHux TeXHOIOTIH.

Apxirektypa KiOpe-(i3HYHHX CHCTCM CKIIAJIAE€TRCA 3 5 OCHOBHMX MOJYNIB, IO TOETHYIOThCA
[nTeprerom nacrynmoro noxomnms [3]. CxemMaTHuIo Bola Npe/icTaBicHa a pucynxy 1.

CeHcopHU MOIyTE HeoOXimgHuH 114 300py JaHHX i3 (i3HYHOTO CBITY 2a JOTIOMOTORK JATYHKIE.
OcHopHa ¢yHKUiz poboTH LLOIO MOAYIA LUe OOIBHAHICTD HABKOIMIIHBOIO CepeloBUILA, SKA
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JIOCSTAETLCS LIIAXOM nonepeausol 06pobku ganux. Buxiani nani HaJaioTLCa MOAVIIO YIPABIIHHA
JAHHMH.

Moaynb
0bpobku

IHTepHeT
HacTynHOro
NOKONIHHA

Moaynb
KepyBaHHA

AaHMK
Ki6ep csiT A

MNpuknagHwWia
Moaynb

Di3n4HWiA cBIT

BukoHaBui
MexaHiamm

CeHcopHui

- MOayNb
3BOPOTHI 3B'A30K al

Pucynoxk 1 — Apxitexrypa kibep-thiznunol cucreMu

Moiyiib KepyBaHHA JaHHMH CKIAJAeThes 3 00UHCIIOBAILHUX IIPUCTPOIB 1 HocliB indopmanii. 1le
sabezneuye Heoanopinny obpolry Jalux, Taky fK HOpPMAanizailid, 3MeHiienus wyMy, 20epiranns
JaHWX Ta eI moaioHi Gyraiil. Moayns posrngnacTees K MIiCT MDK JHHAMIYHHM cepeOBHINEM i
cepRicaMH, OCKITREKH BiH 30Mpac MaHi B JaTHHKIR 1 IepecHac ani MOIYIAM, AKI BiAMORIIAI0TE 34
obCcnyTroByBalg, BHKOPHCTOBYIOUH [1ITEpIeT HACTYNIOTO MOKOIIHII.

3aranpHo10 pHCO lHTEpHETY HACTYNHOrO MOKONIHHA € MOMKIMBICTE JUid nporpaM BuOHpartH
mngx abo MIaXu, SKHMH IXHI MAKeTH MPOXOJATE MBK KepenoM i onepkyradeM. [lei auHaMigHmii
XapakKrep iHTepHeT-cepBicy HeoOXimHuii mnia pozpodku kibep-pizmuHoi cucremu. Ha pinMiny Bin
noTouHoi apxitektypu lurepuery, e NpOTOKOIH MAPIIPYTH3IALIT 3HAXOAATL €AMHui (HaikpaiHii)
MISX MBK JBKepelloM 1 oflepskyBademM, MalDVYTHI TMPOTOKOIH MaplipyTH3amii [HTepHeTy MOBHHHI
OVIYTh HAJABATH [IPOIPAMAaM MOHJIHBICTE BHOOPY LUIAXIB.

Moaynn oGpodku 3abezneuye THnoBl (ynkiil Beiel CHCTEMH, BKIIOYAIOMH NPHANATTA pillEHb,
aHam3 3aBlaHb, pO3KIa] 3apdadk Tomio. Ilicns oTpuMaHHS MaHMX Ted MOIVIR pO3Mi3HAE Ta
HaJICHITae JIaHi 10 JTIOCTYITHHX CepRICIB.

[Tpuknaanuii MOIYNL Hafae Nesny GyHKIIONANLIICTL 118 KopHcTyRaua abo immoro moyns. Bin
MOJKEe BUKOPHCTOBYBATH JaHi 3 CCHCOPIB Ta NPHBOJIB JUIS KOHTpomo (izuunoro ceiry abo naganus
iHpopmMarii mpo Heoro. Takok MOIYTE MpH3IHAYCHWH T4 BHKOHAHHA KoopaHHAIl mid abo oOMIiny
JIAHHMH.

Bukonagul MexalliMH Ta JaTUHKH € JIBOMAa PI3UHMH  CICKTPOHHHMH [PHCTPOAMH, SKI
BAEMOMIOTE 13 (QiI3HYHHM  cepefloBHIIeM. BHkoHapdMi MexaHiZM  OTPHMYE KOMaHIH BRI
IPHKIANHOIO MOYJIA TA BHKOHYE IX.

3BopoTHii 3B 30K CIYKHTL JUIS MITIMIZaIIl oOpoDKH NaluX HIIAXOM 3B 43KY MUK JIATHHKOM 1
MPHBOIOM JI14 De3nocepeTHROTO BHKOHAHHA HeoOXiTHUX Miil.

Hactuna zabeanevenns Oe3nekH 3a CROEK CYTTIO € BAKIHBOK A Beiel cuetemu. hesmexy CPS
MOSKIA PO3TUTHTH Ha HACTYTHI TPH CTAITH:

Oeanexa indopMmopanocTi, fxka noasrae B 3abezneuenni Oe3nekn Ta TouHocTi indopMartii,
31bpanoi 3 (i3MIHOTO cepeloBHIIIA;

— TpaHcnopTHa Oeslieka, sKa TOIArae y 3anobiraHHl 3HHLIEHHK [JaHMX [ 4ac [poLeciB
nepenaui;

— (pizuvgHa Oe3mneka, MO NpelcTapnge 3 cebe mponeaypH Oezrmekn Ha cepiepax abo pododnx
CTaHLAX.
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BakIHBOIO 4ACTHHOIO B CYHACHHMX CHCTEMAX aBTOMAaTH3alll € MOHITOPHMHI 38 TEeXHIOIOTIMHHMH
mpotiecaMi. Bin MOBHHEH po3B’13yBaTH Taki 3apnannd [4]:

— 30ip TEXHOIOrYHHX JaHUX Y peajlbHOMY 4aci;

sbepexeng Ta Nonepe/Iie ONpaioBaNisi JaliX 3 BHKOPHCTAIHAM XMapHHX TEXHONOT1;

— aHaliTHIHE Ta iHTeNeKTYalhHe OTpalioBaHHA TaHHX;

— Bi3yalisallis HAKONMYEHHX JaHWX [P0 TEXHOJOrIMHI NpPOLECH 1 MOJAaHHS pPe3yibTariB
OTIPAIIoBAIII JAalHX ¥ BUIIISAII rpadiikin 1 j1arpam;

(hopMyBaHHA CHIHANIB YIPABIIHHA JUI BHKOHABYHX MCXAHI3MIB;

— OPUIHATTA YIPABIIHCHKUX PILICHb J7Is YIPABIIHHS TEXHOIOTMHUMH [POLIECaMH;

— (hopMyBaHHA 3BITIB PO CTaH TEXHOIOIYHOIO OPOLECY.

Momnrropunr mae JIB1 CKIIaJ0BI: anapaTiy Ta nporpamny.[3-7]

B amaparHy HacTHHY BXOJAThH Oe3mocepelHB0 3aco0H JINd HakomWYeHHA 1HdopMaiii mpo
TEXHOJIOIMHHUIL npollec — Japayi, a TAKOK MPHCTPOL, skl OyIyTh oTpUMYyBaTH 310pany iHdopMallito,
o0pobnsTH 11 Ta mepegaBaTH na I PIBHI ynpaeiainisg. BHKOPHCTOBYIOTLCA SIK JPOTOBI, Tak 1
0e3JpoTOR1 TEXHOMOTIT JTA B3acMOI MK TAMH KOMIOHeHTaMH. AMNapaTHi KOMIMOHEeHTH, AKi
BUKOPHCTOBYIOTh [I1s 300py Ta molepeiHbol obpodKku JaHKMX, IOBHHHI 3abe3leuyBaT po3B s3aHHs
3a/1ad y peanninoMy daci. KpiM nnoro, € me BHMOrd, ki HcoOXiIo BpaxyBaTH mijl yac BuOOpy
anapaTHHX KOMIIOHEHTIB: MacorabapHTH1 XapakTepHCTHKHM, OCKUILKH KOMI'IOTEPHI KOMIOHEHTH
MOXKYTh BYTH po3MillieHi De3nocepeHbo BUIA 1aBavis | BUKOHABMMX MEXAHI3MIB, 8 TAKOM BHCOKI
BHMOI'H [I0 CHOKHBAHOT HOTYKHOCTI, JKHUBYHOCT] Ta HaAlHHOCTL

[Tporpamma cknagoBa pimcHnsg  NOBHIHA  cTabUILHO  NIATPHMYBATH — BHCOKOHABANTAXKECHI
o0UHCNeHHd, TPaIlloBaTH 3a TIPHHITNIOM AcHHXPOHHOCTI Ta OYTH MoOYI0BaHOK 3 BHKOPHCTaHHAM
BLIKPHTOIO [IporpaMHoro 3adesneyents.|8-10)]

Pospobnsioun pimenis MoHmTopHITY, NMOTPpIOHO 3BCPIYTH YBary la BXC TOTORI amaparii Ta
MpoTpaMHi 3aco0H, OCKUTBKH po3poOIeHHA Ta BHTOTOBIEHHA HOBHX TOTpedye 3HAYHHX KOINTIB |
gacy. Ilim gac subopy KOMIOHEHTIB HeoOXITHO BpaxoBYBaTH TH(OPMAINI0 TPO TOTOBI anapaTHo-
POrpaMil KOMIOHCHTH, 1X TCXHIUH1 XapakTCPHUCTHKH, BUINOBLHICTL inTepdiciicis cranjapram,
MOSKITHBOCTI 1X MOKYITKH TOIIO.

Pospobaenns 3aco0iB MOHITOPHHATY MOBHHHO TPYHTYRATHCA Ha TAKHX TIPHHITHTIAX:

— IHTerpauii KOMII OTepHHX, KOMYHIKAIIHHUX 1 IPOrpaMHHX KOMIIOHEHTIB;

MOVILIIOCT], AKHH nepebauae BUKOpHCTAIN (YIKIIONANLIO 3aBEPUICHHX KOMIONICHTIR 3
BHXOJIOM Ha CTAaHIapTHHH HTepdelic;

— BIIKPHTOCTIL, 3a SKHM 3alpOlOHOBaHE pllleHHA lependadyae MOMKIHBOCTI HAPOLIYBAHHA Ta
OHOBIICHHA YK

— CYMICHOCTI, fKa Tepeadadac BHKOPHCTAHHA CTAHTAPTHHX TPOBITHHX 1 Oe3mpoBIIHHX
HTepdeiiciB UIA 3B A3KY MIBK KOMIIOHEHTaMH.

BukopucTanig arToOMaTH3OBAHHX CHCTCM YIPABIIHISA TCXHOJOTTHHHMH TIPOICCAMH € aKTYATRHHM
B CYyUacHHX MNUINPHEMCTBAX, TaK AK BOHH JO3BOJAIOTL NOKPAIIMTH e(eKTHBHICTL Ta SKICTL
BHPOOHHINTBA, 3HH3HTH BHTPaTH Ta 3a0esmeddTH Oe3znexy. Boke 3zapaz B Oarateox cdepax
BHKOPHCTOBYIOTH Kibep-(i3M4HI CHCTEMH, M0 MOXKYTh aHali3yBaTH Ta KOHTPOJOBATH BCl
Texnonorm npoeck. Hacrymuuwm eranom possuTky BHpobnuurea € Injyerpis 5.0 1 neit nporee
Bke He 3BopoTHIH. Ilel eranm po3BHTKY NMpoNMoHYE CTBOPHTH cHMOI03 po0OTH aBTOMATH30BAHHX
CHCTEM Ta JKOIMHH Uil OTPUMAHHA HalKpalux pesyiabraris. Takuil niaxil BUpPILIKTE npobiemy
KONKYPCHIIT Mojici Ta Mamui B BHPOOHHITRL, AKa € 3apas. AHAT3yIOuH 1I¢, MOXKIA CKazaTH, 10
BHpOOHHYY TATy3b OYIKYC IiKaBe Mail0yTHe, AKe HacTaHe MOCHTH CKOpO, B3ARINH 0 VBATH CydacHI
TeXHOMOTTT Ta MBHIKICTE TX po3suTKY.[11-13]
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AuthService.csproj

<Project Sdk="Microsoft.NET.Sdk.Web">

<PropertyGroup>

<TargetFramework>net7.0</TargetFramework>
<Nullable>enable</Nullable>
<ImplicitUsings>enable</ImplicitUsings>
<RootNamespace>MrMonitor.$(MSBuildProjectName.Replace(" "
))</RootNamespace>
<PackageId>MrMonitor.$(AssemblyName)</PackageId>
</PropertyGroup>

J
noon

<ItemGroup>

<PackageReference Include="Microsoft.AspNetCore.Authentication.JwtBearer"
Version="7.0.11" />

<PackageReference Include="MySql.EntityFrameworkCore" Version="7.0.5" />
</ItemGroup>

<ItemGroup>
<ProjectReference Include="..\Common\Common.csproj" />

</ItemGroup>

</Project>
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User.cs
namespace MrMonitor.AuthService.Models.Db;
public class User
{
public long Id { get; set; }
public string Firstname { get; set; }
public string? Lastname { get; set; }

public string Username { get; set; }

public string Password { get; set; }
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AuthDbContext.cs

using Microsoft.EntityFrameworkCore;
using MrMonitor.AuthService.Models.Db;

namespace MrMonitor.AuthService;

public class AuthDbContext : DbContext

{
public AuthDbContext(DbContextOptions<AuthDbContext> options) :
base(options)
{
Database.EnsureCreated();
}

public DbSet<User> Users { get; set; }

protected override void OnModelCreating(ModelBuilder modelBuilder)

{
modelBuilder.Entity<User>().HasKey(u => u.Id);

o

modelBuilder.Entity<User>().Property(u =>
modelBuilder.Entity<User>().HasIndex(u =>

.Username).IsRequired();
.Username).IsUnique();

[

modelBuilder.Entity<User>().Property(u => u.Firstname).IsRequired();
modelBuilder.Entity<User>().Property(u =>
u.Lastname).HasDefaultValue(null);

modelBuilder.Entity<User>().Property(u => u.Password).IsRequired();
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UserStore.cs

using Common.Models;

using MrMonitor.AuthService.Models.Db;
using Microsoft.EntityFrameworkCore;
using System.Linqg.Expressions;

using MrMonitor.AuthService.Enums;

namespace MrMonitor.AuthService.Stores;

public class UserStore : IUserStore

{

private const string UserAlreadyExistsMessagePattern = "User with username
'{0}' already exists.";

private const string UserNotFoundMessage = "User not found.";

private readonly AuthDbContext _dbContext;

public UserStore(AuthDbContext dbContext)
{

_dbContext = dbContext ?? throw new
ArgumentNullException(nameof (dbContext));

}
public async Task<Result> AddUserAsync(User user)
{

ArgumentNullException.ThrowIfNull(user);

try

{

var findUserResult = await FindUserByUsernameAsync(user.Username);

if (findUserResult.IsSuccess)
{
return Result.FromFail(
(int)ResultStatus.UserAlreadyExists,
string.Format(UserAlreadyExistsMessagePattern,
user.Username));

}

await _dbContext.Users.AddAsync(user);
await _dbContext.SaveChangesAsync();

return Result.FromSuccess();

}

catch (Exception e)

{

return Result.FromFail((int)ResultStatus.ProcessingError,
e.Message);
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public async Task<Result> UpdateUserAsync(User updatedUser)

{
ArgumentNullException.ThrowIfNull(updatedUser);

try

{
var findUserResult = await FindUserByIdAsync(updatedUser.Id);

if (!findUserResult.IsSuccess)
{
return Result.FromFail(findUserResult.Status.Value,
findUserResult.Message);

}

var user = findUserResult.Entity;

findUserResult = await
FindUserByUsernameAsync (updatedUser.Username);

if (!findUserResult.IsSuccess && findUserResult.Status !=
(int)ResultStatus.UserNotFound)
{
return Result.FromFail(findUserResult.Status.Value,
findUserResult.Message);

}

if (findUserResult.IsSuccess && user.Id !=
findUserResult.Entity.Id)
{
return Result.FromFail(
(int)ResultStatus.UserAlreadyExists,
string.Format(UserAlreadyExistsMessagePattern,
user.Username));

}

_dbContext.Entry(user).CurrentValues.SetValues(updatedUser);
_dbContext.Entry(user).Property(x => x.Password).IsModified =
false;

await _dbContext.SaveChangesAsync();

return Result.FromSuccess();

}

catch (Exception e)

{

return Result.FromFail((int)ResultStatus.ProcessingError,
e.Message);

}
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public async Task<Result> ChangeUserPasswordAsync(long? userld, string
newPassword)

{
ArgumentNullException.ThrowIfNull(userId);

ArgumentException.ThrowIfNullOrEmpty(newPassword);

try

{
var findUserResult = await FindUserByIdAsync(userlId);

if (!findUserResult.IsSuccess)

{

return Result.FromFail(findUserResult.Status.Value,
findUserResult.Message);

}

findUserResult.Entity.Password = newPassword;
await _dbContext.SaveChangesAsync();

return Result.FromSuccess();

}

catch (Exception e)

{

return Result.FromFail((int)ResultStatus.ProcessingError,
e.Message);

}

public async Task<Result<User>> FindUserByUsernameAsync(string username)

{
ArgumentException.ThrowIfNullOrEmpty(username);

return await FindUserAsync(u => u.Username == username);

public async Task<Result<User>> FindUserByIdAsync(long? userId)

{
ArgumentNullException.ThrowIfNull(userId);

return await FindUserAsync(u => u.Id == userld);

private async Task<Result<User>> FindUserAsync(Expression<Func<User, bool>>
predicate)

{
try

{

var user = await _dbContext.Users.FirstOrDefaultAsync(predicate);
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if (user == null)
{
return Result<User>.FromFail((int)ResultStatus.UserNotFound,
UserNotFoundMessage);

}

return Result<User>.FromSuccess(user);
}
catch (Exception e)
{

return Result<User>.FromFail((int)ResultStatus.ProcessingError,
e.Message);

}
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AuthController.cs

using System.Text;

using System.Security.Claims;

using System.IdentityModel.Tokens.Jwt;

using Microsoft.AspNetCore.Mvc;

using Microsoft.IdentityModel.Tokens;

using MrMonitor.AuthService.Models.Db;

using MrMonitor.AuthService.Stores;

using MrMonitor.Common.Options;

using Microsoft.AspNetCore.Authorization;
using MrMonitor.AuthService.Models.Requests;
using MrMonitor.AuthService.Models.Responses;
using System.ComponentModel.DataAnnotations;
using MrMonitor.AuthService.Enums;

namespace MrMonitor.AuthService.Controllers;
[ApiController]

[Route("[controller]™)]
public class AuthController : Controller

{

private const string InvalidUserCredentialsMessage = "Invalid username or
password.";

private const string UnauthorizedMessage = "Unauthorized.";

private const string BadJwtTokenErrorMessage = "Bad JWT token. Please
relogin.";

private const string ServerErrorMessage = "Server error.";

private readonly IUserStore _userStore;
private readonly AuthOptions _authOptions;

public AuthController(IUserStore userStore, AuthOptions
jwtAuthConfiguration)

{

_userStore = userStore;

_authOptions = jwtAuthConfiguration;
}
[HttpPost]

[Route("login™)]
public async Task<IActionResult> LoginAsync(
[FromBody, Required] LoginRequest request)

var findUserResult = await
_userStore.FindUserByUsernameAsync(request.Username);

if (!findUserResult.IsSuccess)

{
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return findUserResult.Status == (int)ResultStatus.UserNotFound
? Unauthorized(InvalidUserCredentialsMessage)
: StatusCode(StatusCodes.Status500InternalServerError,
ServerErrorMessage);

}
return findUserResult.Entity.Password != request.Password
? Unauthorized(InvalidUserCredentialsMessage)
. Ok(GetJwtToken(findUserResult.Entity));
}
[HttpPut]

[Route("createAccount™)]
public async Task<IActionResult> CreateAccountAsync(
[FromBody, Required] CreateAccountRequest request)

var newUser = new User
Username = request.Username,
Firstname = request.Firstname,
Lastname = request.Lastname,
Password = request.Password

s

var addUserResult = await _userStore.AddUserAsync(newUser);

if (addUserResult.IsSuccess)

{
return Ok(GetJwtToken(newUser));

return addUserResult.Status == (int)ResultStatus.UserAlreadyExists
? BadRequest(addUserResult.Message)
. StatusCode(StatusCodes.Status500InternalServerError,
ServerErrorMessage);

}

[Authorize]

[HttpPut]

[Route("updateUserInfo")]

public async Task<IActionResult> UpdateUserInfoAsync(
[FromBody, Required] UpdateUserInfoRequest request)

var userId = GetUserIdFromClaims();
if (l!userId.HasValue)

{

return BadRequest(BadJwtTokenErrorMessage);

var updatedUser = new User
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{
Id = userId.Value,
Username = request.Username,
Firstname = request.Firstname,
Lastname = request.Lastname

}s

var updateUserResult = await _userStore.UpdateUserAsync(updatedUser);

if (updateUserResult.IsSuccess)

{
return 0k();

return updateUserResult.Status switch

{
(int)ResultStatus.UserAlreadyExists =>

BadRequest (updateUserResult.Message),

(int)ResultStatus.UserNotFound =>
NotFound(updateUserResult.Message),

_ => StatusCode(StatusCodes.Status500InternalServerError,
ServerErrorMessage)

}s

[Authorize]

[HttpPut]

[Route("changePassword") ]

public async Task<IActionResult> ChangeUserPasswordAsync(
[FromBody, Required] ChangeUserPasswordRequest request)

var userId = GetUserIdFromClaims();

if (luserId.HasValue)
{

return BadRequest(BadJIwtTokenErrorMessage);

var findUserResult = await _userStore.FindUserByIdAsync(userld);

if (!findUserResult.IsSuccess)

{
return findUserResult.Status == (int)ResultStatus.UserNotFound

? NotFound(findUserResult.Message)
. StatusCode(StatusCodes.Status500InternalServerError,
ServerErrorMessage);

}

if (findUserResult.Entity.Password != request.Password)
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return Unauthorized(UnauthorizedMessage);

var changeUserPasswordResult = await _userStore
.ChangeUserPasswordAsync(userId.Value, request.NewPassword);

if (changeUserPasswordResult.IsSuccess)

{
return 0k();

return StatusCode(StatusCodes.Status500InternalServerError,
ServerErrorMessage);

}

[Authorize]

[HttpGet]

[Route("getMe")]

public async Task<IActionResult> GetMeAsync()

{

var userId = GetUserIdFromClaims();

if (luserId.HasValue)
{

return BadRequest(BadJwtTokenErrorMessage);

var findUserResult = await _userStore.FindUserByIdAsync(userld);

if (findUserResult.IsSuccess)

{

var user = findUserResult.Entity;

return Ok(new GetMeResponse()

{
UserId = user.Id,
Username = user.Username,
Firstname = user.Firstname,
Lastname = user.Lastname

1)

return findUserResult.Status == (int)ResultStatus.UserNotFound
? NotFound(findUserResult.Message)
. StatusCode(StatusCodes.Status500InternalServerError,
ServerErrorMessage);

}

private string GetJwtToken(User user)

{
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var tokenHandler = new JwtSecurityTokenHandler();

var token = tokenHandler.CreateToken(new SecurityTokenDescriptor

{
Subject = new ClaimsIdentity(new[]
{
new Claim("userId", user.Id.ToString())
3>
Expires = DateTime.UtcNow.AddDays(14),
Issuer = _authOptions.Issuer,
Audience = _authOptions.Audience,
SigningCredentials = new SigningCredentials(

new
SymmetricSecurityKey(Encoding.UTF8.GetBytes(_authOptions.SecretKey)),
SecurityAlgorithms.HmacSha512Signature)

3
return tokenHandler.WriteToken(token);
}
private long? GetUserIdFromClaims()
{
var userIdClaim = User.Claims.FirstOrDefault(x => x.Type == "userId");
long userlId;
if (userIdClaim == null || !long.TryParse(userIdClaim.Value, out
userId))
{
return null;
}
return long.Parse(userIdClaim.Value);
}
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ServiceCollectionExtension.cs

using Microsoft.EntityFrameworkCore;
using MrMonitor.Common.Options;
using MrMonitor.AuthService.Stores;

namespace MrMonitor.AuthService.Extensions;

public static class ServiceCollectionExtension

{
public static IServiceCollection AddAuthDbContext(this IServiceCollection
services, IConfiguration configuration)

{
ArgumentNullException.ThrowIfNull(services);
ArgumentNullException.ThrowIfNull(configuration);
services.AddDbContext<AuthDbContext>(options =>
{
options.UseMySQL(configuration.Get<DatabaseOptions>().ConnectionStr
ing);
1
return services;
}

public static IServiceCollection AddAuthStores(this IServiceCollection
services)

{
ArgumentNullException.ThrowIfNull(services);
services.AddScoped<IUserStore, UserStore>();
return services;

}

public static IServiceCollection AddAuthOptions(this IServiceCollection
services, IConfiguration configuration)

{ ArgumentNullException.ThrowIfNull(services);
ArgumentNullException.ThrowIfNull(configuration);
var authOptions = configuration.Get<AuthOptions>();
services.AddSingleton(authOptions);
return services;

}
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WorkerService.csproj

<Project Sdk="Microsoft.NET.Sdk.Web">

<PropertyGroup>
<TargetFramework>net7.0</TargetFramework>
<Nullable>enable</Nullable>
<ImplicitUsings>enable</ImplicitUsings>
</PropertyGroup>

<ItemGroup>
<PackageReference Include="Microsoft.EntityFrameworkCore" Version="7.0.12"
/>
<PackageReference Include="MySql.EntityFrameworkCore" Version="7.0.5" />
<PackageReference Include="Redis.OM" Version="0.6.1" />
</ItemGroup>

<ItemGroup>
<ProjectReference Include="..\Common\Common.csproj" />

</ItemGroup>

</Project>
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WorkNode.cs

namespace MrMonitor.WorkerService.Models.Db;

public class WorkNode

{

public

public

public

public

public

long Id { get; set; }

string Name { get; set; }

string Token { get; set; }

ICollection<UserWorkNode> UserWorkNodes { get; set; }

ICollection<WorkNodeStateData> WorkNodeStateData { get; set; }
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UserWorkNode.cs

using MrMonitor.WorkerService.Enums;

namespace MrMonitor.WorkerService.Models.Db;

public class UserWorkNode

{

public long Id { get; set; }

public long WorkNodeId { get; set; }

public long UserId { get; set; }

public WorkNodePermission Permission { get; set; }
public WorkNode WorkNode { get; set; }

public ICollection<Message> Messages { get; set; }
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WorkNodeStateData.cs

namespace MrMonitor.WorkerService.Models.Db;

public class WorkNodeStateData

{

public
public
public
public
public
public

public

long Id { get; set; }

long WorkNodeId { get; set; }

string Key { get; set; }

int EntriesCount { get; set; }

string Data { get; set; }

DateTime CreatedDateTime { get; set; }

WorkNode WorkNode { get; set; }
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Message.cs

using MrMonitor.WorkerService.Enums;
namespace MrMonitor.WorkerService.Models.Db;
public class Message
{
public long Id { get; set; }
public long UserWorkNodeId { get; set; }
public SenderType SenderType { get; set; }
public DateTime DateTime { get; set; }

public UserWorkNode UserWorkNode { get; set; }

public ICollection<MessageContent> Contents { get; set; }
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MessageContent.cs

using MrMonitor.WorkerService.Enums;
namespace MrMonitor.WorkerService.Models.Db;
public class MessageContent
{
public long Id { get; set; }
public long Messageld { get; set; }
public MessageContentType Type { get; set; }

public string Data { get; set; }

public Message Message { get; set; }
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WorkNodeState.cs

using Redis.OM.Modeling;

namespace MrMonitor.WorkerService.Models.Rdb
{

[Document(StorageType = StorageType.Json, Prefixes = new[] {
"WorkNodeState" })]

public class WorkNodeState

{
[RedisIdField]
[Indexed]
public string? Id { get; set; }
[Indexed]
public long WorkNodeId { get; set; }
[Indexed]
public string? Key { get; set; }
[Indexed]
public float Value { get; set; }
[Indexed(Sortable = true)]
public DateTime DateTime { get; set; }
}
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WorkerDbContext.cs

using Microsoft.EntityFrameworkCore;
using MrMonitor.WorkerService.Models.Db;

namespace MrMonitor.WorkerService;

public class WorkerDbContext : DbContext

{
public WorkerDbContext(DbContextOptions<WorkerDbContext> options) :
base(options)
{
try
{
Database.EnsureCreated();
}
catch { }
}

public DbSet<WorkNode> WorkNodes { get; set; }

public DbSet<WorkNodeStateData> WorkNodeStateData { get; set; }
public DbSet<UserWorkNode> UserWorkNodes { get; set; }

public DbSet<Message> Messages { get; set; }

public DbSet<MessageContent> MessageContents { get; set; }

protected override void OnModelCreating(ModelBuilder modelBuilder)
{
modelBuilder.Entity<WorkNode>().HasKey(e => e.Id);
modelBuilder.Entity<WorkNode>().HasIndex(e => e.Token).IsUnique();
modelBuilder.Entity<WorkNode>().HasMany(e => e.UserWorkNodes).WithOne(e
=> e.WorkNode);
modelBuilder.Entity<WorkNode>().HasMany(e =>
e.WorkNodeStateData).WithOne(e => e.WorkNode);

modelBuilder.Entity<UserWorkNode>().HasKey(e => e.Id);

modelBuilder.Entity<UserWorkNode>().HasIndex(e => new { e.WorkNodeld,
e.Userld }).IsUnique();

modelBuilder.Entity<UseriWorkNode>().HasMany(e => e.Messages).WithOne(e
=> e.UserWorkNode);

modelBuilder.Entity<UseriWorkNode>().Property(e =>
e.Permission).HasConversion<int>();

modelBuilder.Entity<WorkNodeStateData>().HasKey(e => e.Id);

modelBuilder.Entity<Message>().HasKey(e => e.Id);
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modelBuilder.Entity<Message>().HasMany(e => e.Contents).WithOne(e =>

e.Message);

modelBuilder.Entity<Message>().Property(e =>

e.SenderType) .HasConversion<int>();

modelBuilder.Entity<MessageContent>().HasKey(e => e.Id);
modelBuilder.Entity<MessageContent>().Property(e =>

e.Type).HasConversion<int>();

}
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ChatStore.cs

using Common.Models;

using Microsoft.EntityFrameworkCore;
using MrMonitor.WorkerService.Enums;
using MrMonitor.WorkerService.Models.Db;
using Redis.OM;

namespace MrMonitor.WorkerService.Stores;

public class ChatStore : IChatStore
{

private readonly WorkerDbContext _dbContext;

public ChatStore(WorkerDbContext dbContext)
{

_dbContext = dbContext ?? throw new
ArgumentNullException(nameof(dbContext));

}

public async Task<Result> AddMessageAsync(Message message)

{
ArgumentNullException.ThrowIfNull(message);

try
{

await _dbContext.Messages.AddAsync(message);
await _dbContext.SaveChangesAsync();

return Result.FromSuccess();

}

catch (Exception e)

{
return Result.FromFail((int)ResultStatus.ProcessingError,
e.Message);

}

public async Task<Result<ICollection<Message>>> GetUserMessagesAsync(long?
userWorkNodeId, int count = 1, int offset = 9)

{
ArgumentNullException.ThrowIfNull(userWorkNodeId);

if (count < 1)
{

throw new ArgumentException(null, nameof(count));

if (offset < 0)




113

{
throw new ArgumentException(null, nameof(offset));
}
try
{
return Result<ICollection<Message>>.FromSuccess(
await _dbContext.Messages
.Include(x => x.Contents)
.Where(x => x.UserWorkNodeId == userWorkNodeId)
.OrderByDescending(x => x.DateTime)
.Skip(offset)
.Take(count)
.ToListAsync());
}
catch (Exception e)
{

return
Result<ICollection<Message>>.FromFail((int)ResultStatus.ProcessingError,
e.Message);

}
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WorkNodeStore.cs

using Common.Models;

using Microsoft.EntityFrameworkCore;
using MrMonitor.WorkerService.Enums;
using MrMonitor.WorkerService.Models.Db;
using MrMonitor.WorkerService.Models.Rdb;
using Redis.OM;

using System.Ling;

using System.Text.Json;

namespace MrMonitor.WorkerService.Stores;

public class WorkNodeStore : IWorkNodeStore

{
private const string WorkNodeNotFoundMessage = "Work node not found.";
private const int MaxWorkNodeStateBatchSize = 100;

private readonly WorkerDbContext _dbContext;
private readonly RedisConnectionProvider _redisConnectionProvider;

public WorkNodeStore(WorkerDbContext dbContext, RedisConnectionProvider
redisConnectionProvider)
{
_dbContext = dbContext ?? throw new
ArgumentNullException(nameof(dbContext));
_redisConnectionProvider = redisConnectionProvider ?? throw new
ArgumentNullException(nameof(redisConnectionProvider));

}

public async Task<Result> CreateWorkNodeAsync(string name, long? creatorId)
{
ArgumentException.ThrowIfNullOrEmpty(name);
ArgumentNullException.ThrowIfNull(creatorId);

try
{
var workNode = new WorkNode
{
Name = name,
Token = GenerateWorkNodeToken(),
UserWorkNodes = new []

{
new UserWorkNode
{
UserId = creatorld.Value,
Permission = WorkNodePermission.Creator
}
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1

await _dbContext.WorkNodes.AddAsync(workNode);
await _dbContext.SaveChangesAsync();

return Result.FromSuccess();

}

catch (Exception e)

{

return Result.FromFail((int)ResultStatus.ProcessingError,
e.Message);

}

public async Task<Result> ChangeWorkNodeNameAsync(string name, long?
workNodeId)

{
ArgumentException.ThrowIfNullOrEmpty(name);

ArgumentNullException.ThrowIfNull(workNodeId);

try

{
var findWorkNodeResult = await FindWorkNodeAsync(workNodeId);

if (!findWorkNodeResult.IsSuccess)
{

return Result.FromFail(findWorkNodeResult.Status.Value,
findWorkNodeResult.Message);

}

findWorkNodeResult.Entity.Name = name;
await _dbContext.SaveChangesAsync();

return Result.FromSuccess();

}

catch (Exception e)

{

return Result.FromFail((int)ResultStatus.ProcessingError,
e.Message);

}

public async Task<Result<string>> GetWorkNodeTokenAsync(long? workNodeId)

{
ArgumentNullException.ThrowIfNull(workNodeId);

try

{
var findWorkNodeResult = await FindWorkNodeAsync(workNodeld);
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if (!findWorkNodeResult.IsSuccess)
{

return Result<string>.FromFail(findWorkNodeResult.Status.Value,
findWorkNodeResult.Message);

}

return Result<string>.FromSuccess(findWorkNodeResult.Entity.Token);
}
catch (Exception e)
{

return Result<string>.FromFail((int)ResultStatus.ProcessingError,
e.Message);

}

public async Task<Result> ResetWorkNodeTokenAsync(long? workNodeId)

{
ArgumentNullException.ThrowIfNull(workNodeId);

try

{
var findWorkNodeResult = await FindWorkNodeAsync(workNodeld);

if (!findWorkNodeResult.IsSuccess)

{
return Result.FromFail(findWorkNodeResult.Status.Value,

findWorkNodeResult.Message);
}

findWorkNodeResult.Entity.Token = GenerateWorkNodeToken();
await _dbContext.SaveChangesAsync();

return Result.FromSuccess();

}

catch (Exception e)

{

return Result.FromFail((int)ResultStatus.ProcessingError,
e.Message);

}

public async Task<Result> RemoveWorkNodeAsync(long? workNodeId)

{
ArgumentNullException.ThrowIfNull(workNodeId);

try

{
var findWorkNodeResult = await FindWorkNodeAsync(workNodeId);

if (!findWorkNodeResult.IsSuccess)




117

return Result.FromFail(findWorkNodeResult.Status.Value,
findWorkNodeResult.Message);

}

_dbContext.WorkNodes.Remove(findWorkNodeResult.Entity);
await _dbContext.SaveChangesAsync();

return Result.FromSuccess();

}

catch (Exception e)

{

return Result.FromFail((int)ResultStatus.ProcessingError,
e.Message);

}

public async Task<Result<WorkNode>> FindWorkNodeAsync(long? workNodeId)

{
ArgumentNullException.ThrowIfNull(workNodeId);

try
{
var workNode = await _dbContext.WorkNodes
.FirstOrDefaultAsync(x => x.Id == workNodeId);

if (workNode == null)
{
return
Result<WorkNode>.FromFail((int)ResultStatus.WorkNodeNotFound,
WorkNodeNotFoundMessage);

}

return Result<WorkNode>.FromSuccess(workNode);
}
catch (Exception e)
{

return Result<WorkNode>.FromFail((int)ResultStatus.ProcessingError,
e.Message);

}

public async Task<Result<WorkNode>> FindWorkNodeAsync(string token)

{
ArgumentException.ThrowIfNullOrEmpty(token);

try
{

var workNode = await _dbContext.WorkNodes
.FirstOrDefaultAsync(x => x.Token == token);
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if (workNode == null)
{
return
Result<WorkNode>.FromFail((int)ResultStatus.WorkNodeNotFound,
WorkNodeNotFoundMessage) ;

}

return Result<WorkNode>.FromSuccess(workNode);
}
catch (Exception e)
{

return Result<WorkNode>.FromFail((int)ResultStatus.ProcessingError,
e.Message);

}

public async Task<Result<UserWorkNode>> GetUserWorkNodeAsync(long? userId,
long workNodeId)

{
ArgumentNullException.ThrowIfNull(userId);

ArgumentNullException.ThrowIfNull(workNodeId);

try
{

var workNode = await _dbContext.UserWorkNodes.FirstOrDefaultAsync(x
x.UserId == userId && x.WorkNodeId == workNodeld);

if (workNode == null)
{

return

Result<UserWorkNode>.FromFail((int)ResultStatus.WorkNodeNotFound,
WorkNodeNotFoundMessage);

}

return Result<UserWorkNode>.FromSuccess(workNode);

}

catch (Exception e)

{

return
Result<UserWorkNode>.FromFail((int)ResultStatus.ProcessingError, e.Message);

}

public async Task<Result<ICollection<UserWorkNode>>>
GetUserWorkNodesAsync(long? userId)

{
ArgumentNullException.ThrowIfNull(userId);

try
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{
return Result<ICollection<UserWorkNode>>.FromSuccess(
await _dbContext.UserWorkNodes

.Include(x => x.WorkNode)
.Where(x => x.UserId == userId)
.ToListAsync());

}

catch (Exception e)

{

return

Result<ICollection<UserWorkNode>>.FromFail((int)ResultStatus.ProcessingError,
e.Message);

}

public async Task<Result<ICollection<long>>> GetWorkNodeUserIdsAsync(long?
workNodeId)

{
ArgumentNullException.ThrowIfNull(workNodeId);

try
{
return Result<ICollection<long>>.FromSuccess(
await _dbContext.UserWorkNodes
.Where(x => x.WorkNodeId == workNodeId)
.Select(x => x.UserId)

.ToListAsync());
}
catch (Exception e)
{

return

Result<ICollection<long>>.FromFail((int)ResultStatus.ProcessingError,
e.Message);

}

public async Task<Result> StoreWorkNodeStateDataAsync(long? workNodeId,
string key, ICollection<WorkNodeState> states)

{
ArgumentNullException.ThrowIfNull(workNodeId);
ArgumentException.ThrowIfNullOrEmpty(key);
ArgumentNullException.ThrowIfNull(states);

if (!states.Any())
{

return Result.FromSuccess();

try
{

var findWorkNodeResult = await FindWorkNodeAsync(workNodeld);
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if (!findWorkNodeResult.IsSuccess)

{
return Result.FromFail(findWorkNodeResult.Status.Value,

findWorkNodeResult.Message);
}

var nonCompleteBatch = await _dbContext.WorkNodeStateData
.Where(x => x.WorkNodeId == workNodeId && x.EntriesCount <
MaxWorkNodeStateBatchSize)
.OrderByDescending(x => x.CreatedDateTime)
.FirstOrDefaultAsync();

var sortedStackStates = new
Stack<WorkNodeState>(states.OrderByDescending(x => x.DateTime));

if (nonCompleteBatch != null)
{

var nonCompleteBatchData = JsonSerializer
.Deserialize<List<WorkNodeState>>(nonCompleteBatch.Data);

var leftCount = MaxWorkNodeStateBatchSize -
nonCompleteBatchData.Count;

for (int i = @; i < leftCount && sortedStackStates.Count > 9;
i++)

nonCompleteBatchData.Add(sortedStackStates.Pop());
nonCompleteBatch.EntriesCount = nonCompleteBatchData.Count;

nonCompleteBatch.Data = JsonSerializer.Serialize(
nonCompleteBatchData.OrderByDescending(x => x.DateTime));

}
while (true)
{
if (!sortedStackStates.Any())
{
await _dbContext.SaveChangesAsync();
return Result.FromSuccess();
}

var batchData = new List<WorkNodeState>();

for (int 1 = ©; i < MaxWorkNodeStateBatchSize &&
sortedStackStates.Count > 9; i++)

{
batchData.Add(sortedStackStates.Pop());
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await _dbContext.WorkNodeStateData.AddAsync(new

WorkNodeStateData
{
WorkNodeId = workNodeld.Value,
Key = key,
EntriesCount = batchData.Count(),
Data = JsonSerializer.Serialize(
batchData.OrderByDescending(x => x.DateTime)),
CreatedDateTime = DateTime.UtcNow
3
}
¥
catch (Exception e)
{
return Result.FromFail((int)ResultStatus.ProcessingError,
e.Message);
¥
}

public async Task<Result<ICollection<WorkNodeState>>>
GetWorkNodeStateDataAsync(long? workNodeId, string key, int count, int offset)

{
ArgumentNullException.ThrowIfNull(workNodeId);

ArgumentException.ThrowIfNullOrEmpty(key);

if (count < 1)
{

throw new ArgumentException(null, nameof(count));

if (offset < 0)
{

throw new ArgumentException(null, nameof(offset));

try
{
var redisCollection =
_redisConnectionProvider.RedisCollection<WorkNodeState>();

var redisWorkNodeStatesCount = await redisCollection
.CountAsync(x => x.WorkNodeId == workNodeld);

var workNodeStates = (List<WorkNodeState>)await redisCollection
.Where(x => x.WorkNodeId == workNodeId && x.Key == key)
.OrderByDescending(x => x.DateTime)
.Skip(offset)
.Take(count)
.ToListAsync();
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if (count <= redisWorkNodeStatesCount - offset)

{
return
Result<ICollection<WorkNodeState>>.FromSuccess(workNodeStates);
}

var lastWorkNodeStatesBatch = await _dbContext.WorkNodeStateData
.Where(x => x.WorkNodeId == workNodeId && x.Key == key)
.OrderByDescending(x => x.CreatedDateTime)
.FirstOrDefaultAsync();

if (lastWorkNodeStatesBatch == null)

{
return
Result<ICollection<WorkNodeState>>.FromSuccess(workNodeStates);
}

var dbOffset = offset > redisWorkNodeStatesCount
? offset - redisWorkNodeStatesCount
. 0;

var dbCount = count - workNodeStates.Count;

var offsetHistory = 0;

if (dbOffset >= lastWorkNodeStatesBatch.EntriesCount)

{
dbOffset -= lastWorkNodeStatesBatch.EntriesCount;
offsetHistory += dbOffset / MaxWorkNodeStateBatchSize;
dbOffset -= offsetHistory * MaxWorkNodeStateBatchSize;
offsetHistory++;

}

var historyCount = 0;

if (offsetHistory == 0)

{
historyCount = 1 + (int)Math.Ceiling(
(dbCount - (lastWorkNodeStatesBatch.EntriesCount -
dbOffset)) /
(double)MaxWorkNodeStateBatchSize);
¥
else
{
historyCount = (int)Math.Ceiling(
(dbCount + dbOffset) /
(double)MaxWorkNodeStateBatchSize);
¥

var workNodeStatesHistory = await _dbContext.WorkNodeStateData
.Where(x => x.WorkNodeId == workNodeId && x.Key == key)
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.OrderByDescending(x => x.CreatedDateTime)
.Skip(offsetHistory)

.Take(historyCount)

.ToListAsync();

foreach (var historyData in workNodeStatesHistory)

{
workNodeStates.AddRange(JsonSerializer
.Deserialize<ICollection<WorkNodeState>>(historyData.Data))
5
}
if (!workNodeStates.Any())
{
Result<ICollection<WorkNodeState>>.FromSuccess(workNodeStates);
}
return

Result<ICollection<WorkNodeState>>.FromSuccess(workNodeStates
.OrderByDescending(x => x.DateTime)

.Skip(dbOffset)
.Take(dbCount)
.ToList());
}
catch (Exception e)
{
return

Result<ICollection<WorkNodeState>>.FromFail((int)ResultStatus.ProcessingError,
e.Message);

}

private string GenerateWorkNodeToken() =>
Guid.NewGuid().ToString().Replace("-", string.Empty);

}
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WorkerController.cs

using System.Text;

using System.Security.Claims;

using System.IdentityModel.Tokens.Jwt;

using System.ComponentModel.DataAnnotations;
using MrMonitor.Common.Options;

using MrMonitor.WorkerService.Enums;

using MrMonitor.WorkerService.Models.Requests;
using MrMonitor.WorkerService.Models.Responses;
using Microsoft.AspNetCore.Mvc;

using Microsoft.AspNetCore.Authorization;
using Microsoft.IdentityModel.Tokens;

using MrMonitor.WorkerService.Stores;

using MrMonitor.WorkerService.Models;

namespace MrMonitor.WorkerService.Controllers;

[ApiController]
[Route("[controller]™)]
public class WorkerController : Controller

{

private const string BadJwtTokenMessage "Bad JWT token. Please relogin.";
private const string ServerErrorMessage = "Server error.";

private readonly IChatStore _chatStore;
private readonly IWorkNodeStore _workNodeStore;
private readonly AuthOptions _authOptions;

public WorkerController(IChatStore chatStore, IWorkNodeStore workNodeStore,
AuthOptions jwtAuthConfiguration)
{
_chatStore = chatStore;
_workNodeStore = workNodeStore;
_authOptions = jwtAuthConfiguration;

[Authorize]

[HttpPut]

[Route("createWorkNode/{workNodeName}") ]

public async Task<IActionResult> CreateWorkNode(
[MinLength(3), MaxLength(50)] string workNodeName)

var userId = GetUserIdFromClaims();
if (luserId.HasValue)

{
return BadRequest(BadJwtTokenMessage);
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var createWorkNodeResult = await
_workNodeStore.CreateWorkNodeAsync(workNodeName, userId);

if (createWorkNodeResult.IsSuccess)

{
return 0Ok();

return StatusCode(StatusCodes.Status500InternalServerError);

[Authorize]

[HttpPut]

[Route("updateWorkNodeInfo")]

public async Task<IActionResult> UpdateWorkNodeInfo(
[FromBody, Required] UpdateWorkNodeInfoRequest request)

var userId = GetUserIdFromClaims();

if (luserId.HasValue)

{
return BadRequest(BadJwtTokenMessage);

var updateWorkNodeInfoResult = await _workNodeStore
.ChangeWorkNodeNameAsync (request.WorkNodeName, request.WorkNodeld);

if (updateWorkNodeInfoResult.IsSuccess)

{
return 0k();

return updateWorkNodeInfoResult.Status ==
(int)ResultStatus.WorkNodeNotFound
? NotFound(updateWorkNodeInfoResult.Message)
: StatusCode(StatusCodes.Status500InternalServerError);

[Authorize]

[HttpGet]

[Route("getWorkNodeToken/{workNodeId}")]

public async Task<IActionResult> GetWorkNodeToken(long workNodeId)

{

var userId = GetUserIdFromClaims();

if (luserId.HasValue)

{
return BadRequest(BadJwtTokenMessage);
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var getWorkNodeTokenResult = await
_workNodeStore.GetWorkNodeTokenAsync(workNodeId);

if (getWorkNodeTokenResult.IsSuccess)

{
return Ok(getWorkNodeTokenResult.Entity);

return getWorkNodeTokenResult.Status ==
(int)ResultStatus.WorkNodeNotFound
? NotFound(getWorkNodeTokenResult.Message)
. StatusCode(StatusCodes.Status500InternalServerError);

[Authorize]

[HttpPost]

[Route("resetWorkNodeToken/{workNodeId}")]

public async Task<IActionResult> ResetWorkNodeToken(long workNodeId)
{

var userId = GetUserIdFromClaims();

if (l!userId.HasValue)

{
return BadRequest(BadJwtTokenMessage);

var resetWorkNodeTokenResult = await
_workNodeStore.ResetWorkNodeTokenAsync(workNodeId);

if (resetWorkNodeTokenResult.IsSuccess)

{
return 0k();

return resetWorkNodeTokenResult.Status ==
(int)ResultStatus.WorkNodeNotFound
? NotFound(resetWorkNodeTokenResult.Message)
: StatusCode(StatusCodes.Status500InternalServerError);

[Authorize]

[HttpDelete]

[Route("deleteWorkNode/{workNodeId}")]

public async Task<IActionResult> DeleteWorkNode(long workNodeId)
{

var userId = GetUserIdFromClaims();

if (l!userId.HasValue)

{
return BadRequest(BadJwtTokenMessage);
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var removelWorkNodeResult = await
_workNodeStore.RemoveWorkNodeAsync (workNodeId);

if (removeWorkNodeResult.IsSuccess)

{
return 0Ok();

return removeWorkNodeResult.Status ==
(int)ResultStatus.WorkNodeNotFound
? NotFound(removeWorkNodeResult.Message)
: StatusCode(StatusCodes.Status500InternalServerError);

[Authorize]

[HttpGet]

[Route("getUserWorkNodes")]

public async Task<IActionResult> GetUserWorkNodes()

{

var userId = GetUserIdFromClaims();
if (luserId.HasValue)

{
return BadRequest(BadJwtTokenMessage);

var getUserWorkNodesResult = await
_workNodeStore.GetUserWorkNodesAsync(userId.Value);

if (getUserWorkNodesResult.IsSuccess)

{ return Ok(new GetUserWorkNodesResponse
{
Values = getUserWorkNodesResult.Entity
.Select(x => new WorkNodeInfo
{
WorkNodeId = x.WorkNode.Id,
WorkNodeName = x.WorkNode.Name
b
.ToList()
3
¥
return StatusCode(StatusCodes.Status500InternalServerError);
}
[HttpGet]

[Route("getWorkNodeAccessToken/{token}")]
public async Task<IActionResult> GetWorkNodeAccessToken(string token)

{
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var findWorkNodeResult = await _workNodeStore.FindWorkNodeAsync(token);

if (!findWorkNodeResult.IsSuccess)
{
return findWorkNodeResult.Status ==
(int)ResultStatus.WorkNodeNotFound
? NotFound(findWorkNodeResult.Message)
: StatusCode(StatusCodes.Status500InternalServerError,
ServerErrorMessage);

}

var tokenHandler = new JwtSecurityTokenHandler();

var accessToken = tokenHandler.CreateToken(new SecurityTokenDescriptor

{
Subject = new ClaimsIdentity(new[]

{

new Claim("workNodeId",
findWorkNodeResult.Entity.Id.ToString())

3

Expires = DateTime.UtcNow.AddDays(14),
Issuer = _authOptions.Issuer,

Audience = _authOptions.Audience,
SigningCredentials = new SigningCredentials(

new
SymmetricSecurityKey(Encoding.UTF8.GetBytes(_authOptions.SecretKey)),
SecurityAlgorithms.HmacSha512Signature)

})s

return Ok(tokenHandler.WriteToken(accessToken));

[Authorize]

[HttpGet]

[Route("getUserMessages/{workNodeId}")]

public async Task<IActionResult> GetUserMessages(
long? workNodelId,
[FromQuery, Range(l, int.MaxValue)] int? count,
[FromQuery, Range(®, int.MaxValue)] int? offset)

var userId = GetUserIdFromClaims();
if (luserId.HasValue)

{
return BadRequest(BadJwtTokenMessage);

var getUserWorkNodeResult = await
_workNodeStore.GetUserWorkNodeAsync(userId, workNodeId.Value);

if (!getUserWorkNodeResult.IsSuccess)
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return getUserWorkNodeResult.Status ==

(int)ResultStatus.WorkNodeNotFound

? NotFound(getUserWorkNodeResult.Message)
. StatusCode(StatusCodes.Status500InternalServerError);

var getUserMessagesResult = await _chatStore.GetUserMessagesAsync(
getUserWorkNodeResult.Entity.Id,
count.Value,
offset.Value);

if (getUserMessagesResult.IsSuccess)

{

return Ok(new GetUserWorkNodeMessagesResponse
{
Values = getUserMessagesResult.Entity
.Select(x => new Message
{
Id = x.Id,
SenderType = x.SenderType,
DateTime = new DateTime(
Xx.DateTime.Year,
Xx.DateTime.Month,
.DateTime.Day,
.DateTime.Hour,
.DateTime.Minute,
.DateTime.Second,
.DateTime.Microsecond,
DateTimeKind.Utc),
Contents = x.Contents
.OrderBy(x => x.Id)
.Select(x => new MessageContent

{

X X X X X

1l
X

.Type,
X.Data

Type
Data

})
.ToList()

1)

.OrderByDescending(x => x.Id)
.ToList()

1)

return StatusCode(StatusCodes.Status500InternalServerError);

[Authorize]

[HttpGet]
[Route("getWorkNodeStates/{workNodeId}/{key}")]
public async Task<IActionResult> GetWorkNodeStates(
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long? workNodeld,

string key,

[FromQuery, Range(l, int.MaxValue)] int? count,
[FromQuery, Range(®, int.MaxValue)] int? offset)

var userId = GetUserIdFromClaims();

if (luserId.HasValue)

{
return BadRequest(BadJwtTokenMessage);

var getUserWorkNodeResult = await
_workNodeStore.GetUserWorkNodeAsync(userId, workNodeId.Value);

if (!getUserWorkNodeResult.IsSuccess)
{
return getUserWorkNodeResult.Status ==
(int)ResultStatus.WorkNodeNotFound
? NotFound(getUserWorkNodeResult.Message)
: StatusCode(StatusCodes.Status500InternalServerError);

var getWorkNodeStateDataResult = await
_workNodeStore.GetWorkNodeStateDataAsync(
workNodeId.Value,
key,
count.Value,
offset.Value);

if (getWorkNodeStateDataResult.IsSuccess)

{
return Ok(new GetWorkNodeStatesResponse
{
Values = getWorkNodeStateDataResult.Entity
.Select(x => new WorkNodeState
{
Id = x.Id,
Key = Xx.Key,
Value = x.Value,
DateTime = x.DateTime
})
.ToList()
3
¥

return StatusCode(StatusCodes.Status500InternalServerkError);

private long? GetUserIdFromClaims()

{




131

var userIdClaim = User.Claims.FirstOrDefault(x => x.Type == "userId");
long userId;

if (userIdClaim == null || !long.TryParse(userIdClaim.Value, out
userId))

{

return null;

return long.Parse(userIdClaim.Value);
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ChatHub.cs

using Microsoft.AspNetCore.SignalR;

using Microsoft.AspNetCore.Authorization;
using MrMonitor.WorkerService.Stores;
using MrMonitor.WorkerService.Enums;
using MrMonitor.WorkerService.Models;
using Redis.OM.Searching;

using Redis.OM;

namespace MrMonitor.WorkerService.Hubs;

[Authorize]
public class ChatHub : Hub

{
private static List<HubConnectionMap> _connectionMaps = new
List<HubConnectionMap>();

private readonly IChatStore _chatStore;
private readonly IWorkNodeStore _workNodeStore;
private readonly IRedisCollection<Models.Rdb.WorkNodeState> _states;

public ChatHub(IChatStore chatStore, IWorkNodeStore workNodeStore,
RedisConnectionProvider redisConnectionProvider)

{

_chatStore = chatStore ?? throw new
ArgumentNullException(nameof(chatStore));

_workNodeStore = workNodeStore ?? throw new
ArgumentNullException(nameof(WorkNodeStore));

ArgumentNullException.ThrowIfNull(redisConnectionProvider);

_states =
redisConnectionProvider.RedisCollection<Models.Rdb.WorkNodeState>();

}

public override Task OnConnectedAsync()

{

var connectedClientId = GetIdFromClaims("userId");
var connectedClientType = HubConnectionOwnerType.User;

if (connectedClientId == null)

{
connectedClientId = GetIdFromClaims("workNodeId");

connectedClientType = HubConnectionOwnerType.WorkNode;
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if (connectedClientId == null)

{
Context.Abort();
return base.OnConnectedAsync();
}
var map = _connectionMaps.FirstOrDefault(x =>

x.0wnerId == connectedClientId);

if (map != null)

{
map.Connections.Add(Context.Connectionld);
}
else
{
_connectionMaps.Add(new HubConnectionMap
{
OwnerId = connectedClientId.Value,
OwnerType = connectedClientType,
Connections = new List<string> { Context.ConnectionId}
3
}

return base.OnConnectedAsync();

public override Task OnDisconnectedAsync(Exception? exception)

{

var map = _connectionMaps.FirstOrDefault(x =>
x.Connections.Contains(Context.ConnectionId));

if (map != null)

{
map.Connections.Remove(Context.ConnectionId);
if (map.Connections.Count == 9)
{
_connectionMaps.Remove(map);
}
}
return base.OnDisconnectedAsync(exception);
}
[Authorize]
public async Task OnUpdate(Update update)
{

update.Id = Guid.NewGuid().ToString();

var senderId = GetIdFromClaims("userId");
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if (senderId != null)
{

await ProcessUserUpdate(senderld.Value, update);
return;

senderId = GetIdFromClaims("workNodeId");
if (senderId != null)

{

await ProcesshWorkNodeUpdate(senderld.Value, update);

private async Task ProcessUserUpdate(long userId, Update update)

{

var userConnectionMap = _connectionMaps.FirstOrDefault(x =>
x.0wnerId == userId && x.OwnerType == HubConnectionOwnerType.User);
if (userConnectionMap == null)
{
return;
}

var workNodeId = update.WorkNodeld;
var getUserWorkNodeResult = await
_workNodeStore.GetUserWorkNodeAsync(userId, workNodeId);

if (!getUserWorkNodeResult.IsSuccess)
{

return;

var now = DateTime.UtcNow;
var dbMessage = new Models.Db.Message
{
SenderType = SenderType.User,
UserWorkNodeId = getUserWorkNodeResult.Entity.Id,
Contents = update.Message.Contents
.Select(c => new Models.Db.MessageContent

{

c.Type,
c.Data

Type
Data

)
.TolList(),

DateTime = new DateTime(
now.Year,
now.Month,
now.Day,
now.Hour,
now.Minute,
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9,
DateTimeKind.Utc)
}s

var addMessageResult = await _chatStore.AddMessageAsync(dbMessage);

if (!addMessageResult.IsSuccess)

{

return;

update.WorkNodeId = workNodeId;

update.UserId = userId;

update.SenderType = SenderType.User;
update.Message.Id = dbMessage.Id;
update.Message.SenderType = dbMessage.SenderType;
update.Message.DateTime = dbMessage.DateTime;

var workNodeConnectionsMap = _connectionMaps.FirstOrDefault(x =>
X.0wnerId == workNodeId && x.OwnerType ==
HubConnectionOwnerType.WorkNode);

if (workNodeConnectionsMap != null)
{
await
Clients.Clients(workNodeConnectionsMap.Connections).SendAsync("OnUpdate",
update);
¥

await
Clients.Clients(userConnectionMap.Connections).SendAsync("OnUpdate", update);

}

private async Task ProcessWorkNodeUpdate(long workNodeId, Update update)
{

var workNodeConnectionMap = _connectionMaps.FirstOrDefault(x =>
x.0wnerId == workNodeId);

if (workNodeConnectionMap == null)
{

return;
}

update.WorkNodeId = workNodeId;

if (update.Type == UpdateType.Message)
{

var userId = update.UserId;

var getUserWorkNodeResult = await
_workNodeStore.GetUserWorkNodeAsync(userId, workNodeId);
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if (!getUserWorkNodeResult.IsSuccess)

{
return;
}
var dbMessage = new Models.Db.Message
{
SenderType = SenderType.WorkNode,
UserWorkNodeId = getUserWorkNodeResult.Entity.Id,
Contents = update.Message.Contents
.Select(c => new Models.Db.MessageContent
{
Type = c.Type,
Data = c.Data
)
.TolList(),
DateTime = DateTime.UtcNow
¥

var addMessageResult = await _chatStore.AddMessageAsync(dbMessage);

if (!addMessageResult.IsSuccess)

{

return;

update.UserId = userId;

update.SenderType = SenderType.User;
update.Message.Id = dbMessage.Id;
update.Message.SenderType = dbMessage.SenderType;
update.Message.DateTime = dbMessage.DateTime;

var userConnectionsMap = _connectionMaps
.FirstOrDefault(x => x.OwnerId == userId);

if (userConnectionsMap != null)
{
await
Clients.Clients(userConnectionsMap.Connections).SendAsync("OnUpdate", update);
}

if (update.Type == UpdateType.Frame)
{

var getWorkNodeUserIds = await
_workNodeStore.GetWorkNodeUserIdsAsync(workNodeId);

if (!getWorkNodeUserIds.IsSuccess)
{

return;
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await _states.InsertAsync(update.Frame.States
.Select(state => new Models.Rdb.WorkNodeState
{
Id = Guid.NewGuid().ToString().Replace("-", ""),
Key = state.Key,
Value = state.Value,
WorkNodeId = workNodeId,
DateTime = state.DateTime,

)
.ToArray());

var userIds = getWorkNodeUserIds.Entity;
var targetConnections = new List<string>();
foreach(var map in _connectionMaps)

{
if (map.OwnerType == HubConnectionOwnerType.WorkNode ||

luserIds.Contains(map.OwnerId))

{
continue;
}
targetConnections.AddRange(map.Connections);
}
if (targetConnections.Any())
{
await Clients.Clients(targetConnections).SendAsync("OnUpdate",
update);
}
}
}
private long? GetIdFromClaims(string claimType)
{
var claim = Context.User.Claims
.FirstOrDefault(x => x.Type == claimType);
long id;
if (claim == null || !long.TryParse(claim.Value, out id))
{
return null;
}
return long.Parse(claim.Value);
}
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MainView.js

import { useEffect, useRef, useState } from 'react’;

import { HubConnectionBuilder } from '@microsoft/signalr’

import Layout from '../../common/layout/Layout';

import SideBar from '../../common/side-bar/SideBar’;

import AccountPanel from './components/account-panel/AccountPanel’;
import AccountSettingsDialog from './components/dialogs/account-settings-
dialog/AccountSettingsDialogs';

import WorkNodelListPanel from './components/work-node-list-
panel/WorkNodelListPanel';

import CreateWorkNodeDialog from './components/dialogs/create-work-node-
dialog/CreateWorkNodeDialog';

import ControlPanel from './components/control-panel/ControlPanel’;
import WorkNodeSettingsDialog from './components/dialogs/work-node-settings-
dialog/WorkNodeSettingsDialog';

function MainvView() {

const hubConnection = useRef(null);
const lastUpdate = useRef(null);

const messagesPulling = useRef(false);
const reportData = useRef(new Set());

const [viewState, setViewState] = useState(
{
dialog: null,
user: {
userId: 9,

firstname: B
lastname: "",
username: ""
Ts
workNodes: [],
selectedWorkNode: null,
messagesBatch: {
values: [],
batchComplete: undefined
}J
statesBatch: []

)
const [update, setUpdate] = useState(null);

const setState = (transform) => setViewState(prev => {
const newState = {
dialog: prev.dialog,
user: prev.user,
workNodes: prev.workNodes,
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selectedWorkNode: prev.selectedWorkNode,
messagesBatch: prev.messagesBatch,
statesBatch: prev.statesBatch

¥
transform(newState);

return newState;
1
const setDialog = (dialog) => setState(state => state.dialog = dialog);
const setUser = (user) => setState(state => state.user = user);
const setMessages = (messages) => setState(state =>
state.messagesBatch.values = messages);

const connectToHub = () => {
try {
hubConnection.current = new HubConnectionBuilder()
.withUrl('http://localhost:5002/hubs/chat’, {
accessTokenFactory: () => localStorage.getItem('jwt")

)
.build()

hubConnection.current.on("onUpdate"”, update => setUpdate(update));
hubConnection.current.start();

} catch (exception) {
alert(exception);

}s

const get = (url, responseHandler) =>
fetch(url, {
method: 'GET',
headers: {
'Authorization': “Bearer ${localStorage.getItem("jwt")}"

1)

.then(response => responseHandler(response))
.catch(ex => alert(ex));

const getMe = (onSuccess) =>
get('http://localhost:5001/auth/getMe’, response => {

if (response.ok) {
response.json().then(data => onSuccess(data));

return;

response.text().then(text => alert(text));
3
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const getWorkNodes = (onSuccess) =>
get("http://localhost:5002/worker/getUserWorkNodes"', response => {

if (response.ok) {
response.json().then(data => onSuccess(data));

return;

response.text().then(text => alert(text));
3

const pullMessages = (workNodeId, count, offset, onSuccess) =>
get(
“http://localhost:5002/worker/getUserMessages/${workNodeId}?count=$%
{count}&offset=${offset}",
response => {

if (!response.ok) {
messagesPulling.current = false;
response.text().then(text => alert(text));

return;

response.json().then(data => onSuccess(data));

)5

const pullStates = (workNodeld, key, count, offset, onSuccess) =>
get(
“http://localhost:5002/worker/getWorkNodeStates/${workNodeId}/${key
}?count=${count}&offset=${offset}",
response => {

if (!response.ok) {
response.text().then(text => alert(text));

return;

response.json().then(data => onSuccess(data));

)5

useEffect(() => {
getMe(result => setUser(result));
getWorkNodes(result => setState(state => state.workNodes =
result.values))
connectToHub()

}, [1)5
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useEffect(() => {

if (viewState.messagesBatch.length == 0) {
return;

const target = new Map();

viewState.messagesBatch.values.forEach(message => {
message.contents.forEach(content => {

if (content.type === 0) {
return;

const key = content.data.key;

const currentKeyStates = viewState.statesBatch.find(s => s.key

if (currentKeyStates && currentKeyStates.batchComplete) {
return;

const currentKeyStatesValuesCount = currentKeyStates ?
currentKeyStates.values.length : 0;

const targetValuesCount = content.type == 1 ? 1 : 100;

if (content.type == 1 && currentKeyStatesValuesCount >=
targetValuesCount) {
return;

if (content.type == 2 && currentKeyStatesValuesCount >=
targetValuesCount + content.data.offsetLeft) {
return;

if (!target.has(content.data.key) ||
target.get(content.data.key) < targetValuesCount) {
target.set(content.data.key, {
count: targetValuesCount,
offset: currentKeyStatesValuesCount

1)

1)
1)

const pulledStates = {
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values: [...viewState.statesBatch]

¥
const pulledKey = new Set();

target.forEach((data, key) => {
pullStates(
viewState.selectedWorkNode.workNodeld,
key,
data.count,
data.offset,
result => {

const keyStatesIndex = pulledStates.values.findIndex(s =>
s.key == key);

if (keyStatesIndex < 0) {
pulledStates.values = [...pulledStates.values, {
key: key,
values: result.values,
batchComplete: data.count > result.values.length

}]
} else {
pulledStates.values[keyStatesIndex].values =
[...pulledStates.values[keyStatesIndex].values, ...result.values];

pulledStates.values[keyStatesIndex].batchComplete =
data.count > result.values.length;

}

pulledKey.add(key);

if (pulledKey.size === target.size) {
setState(state => state.statesBatch =
pulledStates.values);

}
s
1)

}, [viewState.messagesBatch.values]);
useEffect(() => {

if (lupdate) {

return;

}

if (lastUpdate.current === update.id) {
return;

}

if (!viewState.selectedWorkNode) {
return;
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}

if (viewState.selectedWorkNode.workNodeId !== update.workNodeId) {
return;

}

if (update.type == 0) {
setMessages([
{

id: update.message.id,

senderType: update.message.senderType,

dateTime: update.message.dateTime,

contents: update.message.contents.map(content => {

const mappedMessage = {

type: content.type,
data: JSON.parse(content.data)

if (content.type === 2) {
mappedMessage.data.offsetLeft = 0;
mappedMessage.data.tickCount = 10;

return mappedMessage;

1)
}s

...viewState.messagesBatch.values

1)

if (update.type ==
setState(state

[
N
-

1l
v

reportData.current.add({
frame: update.frame.states[0].value,
time: new Date()

1

if (reportData.current.size === 100) {
console.log(reportData.current);

}

state.statesBatch = state.statesBatch.map(keyStates => {

const newState = update.frame.states.find(state =>
keyStates.key === state.key);

if (!newState) {
return keyStates;
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return {
key: keyStates.key,
values: [{

value: newState.value,

dateTime: newState.dateTime
}, ...keyStates.values],
batchComplete: keyStates.batchComplete

1
state.messagesBatch.values =
state.messagesBatch.values.map(message => ({
id: message.id,
senderType: message.senderType,
dateTime: message.dateTime,
contents: message.contents.map(content => {

if (content.type !== 2) {
return content;
}
return {
type: content.type,
data: {
key: content.data.key,
offsetLeft: content.data.offsetLeft != 0
? content.data.offsetlLeft + 1
. 0,
tickCount: content.data.tickCount
¥
}

})
1)
1)
}
}» [update]);

const onAccountSettingsButtonClick = () =>
setDialog(
<AccountSettingsDialog
user={ viewState.user }
onEdited={onAccountEdited}
onClose={onCloseDialog} />

)5

const onCreateWorkNodeButtonClick = () =>
setDialog(
<CreateWorkNodeDialog
onCreated={onWorkNodeCreated}
onClose={onCloseDialog} />

)5
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const onWorkNodeSettingsButtonClick = () =>
setDialog(
<WorkNodeSettingsDialog
workNode={viewState.selectedWorkNode}
onEdited={onWorkNodeEdited}
onDeleted={onWorkNodeDeleted}
onClose={onCloseDialog} />

)s
const onCloseDialog = () => setDialog(null);

const onCloseControlPanel = () => {
messagesPulling.current = false;

setState(state => {
state.selectedWorkNode = null;
state.messagesBatch.values = [];
state.messagesBatch.batchComplete = false;
state.statesBatch = [];

1)

const onAccountEdited = changedUser => setUser(changedUser);

const onWorkNodeCreated = () =>
getWorkNodes(
result => {
setState(state => {
state.workNodes = result.values;
state.dialog = null;
)
¥

message => alert(message)

)5

const onWorkNodeEdited = changedWorkNode =>
setState(state => {
state.workNodes = state.workNodes.map(workNode => {
if (workNode.workNodeId === changedWorkNode.workNodeId) {
workNode.workNodeName = changedWorkNode.workNodeName;

return workNode;

1)

state.selectedWorkNode = changedWorkNode;

1)

const onWorkNodeDeleted = deletedWorkNode =>
setState(state => {
state.dialog = null;
state.workNodes = state.workNodes.filter(workNode =>
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workNode.workNodeId !== deletedWorkNode.workNodeId);
state.selectedWorkNode = null;

1)

const onWorkNodeSelected = selectedWorkNode => {

if (viewState.selectedWorkNode && viewState.selectedWorkNode.workNodeId
=== selectedWorkNode.workNodeId) {
return;

messagesPulling.current = true;

const pullCount = 100;
const pullOffset = viewState.messagesBatch.values.length;

pullMessages(
selectedWorkNode.workNodeId,
pullCount,
pulloffset,
result => {
setState(state => {
state.selectedWorkNode = selectedWorkNode;
state.messagesBatch.values = result.values.map(message =>

{
id: message.id,
senderType: message.senderType,
dateTime: message.dateTime,
contents: message.contents.map(content => {
const mappedMessage = {
type: content.type,
data: JSON.parse(content.data)
}
if (content.type === 2) {
mappedMessage.data.offsetLeft = 0;
mappedMessage.data.tickCount = 10;
}
return mappedMessage;
})
)
state.messagesBatch.batchComplete = result.values.length <
pullCount;

s

messagesPulling.current = false;

)5
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const onMessagelistScroll = e => {
const maxScroll = e.target.scrollHeight;
const currentScroll = e.target.scrollTop;

if (messagesPulling.current || maxScroll - Math.abs(currentScroll) >
600) {
return;

messagesPulling.current = true;

const pullCount = 100;
const pullOffset = viewState.messagesBatch.values.length;

pullMessages(
viewState.selectedWorkNode.workNodeld,
pullCount,
pullOffset,
result => {

const dublicateMessages = new Set();

setState(state => {
state.messagesBatch.values = [
...state.messagesBatch.values,
...result.values.map(message => ({
id: message.id,
senderType: message.senderType,
dateTime: message.dateTime,
contents: message.contents.map(content => {
const mappedMessage = {
type: content.type,
data: JSON.parse(content.data)

}

if (content.type === 2) {
mappedMessage.data.offsetlLeft = 0;
mappedMessage.data.tickCount = 10;

}

return mappedMessage;

})
19))

].filter(message => {

if (dublicateMessages.has(message.id)) {
return false;

dublicateMessages.add(message.id);
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return true;

})s

state.messagesBatch.batchComplete = result.values.length <
pullCount;

1)
)5

const onChartOffset = e => {
setMessages(viewState.messagesBatch.values.map(message => {

if (message.id !== e.messageld) {
return message;

}

return {

id: message.id,

senderType: message.id,

dateTime: message.dateTime,

contents: message.contents.map((content, index) => {

if (index !== e.contentIndex) {
return content;
¥
return {
type: content.type,
data: {
key: content.data.key,
offsetlLeft: content.data.offsetLeft -
e.scrollDirection,
tickCount: content.data.tickCount
}
¥

}
1)

const onChartTickCountChanged = e => {
setMessages(viewState.messagesBatch.values.map(message => {

if (message.id !== e.messageld) {
return message;

}

return {

id: message.id,
senderType: message.id,
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dateTime: message.dateTime,
contents: message.contents.map((content, index) => {

if (index !== e.contentIndex) {
return content;
}
return {
type: content.type,
data: {
key: content.data.key,
offsetLeft: content.data.offsetlLeft,
tickCount: parseInt(e.newTickCount)
}
}

}
1))

const onSendMessage = message => {
hubConnection.current.send("onUpdate", {
workNodeId: viewState.selectedWorkNode.workNodeId,
userId: viewState.user.userld,
type: 0O,
senderType: 0,
message: {
contents: [

{
type: O,
data: JSON.stringify({
text: message
}
}
]
}
3
}
return (

<Layout className="MainView">
{ viewState.dialog }
<SideBar>
<AccountPanel
user={ viewState.user }
onClick={onAccountSettingsButtonClick} />

<WorkNodelListPanel
workNodes={ viewState.workNodes }

selectedWorkNode={ viewState.selectedWorkNode }
onWorkNodeSelected={onWorkNodeSelected}
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onCreatelWorkNodeButtonClick={onCreateWorkNodeButtonClick}
/>
</SideBar>

<ControlPanel
workNode={ viewState.selectedWorkNode }
messages={ viewState.messagesBatch.values }
states={ viewState.statesBatch }
onSendMessage={ onSendMessage }
onMessagelistScroll={ onMessagelistScroll }
onChartOffset={ onChartOffset }
onChartTickCountChanged={ onChartTickCountChanged }
onSettingButtonClick={ onWorkNodeSettingsButtonClick }
onClose={ onCloseControlPanel } />

</Layout>
)

export default MainView;
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