YJIK 004.056:004.946
MEXAHI3MU 3AXUCTY BIPTYAJIBHOI'O CEPE/IOBUIIIA
Mlynera M. /1.
HayxoBwuii kepiBHUK — K.T.H., 1o1l. Jlo6puHin [.C.
XapKiBChbKiil HalllOHATBHUA YHIBEPCUTET PAII0EIICKTPOHIKH,
XapkiB, YKkpaina
ten. (057) 702-13-20,

As the adoption of virtualization technologies continues to expand, so do the
threats to information security, leading to heightened focus on protective
measures. Virtual infrastructure 1s becoming increasingly reliable and capable of
addressing a broad spectrum of security issues. However, the primary challenges
concerning virtualization platform security lie in the design of the final solutions
based on them. It is evident that deploying a virtual infrastructure presents distinct
security challenges, such as hypervisor vulnerabilities, virtual machine (VM)
isolation, and configuration errors. Identifying and mitigating these rtisks
contribute to preserving the confidentiality, integrity, and availability of an
organization's data and IT resources.

Meroro ynpaBiaiHHsS pudvkaMu [T-MPOEKTIB € OMEpaTUBHE BUSIBICHHS
(hakTOpIB, MOB’A3aHUX 3 BUKOHAHHAM 1H(OpMaLIiiHOi cucTteMn abo CUCTEMH
aBTOMAaTH3allli, SKI MOXXyTh HEraTUBHO BIUIMHYTH Ha peali3allilo MPOCKTY, Ta
ONTUMAJIbHE MIAHYBaHHS J1H JJ19 MiHIMI3allii X (PaKTOPIB.

Cporoani 6araTo opradizauiii NOKIagarTECS HA BIPTYAJIbHE CEPEIOBUIIE SIK
HA KPUTUYHE MPOrpaMHe 3a0€3MEeUYCHHS JUIsl TECTYBAHHS PIICHb. 3a0€3NEYCHHS
3aXMCTY JAHWUX BIPTYalbHOIO CEPEAOBHINA € BAKIMBUM KOMIIOHEHTOM
KOPIMOPATHBHOI 1H(OpMaLiiHOT O€3MEKH MPOTArOM 0ararb0X poKiB PO3rOPTaHHS
BIpTYanbHOi 1H(pacTpykTypu. PodoTa 3 BIpTyalbHUMHA MalIMHAMM TOB'SA3aHA 3
PI3HUMM pU3MKaMH. MeXaH13MHU 3aXHUCTY Y BIPTyATbHOMY CEPEAOBUILI HEOOX1/HI
1T 320€3MeUYeHHs OE3MEKH Ta LUTICHOCTI BIPTyalli30BaHUX CHCTEM. JLIsl 3aXHCTy
BIPTYaIbHOI IHPPACTPYKTYPH MOKHA BUKOPUCTOBYBATH P13HI METOJIH.

Besneka rinepeizopa. [lepeBipsATH un BCTaHOBIICHI OCTaHHI OHOBJIEHHS OC,
HAJIAINTYBAHHS BIPTYaJlbHUX MAIWH BIAMOBIJAOTH MOJITUKAM Oprasizamii, 1e
3HM3UTh PU3MK BUKOPUCTAHHS BPA3JIMBOCTE.

[3oms1iss  BIpTyaibHOi  MamIMHW. BUKOPUCTaHHS TOJITUKH  130JISII11
BIPTYaJIbHOTO CEPEAOBHINA, HANPUKIIAM, 130Jb0BAHOI MEPEXl I TECTyBaHHS
PILIEHB 3 HATAIITOBAHUMY OpaHAMayepaMH, o0 3amo0Irts MOXIIMBOMY BUTOKY
JaHuX a00 HECAHKI[IOHOBAHOMY JTOCTYITY.

besneka mepexi. BukopuctanHs OpaHaMayepiB, CUCTEMHM BHUSBIICHHS Ta
3anoOiranHss BToprHeHHsM (IDPS) 1 cermenTamito Mepexi Uisi  3axUCTy
MEPEKEBOT0 TpaiKy BIPTYaTbHOTO CEPEAOBULIA.

Kontposbe noctyny. Peamizaiiis MmexaHi3miB aBTeHTU(DIKAIli Ta aBTOpU3aIlii
JUIS  KEpyBaHHS JOCTYIIOM [0 BIPTy&IbHUX pecypciB. BukopucTanHs
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OararodaktopHoi aBreHTH(ikamii (MFA), mo0 oOmexurn poctym 1o
KOH (1 aeHIiHOT 1H(opMaLii Ta pecypciB.

[[ndpyBanns. BukopucranHs mm@pyBaHHs HOCIIB TAKUMH YTHIIITAMU SIK
Bitlocker, McAfee Drive Encryption.

MomnitopuHr 1 ayauT Oe3neku. HeoOXimHO cHCTEMaTU4YHO POOUTH ayauT
BIPTYaJIbHOIO CEPEIOBUILA I BUSBICHHS MOTEHIIMHUX 3arpo3, BPa3IMBOCTEH
a00 HEMPABWIbHUX HAJIAIITYBaHb. MO>KITMBE BIPOBAIYKEHHS CUCTEMU KEPYBaHHS
JKYpHAJIAMH Ta iHpOpMaLiero npo 6e3neky Ta kepyBanHs nogismu (SIEM), mo6
30upaty it aHam3yBaTH o1l OE3MEKH.

KepyBanns BumnpasieHHsMA. [IpoBogutn oHOBIeHHS OC BipTyaabHUX
MalIMHA Ta MPOrpaMHOro 3abe3MeveHHs 3a AOMOMOTOK NaT4iB Ta OHOBJICHb
Oe3meKH.

Pe3epBHe KomitoBaHHs Ta aBapiiiHe BIAHOBIEHHS. HeoOXimHO cTBOpHUTH
NPAaBHJIa PE3CPBHOIO KOIMIIOBaHHS JaHMX 1 KOH(Irypamiii, a Tako>K CTBOPEHHS
IMIJIKIB CUCTEM JIsl aBapiMHOTO BITHOBJICHHS, 00 3a0€3MEUUTH TOCTYIHICTb 1
LUTICHICTh BIPTYQJIbHOTO CEpeIOBUILIA Y pa3i 300iB ab0 aTak.

besneyna koH@irypamis. HeoOximHO  TOTpUMYBaTHCh — HAWKpaIMX
pEKOMEHAIlI 1 MPAaKTHK MOA0 OE3MEYHOr0 HaJalITyBaHHS KOMITOHEHTIB
BIPTYaIbHOI 1H(QPACTPYKTYPH, TAKUX SIK TINEPBI30pH, BIPTyajdbHI MalIMHH Ta
NPUCTPOT BIPTYATbHOT MEPEXKI.

be3neka KiHIEBMX TOYOK. BHKOPUCTOBYBAaTM aHTHUBIPYCHE MPOTPAMHE
3a0€3MeUEHHs, CUCTEMY 3aXMCTY BiJl 3JI0BMHCHOTO MPOTPAMHOT0 3a0€3MeUeHHs
Ta CUCTEMU 3anoOIraHHsl BTOPrue€Hb Ha 0cHOB1 xocTy (HIPS).

[TpoBo/keHHS  HaBuaHHS. [IpoBOAMTM  HaBYaHHS  CHIBPOOITHHKIB
MOKJIMBUM TpoOsieMaM O€3MeKH Ta HaWKpaluM NPaKTHKaM, MMOB S3aHUAM 13
BIPTYaQJIbHUMH CEPENOBUIIAMM, 1IE€ 3MEHIINTH HMOBIPHICTD JIFOJACHKHX MOMHUJIOK
a00 BHYTPILIHIX 3arpo3.

CnHuCcoK BUKOPUCTAHUX JHKEPEN:

1. IIlo Take OararodakTopHa aBTEHTU(IKAIIS Ta KOJU JOUUIBHO il
BuKopucTtoByBaTH T'echnologies. https://yubikey.com.ua/shcho-take-
bahatofaktorna-avtentyfikatsiia-ta-koly-dotsilno-ii-vykorystovuvaty

2. Cucrema BUSIBJICHHS BTOPTHEHD (HIPS).
https://help.eset.com/ees/7/uk-UA/idh_hips main.html
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