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HaykoBuii kepiBHUK — A.T.H., pod. Konsaenko 1O .1O.
XapKiBChKUI HalllOHATBbHUHN YHIBEPCUTET Pal0€IEKTPOHIKH
(61166, Xapkis, np. Hayku, 14, xad. IndpokomyHikaiiitHOT 1HXEHepi,
ten. (057) 702-13-20)
e-mail: mykyta.chursanov@nure.ua d¢axc (057) 702-13-20
It is shown that one of the rather simple and universal criteria for
evaluating EMC is the protective ratio. Its disadvantages are that it does not take
into account the degree of damage caused by interference with a particular
frequency-time and statistical structure. A more accurate criterion is the
convolution of the signal and interference spectra, which can be obtained if the
analytical dependence of the power spectral density level on the frequency for
the signal, interference, and noise is known. In practice, this relationship is often
unknown. In conditions of such uncertainty, it is permissible to use the criterion
of the ratio of the signal power to the sum of the interference and noise powers

[Ipu BUOOPI KpuTepito cTaHy enekTpomarHitHoi cymicHocTi (EMC)
BUHHUKAIOTh Bl OCHOBHI 3a/1a4i:

- SIK 3B'SI3aTH 1 5K CITIBBITHECTH MapaMeTpH 3aBa/iv 3 TapaMeTpaMHu KOPHUCHOTO
CUTHAITY 1 ITyMY B CMY31 IPUHOMY IIbOTO CUTHAITY 3 TUM, 11100 MOXKHA OyJIO CYyTUTH
PO CTYMIHb BIUTUBY 3aBaJid Ha SKICTh pOOOTH pajioenekTpoHHoro 3acody (PE3);

- SIK BUOpATH PiBEHb BIIJTIKY JJIs OLIIHKU BILTUBY 3aBaJIH.

CxiamHICTh BHUpPINIEHHS IMX 3aBJaHb MOB's3aHa 3 THM, 10 B 0araThoX
CUCTeMaX 3HAUYCHHsI KOPUCHUX CUTHAIIIB, ITyMiB, a TAKOX 3aBaJ] € BUMAJIKOBUMH,
a dYacTo 1 HECTAaI[lOHApHUMH TMpOIecCaMHd 3 HEBIAOMHUMH IOTOYHHMU
napamerpamMu [1-3]. CrnekTpu 4acTOT KOPHUCHHMX CHTHAIIB 1 3aBaj 3a3BUYail
Pi3HI, 3 PI3HUM CTYIICHEM MEPEKPHUTTS.

OnHUM 3 TOCUTH TIPOCTHX 1 YHIBEpCATbHUX METOIB OIliHKK ctany EMC e
BUKOPUCTAHHSI 3aXMCHOTO BIJHOIIEHHS, JOIMYCTUMOTO BiTHOIICHHS CUTHAN /
3aBajia, MpHU SKOMY SIKICTh 3B'SI3KY HE MOT1PIIYETHCS:

A=min(R./P,),,, &

Henonikamu 1pOoro KpUTEpil0 € Te, MO TpPHU [OMY HE BPaXOBYETHCS
CTyMiHb 30UTKY, IO 3aBAajia 3aBajia 3 TIEI YW IHIIOK YaCTOTHO-YACOBOIO i
CTaTHCTHYHOIO CTPYKTYPOIO.

€ IexkuUIbKa METOMIB OI[IHKM 3a3HAYE€HMX 4YaCTOTHHUX BIAMIHHOCTEH.
Tax B [2] peKOMEHIYEThCS BHKOPHUCTOBYBATH BIANOBIIHUI KoedimieHT, 110
BpaxoBy€ BUOIPKOBICTh MpHUiiMaya:

N(Af):lOlg[AlfF J (2)

PILT
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ne AF — mepekputTTs cMyrud BUIIpOMiHIOBaHHS paaionepenaBaua (PIT) i
pagionpuiimaua (PIIM) wa pisui -30 nb; AFp;;- pobovya cmyra wyacror
nepenasayva, ['m.

butbmi TouHUM € BpaxyBaHHS OCOOJMBOCTEH CTPYKTYpPU CIEKTPIB, IO
MPUBOJIUTH 10 BIAHOLIEHHS 3rOPTOK CIIEKTPIB CUTHAJY 1 3aBajlu:

D, (F,of
g = et @
D, (F,of)
ne F — cepenns dactora crekrpa curHany (3aBaam); Of - pi3HHI HECIHHHUX
4acTOT KopucHoro curHany i 3aBagu; D, (F,df),D, (F,df) - 3roptku cnekTpiB

KOPHCHOI'O CUTHATY 3 YACTOTHOIO CMYTOI0 IIpHUiiMaya Ta 3aBajid BiAMOBIIHO.
KinbkicTps 3aBa MOke OyTH JEKUIbKa, a TAKOXK 3 YpaXyBaHHAM HasBHOCTI1
TEIUIOBUX IIYMiB BUpa3 (3) nepeTBOPUTHCS 10 BUTIIALY:
2 D (F,df)
he = , (4)
> D,;(F,5f)+ D,
i

ne D,,— cnekrpanbHa ryctuHa notyxkHocTi (CI'TI) mymy B mnpuiimanbHOMY
IIPUCTPOI.

3HauYCHHS 3TOPTOK MOYKHA OTPUMATH, SIKIIIO BiJloMa aHAITHYHA 3aJIC)KHICTh
piBast CI'TI Bim wactorn. Ha mpakTuiii Taka 3ajeXHICTh 4acToO HeBigoma. B
yMOBax TakKoi HEBU3HAUYECHOCTI JOMYCTUMO BHUKOPHUCTOBYBAaTH ITOKa3HUK
BIJTHOIIICHHS PIBHS CUTHAY /10 cyMu 3aBaj 1 mrymy (BC3III).

hl%CS’lH:PC/(ZPﬁ_'_Pm)' (5)
|

Hiroun TakuMm 9uHOM (5), MOXXKHA TIOMUJIMTUCA B OJWH a00 B iHIIUH OIK.
Opnak, 3 orjismy Ha Te, IO EHTPOINis OUIOro rayciBCbKOro mrymy Ouibiie
EHTpOITii Oyab-SKOT0 BIIMIHHOTO BiJl IIYMY CHTHAJIy MOKHA CTBEPJIKYBAaTH, II10
PO3paxyHKOBE 3HAYCHHS BHSBUTHLCS TPOXH MEHIIE peabHOro. Take 3MileHHS,
Ipu3Beae 10 JEKUIbKa 3aBUINCHUX IMOKa3HHWKIB, TOOTO peasibHa OOCTaHOBKa
BUSIBUTKCS IO KPAIIOFO.

Crnucok miTepatypu:
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JUIS IINTAHUPOBAHUS CETEM 5-T'0 IOKOJIEHUSI
bonnapenko O.C.
HayuHnblii pykoBoguTeNb — 1.T.H., 1pod. Arees /1.B.
XapbKOBCKHUM HALlMOHAJIBHBIA YHUBEPCUTET PALUOIICKTPOHUKA
(61166, r. Xapokos, np. Hayku, 14, xad. UKW umenu B.B. ITonockoro,
tein. (057) 702-55-92)
E-mail: oleg.kh.bondarenko@gmail.com , ren. (050) 911-51-02
The transition to 5th generation communication standards is not an
instantaneous process. It requires careful preparation and preliminary planning.
It is necessary to update both the data transmission network and the subscriber
radio access network, and since the transition process will be carried out within
the network serving subscribers, it is necessary to develop an approach allowing
to make network resource updates invisible for customers and with minimal
costs for mobile operators.

B aToit cTathe paccmaTpuBaeTcs MOJETb ONTUMHU3AIMU TUIAHUPOBAHUS
MOOWJIBHBIX CeTell 5-To  mokoJieHWs. MoJenb y4YUTBIBAET OCHOBHBIC
buzndeckue, paano-3JIeKTPUIECKUE MapaMeTPhl U apaMeTphl TUTAHUPOBAHUS.

B koHeuHoM wuTOre MOJENL MPEIACTABISIETCS KaK CMEIIaHHas
LEJIOYNCIICHHAs] 3aJava JMHEHHOTo mnporpamMmMupoBaHus. OCHOBOW Monenn
CTaJIM UCCJICOBaHUS B OTHOIIICHUHU MpoeKkTHupoBaHus cered WiMAX [1].

B cBa3u ¢ pasButueM cucteM OeCHpOBOJHON CBsI3U 4-TO TMOKOJEHUS
nepexon Ha TexHonoruu 5G HeuszbOexkeH. CucTeMbl MOOWJIBHBIX TEXHOJOTUU
5-r0 TMOKOJIEHUS YIY4YIIAKT W JOMOJHSAIOT CUCTEMBI MPOIUIBIX MOKOJEHHN U
00paTHO COBMECTUMBI C HUMH.

Komurer 3GPP npennoxusn HCHOIb30BaTh IMOATAMHBIM MOAXOA U
npencraBunl  apxuTekTypsl NSA (Non-Standalone) u SA (Standalone) nns
pa3BuTusa TexHonorui 5G.

Apxutektypa SA TapaHTHpyeT, YTO KaHajlbl YNpPAaBJIECHUS U NEpeaadu
JaHHBIX UCTONB3YIOT ceTH 5G, NSA xe OyJeT MCroiib30BaTh CYIIECTBYIOIIYIO
paguocBa3b LTE u 6a30By10 ceTh B KAUECTBE OCHOBBI JJISI PAIMO-TIOKPBITHS.

MoOubHBIE OTIepaTOPbl, KOTOPHIE 3aMHTEPECOBAHBI B UCIIOJIb30BaHUU 5SG
JUTSL YBEITMYCHUS MPOIYCKHOM CIIOCOOHOCTH CBOMX CETEH, MOTYT pa3BepHYTh SG
gNB napsny ¢ LTE eNB. B srom cinyudae y3nmsl LTE eNB orBeuaror 3a
MOOWMIIBHOCTh KJIMEHTAa W ympaBiieHus ceTbio. OHM paboTaroT Ha Oojee HU3KHUX
4acToTax M HMMEIT OoJiee IMUPOKYI 30HY TOKPBHITHS, 4eM y31ael gNB,
paboTatoniue Ha 0oJiee BEICOKUX YacToTax. eNB cTaHOBUTCA OTBETCTBEHHBIM 3a
o0weauHenue Tpaaunuonabx Hecymux LTE u Hecymmx 5G, obpabaTsiBaeMbIxX
gNB. Ota ommus Takxke ynmoMmuHaeTcs kak koHpurypamus NSA [2].

[IpennoxkeHHass MoOJEAb pPaccMaTpuUBaeT BO3MOXKHOCTh  IUIABHOTO
nepexoqa ot LTE k 5G ¢ ucnons3zoBanueM kak pas noaxoaa NSA. Sapom cetu
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asisiercss EPC, a crannaptel 5G NR nenonb3yroTes B Ka4eCTBE TEXHOIOTUN IS
OpraHu3alyu CeTU A0CTYIIA.

OYHKIMS MaKCUMU3ALUM, KOTOpas BKIIOUEHA B padOTy MOJIEIH, MTO3BOJIUT
COCPEIOTOYUTRLCS KOHKPETHO Ha MPUOBUIM orepaTopa MOOWIBbHOM CBsi3U. Takoii
MOJIXOJ] CBEIET K MUHUMYMY 3aTpaThl Ha OOHOBJICHUE AJIEMEHTOB CETH U CIENACT
MepeEX0/l K TEXHOJIOIUU S-TO TOKOJIEHUS MPAKTUYECKU HE3AMETHBIM.

OnHuM u3 HOBOBBEICHUN S5G ABISAETCS BO3MOXKHOCTH MOJKIIOYEHUS
onHoro aboneHTa k HeckoibkuM BC onHoBpemenno [3]. Tloxka mozenn He
JNETATU3UPYET CTPYKTYPY KIETKH M HE JEIUT €€ Ha MUKPO- U IUKOCOTHI, 3TO
3aJlaya JaJbHEHIINX MCCIeNOBaHMUA. Ha JaHHBIM MOMEHT OHa YYHUTBHIBAET
BO3MOKHOCTh MOKTIOUYCHHSI a00OHEHTA TOJIBKO K HECKOJILKIUM 0a30BbIM CTAHIIUSIM.

Ounenka »(QPEKTUBHOCTH U MPABWIBHOCTH TMPEJJIOKEHHON MOJENH
ONTUMU3AIMKA TPOBOJWIIACH HAa OCHOBE MCXOJHBIX JaHHBIX, KOTOpbIE OBLIU
CTE€HEPHUPOBAHBI CIIy4alHBIM 00pa3oM. DKCIEPUMEHT MPOBOJMIICS MHOTO pa3 C
HCIIOJIb30BaHUEM PA3HOTO KOJIMYECTBA CETEBBIX y3J10B S5Q.

AHanu3  pe3yJbTaToB  MOKa3biBaeT A(PPEeKTUBHOCTH  MOACIH  C
MPaKTUYECKOI TOUKU 3peHusi, puc. 1.
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Pucynox 1 — CmonenupoBaHHbIil yuacTok cetu 5G

Hcnone3ys  TpeUIOKEHHYI0  MOJIeb, MOXXHO  IOJYYUTh  HaOOp
MEPEMCHHBIX, HEOOXOAUMBIX IS IOCTPOCHHUS  ONTUMH3UPOBAHHOW W
cOaTaHCUPOBAHHOM CETH.

CIMCOK UCTOYHHUKOB:
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Auerbach Publications, Boston, MA, USA. - 2009 — 451p.

2. Prasad R. 5G: 2020 and beyond / R.Prasad / Aalborg: River Publishers. -
2015.

3. Sauter M. From gsm to lte-advanced pro and 5g / M. Sauter / Wiley. - 2017.



METOA PACIIPEAEJEHUSA YACTOTHO-BPEMEHHOI'O PECYPCA
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Mynsp b.I1
Hayunblii pykoBoguTenb — A.T.H., npod. Konsaenko FO.1O.

XapbKOBCKHUM HALlMOHAIBHBIA YHUBEPCUTET PAJUOIIEKTPOHUKA

(61166, Xapbkos, np. Hayku,14, kad. UHpoxoMMyHHKALIMOHHON UH)KEHEPUU
um. B.B. [Tonosckoro, ten. (057) 702-13-20)
e-mail: bohdan.muliar@nure.ua

Algorithm for the distribution of the time-frequency resource in a cognitive
radio network.

An algorithm for the distribution of the time-frequency resource in the
cognitive radio network is proposed. A distinctive feature of the developed
algorithm is the use of both a parameter of the proportional fair distribution of
physical resources PF and SINR. In addition, the decision in this algorithm is
based on the mathematical apparatus of fuzzy logic. This algorithm is applicable
at the stage of network operation in the presence of a large number of subscriber
stations and centralized frequency management by the base station.

Konnenius KOTHUTUBHOTO PO MOXET OBITh OXapaKTEepHU30BaHA Kak
paguo ¢ U3ydeHHEM BO3MOKHOCTEW. CBOMCTBO KOTHUTUBHOCTU MOAPA3yMEBAET
CIIOCOOHOCTh  PAaJIMOCUCTEMBI  pelllaTh CJEAYIOLUIME 3aJauyd: Iepexo]l OT
OIHOTO CTaHAapTa K JpyroMy; HCHOJb30BAHUE HECKOIBKUX CTaHAApTOB;
NEPECTPOMKY  YaCTOTHl;  BO3MOXXHOCTh ~ ydacTHsl B  JUHAMHYECKOM
pacrpenereHun CIEKTpa; BO3MOXKHOCTh K BTOPHUYHOMY HCIIOJIb30BaHUIO
CIEKTpa; [IMHAMUYECKYI0 ONTUMHU3ALUI0 EMKOCTH; PETryJIUpPOBKY aHTCHH;
PEKOH(UTYpALIMIO TPAHCTIOPTHON CETH.

[IpuMeHEHNE HEYETKOM JIOTMKM XapaKTEpHOTO [Jisd CUTyalud, Korja
OTCYTCTBYET HE TOJBKO JETEPMUHUCTCKAss MHTEPIPETALMS PElIacMoil 3aJauu,
HO U CTOXaCTUYECKHE BEPOSITHBIE METOJIbl HE YyJaeTcsl MPUMEHUTHh B CHIY
OTCYTCTBUS JAHHBIX O KAaKUX-THOO pacrpeeeHusIX.

dopMabHBIA anmapaT HEUYEeTKOW JIOTUKHU BKITIOYAET B ce0sl OMpeIeNeHus:
a) ¢dynkuun npunagiaexsoctu (PII), 6) nuarBucTudeckoit nepemennoi (JIIT),
B) joruueckux omneparopoB MINIMUM, MAXIMUM, r) HeueTKoro mnpaBuia
«Ecmu...To...» [3]. HedeTkoe MHOXECTBO A 3aJaeTCs YHOPSJOYCHHOW IMapou:
A={(X,ur(X)|xe X}, TO€e X €CTh IMOPOXKIAIOIINN DJIEMEHT, a u,(X) €CTh Mepa

MPUHAJICKHOCTH K MHOXKecTBY A [3]. DyHKUuA OPUHAIICKHOCTH 1, (X)
npuHUMAaeT 3HaueHus Ha oTpeske [0,1], u,:X —[0]1], ona sABNseTCA BHITYKION,

HETMPEPHIBHON Y HOPMUPOBAHHOW HA eAWHUITY QyHKIeH. B obmem cmyuae DII
MOXET HMETh U CUMMETPUUYHYIO, U aCUMMETPUUYHYI0 (OpMY, TOCKOIBKY
YCJIOBHE BBITYKIIOCTH IPEAONPEAECIAET HATUUUE TOJIBKO OJTHOTO «MAaKCHUMYyMa.

10


mailto:tkc@kharkiv.khture.com.ua
mailto:tkc@kharkiv.khture.com.ua

«KommnakTHOE» HEUETKO-IOTMYeCKOe onucaHue (GU3NYeCKUX MapaMeTpos,
MMUTHPYIOIIEE CIOCOOHOCTh ueloBeKa 0003HAauaTh CJIOBAMH COCTaBHbBIC
MOHSTHS, OCHOBBIBAETCSl HA MOHSTHU JIMHIBUCTHUYECKoM mepemenHoi (JIIT) [1].
JIuarBucTUUeCKy0 nepeMeHHylo T (Takke Ha3bIBaeMYI0 TEPM-MHOXKECTBOM)
3aJal0T Ha oOJylacTu ompeneiacHuss X Kak mapbl MHOXeCTB T ={T',T%..T“}u
1(x) =L (X), 12 (%), £ (X)}, THE K =1,...K B T* > 4*(x), T.e. Kaxabiii TepM T*
ans JIIT T wMeeT HeYeTKoe MMs M Xapaktepusyercsi cBoeid DIT x4 (x).
[TpuHiunuansHo yucio TepMoB JIII He orpaHnyeHo, HO Ha IIPAKTUKE OHO PEIKO
npeBbImIaeT S...6 [1], nHaue BO3MOXHOE yncio HeueTkux npasui «Ecnu...To...»
Oyner ciaumkoM OosibmuM. Takum o0pa3oM, OJUH U TOT K€ (PUIHMUECKUM
napaMeTp MOXET OBbITh OXapaKTepH30BaH cpa3y LelbiM ceMeicTBom Il
Br160op konkpetHoro mpoduist ®II ocymiecTBiseTcss Ha OCHOBE AKCIEPTHBIX
3HAHUM ¥ TTOCJIEAYIONIEH KOPPEKTUPOBKHU B MPOIIECCE OTIATKH CUCTEMBI [2].

bazoBbie noruueckue omnepainy B HEYETKOW JIOTUKE MOTYT OBITh
OTpENICNICHbl Pa3MUYHBIMU crocobamu (B pamMkax KoHuenmui T-HOpM
T-xonopm) [2], HO HamboJIee YaCTO W3 HUX HMCHOJB3YIOTCS omnepaTtopbl MIN u
MAX. [na naByX OpOM3BOJIBHBIX MHOXKECTB «1» M «2», 3aJjaHHBIX Ha X, TJE
Xe X, U onmuchbiBaeMbIX AByMs (pyHkuusmu npuHagiexHoctd (DII) x4 (x) u

4,(X) , 9TH OTIepaToOpbl MOT'YT OBITh 3a/IaHbI TaK:
MIN{4,(X), 12, (X)} = 16, (X) A 1, (X) = MINIMUM {14, (X), 14, (X)},
MAX {14, (X), 4, (X)} = £4,(X) v 11, (X) = MAXIMUM {4, (X), 1, (X)}, (2)
IJ€ V- IU3BbIOHKIUS, A- KOHBIOHKIIHS.
JI71s1 MpakTUYeCKON pean3aiii TaKOro OTPaHUUUTENS CIeAyeT repedpaTh
BCE BO3MOJKHBIE 3HAUECHUS X M I KOKIAOW Tapbl 3HAYEHUU g4(X) A 1, (X)
BbIOpaTh, COOTBETCTBCHHO, HAMMEHBIIICE MM HAWOOJIbIIIee 3HAUYCHHS CUTHAJIOB
U3 YKCJIa TToJaBaeMbIX Ha BXOAbl. B o01iem ciaydae aJisi BRITIOJTHEHUS OTeparuii
MIN u MAX cienyer nNpoBOAUTh AHAJIOTOBBIE OIEpPAIMU C HEMPEPHIBHBIMU
®I1, HO Ha IPaKTHUKE OOBIYHO MPUMEHSIOT JUCKPETHBIC OTIEPAIIUH, BBITTOTHSS X
JUIS. TOCTATOYHO OOJbIIOTO 4YHcia rpagamuid mo X U ux [3]. C moMorisio

CHMBOJIOB JIOTUYECKHUX ONEpAMA A U Vv, a TAKKE CHUMBOJIOB 4(X) Pa3JIUYHBIX

@Il moryT OBITH 3aMHMCaHBl JIOTUYECKWE TEPMBI U TMPOBEACHBI JIOTUUECKUE
BBIYUCIIEHUS TOJ00HO TOMY, KaK 3TO JeJlaeTcs JUIsl TPAJULIUOHHBIX ABOMYHBIX
BBIYUCJIEHUI ¢ OyJIEBBIMU ONIEPATOPAMH U CUMBOJIAMHU IBOUYHBIX IEPEMEHHBIX.

CHHCOK HCIIOJIb30BaHHBIX HCTOYHUKOB!
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3. Haykin S. Cognitiveradio: brain-empowereswirelesscommunications,
IEEE JournalSelectedAreasinCommunication, vol. 23, no. 2, February 2005.
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MNOPIBHSAJIBHA XAPAKTEPUCTUKA CTAHIAAPTY WI-FI 802.11AX
I'pexos L.
HaykoBuii kepiBHUK — 1011., K.T.H. Tokap JI.O.
XapKiBChKUW HaLllOHAJTbHUM YHIBEPCUTET PAII0CIEKTPOHIKH
(61166, Xapkis, np. Hayku, 14, kapeapa IKI im. B.B. [Tonosckkoro,
teit. +380950578758, e-mail: grekovv76@gmail.com

A study was conducted of innovations in the new Wi-Fi standard 802.11ax,
and a comparison was made of the main features and technologies with previous
Wi-Fi standards 802.11n and 802.11ac. Practical application was carried out on
terminal devices that support this standard in order to record the performance of
the new standard and indicators of connection speed.

Hosuii cranmapr Wi-Fi 802.11ax - nHactymHuii kpok  Oe3nepepBHHX
iHHOBAli# y 6e3MPOBOIOBMX Mepexkax. oro 3aCHOBAHO Ha CHJILHHX CTOPOHAX
802.11ac, nmpu 1pOMY J0/at0YU CTAOUIBHICTh, THYYKICTh 1 MAacCIITAOOBaHICTh.
Takox, Ha BimMiny Bix 802.11ac, 802.11ax € nByx/aiama3oHHOI TEXHOJOTIEH,
110 JIa€ TIepeBary B JaJIbHOCTI 3B'SI3KY.

IEEE 802.11ax mo3BoJisie Toukam AOCTyNy 3a0e3neuyBaTH MiAKIIOYEHHSIM
10 Mepexi Oulblny KuibkicTh mnpuctpoiB. KopucryBatucs Wi-Fi B micisix
BEJIMKOT0 CKYIMUEHHS JtojJiel craHe 3pydHimie. Lle Ttakox 3abe3medye OUTbITy
POYKTUBHICTH JJIs TaKUX (YHKITIH, SIK BiJIeo 3 po3aAiibHOO 31aTHICTIO 4K 1 8K
a6o peanizariis 6e3aporoBux odicie Ta Inrepuer peueit (IoT).

Y noBomy ctangapti 802.11ax miaTpumyeThes moayisiiiss QAM-1024. 'V
1024-QAM xoxxeH cumBoa MicTuTh 10 61T manux - npotu 8 6iT y 256QAM Ta 6
o0ir y 64-QAM. TakuM YUHOM, €MHICTh MmakeTa 30uTpIIMIIAcS Ha 25%. B
pe3yNbTaTi, TEOpETUYHA IMIBUAKICTh MEpeaadl OJHOTO MOTOKY JAaHUX B KaHaI
mmmpunoto 80 MI' 3pocna mo 600 Mo6it/c, mo Ha 39% Oinblie aHATOTTYHOTO
napametrpa y Wi-Fi 5 (433 Mour/c) [1].

Y crapgapti 802.11ax 3'asBuTthes HoBa 11 Wi-Fi  TexHomoris
MYJIBTHIUICKCYBaHHSI BEJIWKOI KUIBKOCTI a0OHEHTIB B 3arajbHii cMy3i
npornryckanusa: Orthogonal Frequency Division Multiple Access (OFDMA).
OFDMA y 802.11ax mo3Bonisie moAaTKOBO "HapizaTu" cTaHIapTHI KaHAIA
mupuHoro 20, 40, 80 1 160 MI'tt Ha O6inbin apiOoHI. TakuM yrHOM, BiOyBa€eThCs
MOAUT KaHajaiB Ha OUIbIN JpiOHI IMJAKAHATW 3 BHU3HAYCHOIO KUIBKICTIO
migHecy4ux [2].

VY 3aBaHTaXEHHMX CepeloBHINAX Oararo KOPHUCTYBaudiB HeedEKTHUBHO
BUKOPHCTOBYIOTh BUIUICHMA KaHan, HoBud miua Wi-Fi mexanism OFDMA
o0ciyroBye iX OJHOYACHO 3 MEHIIUM, aji¢ BHJIUICHHM CHEIIaJbHO IS
KOPHUCTYBauda MiJKaHAIOM, 110 TOKpAIIy€e CEPEIHI0 MPOMYCKHY 3AaTHICTh IS
KOXXHOTO OKPEMOT'0 KOPUCTyBaya.

[Ilo6 edexTuBHINIE BUKOPUCTOBYBATH CIIEKTP, YACTOTHUH KaHAl B
crarapti 802.11ax po3aiiseTscss HAa MiTHECYYl MHPUHOIO Oym3bko 78 kI [2].
VY nonepeaHix cTaHAapTax MIMPUHA CHEKTpa MIDX MIIHECYYMMHU CTaHOBHIIA
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312.5 kl['u. Takum 4KWHOM, KaHA! 3 MiHIMalbHOW MKUpUHOI 20 MI'1] MICTUTB
256 minHecyuyux 3amicThb 64, sk y 802.11ac.

Y Wi-Fi 6 30umbmenuii 3axucHuii intepan (Guard Interval, Gl)
MDK CHMBOJAaMH, IO JO03BOJISI€ 3MEHIIUTH MIDKCUMBOJIBHY 1HTEp(hEpEHIIilo.
Takum uyuHOM, e(EeKTHUBHICTH Iepedadl BHpocia Oulell, HLK Ha 5% B
nopiBHsHHI 3 802.11ac.

TexHomoriss siBHOro (¢opMyBaHHA TMpPOMEHIO J0 KiieHTa (explicit
beamforming) Bupillye psja NOUTaHb, NOB'SI3aHMX 13 3aBMHUPAHHAM 1
MepeBIIOUTTAM CUTHANIB Ta 3 iX He cuHdasHicTio. [Ipuxonsiun B pisHUX (azax,
CUTHaJ BTpaya€ TMOTYKHICTh, a 1Ie CHJIBHO BIUTMBA€ HA JAIBHICThH 1 MIBUIKICTH
nepenaul nanux. Explicit beamforming Bumarae Bij KiIi€HTa MOBEPHEHHS
Jiarpamu CripsiIMOBaHOCTI.

VY Wi-Fi 6 3aknazeHo MexaHi3M MapKyBaHHS MAKETIB B YaCTOTHUX KaHaJax,
SKI BUKOPUCTOBYIOThCS pi3HUMH mpucTposimu — BSS coloring. Skmo nexinbka
TOYOK JIOCTYITy MPAIOIOTh B OJTHOMY 1 TOMY K KaHali, BOHH MOXYTh NiepeiaBaTu
JlaHi 3 YHIKQIBHUM "KOJHOPOBUM" 11€HTH(]PIKATOPOM 1 BCTAHOBJIIOBATU MapaJiesibHi
0€3/1pOTOBI MIAKITIOUYEHHS, HE CTBOPIOIOYH OJIMH OJTHOMY IEPEIIKOI.

Wi-Fi 6 s3moxe 3abesneuntt MU-MIMO Downlink/Uplink, To6TO
OJTHOYACHI Tepenady, i mpuiioM. Lle M03BOJIMTH B YOTHPU pa3d 30UTBIIATH
TCOPETUYHY MaKCUMAJIbHY MPOMYCKHY 3JaTHICTh Y MopiBHSAHHI 3 Wi-Fi 5.

[TopiBusiBIn MepeskeBi kaptu ctaHmapty 802.11ac 1 Bxe ceprudikoBany
MepexkeBy KapTy crapaapty 802.11ax MokHa 3adikcyBaTH, M0 MaKCHMaJlbHA
MO>KJIMBA IIBUKICTh TIPU BUKOpUCTaHHI Aianazony 2.4 ['T 3pocna Ha 0,67 I'6it/c.

3a HasgBHOCTI ajamnrtepa 1 poyrepa 3 miarpumkoro Wi-Fi 6, omeparriiina
cucreMa Windows 10 B mapamerpi «llIBuakicte miHiD» (ikcye 3HAUYCHHS
1201 M6/c na nipuiiom 1 907 M6/c Ha nepenauy.

Ha cmaptdoHi HOBOro MOKONIHHS 3 BUKOpPHCTaHHAIM cTaHmapty Wi-Fi 6
IMOKa3HUKHU mBUAKOCTI Buile Ha 20-25%, To0To 6am3bpko 200 MO/c.

TakuMm dYMHOM, 3aCTOCYBaHHS IIOHOBJIEHMX MEXaHI3MIB B KoOMOiHaIli,
802.11ax 3Mmoke BuiiTH Ha ¢i3uuHl mBHUIKOcTI - 10Gbps, rapaHTyBaTé
napasesibHe (YHKI[IOHYBaHHS 3HAYHOI KIIbKOCTI aODOHEHTCHKOTO OOJIaHAHHS 1
KOPHUCTYBAaTHCS YCIM JOCTYIIHUM «HENIIIEH30BAaHUM» J1alla30HOM YacCTOT.
Maroun Takuii pPiBeHb IMIBHAKOCTI, CTaHAAPT 3MOXKE CTaTH BaroMuM
KOHKYPEHTOM JIJ1s1 MalOyTHIX MOOUTEHUX Mepex SG.

[epemnix mxepen:

1. AT. Kipesaos, A.W. Jlaxos, [I.A. Mixmuna, E.M. Xopos, 1. A. Illonkina.
[Tpo6nemu ctBopenns IEEE 802.1laXx — HOBOro mokojiHHsA Mepex Wi-Fi.
Nudopwmariiini mpoueccu. 2016, ctp. 3.

2. S. Kittipiyakul and T. Javidi, “A Fresh Look at Optimal Subcarrier
Allocation in OFDMA Systems”,UW Technical Report, University of
Washington, 200
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PO3IIUPEHHSA MEPEXI MOBIJIBHOI'O 3B’34IKY
HA TEPUTOPII 3AITIOPI3bKOI TEC
IIymkapsos B. B.
HaykoBuii kepiBHUK: - K.T.H., 1ol. bonaape /1. B., ct. Buki. — Mamniunin O. IL
XapKiBChbKUW HalllOHATBbHUN YHIBEPCUTET PAI0CIEKTPOHIKH
(61166, Xapkis, npocn. Hayku, 14, xad. iHpopmaniiiHoO-MepeKkHOT 1HKeHepli,
(057) 702-14-29)
e-mail: slavik5320xm@gmail.com, Ten. 097-357-81-89
Today, there is a great need for extended mobile coverage in as many
people’'s living or working areas as possible. This need is especially evident in
industrial areas and large enterprises. The problem of low quality of mobile
communication at such sites is connected with the complexity of the works on
the design and placement of equipment in the industrial buildings of enterprises,
the complexity of signal propagation through a large number of complex
industrial metal structures in reinforced concrete structures. The purpose and
task of the project is to develop project documentation for the construction of
mobile base stations in the territory of TPP.

Ha croroanimHiil 1eHb iCHye BeauKka nmoTpeda y po3mupeHi 30HU MOKPUTTS
MOOUIBHUM 3B’SI3KOM SIKOMOTa OLIBIIOT TEPUTOPIi, /1€ KUBYTH ab0 MPAIIOIOTh
moau. Oco0IMBO 1 TOTpeOda MPOSBIBAETHCA HA TEPUTOPISX MTPOMHUCIOBUX 30H
Ta BEIUKUX mianpueMcTBax. [IpobiemMa HU3bKO1 SKOCTI MOOUIBHOTO 3B’SI3Ky Ha
noaiOHMX 00’€KTaxX IMOB’si3aHa 13 CKJIQAHICTIO POOIT MO MPOEKTYBAHHIO Ta
PO3MIIIIEHHIO 00JIaJIHAHHS Ha MPOMHUCIOBUX cropyzax MANPUEMCTB, CKIIQIHICTIO
PO3IOBCIODKCHHS CHIHANly 4epe3 BENUKY KUTBKICTh CKJIQJJHUX TPOMHUCIOBUX
METaJeBUX 3a 3al1300€TOHHUX KOHCTPYKIi. MeTolo Ta 3aBJaHHAM MPOEKTY €
PO3pOOKa MPOEKTHOI TOKYMEHTAIll JIsl MOOYA0BH 0a30BUX CTAaHIIIN MOOUITBHOTO
38’si3ky Ha Teputopii TEC. BuOpatu HailOUIbII axkTyanbHe OOJNAIHAHHSA Ta
crocoOu HOro BCTAHOBJICHHS HA CIIOPY/Iax MiIMPUEMCTBA.

Jlns  BcraHoBineHHs Ha o0’e¢ktax TEC Oyno BuOpano o06magHaHHS
MoOiUTbHOTO 3B 3Ky KuTaicbkoi ¢pipMmu HUAWEIL [lane oGnamnanns moOpe
cebe 3apeKOMEH IyBaJI0 Ha THCSAYaX MOOYyI0BaHUX 0a30BHX CTaHIIM MOOLIHFHOTO
3B’SI3Ky MO BCii TepuTopii YKpainu. ['0JI0BHI mepeBaru B MOPIBHSAHHI 3 paHilIe
BUKOPUCTOBAaHUM Ta JIEMOHTYEMHUM Yy TEINEPHUIIHIN yac oOnmagHaHHSAM GipMu
SIEMENS e:

- KOMITAaKTHICTh, 32 PaXyHOK MOIY/IbHOI moOynoBu obnagnanas HUAWEI,

- MOXJIUBICTh BUKOpucTanHs ctanaaptiB UMTS ta LTE;

- 30ubmenns KIIJ 6a30Boi cranilii y 3B’s3Ky 3 JOBXHHOIO (igepa Bif
PagioMOIyJIsl 10 aHTEHU B JICKLIbKA METPIB.

BceranoBnennss oOnagHaHHS BigOyBaeThCs Ha ICHYIOUHMX KOHCTPYKITISIX
ciopyn Ha Tepuropii TEC. CekrTopHi aHTeHH, MO OyAyTh BCTAaHOBJICHI Ha
0a30BUX CcTaHIAX BHOpaHO Bim ¢ipmM-BupoOHHKIB, Takux sk Kathrein, APX,
MOBI. AnTeHn naHuX BHUPOOHHWKIB BIJIMOBIIAIOTH BHCTABJICHUM BHMOTAM.
3B's130K 0a30BUX CTaHIIINA MK COOOI0 BUKOHYEThCA depe3 obmamnanus BOJI3, a
TaKOX B OCHOBHOMY 3a JIOMIOMOTOIO DPEIIEWHOTO 3B’SI3KY 3 BHKOPHUCTAHHSIM
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peneitnux ctaHmiii @ipmu OmniBAS. CektopHi aHTeHH Ta pagloMOIYIIi
KpIIUIATHCS Ha CHOPYAM 3a JOMOMOIOI0 CIEliali30BAHUX METaJIOKOHCTPYKIIIH,
TakuX $K TpyOO CTIMKM Ta po3BaHTaXxyBaldbHl pamMu. CHCTEeMHI MOZYi
HUAWEI BBU3910 Tta 050KkM eJIEKTPOXKUBICHHS PO3TAIIOBYIOTHCS Y
JOCTYIHUX I OOCITyroByBaHHSA MiCLSIX B cepeuHl OynaiBenb. IligkmoueHHs
pagiomonyniB RRU Bin cucremHoro moayins BiOyBaeTbCs 3a JOMOMOIOIO
ONTUYHOTO Kabenss Ta kabens >kuBneHHA. [lepemaua pagiocursaily Bif

paaioMOAYJIIB 0 CEKTOPHUX aHTEH BUKOHYEThCS uepe3 (pinep 1/2".
[Ipukian pamioTEeXHIYHOI CXEMU Ta IUJIaH BCTAHOBJICHHS OOJAJHAHHS B
OyniBii OeperoBoi HacocHOi cTaHIlii Nel mpeacraBieHo Ha puc. 1.
Po3MiwenHs penimepy y wadi ip65 (1:5) i o, T S & o v Do a8 A

4 1 & (A3. 52°)
/50/ 97 ,L/ 81 /3‘1, 94 ’ 3

" 300 " Mpumimku:
50, 9 ;L‘ 2 p 31 ¢ 1 Kopuop wa Bidw. -8.000 Kopudop wa Bidw. 0.000 TpyBocmidka wa gacadi Bydioa
)
L — | ] 2
\‘ i } 3 omamy 24
& X Awumena indoor cexmop Anmena indoor cexmopua
S g (Bidm. ~4.000 w (6idm. ~14.000 w)
6 010 wagu ipss
,)0, 97 /SL/ 81 /3*’ L Pidep 12" Sidep V2
(npoexm ) (npoexm)

C) |G

Cming ad cxodanu (mina WuxKs020 nobepry

Pucynok 1. BctanoBieHHs o0aHaHHS

Jlns 3abe3meyueHHsT PO3MOBCIOKEHHS CUTHAIY MOOLIBHOTO 3B’SI3KY B
cepeuHl HEBEIMKHX Oy/iBellb paIliOHAIBPHO BHUKOPHUCTOBYBAaTH aHTEHHI
peritepu. BoHHM CKIIamaroThCS 3 aHTEHHW JOHOpA, IO OTPHUMYE CHTHAJI 330BHI
OyaiBJIl, IPUCTPOIO periTtepa Ta 050Ky *uBJIeHHs. CUrHai BiJ aHTEHU JOHOpa
710 permiTepa 1 Bil HbOTO JI0 1HJIOp aHTEHHU nepeaacThbes uepes dimep 1/2".

Po3pobnena mepeka 6a3oBux cranmii crangaprie GSM-900, DCS-1800,
UMTS-2100 Oyme BcTaHOBIEHa Ta MiAKIOYeHa B edip y HaHOmMxKY1
EKLIbKa MICSIIIB.

Iepetik mxeped
1. Pemetini cranmii [Enextponmit pecypc]: http://www.intracom-
svyaz.ru/products/omnibas.htm

2. ba3zosi CTaHIII{ HUAWEI [EnexTponuit pecypc]:
https://e.huawei.com/en/material/wireless/elteindustry
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BHPOBAII)KEHHHXMAPHOi
MIKPOCEPBICHOIAPXITEKTYPH
HA MPUKJAAI KOHTEMHOPHOI MIPOI'PAMM OPENSHIFT
XomakiBcbkuii M.M.

HaykoBwuit kepiBHUK: - K.T.H., 1o1l. bounaps /1. B., cT. Buki. — MasiHin
O. I1. XapkiBchbkuil HallIOHATBHUN YHIBEpCUTET panioesieKTpoHiku (61166,
Xapkis, mpoct. Hayku, 14, xad. inpopmariiino-mepexHoi imxkeHepii, (057)

702-14-29) e-mail: mykola.khodakivskyi@nure.ua, ten. 098-88-61-265

Today there is a problem with speed, complexity and efficiency of
development of the final software product, for many years the developers have
written large web applications with the so-called monolithic method, this is when
developing a large application that stores all the modules and pieces of code, it was
and is quite convenient in writing, but this method has significant disadvantages,
first of all, if an application fails one module or another, the whole application
ceases to function, which is a critical aspect when looking from a business
standpoint, a difficult process debugging and application updates.

Microservice architecture is the architecture of the current lion's fate of all
the most popular resources, or projects that use this particular application
building system. The principle of microservice architecture is that the whole
application is broken down into services, for example, the application is
authorized, in the service architecture it can be made a separate module, etc. The
advantages of this principle are the stability of the application, if one service
fails it will be easy to repair, easy to update the version of the application, also a
disadvantage is the difficult process of debugging and updating the application.

Ha cporoanimHii neHp icHye mpoOsema 31 MIBUIKICTIO, CKIAAHICTIO Ta
e(DEKTUBHICTIO PO3POOKH KIHIIEBOIO IMPOTPAMHOrO MPOAYKTa, OaraTto pOKiB
PO3pPOOHMKHN TTHCANIM BEJHKI BeO-T0JJaTKH TaK HAa3BAaHUM MOHOJIITHUM METOJIOM,
1€ KOJIU PO3pOOJISEThCS BEJIMKUN JTOAATOK KUK B co01 30epirae Bci Moaysi Ta
YJaCTUHKHM KOJy, 11e¢ OyJ0 1 € JOCHTh 3pYYHO B HAIMCAHHI, ajJi¢ TaKUH METOJ
30epirae 3Ha4HI HEIOJIKHA, TIEPII 3a BCE SIKIIO B JIOAATKY BHUHAEC 3 Jaay THI
YM IHIIUHA MOJYyJb Tpale3JdaTHICTh BChOTO JOJAaTKa CTaHe Iij 3arpo3010, II0
€ KpUTHYHHM acCTeKTOM SIKIIO JUBHUTHCH 3 IMO3HUIIT Oi3HECY, TAKOXK SK HEIIOJIK
BapTO BITHECTH JOCHUTH BaXKKUH IMPOIEC BIJJIATKH Ta OHOBJICHHS JOJATKY.

MikpocepBicHa apXiTeKTypa — I1e apXiTeKTypa CbOTOJICHHS JIbBHHA OIS
BCIX HAWMOMYJSIPHIMIIUX pPecypciB, ab0 MPOEKTIB BUKOPUCTOBYE CaMe IO
cuctemMy moOynoBy nmoaatkiB. [IpuHIIMIT MIKpOCEPBICHOT apXiTEKTYpH B TOMY,
[0 BECh [OJATOK pO30OMBAETHCA HA CEPBICH, HAMPUKIAL JOJAATOK Mae
aBTOpHW3AIliI0, B CEPBICHIA apXiTEKTypi HOTO MOXIJIHBO 3pOOUTH OKpPEMUM
cepBicoM. IlepeBarn Takoro NMPHHIMIY € CTAOLIBHICTH JOAATKY, SKIIO OIWH
CepBic BHHE 3 JIajy Horo Oyze JErKo IMOJaroJuTH, TaKOXK JISTKO OHOBJIIOBATH
BEpCir0 J0aaTKy. SIK HeTOJIK MOXHA BIAHECTH JIOCUTh Ba)KKEe HaJaIITyBaHHS 1 B
IJIOMY MDKCEPBICHA B3aEMO/TIS.

16


mailto:mykola.khodakivskyi@nure.ua

Openshift moTpiben misi CTBOpEHHSI MIKPOCEPBICHOI apXiTEKTypH, B
OCHOB1 KOKHOT'O cepBica JEKHUTh KOHTEMHEp — II€ 130JIbOBaHa ONepalliifHa
cUcTeMa B CEpe/iHl AKOi € MeBHa mporpama, Todto ue 1 € ceppic. Ha puc 1.
300pa’keHa OCHOBHA KOHUEMUIS NOOYyAOBH MIKPOCEPBICHOT apXITEKTypu Ha
ocHoBi openshift. OcuoBuum enementom cuctemu € “MASTER” tak 3Bana
CHUCTEMa sIKa KOHTPOJIIOE BC1 MPOIECH IO MPOXOASATh B HAIIll CHUCTEMI,
0azoBuM enemeHTOM BucTymae “Node” — me (i3uuHMii KOMIT'IOTep B CEpeuHI
skoi € “Pod” — 1e o0xacTh B SIKOMYy MOXYTh 30epiraTucsi Hamii i30JbOBaHi
KOHTEHHEepHU 3 HAIIUMH CepBicamH, 3a Iornomoror openshift mu maemo 3mory
MOB’s3yBaTH TE€BHI KOHTEWHEPH OJWH 3 OJHUM, TaKUM UYHMHOM CTBOPIOBATH
Oi3HeC JIOTIKY Ta MDKCEPBICHY apXiTeKTypy TakoK 3a goromororo openshift
MOXJIMBO 3PYYHO JYyOJIFOBAaTH HAIll CEpBICH JJIs OUTBII BiIMOBOCTIHKOCTI.

RED HAT OPENSHIFT CONTAINER PLATFORM ARCHITECTURE

ROUTING LAYER

5 =

PERSISTENT
@ MASTER NODE NODE NoDE STORAGE
roo roo roo roo snd o
DEVELOPER = H : - - ==
N ) ¢ =
SCMm -
sons RO sy vl
»ob 00 ro0 »oo roo Lt
ceo 3 & % N I B=
i a8 c 3 R <
[ SABATRI IS ICETON. ro0
3 v c ) € .
RED HAT | o B o5 |
EXISTING ENTERPRISE LINUX (05) “
AUTOMATION
TOOLSETS
O SERVICE LAYER
OPERATIONS

PHYSICAL VIRTUAL PRIVATE PUBLIC

Pucynokl. Konrnemnmis mikpocepicHoi apxitekrypu Openshift

[Iporiec pobGotu Oyjie BUTISAATH TaKUM YHUHOM, PO3POOHHK IMPAIIOE HaJ
MIEBHUM CEPBICOM, BiH POOUTH TaK 3BaHHM “‘patch-set” TOOTO 3MiHY B CBOEMY KO/,
KOJI romaiae 10 00Ky ci\cd 110 Ha MaTFOHKY TaM BiH KOMITUTIOEThCS, T€CTy€TI>C$I 1
Ha BUXOJ1 BiH momajae B 010k “Regestry” 1ie € kiHneBuil pe3ynbratr “apredaxt”’
TOOTO MU Maemo snap-shot Bepcilo cepBica, nami B pydHoMy, abo B
aBTOMATHYHOMY PEXHMIi MOTPIOHO OHOBUTH OKPEMHUH CEpBIC BKA3aBIIM HOMY B
HAJIAMITYBAaHHSIX NUIAX 70 “‘apTedakTta” TakKuM YMHOM MOXKHA YK€ 3PY4YHO Ta
0€3MeYHO TIOCTYTOBO OHOBJIIOBATH Ta PO3POOJIATH JOAATOK, 1€ AYXKE 3PyUHO TaK
K TIEBHA TPyTa PO3POOHUKIB 3aMAIOTHCS TIIHKU OKPEMHUM CEPBICOM.

[Tepenik mxepen

1. Kwuwura “Openshiftinaction” [EnexTponnii pecypc]:
https://www.manning.com/books/openshift-in-action
2. O3HalloMJICHHS 3 Openshift [EnexTponnii pecypc]:

https://habr.com/ru/ article/454624/
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BUKOPUCTAHHA XMAPHUX OBUUCJIEHDb
JUISA OITPAITFOBAHHS CUT'HAJIIB
lNanymka A.B.
HaykoBuii kepiBHUK — K.T.H., 1ol. Koctpomunpkuii A.1.
XapKiBChKUW HaLllOHATBHUN YHIBEPCUTET Pal0€IEKTPOHIKH
(61166, Xapkis, nmpocn. Hayku,14, kad. [HdopmartiitHo-MepexHOT iHXKEHEPil,
ten. (057) 702-14-29)
e-mail: andreygshadow@gmail.com, texn. (099) 65-05-639

Use of signals delivery in various areas is presented. A new way to the
organization of the calculation process is shown. Benefits of cloud computation
of single- and multi-measurement signals in diverse areas of transformation is
given. Proposed way for more efficient systems of data computation. Explained
possibility of accomplishing signals efficiency in the process of simultaneous

usage low-wave transformation and cloud computation technologies.

Ha cydacHOMy eTami pO3BUTKY CHCTEM ONPAIIOBAHHS JIAHUX IIIHPOKO
3aCTOCOBYIOTBCS METOJIM, SKi BHUKOPUCTOBYIOTH pi3HI 00JIacTi TOJIaHHS
cur"ainiB. Came BiJl HUX ICTOTHO 3aJieXaTh €(PEKTUBHICTh aHAIIi3y 1 0OpOOICHHS
caMUX CUTHAJIiB, TIOKpAIIaHHS PSJIy XapaKTEPUCTHUK 1 OTPUMAHHS JETaTbHIIIOL
iHdopMmaii npo curHan. Jlo Takux oOjacTed HalekaTh: 4yacoBa 00JIacTh,
gacToTHa 00sacTh — Dyp’e, 007JaCTh KOCUHYCHOT'O Ta CUHYCHOT'O NPEJCTAaBICHb,
KopoTKodacoBa oOsacth Dyp’e (3a ['abopom), 00sacTh TUIBLOEPTOBOIO
npencrapieHHs Ta iH. Ha iX OCHOB1 OyAyIOThCS alrOpUTMH KOPEISALIHHOTO
aHamizy, GuIbTpallii, KOAyBaHHS CUTHAJIB Ta 300pa)KeHb, a TAKOXK aJTOPUTMH
3BOPOTHHUX BIITBOPEHb.

XapakTepuCTUKA HHU3KH CYYaCHUX CHUCTEM CYTTEBO TMOTIPIIYIOTHCS Y
BUIIAJIKy TIEPETBOPECHHS 1 OINpAIlfOBaHHS HUMH HENEPIOJAMYHHX CUTHAIIB — 5K
IIBUIKOIUIMHHKUX, TIEPEXiMHUX, TaK 1 MOBUIBHUX 3 BUCOKUM BMICTOM PI3HOT'O
TUIy 3aBaja. KpiM TOro, BUKOPHUCTAHHS ICHYIOUHMX METOJIB ITOJaHHS
CTPUMYETHCS CKIQAHICTIO MaTeMaTHIHUX MOJIEIEH Ta alfOPUTMIB iX pearizaliii,
3MEHIIEHHSM PIBHS YYTJIUMBOCTI 1H(GOPMATUBHUX IapaMeTpiB, MIBHAKOIII Ta
BHCOKOIO BapTICTIO po3p000K. PaiukaibHUM MUIAXOM MiABUINIECHHSIE)EKTUBHOCT
1 TAKMX CHUCTEM € PO3pOOJICHHS HOBHX METOJIIB MOJAHHS Ta TEXHOJOTIH IS iX
peamizaiii, siki 6 TOBHIIIE IHTEPIPETYBaIX BXiMHI CUTHAIX 1 OazyBanucsa Ha
OJTHOYACHIM JIOKai3allii CUTHATIB y pi3HUX 00nacTsax. Mojeni mepeTBOpeHb, SKi
CTBOPIOBATUMYTHCSI Ha iX OCHOBI, HE TOBHMHHI OYyTH CKJIQIHUMU 1 MalOTh
BPaxOBYBaTH OCOOJIMBOCTI apXITEKTypH OOYHCIIOBAIBHUX 3ac0o0iB. Tomy Ha
Cy4yaCHOMY €Tami pO3BHTKY TEOpil MIBUIKAX QJITOPUTMIB TIEPETBOPEHHS 1
00pOOJIEHHSI CUTHAIIB CIIOCTEPITAETHCS BEJIMKE 3aI[IKABICHHS PI3HUMHU HOBUMH
TUNIAMU TOAaHHS iH(oOpMaIlii, MeToJaMH 1ii TMEepPEeTBOPEHb, TEXHOJIOTIAMHU
peamizaiii, fKi TPYHTYIOTbCA Ha IX OCHOBI. 30KpeMa sIK aJbTEePHATHBY JIO
JTUCKpPETHOTO  mepeTBOpeHHs  Dyp’e  BUKOPUCTOBYIOTH  KOPOTKOYACOBE
nepetBopeHHs Dyp’e 3a ['abopom, pi3HI cheliajibHl BUMAAKUA IIBUIKOTO
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nepetBopeHHs Oyp’e, pi3HI BapiaHTU KOCUHYCHOI'O Ta CHHYCHOI'O IIE€pETBOPEHD,
QNTOPUTMHU IIBHUJKOTO MEpeTBOpeHHs XapTii Ta 1H. € miaxoau 10 noOyaoBH
3a3HAYEHUX 3ac00iB OMNpalLlOBaHHS CUTHAIIB, $KI 3MEHUIYIOTh KIJIbKICTb
0o0YHUCIIeHb, OJHAK MOTPEOYIOTH OLIBIIOL ampiopHOi iHGOpMalii Mpo BXIiJIHI
CUTHAJIM 1 3HAYHOrO 30UIBIIEHHS KUIBKOCTI aJirOpUTMIB 1 YacOBHUX 3aTpaT Ha
anaparypHy peanizaliio, 0COOJMBO 32 HASIBHOCTI IIKPOKOTO CIEKTpa 3aBa/l.

CyTT€eBUM HEOJIKOM BIJOMHUX METOJIB IMOJIaHHS CUTHAJIB € T€, 1110 BOHU
JIOKaJI3yIOTh iX JIMIIIE B OJHINA 13 o0sacTeil, 10 NPUBOAUTh, 3 OAHOTO OOKY, 110
iX HAJUIMIIKOBOCTI, a 3 1IHIIOrO — J0 BTPAaTH 1HPOPMATUBHUX JAHUX MPO CUTHAI.
Taxkuil migxig yCKIATHIOE MaTeMaTH4HI MOJIeNi, CTPYKTYpy 1 peamnizallio
aNIrOpUTMIB MEPETBOPEHHS Ta 0OpOOJICHHSI CUTHAJIB Ha iX ocHOBI. OTXe, ICHYE
HayKoBa MpobiieMa, siKa Mojsra€ B HeOOXITHOCTI po3pO0IeHHST HOBUX MIJXO/IIB
70 TOJIaHHSI CUTHATIB, CTBOPCHHS Ha iX OCHOBI MaTeMaTHYHHX MOJEIeH Ta
IrOPUTMIB NMEPETBOPEHHS 1 €()EKTUBHUX TEXHOJOTri 1udpoBOoro oOpoOIeHHS
JaHMX, SKi MOKHA TPAKTUYHO 3aCTOCOBYBATH JUIS PO3B’S3aHHS MIMPOKOTO KOja
NPUKIATHAX 33]1a4.

Po3poOnenHst Teopii 1 TEXHOJOTIl MOJaHHsS Ta ONpalOBaHHS CUTHATIB Y
4aco-4acTOTHIM o00iacTi Mae ocoOfMBe 3HAYEHHS /Ui PO3BUTKY HAayKH 1
BUpOOHMIITBA B VYkpaiHi. [lpukimagom Moxke OyTH pPO3B’si3aHHS MPOOIEMH
udpoBoro (GUIBTpyBaHHS Ta KOMIpecii 300pakeHb Ta ayliOCUTHAIIB, AKI €
00OB’SI3KOBUMH  €JIEMEHTaMH  YCIX ICHYIOUMX CHCTeM 30€peKEeHHS Ta
nepefaBaHHs 0a3 JaHWX, 300pakeHb 1 aymiocurHajiB. BukopucTaHHsS dYaco-
YaCTOTHOTO TIEPETBOPEHHS BIIKPUBAE MIUPOKI MOMIMBOCTI sl (PUILTPYBAHHS
CUTHAJIIB, HAHECEHHS IU(GPOBUX IMIMKUCIB, 3aXUCTy 1HMOpMaIii y ¢hiHaHCOBIN Ta
OaHKiBChKIM cnpaBi. OgHaK HEOOX1IHO 3a3HAYUTH, 10 €(EKTUBHICTh MOJIaHHS 1
OTIpaIOBaHHS HEINEPIOJAUYHUX, IMIBUIKOIUIMHHUX, IIMPOKOCMYTOBUX CUTHAIIB,
30KpeMa CHTHAJIiB 300pakeHb Ta BIJEO Yy YacO-4acTOTHIM, BEWBJIET 00yacTi
BUMarae BEJIMKUX OOYHCITIOBAIBHUX 3aTpar, a TaKOX IIBUAKOAII OOYMCIICHB.
TouHicTh iX ampokcumarlii y BEWBJIET 00JIacTi 3aJeXUTh BiJ ONTUMAaJIbLHOIO
BUOOpY 0a30BUX (YHKIIH 1 KUTBKOCTI PIBHIB MEPETBOPEHHS. 3 OTJISAAY Ha 1€
BUKOPUCTaHHS XMapHUX OOYMCIICHb JJIsi TIEPETBOPEHHS 1 OMPAIIOBAHHS TaKUX
CUTHAJIIB Yy pealbHOMY dYaci € 0coOJMBO OaXaHMM Ta CBOEYACHHM.
3abe3neueHHss  edeKTUBHOrO  (IIBTPYBaHHS Ta  KOMIpecii  CHUTHAIB,
NPEJCTaBICHUX Yy BEWBIET 00JacTI € IUIKOM peaJbHOI0 1 BHUPIIIYBAaHOIO
3agavoro. OT)ke, KOMIUIEKCHUM MiAXi A0 pO3B’sA3aHHA TakuxX 3ajad, a came
NPEJICTaBJICHHS Ta ONPAIIOBAHHS HEMEPIOJUYHUX, IIUPOKOCMYTOBUX CUTHAIIIB Y
4aco-4yacTOTHIH 00JacTi, 3 OAHOro OOKy, 1 BUKOPUCTaHHA Ui iX peamizarii
CY4aCHMX XMapHHUX TE€XHOJIOTIH 3 IHIIOr0, MOXe 3a0e3MeunTH Halle()eKTUBHIIIE
PO3B’sI3aHHS 3a/1a4, MOCTABJICHUX CIIOKUBAYEM.

Ha ocHoBi HaBejeHOro aHamizy IOKa3aHO HOBHH MiAXia g0 opraHizaiii
O0YHUCITIOBATILHOTO TPOIIECyY, MO Nepeadadae po3MoaUICHY BifganeHy oO0poOKy
Ta 30epiraHHs MaHWX, SKi BiAOYBAaIOThCA B TPOIECi 00’€MHHX HAyKOBUX Ta
MPUKIIATHUX JOCHIIKEHb Yy Cy4YaCHUX 1HPOPMAIIHHUX CUCTEMAX.
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OCOBEHHOCTH UCITOJIB30OBAHUA
KOMIUJIEKCA ITPOI'PAMM ELK STACK
JIsbax A.C. Xauupos E.O.

Hayunsblii pykoBoguTENb — 21011, K.T.H. ToKaps JI.A. XapbKkoBCKHUii
HallMOHAJIbHBIA YHUBEPCUTET paauodJeKTpoHuku (61166, Xapskos, np. Hayku,
14, xadenpa nHhokoMMyHHKAMOHHOM HHXXeHepun uM. B.B. ITonoBckoro, Texn.

+380954176623, e-mail: artemliabakh@gmail.com
+380988345085, e-mail: ed.khachirov@gmail.com
The complex of ELK Stack software products has been analyzed. It is
shown that this is an excellent solution for fast troubleshooting in the code, and a
very convenient tool for developers, as well as for creating or implementing
individual elements in large projects. It has been brought to the attention of ELK
functionality that allows it to be used as a central repository of logs, an event
aggregator with convenient navigation, as well as an analytical system with a
machine learning algorithm.

JlesiTensHOCTh JII000H OpraHW3aIiy, MPEIOCTABISIONICH OMpe/eIeHHbIC
pecypchl, HampaplieHa Ha TMOJy4YeHHe Joxona. B cBs3m ¢ dem, Tpu
NpEeOCTaBICHUU JIIO0OM yCIyrW, Hampumep BHUACO, ayJauo, XOCTHHTA,
IP-tenedonnn, HEOOXOOMMO paccyuTaTh MX CTOMMOCTb, a TaKXKe MPOBECTH
pacyeTbl ¢ KOHEYHBIMHM TMOJb30BaTeNsiMU. Takum 00pa3oM, ycCTaHaBIMBAETCS
CBOSI MEpa, UX XapaKTepU3yIolllasi pecypchl: Bpemsi, MeradanTel u T.4. [loaTtomy
BO3HUKAET BOMPOC OMJITMHTA, YTO U ONPEEISIET aKTyallbHOCTh JaHHOU PabOTHI.

OcHoBHas npoOieMa 3aKI0YaeTCs B TOM, YTO JJIsl OMJIMHTa HE TaK YK
MHOTO TOTOBBIX HHCTPYMEHTOB. Kpome TOro, OHU BCE SIBIISIOTCS IUIATHBIMH.

OmauM #3 pelleHuil JaHHOTO BOMpPOCA TMPEIJIOKEHO HCIOIb30BaTh
komruiekc nporpamm ELK Stack, koropsiii siBnsieTcss OecriaTHBIM, OTBEYAET
IIUPOKUM TOTPEOHOCTSIM, MPEAOCTaBIsACT YAOOHYI0 W THOKYIO CTaTHCTHKY,
KOTOpasi HeoOxoauma /it paboThI.

ELK pacmmdpossiBaeTcs kak elasticsearch, logstash u kibana. Panee sto
OBLITM TPU CAMOCTOSITEIBHBIX MPOJYKTA, HO MO3KE CTAIM MPUHAIIEKATH OJTHOM
KOMIIAaHWUA ¥ Pa3BUBaThCA B OJHOM HampaBieHuW. Kaxapli ©3 3THUX
WHCTPYMEHTOB (C HEOONBIIUMH TPUMEYAHUSIMH) SIBJISETCS IOJHOIEHHBIM
HE3aBUCUMBIM OpEn SOource MpPOAYKTOM, a BMECTE€ OHHM COCTaBIISIOT MOITHOE
pelIeHue ISl ITUPOKOTO CIIEKTpa 3a/1a4d coopa, XpaHSHHsI ¥ aHAJIN3a JIAHHBIX.

Logstash — »To yrwimmra mist cOOpkH, QUIBTpAlK M TIOCICAYIOIIETO
MepeHanpaBlieHuss B KOHEYHOE XpaHWIHINE JaHHBIX. Ee apyroe Has3BaHuWe
fluentd — logstash, HO HaHHas yTHIIMTA pemIaeT Ty )Ke caMylo 3aJaqy ¥ HalrcaHa
Ha jruby u Gosiee coBMecTMa ¢ elasticsearch.
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Elasticsearch — 3To pemienue 1ist MOJIHOTEKCTOBOTO MOUCKA, IOCTPOCHHOE
noBepx Apache Lucene, HO ¢ JONMONMHUTENBHBIMU YI0OCTBAMU B BUJE JETKOTO
MacCIITaOUPOBaHUS, PEIUIMKAUKA M MPOYUX MPEUMYIIECTB, KOTOPHIE CIEIalu
elasticsearch oueHb y1O0OHBIM M XOPOILIUM PELIEHUEM JIJIs1 BHICOKOHATPYKEHHBIX
MPOEKTOB ¢ OOJpIIMMU OObemMamMu JaHHbIX. (OCOOEHHO NPHUBIECKAET B
elasticsearch ero mpoctota W pabOTOCHOCOOHOCTH cpa3y MOCIE YCTAaHOBKH.
Kondurypanuss mno-ymonuanuro paboTaeT Jyisi TMPOEKTOB CpeAHed U
OTHOCHUTEJIBHO BBICOKOM HarpyxkeHHocTH. IIpu sTtom Bokpyr ES crnoxwunoch
OTJIMYHOE COOOIIECTBO, KOTOPOE BCErJa MOJCKAXKET, KaK MPaBUIBLHO HACTPOUTH
Bail ES-kiactep niisi KOHKpETHOM 3aauHu.

Kibana, mo3Bosiser Opath\uckaTh aaHHbie 1O elasticsearch u cTpouTth
MHOXKECTBO HMHTEPECHBIX TpadukoB. ITO oOdYeHb yAOOHBIH uUHTEp(EIiC,
NO3BOJISIIONINI TOJIb30BATENI0 KOMIIAHUM MOCTPOUTh MHTEPAKTHUBHYIO TaHENb
JUTSL BBIBOJIA aHAJIUTUKH TOTO, 4TO logstash ornpaBui B elasticsearch.

ELK Stack mo3BosisieT MpoBOJUTH MOHUTOPUHT OOJBIIOTO KOJIMYECTBA
TaHHBIX, (UIBTPOBATh WX, W TPU HEOOXOJUMOCTH MPOU3BOJIUTH OBICTPHIA
nouck. Takum 00pazoM, 3TO MOIUIHBIA MHCTPYMEHT, /Uil cOopa M (QUIBTpALUU
JIOTOB, YTO MO3BOJUT UCIOJIB30BaTh stack /st OMITMHTa BO MHOTUX CHCTEMaX, a
TaKk)KE€ 3HAYUTEIBHO COKpPAaTUTh pacxoAsl. Emie oaHuM mperuMyniecTBOM
ABJIIETCS IPOCTOTA YCTAHOBKH, OJHAKO ISl TOTO MOTPEOYIOTCS ONpeIeICHHbIE
HaBBIKHU ISl HACTPOUKU (DUIIBTPOB.

B pesynpraTe anexkBaTHOro BBIOOpA MPENJIOKEHHOTO  KOMILIEKCA
nporpamMm ELK Stack moxxHOo monyunth momuyro CMS cucteMmy, KoTopas
criocoOHa 00pabaThiBaTh OTPOMHOE KOJWMYECTBO JIAHHBIX B  CEKYHIY,
NPEOCTaBIsATh MOAPOOHBIE OTYETHI, a TaKkKe TO3BOJIMUT CTOPOHHUM
paspaboTyrkaM MOIU(PUIIUPOBATH CUCTEMY.

CIIMCOK UCTOYHHUKOB:

1. Elastic Stack and Product Documentation [OmekrponHBIH pecypc],
Pexum moctyna: https://www.elastic.co/guide/index.html. - 2019.

2. Tompgmreitn b.C., Expuenrs .M., Pepne P.JI. UnTennekryanbHbie
cetu. — M.: Paguo u cBsa3b, 2000.
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MOJAEJIb JOCJIIIXKXEHHSA OKPEMHUX METO/IIB
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HayxkoBuii kepiBHuk — Cadyposa C.O.
XapKiBChbKUW HalllOHATBbHUN YHIBEPCUTET PAI0CIEKTPOHIKH
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New technologies spread in the world market and provide an opportunity

to create united information society where the geographical boundaries lose its
relevance as an economical factor. The work includes the program, developed
using the Java programming language to illustrate the packet traffic movement
in the network under investigation and to calculate its parameters. This
research have shown that the method of using classes is more effective because
the C-clients get the proper speed of Internet.

OcHOBHUMHU  (paKTOpaMH PO3BHUTKY Cy4YacHOi CBITOBOI E€KOHOMIKH
BUCTYNAIOTh TEJIEKOMYHIKaIIHHI Ta iHdopmarliitHi Texnonorii. HoBi Texnosnorii
3aBOMOBYIOTH CBITOBUM PUHOK 1 JO3BOJISIOTH CTBOPUTH €AMHE iH(OpMalliiiHe
CYCIIUJICTBO, Ji¢ Teorpadiudi KOPJAOHHM BTpayarOTh CBOE 3HAYCHHS SK
€KOHOMIUYHHK (akTop.

PosrnsitHeMo 1Ba MeTOAM KOHTPOJIIO MapameTpiB JOCTYIY 10 TOCIYT
Multiplay: MeTo7 KOHTPOJIIO MapaMeTpiB JOCTYIy JjIsi aDOHEHTIB, SIK1 po30UTI Ha
KJIaCH, 1 METOJI KOHTPOJIIO IMapaMeTpiB TOCTYITY JJisi aOOHEHTIB 3rijgHO mociyr. [1]o
nayo 00’eqHaHHS a0OHEHTIB 3a KiacamMu? SIK 3MIHWIACA KUIBKICTH TEpelaHux
MaKeTIB y BY30J JOCTYITy Ta CMYyTa MPOIMYCKaHHS, 1 0 KOHKPETHO BUKJIMKAJIO IIi
3MiHU. B pe3ybTaTi MOpiBHAHHS OTPpUMAIH MiATBEPIKESHHS, 1110 METO KOHTPOJIIO
nmapaMeTpiB JOCTyIy Jjisi aOOHEHTIB, SIKI pO30MTI Ha KJIacH, Kpallii 3aBIsKH
1IBUIIICHHIO MBUIKOCTI a0OHEHTIB, SIKI BHKOPUCTOBYIOThH IHTEPHET.

By3zon goctymy o00poOisie cyMapHy KUIBKICTh TMaKeTiB BIJ  yCiX
KopucTyBauiB mociyr Multiplay: Tenedonis, iHtepHer, Bigeo KiIbKiCTh
Mepelannx TMakeTiB Big mociayru Tenedonis 1 Big mocayru IPTV B 0060x
PO3MIITHYTUX METOJaX OJHAKOBa. PI3HMIIL B KIUIBKOCTI MAaKETiB BiJl IMOCIYTH
iHTEepHEeT. B Meronmi i3 KimacamMu KUIBKICTh TAKETIB Bil TMOCIYTd IHTEPHET
CKJIAJA€ThCs 13 ABOX yacTHH. [lepina 3anexuTh BiJ MIBUAKOCTI TIEpenadi MakeTiB
BiJl kiacy B: a0OHEHTIB, sIKi BUKOPUCTOBYIOTH IHTEpPHET 1 TenedoHiro, 1 BOHA
CHiBIAJA€E 13 MIBUAKICTIO Mepefadi Bif Mmociayrd [HeTepHeT B METOAl 3TiIHO
nmociyr; Jlpyra - Bim mBuakocti mepemadi Bim kmacy C: abOHEHTIB, SKi
BUKOPUCTOBYIOTh TeJNEe(OHII0, IHTEPHET 1 BilEO, SKa CIIBMANa€ i3 MBHUIKICTIO
nepemadi makeTiB Bix mocayru [PTV, ToOTO Oinbma, HK B METOMI 3TiTHO
MOCITYT, SKa JMOPIBHIOE TUIBKW IMBUAKOCTI IHTEPHETY. Y MIACYMKY Yy METOi
KOHTPOJIIO TapaMeTpiB JocTymy no mociayr Multiplay ams aboneHTiB, siki
PO30UTI Ha KJIacH MepeaeThes: OUIbIA KUTbKICTh MAaKETIB BIJ] MOCTYTH IHTEPHET
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1 B IIUIOMY 3arajibHa KUIBKICTh MAKETIB, HDK Y METOJIl KOHTPOJIIO MapaMeTpiB
JIocTyny 3rigHo mocayr. Tak 1 cMmyra mHpomyckaHHs Ouiblia, 00 Hampsamy
3aJIEKUTh Bl CEPEIHBOTO0 YHUCIA MAKETIB B CEKYHIy, HDK MPU METOJl, KOJIH
a0oHeHTH 00’ €/THaH1 3T1IHO MOCTYT.

3a nomomorord MOBHM IporpamyBaHHs Java po3poOsieHO mporpamy
MaTeMaTUYHOi MOJIEN 13 PO3PAXYHKOM BHUXIJIHUX IMOKA3HUKIB BY3Jia JIOCTYILY
JUTSL IBOX PO3TJISTHYTHX METO/IIB, @ TAKOXK CXEeMY Bizyajizalii pyxy Tpadiky ais
pecypciB goctyny no nociayr Multiplay. IIpoekT BHKOHAaHO Yy HpOrpaMHOMY
cepenopuiti  Eclipse. Kopuctytouucs nepeBaramu OOII, HamaHUMH MOBOIO
Java, s KoKHOTro 13 CKJIaJ0BHX €JIEMEHTIB ab0 MpOLECIB MOJIENl CTBOPEHO
KJIac, SKUW ONMHUCYE CTPYKTYpPYy, NPUHIUI POOOTH Ta (YHKI[IOHATBHICTD,
HEOOX1IH1 111 MOOY/0OBM KOHKPETHO JIaHOi MOJIeNi, YHHKAaI4u 3aiBl JeTani
peanizanii npuctpois. g moOynoBU Mepekl BUKOPUCTAHO TaKi €JIeMEHTH, SK
NporpaMHUIl KOMYTaTOp, CepBEp Ta KiHIIEBI MPUCTPOI, IO CKIAAY SIKHX BXOIATH
[1K, HoyTOyK Ta IP-Tenedon. 11 K0O>)KHOTO 3 HUX BIJIOBIIHO CTBOPEHI KJIACH, -
Switch, Server, Personal Computer, Laptop, Phone, B sikux omnrcaHo mapaMerpu
ta Qynkuii. Ha ocHoBHil maneni kiacy WorkPanel po3mitieHi yci komyTaTopu
Mepexi, 3’€JHaHI MK COOO0IO0 3a KIJIBIEBOIO TOMOJIOTIEI0 AJI IEMOHCTPAILIITl pyXy
Tpadiky Ha MaricTpaJbHOMY piBHI. Bi3yalibHe MNOpeACTaBICHHS CHUMYJISIIT
TpadiKy IpOoJEMOHCTPOBAHO Ha puc. 1.

Intemei

Pucynok 1 — Cumymsiis Tpadiky

I[TEPEJIIK ITOCUJIAHb

I Munar I'. Java 8. ITlomHoe pykoBoacTBo; 9-¢ m3a.: Ilep. ¢ anrm. —
M.: OO0 "N.JA. Bunbsamc", 2015. - 1376 c.
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The basic methods of measuring the frequency and bandwidth of
radionuclide bandwidths of radio access systems (RAS), including wireless
LAN equipment in the 2.4 GHz and 5 GHz frequency bands according to the
technical requirements of the standards, are presented. Methodology for
checking compliance of RAS characteristics with modern standards and
radiation standards to ensure the electromagnetic compatibility of RAS and
providing the necessary information for the needs of regulation of the use of the
radio frequency resource of Ukraine.

CyuacHe o0nagHaHHs 0€3MPOBOIOBUX Mepexk 0a3yeTbCs Ha MIKHAPOJHUX Ta
€BPOINENUCHKUX CTaHIapTax 3 TeJeKkoMyHikaiii. HaiOubine nommpeHas B YKpaini
OTpUMaJIM BUCOKOIIBUJIKICHI cTaHaapTti 6e3npoBoaoBux Mepex IEEE 802.11a/b/g,
IEEE 802.11n Ta IEEE 802.16, mo BuWMarae BHKOPWUCTaHHS Yy JiSJILHOCTI
VYkpaiHChKkOro JepskaBHOro 1eHtpy pamiodactor (YALP) HamioHasbHHUX
CTaHAApTIB YKpaiHW, 3rapMOHI30BAHUX 3 MDKHApOJHHUMH Ta €BPONEHCHKUMHU
cranfaptamMu. ToMy, akTyaldbHOIO € 3aJladya BHBYEHHS Ta MPAKTHYHOTO
3aCTOCYBaHHS BIMIOBIIHUX  HAIIOHAIBHUX  CTAHJAPTIB, pO3po0IEHUX
MDKHAPOJIHUMH OpraHizallisMH, 30KpeMa, €BpPONeHChbKUM THCTUTYTOM CTaHIApTiB
tenekomyHikaiid ETSI (European Telecommunications Standards Institute).

MeTtpuka BUMIPIOBaHHS IIEHTPAJIBLHOI YaCTOTH PaiOCICKTPOHHOTO 3aco0y
(PE3) mmpokocMyroBoro pajiofocTyiry 0e3 4iTKO BHAUICHOI HECydoi YacTOTH
MO>KJIMBO IIPOBOJIMTH SIK Ha aHTCHHOMY BHMIXOJ1 TepefaBadva, Tak 1 «3 edipy» Ha
neBHii BincTani Bin PE3 3 BukopuctanHsM BUMIPOOYBaIbHOI aHTECHH, TIPUETHAHOT
70 aHamizaropa crekrpa. [Ipu 1bOoMy BHUKOPUCTOBYETHCS METOJ aHaji3aropa
pPaaioyacTOTHOTO CHEKTpa, CyTh SKOrO MOJISITA€E B PO3PAXYHKY LEHTPATBHOI
gactotH (f,) 3a pe3ynbTaTamMu BUMIpIOBaHHS IMIMPUHK 3aiiMaHOI CMyTH 4acTOT i3
3Ha4eHb i1 BepxHboi (f;) Ta HIKHBOI (f,) gacTor 3a popmymoro f, = (f; + f,)/2.

JlomycTriMe BIIXMJICHHS YacTOTH IepeiaBada 3rigHo craHmaprty [1] ckiamae
+ 25x10°. BigmosizHo 10 BuMOr craHaapry [2] (aKTHYHy LEHTpalIbHY 4acToTy
HOCIHHOTO KOJMBAaHHS i1  OyJOb-SKOTO 3aJaHOTO KaHaly, 3aJeKIapoBaHy
BHPOOHHMKOM, Tpeba mixrpuMyBatd B Mexax +20x10°. Ipukmax pesymbrary
METPUKH BUMIPIOBAHHS IEHTPAIBHOI YacTOTH BumpomiHioBanHs PE3 Tumy
NanoBridge M2-G18 "Ubiquiti Network Inc.", mo mnpamroe B pexumi g 3
kiacom ButnpoMintoBanHas 20M0OG1W oGpakenwnii Ha puc. 1.
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- =)
Yacrora, MI'nt Binxunenns gacroru, 10
3a BUCHOBKOM Bumipsina ETSI EN 300 Bumipsiae
P 328:2016 P
2412 2412 +25 0
Bignosinae (Tak / Hi) - Tak BinnoBigae Hopmawm (tak / Hi) - Tak
prem P Mapkep M1, MTI'g 2403,054545
PN S s Mapkep M2, MTI'i 2420,945454
.v/ N YacroTa 3riJHO 3 BUCHOBKOM
i i moso EMC PE3, MI'n 2412,000000
BumMmipsina yacrora, MI'ig 2412,000000
Bumipsine BixxmujeHHs1
T = —— T I YACTOTH, 10° 0,00

Puc.1. MeTpuka BUMIpIOBaHHS IEHTPAJIBbHOT YaCTOTH

PekoMeHi0BaHI MapaMeTpud HACTPOIOBAHHS aHali3aTopa CHEKTpa: B
PSKHMMI g — PO3JUIbHA 3MaTHICTH 3a cMmyror mpomyckanus (RBW) 100 kI,
cmyra npomyckanns Bigeoduibtpa (VBW) 30 kI'r; B pesxxumi b — RBW 100 I,
VBW 100 xI'm.

Merprka BUMIPIOBaHHS IIMPUHU CMYTHM YacTOT PaJiOBUIPOMIHIOBAHHS
PE3 mmpokocMyroBoro paaiogocTymny 3A1HCHIOETbCSA 3 BUKOPUCTAHHSIM METOY
«X nb». BuMmoru A0 HIMPUHU CMYTH Ta IMO3aCMYTOBHM BHUIIPOMIHIOBaHHSIM
3rifHo crtaHAaptis [1] Ta [2] y BUMIISIA] CIEKTPaTbHUX MAcCOK BHUIIPOMIHIOBAHHS
JUIsl 00TaIHaHHS paioaocTymy aiama3oHiB yactot 2,4 I'T'y ta 5 T'T'1y 300paxeni
Ha puc. 2.

Inmmul

-22 Ml ~11MIu £, UMM 22 MTH f, MT

a) cranaapt I[EEE 802.11g 6) crannapt IEEE 802.11b
miamasod yacroT 2,4 I'Ty  miamaszon wacror 2,4 I'T'1y

Puc. 2. CnekrpanbHi MAaCKH BUIIPOMIHIOBAHHS
BucHoBku:

Po3Butok chepm TenmekomyHikami Oe3rmocepeHbO  TOB’S3aHUN 3
BBEJICHHSAM B ekcruiyaTailiro PE3 pi3HOMaHITHUX paaiOTEXHOJIOTIH, CUCTEM Ta
CTaHJapTiB 3B’sA3Ky. Ha nmaHmii yac icHye HaraiabHa mOTpeba y po3poOiri
METOJIMK TIEPEBIPKU BIAMOBIMHOCTI XapakTtepucTuk PE3 cydacHum ctanmapram
Ta HOpMaM BUIPOMIHIOBAHHSA JIJIsl 3a0€3MEUYCHHS €IEKTPOMArHiTHOI CyMiCHOCTI
PE3 Tta mnamanHs HeoOximHoi iHdopmamii mis moTped peryiroBaHHS
BUKOPHUCTAHHS PaI0YaCTOTHOTO pecypcy YKpaiHu.

[NEPEJIIK JOKEPEJI ITOCUJIAHHA

1. ETSI EN 300 328:2016, IDT (JACTY ETSI EN 300 328:2017
EnextpomarHitHa CyMiCHICTB 1 paiiodyacTOTHUH criekTp. CUCTeMH 3 PaiogoCTyTIoM
y nmiana3oHi yactot 2,4 I'T1. 3araibHi BUMOTH 70 pajioiHTepdercy).

2. ETSI EN 301 893:2017, IDT (JACTY E TSI EN 301 893:2017
OOGnagHaHHS PaIioNoCTyIy mianma3zony dactor 5 I'Tm. 3aranbHi TeXHIYHI BUMOTH
Ta METOAM BUNIPOOYBAHH).
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Adanacoes 10.B.
HaykoBuii kepiBHUK — 1.T.H., Ipo¢. Jlememko O.B.
XapKiBChbKUW HalllOHAJTBHUN YHIBEPCUTET PaII0CIEKTPOHIKH
(61166, XapbkoB, npocn. Hayku,14, kad. [HpokomyHIKaLiiHHOT 1HXKEHEPii
im. B.B. ITonmosckkoro, tea. (057) 702-13-20)
e-mail: testkivi204@gmail.com

Ensuring access control to facilities based on the use of telecommunication
systems and networks is an urgent task. This problem is solved by finding
effective ways to build access control systems. The paper studies the possibility
of building an access control system based on one-factor and multi-factor
authentication. A version of the hardware and software system implementation
Is proposed. For various system configuration options, the system availability
time has been experimentally determined.

AHani3 nmyOiKkailiii 3 MuTaHb PIlIeHHS 3a7a4l KOHTPOJIIO JOCTYITY MOKa3ye,
0 MHUTaHHS Oe3neku Joctymy a0 iHdopmamii € aktyanbHum [1]. Ichytoui
METOIM aBTeHTU(IKaIlii, Takl SK Mapoii, KapTK{, PI3SHOMAHITHI €JIEKTPOHHI
KJTto4Ui, He 3a0e3leuyroTh B TMOBHIM Mipl 3aXHMCT BiJ HECAHKI[IOHOBAHOTO
noctymy. OgHuM 3 e()eKTUBHUX METOAIB 3a0e3leueHHs 3axucTy iHdopmMarii €
3aCTOCYBaHHS 010METPUYHUX METOJI1B aBTCHTHU(IKAIT].

3a pe3ynmpTaTaMu  JOCHIIPKEHHS  TMHUTaHb  peaiizaiii  TeXHOJOTiH
aBTeHTH(}IKaIli BU3HAYECHO, IO BapTICTh amapaTHUX 3ac00iB 3aJICKHUTh Bij
Merony aBTeHTHIkallii, 1HpopMaris Mpo KOpUCTyBada 30epiraerbcsi B 0asi
JaHUX Ha CEpBEpi, 10 IPH MEBHUX yMOBax He 3a0e3Ieuye 3aXUCT BiJl JOCTYITY
0 Hei. YJI0CKOHAJEHHS METOMIB HECAHKIIIOHOBAHOTO JOCTYIY OOYMOBIIIOE
PO3pOOKY HOBUX Ta YAOCKOHAJICHHS ICHYIOUHX METO/IiB aBTeHTHdiKallii. J[o Hux
BITHOCATHCS JMHAMIYHI 1 CTaTMYHI METOJH, METOAIM OaraTOKpUTEPiaabHOIO
aHaJTi3y MOKa3HUKIB Ta iHIie [2].

B 3aranpHOMYy BUTaIKy METOAM aBTeHTH(IKAIil MOBHHHI 3a0e3medyBaTH
HallMEHIIIE 3HAYEHHS YacTOT TIOMHIJIKOBHX CIHpalioBaHb Ta BIiAMOB B
oOcnyroBani. [ligBuiieHHsT piBHA O€3MEKM B CHUCTEMaxX KOHTPOJIIO TOCTYITY
(CKJl) w™oxnmBe 3a paxyHOK 3acTOCYBaHHA METONy JBO(AKTOpHOI
aBreHTH(]iKamii (two-factor authentication). Ipuknamamu peamizamii gaHOTO
METOMy € CIocoOM aBTeHTU(IKaIil B COIIaTbHUX Mepexax, OaHKIBChKii cdepi
Ji¢ BHUKOPUCTOBYIOThCs: SMS-aBreHTH(iKAIs, OaHOpa3oBuil mapoiyib, Google
Authenticator Ta in. [3]. Crpykrypa CKJI 3amexuTh Big HACTYITHUX
XapaKTEPUCTUK: KUIBKOCTI TMEpCOHaNy, Mg SKOr0 HEOOXIIHO BU3HAYUTHU
3alaHdil PIBEHb JOCTYIy A0 TMeBHOI iHGopMmailii (00’€KTy); MPOCTOPOBUX
MOKA3HHKIB, SIKI BU3HAYAIOTHCS PO3MipaMu 00’ €KTa, B3AEMHOMY PO3TalTyBaHHIO
OKpPEMUX CKJIaJIOBUX Ha MICIEBOCTI; OCOOJUBOCTAMHM TOMOJIOT1T 1H(pOpMAIiiiHOT
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cucteMu. TakuM 4YMHOM, 3a3HAYEH1 CUCTEMU IPEJICTABISAIOTh COOOI0 MEPEXKI, K1
MOEHYIOTh B CO01 KOMIUIEKC PO3MOAUIEHUX NpuiafiB aBTeHTU(]ikauii. Tomy,
TaKl MEpEeX1 MOKHA PO3IIIAIaTU SIK CEHCOPHI MEPEXKI.

B ocHoBy mnporpamHo-anapatHoi peamizauii BapianTiB CK/[ mokmangeHo
3aCTOCYBaHHS HACTYIHHUX €JIEMEHTIB: 3uMTyBau BinOuTKiB maibliB FPMI10A,
mikpokoHTpoaep ESP32 3 interpoBanumu Wi-Fi ta Bluetooth konTponepamu Ta
anteHamu; monynb RFID monyns RC522; mikpoxontponep ESP8266; cepsep
onHorutatHUH kommbioTep Raspberry Pi 3; Bluetooth-npuctpoi.

Po3pobiieno anroputM 3 aBreHTH(diKamieo mo Bluetooth-nmpuctporo. Bin
BKJIIOYAE €Tal BHECEHHS JaHUX KOPUCTyBaua JJIs aBTeHTHdIKaIlii B 0a3y qaHUX
Ta eTam aBTeHTU(QIKalii KopucTyBada. B 3arambHOMY BHIAIKy alTOPUTMH
poOOTH 3 aBTEHTH(}IKAIIEIO MO BIIOUTKY Majblsd Ta 3 BUKOPUCTAHHAM MOJYJIS
RFID ananoriuni. 3aralbHUMHU pUCaMU pEajli30BAHMX BaplaHTIB € HACTYIHE:
HEOOXIJTHICTh HAsBHOCTI CepBepy, B SKOMYy 30epiraethcs 0a3za JaHUX
KOPHUCTYBauiB; BUKOPUCTaHHS MiKpokoHTpoJsiepy ESP32 3abe3neuye peanizairito
PO3IJIIHYTUX METO/1B; BUKOPUCTAaHHS MIKpOKOHTpoJiepy ESP8266 3abe3neuye
peaitizaiiiro MmeToaiB aBTeHTH(DiKaIii 0e3 Bukopuctanus Bluetooth.

3 MeTO BU3HA4YEHHsI 0COOMMBOCTEN MOOYOBH MEPEXi 3 BUKOPUCTAHHSIM
MIKpOKOHTposepiB Tuny ESP32, B po6oTi mpoBeneHO eKCIepUMEHTAbHE
JOCIIPKEHHSI 4acOBO1 XapaKTEPUCTUKH MEpPEeXi - 4Yacy TOTOBHOCTI MeEpExi.
PosrnsinyTto nBa BapiaHTa HanamTyBaHHS Mepexi. [lepmwmii — onuH MOIyIb
ESP32 posznae cBoro WI-FI Mepexy a apyruit Moaynb MiIKIIOYAETHCS 10 HEl 3a
YMOBH BBEJICHHS NTapaMeTpiB HAJIAIITYBaHHS MEpexi BpyuHy. pyruit — ogun
monayib ESP32 po3nae coto WI-FI mepexy, a apyruit Moayib MiIKIIOYaETHCS
710 HEl 32 YMOBH Tepeiadi mapaMeTpiB HaJallITyBaHHS MEPEKi aBTOMATUYHO 10
kanaiy WI-FI. B pe3ynbTati ananizy oTpuMaHUX JaHUX BU3HAYEHO, IO MPHU
HaJaIllTyBaHHI MEpeXi BPY4YHY, 4Yac IMMJIKIOYEHHS Ma€ OUIbIN CTaOiThbHUN
xapaktep 1 ckimagae 1,35 cek. Ilpu aBTOMaTMYHOMY HajamITyBaHHI dYac
FOTOBHOCTI 3HaXOAUTHCS B MexKax 1,3 — 44,3 cek.
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The considered fail-safe routing methods have been researched and
improved, both with and without balancing. The main thing in such networks is
that routing protocols with an increased level of fault-tolerant solutions are used.
As shown in practice, this technology is especially necessary for maintaining
multiservice, as well as saving resources in some way. The use of special fail-
safe routing protocols can increase the availability of routers acting as a
gateway. And the use of a protection scheme FRR makes the network more
resistant to overloads and more efficient in general.

YcexmanHenHss B o0OjacTi  TEJIEKOMYHIKAIIMHUX — TEXHOJOTIH  Ta
IHGPACTPYKTYpPH HPHU3BOAATH 0 TOTO, IO BCE OUIBIIEC BUMOT BHUCYBAIOTHCS JIO
napaMmeTpiB SIKOCTI 00CITyroByBaHHS B CUCTeMax Ta mepexkax. KirodoBy ponb y
3a0e3MeueHHl 3aJaHuX 3HA4eHb TaKUX BAXKIMBHUX IOKAa3HUKIB  SKOCTI
ob6cnyropyBanHs 3rimHo BUMor QoS(Quality of Service), Taki sk: cepeaHiii yac
3aTPUMKH, DKUTTEP, UMOBIPHICTH BTpAT Ta MOMMJIOK MAKETIB, IIBUAKICTH iX
nepeaavi BiIBOAUTHCS KOHTPOJIIO 3 OOKY IIPOTOKOJIaM MapIIpyTH3aIlii.

TakuM 4YWHOM, aKTyaJlbHICTHh NPOOJEMH MaplIpyTH3allli Mojsrae: y
JOCJIIJDKEHH1 METOJIIB Ta aHalli3y 3 OIIHKOK SKOCT1 BUOPAHOTO ONTHMAJILHOTO
MapHipyTy Ta HEJOMYIICHHsS IIepeBaHTaXEHHS OO0’ €KTIB Mepexi B 4Yacu
HaiOuIeimoro HaBaHTaxeHHs (YHH). Sk mokasye aHamiz 3  OIIIHKOIO
HEJIOCKOHAJILHOCTI CYJaCHUX MPOTOKOJIIB OJHOIUISXOBOIO Ta 0AraTOIIISIXOBOIO
BIIMOBOCTIMKOI MapuIpyTH3aIlii, IOJsATaE B HEMOJIKaX CTPYKTypu came rpadin
MOJEI 1 METO/IIB, SIKI HE B 3MO031 BpaxOBYBaTH B ITOBHIM Mipi mapamMeTpH SKOCTI
poOOTH MEpEekK B peallbHOMY Yaci.

Jlnist pimeHHs muX mpodsieM HeoOXiTHO B YMOBAaX BIIPOBA/KEHHS BUOPAHOT
nmoTokoBoi Mozeni Ha ocHOBI SDN TexHomorii ynpaBiiHHS OJHOIUISXOBOIO Ta
0araTonuUIAXOBOK BIIMOBOCTIHKOIO MAapHIPyTH3alli€l0 B TOMY YHCIl 3
MPOTOKOJIAMHM 3aXMCTy MHUTIO3Y 32 3aMOBYYBAHHSIM JUISI MEpEXl TOCTYIy Ta
MPOTOKOJIaMH OalaHCYBaHHS HABAaHTAXEHHSA IS TPAHCIOPTHUX PECYpCiB
(GLBP, CARP, HSRP, VRRP) Ta HEoOXiIHO TaK0)X BUKOPHCTOBYBATH CXCMH
3axucty Fast ReRoute. /[is Buire BkazaHOi IMTOTOKOBOT MOJIENTi Y BIIMIHHOCTI BiJl
rpadoBUX XapaKTepHE Te, IO BOHA MOXE BPaxOBYBaTH HE TUIBKH CTPYKTYPY
MEpEexXi, a TAKOXK MapaMeTPpH SIKOCTI pOOOTH KaHaJIB 3B’ 513Ky Ta MOTOKIB TpadiKy
HABaHTAXXEHHS, B MEKaxX HOPMHU.
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3aBAsIKM BUKOPUCTAHHIO JOCHIIKYEMOI MOTOKOBOT MOJEINI, MOKHA OUIBIII
e(heKTUBHO BUPIIIYBATH CKJIQJHI 3aJ1a4l 11010 30aTaHCyBaHHS HABAaHTAXXEHHS Y
YHH B mepesxax goctyny Ha ocHoB1 SDN.

B pamkax 1iei Moneni yMoBU 30epexeHHsI MOTOKY Tpadika Ha KIHLIEBUX
By3JIaX 1 B IIJIOMY MepEXk1 Ta B yMOBaXx 3amno0iraHHs MepeBaHTAXCHHIO KaHAIIB
3B’ 513Ky HEOOXIJTHO 3a0€3MEeUNTH 3aXUCT ILII031B 32 3aMOBUYBAHHSIM.

BucHoBku:

1.B pe3ynpTaTi MNpOBEAEHUX JAOCHIIKEHb OyJl0 OOTrpyHTOBAHO Ta
MPOAHaTI30BaHO 3 OI[IHKOIO BUOIp MOTOKOBOI MOieN1 3riiHO BuMor QOS.

2. CtpykTypa J0CHIIKYEMOT MOJIEI MIXO0IUTh, SIK JJIsl PO3B’sI3aHHS 3a/1a4
OJIHOIUIAXOBOI TaK 1 JuIsi 0araToluIsXoBO1 BIIMOBOCTIMKOI MaplIpyTH3aLlii.
Takox TMMOTOKOBa MOJENh Ja€ MOXIHMBICTH BUKOPHCTOBYBATH METPUKH
MapIIpyTiB Takl, SK TMepexoJd Ta MNPONYCKHI 3JaTHOCTI MPOTOKOJIB
MapIIpyTH3allii, 0 B CBOI Yepry J03BOJIAE€ TOYHIIIE MiIXOJUTH 10 BUOODPY
OCHOBHMX Ta pPE3epBHUX MapIUIPyTiB OJHOIUIAXOBOI Ta OaraToNUISAXOBOi
BIIMOBOCTINKOT MapuIpyTH3aiiii.

3.0nHouyacHo, cxemu 3axucty Fast ReRoute maroTh  MOXIUBICTH
PE3EBYBaHHs, TPAKTIB, BY3/iB, i BChOTO NIISIXY/MYJIBTHIILUIAXY B MEpEXKax JOCTYITY.

4. BUKOpHUCTaHHS MMPOTOKOJIIB OaTaHCYBaHHS J1a€ MOKJIMBICTh 32a0€3MEUnTH
3aXMCT OO0’€KTIB BiJ TEpPEHABaHTAXEHb Ta €(EKTHBHO BHUKOPHUCTOBYBATH
pecypcu mepexi B UHH.

5. B mOpoAoBXeHHsSI TOCHIIKEHHS TUIAHYETHCS MPOBECTU MOJIETIOBAHHS
KoH(piryparii Mepesxi Ta aHaIi3 MPOTOKOJIIB 3aXUCTY MIJII031B 32 3aMOBYYBaHHIM
Ha cuMyIsniiHoMy oOnagHanai  “Cisco Packet Tracer” Ta peanbHOMY
(;tabopaTopHOMY) 00J1aTHAHI.

CIIMCOK BUKOPUCTAHUMX JIKEPEJI

1. Beremna III. KadectBo oGcmyxuBanuss B cersax IP[Tekcr]. — M.:
Usnarensckuii nom “Bumeamc”, 2003. — 368 c.

2. Jlememko A.B. Mogenb 0TKa30yCTOMYMBOM  MapUIpyTH3AIUU
MHOTOAJIPECHBIX M IIUPOKOBEImAaTeIbHbIX MOTOKOB B MPLS-cetn [Tekct] /
A.B. Jlememko, K.M. Apyc // Cuctemu o6poOku iHpopmarii. — Ne9 (116). —
2013.

3. €pemenko O.C. Orisgag TEOPETHYHHUX pIIICHL IIOJO0 BiIMOBOCTIMKOT
MapHipyTu3aiii B TeJIeKOMYHIKamiiHuX Mepexax [Emexrponnuii pecype] /
O.C. €pemenko, M.O. €snokumenko // [Ipobaemu tenekomyHikarin. — 2018. —
Ne 1 (22). - C. 25 -42.

29



BUBIP TEXHOJIOI'TI TA TONOJIOT'TI
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The issue of building a network in the enterprise is investigated. The
choice of topology for building a network is analized. The technology of
building a network is analyzed.

OpgnuMm 3 HAWOUIBII TEPCTIEKTUBHUX BaplaHTIB BUPIMIEHHS NpoOIeMH
nepeaadyi BUCOKOCOPTHOTO TpadiKy, OJHOYACHOI Tepesayl CUTHAJIB Pi3HUX
dopMaTiB € HOBE MOKOJIHHS TEXHOJOTli MAaCUBHUX ONTHYHUX MEPEXK, IO
3a0e3nevyye HaJIaHHS IMHPOKOTO CHEKTPY TOCIYr 3 BHUCOKOK sKicTro. Lls
TEXHOJIOTiS BXKE 3apa3 MoOXe 3alesnedye mepenady JaHUX Ha MIBHIKOCTI |
I'6it/c 1 BuIEe HA OAHOTO A0OHEHTA, 110 BU3HAUYAE aKTYaJIbHICTh POOOTH.

[lepmum eranmom po3poOku Ta TOOYAOBHM MeEpexi Ha BUPOOHMUOMY
HIAMPUEMCTBI 3 BUKOpUcTaHHAM TexHoJorii PON e BuOip Tormosnorii, HaCTyTHUMHU
eTanamu - BUOIp 00JlaJHAHHS Ta BIPOBAKEHHS TOMEHHOI CUCTEMH.

3Baxkaroui Ha Te, 10 Mepeka MianpueMcTBa MICTUTh 100 KOMIT IOTEPIB,
20 mpunrepiB ta 20 ip-teaedoHIB MOIMLILHO 1 €KOHOMIYHO BHKOPHCTOBYBATH
TOIOJIOT0 "MYJIBTIIEpPEBO 3 TACHBHUM ONTUYHUM posranykeHasMm" PON (P2MP).

["omoBHI mepeBaru 0OpaHoOi TOMOJIOTi:

* EKOHOMHE BUKOPUCTAHHS BOJIOKHA, BC1 CUCTEMH MPAIIOIOTh Ha OJHOMY
BOJIOKHI, MO 0OMIHY 1H(GOPMAIIHHUX TOTOKIB BUKOHYETHCS Ha 0OcHOBI WDM -
TEXHOJIOT1i, TOOTO Ha MPUHIIMII XBUILOBOTO MOJILIY;

* IepeBOIOIIOHAa  CTPYKTypa Iiependadae, IO KOXKEH  TepMiHaJ
KOPUCTyBaya HE3aJCKHUW, Mae€ CBIM (I3WYHUNA 1 JIOTIYHMA MapHipyT 10
KOHIICHTpATOPa, MOCIIII0BHI JIAHITIOTH BUKJIIOUCHI,

* MHUpOKa cMyra gocTymy, 10 400 M6 / ¢ Ha TepmiHa,

* MOXJIMBICTh PE3EPBYBAHHS K aKTUBHOT'O O0JIaHAHHS, TaK 1 MACUBHUX
BOJIOKOHHHX IIJIAXIB;

VY sxocti TexHonorii obpana GPON, BoHa € HaWOUIBII EKOHOMIYHA.
Ocnorni nepeBaru texHosorii GPON Ttaki: miarpumka g0 256 norigaunx ONT Ha
OJTHY JOBKUHY XBHJIl; MEXaHI3M PO3MOJALTY CMYTH MPOIYCKaHHS B BHCXITHOMY
MOTOII 32 JONMOMOTOK) MAapKepiB B HU3XITHOMY TIOTOIl; HOBUH CIHOCIO
aBTOMaTH4YHOTO 1 mepiogumunoro BusBieHHs: ONT; aBTomaTnuHe mMacmiTaOyBaHHS
nipu BusiBeHH1 apeidy Bikaa ONT; 3axuct koxxaoro ONT-3'ennanHs.

[IpoekToBaHa Mepeka Mae CTPYKTYpy 3 TACHBHHM PO3MOALIOM B
HAmpsMKY Bil KOHIEHTpaTtopa a0 aboHeHTa. KoedilieHT po3moaity Moxke
nocsaratu a0 64 Ha oxgHe BoysiokHO (PON-rimka), T00TO 10 OJHOTO
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KOHIIGHTpaTopa Moxe OyTu miakimoueHo Nx64 TtepminaniB. Tomosoris
MIPOEKTOBAHOI MepeX1 MpHUBEAEHA HA puc. 1.

KopuctyBaueBi [JOCTYMHO BC€ OJHOYAaCHO 1 B TIOBHOMY 00cCs3i:
TeneOHHMM 3B'SI30K, MOTOKU JAHUX, B1JI€O, CIYKOOB1 MOJATKH, SKI I[LTKOM
HEe3aJIeXkH1, 130JIbOBAaH1 1 3aXMILEHI K B MeXaX TepMiHaly, Tak 1 B mMacmrTadi
BCi€1 MPOEKTOBAHOT MEPEKI.

JUis miABUIEHHST HAIHHOCTI MEPEXK1 MOXKIIMBA OpraHi3allisi rapaHTOBaHOTO
’KUBJICHHS] KOHLIEHTPATOPa 1 TEpMiHAJIIB, p€3€PBYBAaHHS aKTUBHOTO 00JIaIHAHHSL.

3riJIHO TEXHIYHOTO 3aBIaHHSI HEOOXIIHO 3a0e3meynTr Taki cepsicu: Local
Area Network (LAN), IHrepHeT, BHCOKOSIKICHA  BiJcOKOH(EPCHIIis,
BiieokoHpepeHilis Hu3bkoro pisHs i Voice over IP (VoIP) - Tenedomnis.

\
l
/( - >(-'_w\ T

Pucynok 1 — Tormosnorist mpoeKTOBaHOT MEepexi

CkJaj; ONTHYHOT MEPEXi MICTUTh ONTHYHUNA PO3TATYXKyBad (CILTITTED),
OpUCTpili 1 3'€MHAHHS  JIGKUIBKOX  BY3JIB  KOMITHOTEPHOI  MeEpexi
(kommyTaTtop), abonentchkuii Tepminan ONT, VoIP tenedon.

3aranbHa HEOOX1IHA MIBUJKICTh TIepeaadl I BCiX CEPBICIB BI3HAYAETHCS

bopmyioro (1):
V=V antVut Vit Ve tVvoerp (1)

ne Vian — HeoOXiHa mBHAKICTH cepBicy LAN;
V1 — HeoOXiTHa MBUIKICTE cepBicy IHTepHeT;
Vp; — HEOOX1/THA MBUJIKICTH CEPBICY BUCOKOSIKICHOT KOH(EPEHTIIi;
VBuy — HEOOX1/IHA IIBUAKICTh CEPBICY HU3BbKOSKICHOT KOH(EPEHLI;
Vvolp — HEOOXIHA MBUIKICTB cepBicy IP Tenedonii.
Jlnst  po3paxyHKy 3arajibHOI IIBHUAKOCTI HEOOXITHO CKOPUCTATHCS
napameTpaMHy MBUIKICHUX CMYT JIJIsl KOXKHOTO 3 CEPBICIB:

V=100+20+6+0,512+0,256=126,768 (M6it/c)

TakuM YMHOM, MIATBEPIKEHO CTBOPEHHS MEPEXKi JOCTYMy 3 BEJIHMKOIO
MPOITYCKHOO 3/IaTHICTIO TP MIHIMAJIBHUX KamiTAIBHUX BUTPATaX.
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YIHPABJIIHHS PAJIOYACTOTHUM CIHEKTPOM
B KOI'HITUBHUX MEPEXAX 3B’A3KY
A.M.Tka4yeHko
HaykoBuii kepiBHUK — A.T.H., Ipod. Konsaenko 1O .1O.
XapKiBChbKUW HalllOHATBbHUN YHIBEPCUTET PAI0CIEKTPOHIKH
(61166, Xapkis, np. Hayku, 14, kad. [HpokomyHikaniiiHo1 iHxenepii, Ten. (057)
702-13-20)
e-mail: alyona.tkadenko2014@gmail.com c¢akc (057) 702-13-20

The management of the radio frequency spectrum (RFS) is of great
practical importance. This is due to the fact that the number of radio facilities
operating in the common frequency bands in a limited area is constantly
increasing. It has been investigated that the problem lies in the fact that the use
of radio electronic equipment (radio-electronic means) without unacceptable
mutual interference is becoming very common. It has not only a national, but
also an international aspect, since radio waves do not know borders and radio
stations should be designed in such a way that the RES of one state does not
interfere with the operation of the RES of a neighboring state.

PannoyacToTHBIN cieKTp — OAWH U3 HambOoJee MePUIIUTHBIX MPUPOTHBIX
PECYpPCOB, Pa3IUYHbIE BO3MOXKHOCTH HCIIOJIB30BAHUS KOTOPOTO PACIIHPSIIOTCS
neHb oto 1aHA. Yem addekTuBHEE 3TOT pecypc HCIOJb3yeTCs, TeM aKTHBHEE
IIPOUCXOUT COITUATBLHOE U YKOHOMHUUYECKOE Pa3BUTHE CTPAHBI.

K OCHOBHBIM  pPagMOTEXHOJOTHMYECKHM  METOJaM  ITOBBIIICHUS
() PEKTUBHOCTH UCITOIH30BAHUS YACTOTHOTO CITIEKTPA OTHOCHT:

e lcnonb3oBaHue BHUIOB MOAYJAIUH BbICOKOro mopsaka (QAM-16,
QAM-64)

e llcnosib30BaHME MOITHOTO IMIOMEXOYCTOMYMBOTO KOAUPOBAHUS

e MHOroaHTEHHbIE CUCTEMBbI

e Onrumuzarnus Tpaduka (CTAaHAAPTHI MO CKATHIO 3ar0JIOBKOB)

e OnruMu3amus HHTepHeT-Tpaduka

Jlns onenku oOmed 3¢ dexTuBHOCTH ucTonb3oBanuss PUC BBoguTcs
CJIEYIOIEE BhIPAKECHUE:

E= ClET+ C2E3+ C3EC (1)
E., E,, E.— TexHn4eckas, 5JKOHOMHYECKas B conuranbHas 3 PEeKTHBHOCTH.
Ci1, C,, C3 — xoppextupyromme KodOQPUIMEHTHI Jis BBIIMIE MEPEYUCICHHBIX
s dextuBHOCTEH. OHM YUYUTHIBAIOT 3HAYMMOCTh TOW WM WHOM 3(PHEKTUBHOCTH,
i e€ orcytcrBue. O01as cyMMma paBHAETCS €UHULIE.
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NOCJILIKEHHSI METOIIB
3ABE3IIEYEHHS TAPAMETPIB AKOCTI HOCJIYT loT 5G
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HayxkoBuii kepiBauk — CaGyposa C.O.
XapKiBChbKUW HalllOHATBbHUN YHIBEPCUTET PAI0CIEKTPOHIKH
(61166, Xapkis, np. Hayxku, 14,
kad. InpokomynikamiitHoi imxxkenepii iM. B.B. Ilonoscbkoro, Ten. (057) 702-13-
20) e-mail: vladyslav.radchenko.cpe@nure.ua, dbaxc (057) 702-13-20
The Internet of Things can be considered as a global network
infrastructure consisting of many connected devices that use touch,
communication, network and information technologies.The introduction of 10T
5G services will take the prevailing approach to setting the level of service
based on the quality of service provided by the subscribers themselves. Based on
these requirements, the operator will form the initial parameters that determine
the desired level of quality of service.

Texnonorii NGN Bxe npolnuiM eBONIOMIAHUN IMIISAX PO3BUTKY Bl
THYYKHX KoMyTtatopiB (SOftswitch) mo migcucreM MynbTUMETIHHOTO 3B’S3KY
IMS (IP Multimedia Subsystem) Ta 0e3mpoOBOJIOBUX MEPEK JTOBIOTPHBAION
esosrorii LTE (Long Term Evolution). IIpu upomy 3aBXIu MPHUITYCKAIOCH, IO
roJIOBHUM KopucTtyBaueM Mepex NGN OynyTh CrioskuBadi - OT)Ke, MaKCUMaJbHe
9yiciio a0OHEHTIB B TaKUX Mepexax 3aBkAu Oyne OOMEXKEHO YHCEIbHICTIO
HACEJICHHS TUTAaHEeTU 3eMJIA.

Takum ymHOM, B JMaHW Yac BinOYyBaeThCs EBOJIOIMIMHUM Tepexim Bij
«InTepuery moaen» 1o «larepuery peueit», [oT (Internet of Things) [1].

Mepexi 3B'I3Ky «II'STOr0 MOKOJIHHA» - 5G, pa3oMm 3 aHaAII30M BEIMKHUX
nanux (Big Data) i Intepuerom peucii (10T) mokiavKkaHi CTaTH OJHIEIO 3 OCHOB
IU(POBOi €KOHOMIKH, TOJOBHOI PYIIIHHOI CHJIOK SKOi IOBHHEH CTaTH
mryuyauid  iHTenekt (III). bimpmr Toro, meska KUIBKICTh YCIAIKOBAHOT
iHppacTpykrypu Mepexxk 3G 1 4G opraHiuHO YBiiifie 10 CKJIagy MOOUIBHHX
MepeX I'ITOTro MoKoJiHHS 5G.

«lHTEpHET pedel» MOXKHA PO3IIAATH B SIKOCTI TIIOOATBHOI MEpe)eBOT
HPPACTPYKTYpH, IO CKJIATAEThCS 3 Oe3Miui MAKIIOUEHUX MPUCTPOIB, fAKi
BUKOPHUCTOBYIOTH CEHCOPH1, KOMYHIKAIIiiH1, MEPEXH1 i iH(OpMaIliitHi TEXHOJIOTIi.

3a0e3nedeHHs mapameTpiB AKocTi mociayr [HTepHeTy peueit abo Internet
of Things (1oT) 3rigao Bumor QoS (Quality of Service) 3anexuTh Bif:

- TEXHOJIOT1M Oe3MPOBOJOBUX MEPEX 3 HU3BKUM EHEProOCIOKUBAHHAM
(LPWAN, WLAN, WPAN);

- TeMITIB BIPOBaKEHHST MOOUThHIX Mepex s Internet of Things (1oT):
EC-GSM, LTE-M, NB-I10T i yHiBepcansuux mepex 5G;

- TeMIIB nepexoay Mepexi [HTepHeT Ha Bepcito npoTtokoiry [Pvo6;

- rexHooriit Smart Objects (ceHcopiB i akTyaTOpOB, 3a0€3MeUeHUX MIKPO
KOHTPOJIEPOM, MaM'SITTIO 1 PUCTPOEM 3B'SI3KY);
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- CHeuiajxi30BaHUX OMNepalifHuX CHUCTEM 31 CTEKOM MPOTOKOJIB IS
MIKPOKOHTPOJIEPIB CEHCOPIB 1 aKTyaTOPOB;

- IMIUPOKOr0 3aCTOCyBaHHS cTeka mporokodiB 6LoWPAN / IPv6 B
onepauiiHUX CUCTEMAX MIKPOKOHTPOJIEPIB CEHCOPIB 1 aKTYaTOPOB;

- edextuBHoro Bukopuctanus Cloud computing mis Internet of Things
(I0T) mnardopwm;

- po3BuTKy TexHonorii M2M (machine-to-machine);

-3acTocyBaHHs cydacHux Texnousorii Software-Defined Networks (SDN),
[0 3HWXKYIOTh HABAHTAXKEHHS Ha KaHanu 1HPokomyHikauuid. Ha puc. 1
IIPEJICTABIIEHO PUHOK IIOCIIYT IHTepHeT - peuei.
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Puc.l. Punok mociyr IHTepHeTy pedeit

BucHoBku:

1.Ilpu BmpoBamxkenHi mocayr 10T 5G mnepeBaxkatume miAXim g0
BCTAHOBJICHHS PIBHS CEpPBICY Ha OCHOBI SKOCTI TOCIYr caMHX aOOHEHTIB.
BpaxoByroun 111 BUMOTH, orepaTop c@opMye IMOYATKOBI IapaMeTpH, IIO0
BHU3HAYAIOTh OaKaHUM PIBEHb SIKOCTI 0OCITYrOBYBaHHS.

2.TakuM yuHOM, ormepaTopaMm Tipu 3abesnedeHHi mnociayramu 0T 5G
JTOIUTBHO ~ Oy/Je BUKOPHUCTOBYBAaTH HE TUIBKH CHUCTEMH MOHITOPUHTY IS
HAJ3BUYAWHUX TIOJIM, ale W cucTteMu ympapiiHHA gkicTio (SLA) Tta cucremu
ynpaBiainHsg npoayktuBHICTIO (Fault Management + SLA Management +
Performance Management).

3. Bignogiguo mo pekomenaarii G.1000 MCE-T («kicTh mociyr 3B'sI3KY:
CTPYKTypa Ta BH3HAYCHHS»), TEPMIH <«GIKICTb OOCIYrOBYBaHHS», KpiM
TEXHIYHUX MOKa3HUKIB 3a0e3nedenns nocuyr 10T 5G , takox Bkito4ae B cede
SIKICTh BITHOCHMH MK a0OHEHTOM 1 OTIEpaTOpOM MOOLILHOTO 3B'S3KY.

I[TEPEJIIK JUKEPEJI ITOCUJIAHHA

1. T. Kindberg et al. People Places and Things: Web Presence for the
Real World. ACM J. Mobile Networks and Applications. — 2002. Vol. 7, Ne 5.
P. 365-376.

2. S. Costanzo, S.Cherrier and R. Langar, "Network Slicing
Orchestration of 10T-BeC? applications and eMBB services in C-RAN", IEEE
(INFOCOM) 2019, Paris, France, 29 April - 2 May 20109.
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Observation of space is a very important factor when we testing flying
object at the training ground. The use of laser-optical systems greatly facilitates
the process of testing air bodies and monitoring them. To observe objects in
space, the installation must be mobile and ready to accompany the object at high
speed. This article discusses the algorithms of the Rozum RDrive servos and
their communication with the computer via the CAN-bus. The principles of
simplification of the switching system and the optimization of the working
processes of servos are explained. We also examined RDrive operating modes
and their protocols for communicating with a computer.

Jlist BUSIBIIEHHSI 1 CYIpOBOJAY Iield B moBiTpsHOMY mpoctopi B XHYPE
PO3POOJIEHO JOCTITHUHN 3pa30K MajoradapuTHOI J1a3epHOI ONTHKO-EJIEKTPOHHOT
cranmii (JIOEC) [1,2]. YcraHoBka Mae MIMPOKHN CIIEKTP 3aCTOCYBAaHHS, TaK il
MOKHa BUKOPHUCTOBYBaTH IIpU TMPOBEJAEHHI BUIPOOYBaHb 3pa3KiB HOBHX
JTANIbHUX arapaTiB, KEPOBAHUX PAKET KJIACy «IOBITPS-TIOBEPXHS», a00 XK SK
CUCTEMY BIJIEOCTIOCTEPEKEHHSI 1 TATPYJIOBAHHS TEPUTOPIA 3 OOMEXKEHUM
JI0CTYynoM. BUKOpPHCTOBYIOUM Jla3epHY ONTHUKO-€JIEKTPOHHY CTaHII0, MH
MOKEMO 310paTH BEIMKY KUIBKICTh JaHUX PO MapamMeTpu 00'€KTa - TPAEKTOPIs
PyXy, MIBUAKICTH 1 TpUCKOpeHHs. Bci mapamerpu 30uparoThes 1 00pOOISIIOTHCS
B peallbHOMY MaciTabi yacy. [ 300py TaHUX BUKOPUCTOBYETHCS TEJEBi3iitHA
KaMepa 3 BHCOKOIO PO3JUILHOIO 3JaTHICTIO, TEIIOBI30p 3 TeIe00'€KTHBOM,
Ja3epHUM NaleKkoMip, JazepHui piBeHb ropu3oHTy 1 GPS mpwuitmau. 3i6pani
IaHi  OOpOONAIOTBECSA 3  BUKOPUCTAHHSAM  PO3POOJICHOTO  TPOTPaMHOTO
3a0€3MeUeHHs, B OCHOBI SIKOTO BHUKOPHUCTOBYIOTHCS alroOpuT™Mu 1 QyHKITT 3
0i0miorekn anroputMiB Komm'torepHoro 3opy - OpenCV (Open Source
Computer Vision Library). Texuonoris BHUSBICHHS 1 CTEXEHHSI €
BIIOPSIZIKOBAHOIO MOCIIOBHICTH MPOIEAYP OTPUMAHHS Ta aHANI3y BiI€OMOTOKY.
BinOyBaeThcsi 3aXOIJICHHS 1T 1 OTIM B O€3MepepBHOMY ITUKJII BUMIPIOETHCS
HEY3TO/KEHICTh HAMPSMKY Ha Il TI0 BITHONICHHIO IO OMTHYHOI OCi KaMepH,
BUJIAIOTHCSI KOMaHIM Ha CEPBOMIPUBOIA OITOPHO-TIOBOPOTHOTO MPUCTPOTO.

B omnopuo-noBoporHomy mnpuctpoi JIOEC MM  BHUKOPHUCTOBYEMO
cepBomoTopu RDrive Big Rozum Robotics 1ie 3akinuene pimenss 3 B 1. RDrive
00'eTHYE B OJTHOMY KOPITYC1 KJTIOUOBI eJIeMeHTH: abcomoTHriA eakogep (19 0ir),
KOHTpPOJIEP, XBUIILOBOI PEYKTOP 1 MOTOP 3MIHHOTO CTPYMY.
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Jlns 3B'A3Ky 3 cepBonpuBogamMu MU BukopuctoByeMo CAN-muny. CAN-
3'enHaHHs cepBonpuBoaiB RDrive 1€ ABYXIpoBOJOBa IIMHA, SIKA TPAHCIIOE
mudepenmianbii curianu: CAN_HIGH 1 CAN_LOW.

B iTepdeiicic CANOpen MoXyTb OyTHM KaJpu JaHHMX, $IKI NEPEIaroTh
KOMaH/H JI0 CEpBOIPHUBOAY, a00 KaJIpH, AKi 3aNUTYIOTh MPO Tepeaady JaHuX.
CeponpuBoau RDrive miaTpumMytoTh TUIbKH cTaHAapTHUN Gopmat ppeiima CAN
nanux 3 11-6itoBuM inentudikatopoM. CANOpen 0Xomitoe m'ssTh BEPXHIX PiBHIB
mogeni OSI: MepekeBuil, TpPaHCTIOPTHUI, CEAaHCOBHIA, TIPEACTABICHHS 1 MPUKIIAHUM.
Jns peamizaii CANOpen s cepBonpuBogy RDrive BHKOPUCTOBYEMO CTEK
npotokoiie: SDO - cepBic 00'ekta nanux, NMT - ynpaBiiHHS CTaHOM MeEpexi,
Heartbet, EMCY - ekctpenuii, SYNC -cuHXpoHi3arlis.

AJNTOpPUTM CIIKYBaHHS CEPBOMPHBOAY 3 KOMITOTEPOM 3a JIOMOMOTOIO
CAN inTepdeiicy ckiagaeTbes 3 3 000B'SI3KOBUX €TAIliB, MICIS MPOXOHKCHHS IKUX
CEPBOIIPUBIJ EPEXOJAUTH B OJIUH 3 TPhOX PEXKHUMIB 3a siki BimnoBigae NMT crek.
[epmmii etam - 1e BKJIIOYSHHS CEPBONPHUBOY (IoJada CTpyMy), APYTHiA eTam -
3aBaHTAXCHHS, 110 BiJI0YBAETHCS aBTOMATUYHO ITICJISI BKIIOUYEHHSI CEPBOTIPUBO/TY,
TpeTid - IHImiami3amis, sKa BIIOYBAETHCS AaBTOMATHUYHO MICIS  YCIIITHOTO
3aBaHTa)keHHs. [licias ycmilmHOro BUKOHAHHS TphoX 000B'SI3KOBUX eTamiB RDrive
MOJKe TpUMHATH JBa cTtany 1) Pre-operational; 2) Operational. 3 mux ABOX cTaHiB
CEPBOIPUBI MOKE TIEpeiTH B pexumM Stopped, abo nepe3aBanTakutucs. [lin gac
TPHOX MEPINUX eTaIiB BiI0OyBAEThCS 3aBaHTXKEHHs TpoluBka. Y Pre-operational
mode cepBONPHUBIN JOCTYIMHHMI JJIsi KOMYHIKallii, ale HEe MOXE BHUKOHYBATH
komaHau, Operational mode - cepBompuBin Moxe mpuitmMatu Bci CANOpen
noBimomiieHHs, cnuikyBatucs 3 IIK 1 Bukonye komanau. Stopped mode —
KOMYHIKaIlii BicTyHi 3a BUHITKOM NMT moBioMieHb.

TakuM urHOM, PO3pPOOJIEHO ANTOPUTM TEepenayi KOMaH[ YIpPaBIiHHSI Ha
CEpPBONPHUBOAN  JIa3€PHOI  ONTHUKO-CICKTPOHHOT CTaHINI 3 ypaxXyBaHHSIM
0COOJMBOCTEH TEXHOJIOTII BHSBIEHHS 1 CTeXeHHAM I1i1i. Bukopucranus CAN
iHTEepdeicy TO3BOJUIO 3MEHIITH KUIBKICTH IIPOBOJIOB, IO IPHUHIIUIIOBO
BAYKJIMBO JIJISl CUCTEM 3 OMOPHO-TIOBOPOTHUM MPUCTPOEM.
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Segment Routing provides complete control over the forwarding paths by
combining simple network instructions. It does not require any additional
protocol. Indeed, in some cases it removes unnecessary protocols simplifying
your network. Segment routing does not require any path signaling. Hence, per-
flow state only needs to be maintained at the ingress node of the SR domain
increasing your network flexibility while reducing cost. Segment Routing runs
natively on an MPLS or IPv6 data plane. A simple software upgrade will enable
your hardware to run it. Also, Segment Routing can coexist with your existing
LDP network, making the migration painless.

CermenTtHas mapuipytusanus (Segment Routing, SR) — HoBast TexHonorus
MHKUHUpPUHTA Tpaduka, paspabateiBaeMasi padoueit rpynnoit SPRING B coctase
IETF. [Ina SR onpenensiercs ABe MHKAICYISIMK TIOCKOCTH niepeaayn (forwarding
plane): MLPS (Multiprotocol Label Switching) u IPv6 c 3aronoBkom pacimpeHus
cerMeHTHOM MapmpyTtu3auu (Segment Routing Extension Header). Jlomen SR —
9TO HENpPEPBIBHBIA HAOOp MapiipyTuzaTopoB ¢ mojaepxkor SR. Ilyte SR
(t.e. LSP, npocurnanusupoBaHHbiii 1o SR) OCyIlECTBIISIET COEIUHEHNE B paMKax
nomeHa SR. AKTyanbHOCTH JaHHOTO BHJIa MapLIPYTU3aLMU 3aKI0YAETCd B TOM,
yro nyTh SR MOXeT mpoxoauTth 1mo mytd HaumeHblnx 3atpar IGP mexny ero
HAYaJIbHOM M KOHEYHOM TOYKaMHU. TakKe€ OH MOXKET MNPOXOAUTh IO IYTH,
BBIYUCIICHHOM C MTOMOIIIbI0 MHKUHUPUHTA TpaduKa.

[lepenaua SR. Korga Bxoanoi SR-MapripyTuzatop mojy4aer makeT, OH
HazHavaeT eMy kiacc FEC u mMHKancynmupyeT makeT ¢ MOMOLIbIO CT€Ka METOK
MPLS. 3arem OH mnepenaer MakeT CIAEAYIOUIEMY TPaH3UTHOMY YYacTKYy,
cea3aHHoMY ¢ naHHbIM FEC. Ctek Metok MPLS otpaxaer nyts SR, cBsI3aHHBIN
¢ ganubiM FEC. Kaxnas 3anuch B CTEKE METOK COOTBETCTBYET CEIMEHTY MyTH
SR.  Pacmupenuss IGP gns cermentHoil  mapmpytuszanuu.  Kaxmbrid
SR-mapmpytuzarop Beienset SID u MeTKy: KaxxaoMy npeUKCHOMY CETMEHTY
WM CErMEHTY MAacCOBOWM paCChUIKH, KOTOPBIM 3aKaHUYMBAETCS Ha 3TOM
MapuIpyTHU3aToOpe; KaXJAOMy CETMEHTY COCEACTBAa WJIHM MPUBSI3KU, KOTOPBIN
HayMHAeTCs Ha 3TOM Mapupyrtuszarope. CnenaB 3TO, OH CO34AaeT 3aluUCh
RIB (Routing Information Base) mis KaXXqoro u3 BbIIIENEPEYUCICHHBIX
cermeHToB U BHOcUT 3anucu RIB B FIB. /lanee SR-mapumipytuzatop pacceuiaer
¢ nomotipto IGP crnenyronryro mHbopmarmio: cBou xapakrepuctukun SRGB;
BCE MpPEePUKCHBIE CETMEHThl M CErMEHThl MacCOBOM pACCBUIKH, KOTOpbIE
3aKaHYMBAIOTCSA Ha 3TOM MAaplIpPyTHU3aTOpPE; BCE CETMEHThl COCEACTBA WIIH
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MPUBS3KH, KOTOPbIE HAUMHAIOTCS HA 3TOM Mapuipytusarope. IGP pacceinaer atu
JaHHbIE, B JIOMOJHEHUWE K paHee ymoMHuHaBmIuMcs atpubyrtam cBsizu TE, mo
BceMy noMmeHy IGP. Iloatomy kaxnaeiii y3en B pamkax aomeHa IGP comepxut
UJICHTUYHYIO KOTIHIO 0a3bl TaHHBIX cocTosiHus cBsizeld (LSDB) u 6a3bl JaHHBIX
unxuHupunra tpapuka (TED). LSDB onwucsiBaer tonosoruto IGP, Bkitouas
SID u nanusie SRGB, a TED nononnsier LSDB atpu6yramu csizeii TE.

Pacuer nyreir. ®dyHkuus pacdera nyTed paccuuThiBaeT myTH SR.
[TonnyuuB Habop orpannyenuit TE, pyHkuusa pacuera myTeil BbIJAET Ha BBIXOJE
ctek Merok MPLS, o6pasytoumux myte SR, KOTOphIi COOTBETCTBYET
orpanudeHusM. YtoOwl co3parh Takod SR-myTh, ¢GyHKUMA pacuera myTen
oOpamtaercst k LSDB u TED. @ynkuus pacuera myTei MOXKET pacnoiaraThCsi B
[IEHTPAJIBLHOM KOHTPOJUIEpPE WU, HA0OOPOT, pacipeaessiThCs 1Mo BXoaHbIM LSR.

Ananu3. LDP u RSVP-TE — CckBO3HBIE NPOTOKOJBI CHUTHAJIU3AIINH,
KOTOpBIE CO3AA0T COCTOsSIHUSA mnepenauun i kaxaoro LSP B LSR. Tlockonbky
LDP u RSVP-TE noanepxuBaroT Bce HEOOXOIUMBIC COCTOSIHUSI TIEpeaadyd B
LSR, t10 LSP, oOpabortannwsii mo LDP wmm RSVP-TE, Moxer ObITH
npeacTaBieH oaHOoW 3amuchio cteka MPLS. HamportuB, wmertoamka SR
nepeMeniaeT 4acTh COCTOSIHUHN nepeayun (XOTs TOJIbKO YacTh) U3 CETH B TAKET.
ITyte SR mpencrtaBieH CTEKOM METOK, TJ€ KaxKJas 3alucCh COOTBETCTBYET
cerMeHTy Ha nytd SR. [loaToMy ceTh MOIAEpPKUBAET JOCTATOYHO COCTOSIHUM,
9TOOBI TEpechUIaTh IMAKEThl OT BXOAHOTO CETMEHTa K BBIXOJHOMY, a ITaKeT
JOCTAaTOYHO, YTOOBI TEpPEeChUIAThCS OT CerMeHTa K cerMeHTy. Ilepenecs
MH(POPMAIIMIO O COCTOSHUSIX M3 CeTH B MakeThl, SR cHmkaer TpeboBaHuUS K
naMata it LSR u 00beM BbIUMCICHUH, HEOOXOMMMBIM IS MOJAEp KaHUS
COCTOSIHUMA. A Belnp MnpobOjieMa MaMiaTH M O0beMa BBIYHCICHUH OCTaeTCs
AKTyaJIbHOM HECMOTPS Ha TO, YTO B IIOCIJIEHEE BPEMsl MapIIPYTU3ATOPhI CTaIU
OCHAILIATHCS OOJBIIMM KOJMYECTBOM BBIYMCIUTENIBHBIX PECYPCOB M MaMSTH, a
Takke Ha nopabotku nporokona RSVP-TE u ero peammzanwmii. Eme Ooiee
BaXHO TO, YTO TEPEHOC HWH(POPMAIIMU O COCTOSHUSAX M3 CETH B IMAKETh
YCTPAHUJIO TMOTPEOHOCTh B CKBO3HOM MPOTOKOJE cUrHamusammu. [a, s
pabotel SR TpebOyercs IGP u w™moaynp pacdera myTed, HO TPOTOKOI
curHanu3anuu, nogoOueldi LDP umu RSVP-TE, Gonbsme He HyxeH. Takum
obpazom, kaxnaeii y3en B IGP mognepxxuBaer LSDB u TED ¢ mocrarounbim
KOJIMYECTBOM MHpopManuu it padboTel GyHKIMKM pacyera myTeil. B SR takoro
Mexanu3Ma HeT. [loaToMy Ha ciyuait, korna orpannuenus TE Bkiro4aroT B ce0s
MOJIOCY  MpONycKaHus, (yHKIUsS  pacdyera  myTed  JOMKHA  OBITH
[EHTPATIM30BAHHOM U PACcIoiaraThCsl B KOHTPOJIIEpe, 00J1aat01eM TI100aIbHON
uH(dopMaImeit o pacpeieICHUU TOJI0CH! TPOITYCKAHMSI.

CIHCOK HCITOJIb30BAHHBIX HCTOUYHHKOB

1. https://www.ietfjournal.org/segment-routing-cutting-through-the-hype-
and-finding-the-ietfs-innovative-nugget-of-gold/

2. https://www.segment-routing.net/

3. https://rtk-dc.ru/upload/iblock/ab4/ab441d4beb860ca678a61alfOfbd33e6.pdf
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AJITOPUTM OIITUMMU3BAIIUUA CbOPA HTH®OPMAIINAU
B BECIIPOBOJHOMN CEHCOPHOM CETH
I'ankun 11.B.
HayuHnblil pykoBoauTenb — K.T.H., mpo¢. Kimrounuk 1.N.
XapbKOBCKHUM HALlMOHAJIBHBIA YHUBEPCUTET PALUOIICKTPOHUKA
(61166, Xapwkos, np. Hayku, 14, kad. [T2DA, ten. (057) 702-14-94)
E-mail: galkinletter@ukr.net
The proposed ant algorithm using semaphores can be used not only for
routing and traffic optimization problems, but also for other problems with large
dimensions of search areas. It is proposed to use the semaphore method in order
to restrict access to certain nodes, in the first case with a given number of
threads, and in the second to nodes receiving an alarm. The results can be
applied in the design of wireless sensor networks.

becnpoBonnast cencopnas cetb (BCC) — mpexacraBiasier coboi
pacrpesieIEHHYI0 B MPOCTPAHCTBE CHCTEMY, BaKHBIM acmnekToM paboTel bCC
aBisieTcss ee cTpykrypa [1]. B pabGore mpennaraercsi KiiacTepHasl CTPYKTypa
OecrpoBOIHOM CEHCOpHOM ceTH. BaxHbiM BorpocoM pabotel y3noB bCC
SIBJISIETHCS SHEPrOoNOTPeOIeHUS Y3II0B [2].

B paborax [1-3] mnpuBeaensl moaxonabl s noctpoenue bCC ¢
NPUMEHEHHEM KJacTepu3aluu. Paguyc nelcTBus U painyc paaruoCBsI3H TOIBKO
YaCTUYHO OIMCBHIBAIOT BO3MOJKHBIN mporecc coopa mupopmanuu B BCC [4].
JUist  onTUMU3aLMKM  yOpaBieHHs HMHQOPMAIIMOHHBIM TOTOM TIpejiaraercs
UCIIOJIb30BaTh MYPAaBBUHBIM aJITOPUTM, KJIACCHUYECKas peanu3alus KOTOPOro
paccmaTpuBasiach B paboTe , a MOAU(PUIIMPOBaHHAS Bepcus — B pabore [6].

B kiaccuyeckoM BapuaHTE MYpaBbUHBIN aIrOPUTM Mpeasioxun Marco
Dorigo B 1992 roay s movcka onTuMaiabHOTO MyTH B Tpade. Kak ormedeHo B
pabote [6], Ha CETOMHSIIHUI JACHBb CYIMIECTBYET ISATh OCHOBHBIX MOAU(DUKAIIAMA
mypasbuHOTO anropurMa Elitist Ant System, Ant-Q, Ant Colony System, Max-
min Ant System, ASrank. YcoBepiieHCTBOBaHHS MYPaBbHHOIO allfOPUTMA
CBSI3aHBI C OOJBIINM HCIIOJIH30BAHUEM MCTOPUH MOUCKAa M OOJee THIATEIbHBIM
UCCIe0OBaHNEeM 00JacTell BOKPYT YK€ HaWJIEHHBIX YyJIauyHBIX PEIICHHH WU C
BBEJICHUEM «IJIUTHBIX MYpPaBbEB», HOBBIX MEXAaHU3MOB BBIACICHUS U
ucrapenus. Kak ormedeHo B paboTe [6], HA JaHHBIA MOMEHT OTCYTCTBYET
VHUBEPCAIBHBIA aNTOPUTM TIepelaud  JIaHHBIX, KOTOPBIA cpazy Obl OT
KOHEUYHOI'0 YCTPOICTBA HAMPABIEHHO MOCHLIA MAKET K KOOPAUHATOPY CETH.

Metoapl TE€HETHUYECKUX alIrOPUTMOB (MYpPaBbHUHOIO, ajroOpuTMa pos
YacTHUIl) OTHOCATCSI K OJJHOMY KJIacCy METOJIOB 3BOJIIOIIMOHHOW ONTUMU3AIUU.
OCc0OEHHOCTBIO TUX METOJIOB SIBIISIETCS BBICOKASI CXOJIUMOCTb.

MypaBbUHbBIE aQITOPUTMBbI MOAXOJAT JJISI PEAKTHUBHBIX IPOTOKOJIOB
MapuIpyTu3alyy, T[J€ MapuipyThl CYIIECTBYIOT TOJBKO TOTrJa, KOTJa OHHU
HEOOXOMUMBI, TO €CTh KOTJla MO0 HUM BeJeTCS Iepenada JaHHbIX. J[aHHBINA
METOJ] COOTHOCUTCSI C BBEJIEHHBIM HAMU aJTOPUTMOM YIpaBICHUS Mepenadei
nanubix 11 y3ina bCC.
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Mypageil Oyner ABUTaThCs OT y3Ja 1 10 y3Jia j, UCHOJb3ysl BEPOSATHOCTHO-
IPOTOPIHUOHATHLHOE TIPABUIIO C BEPOSTHOCTHIO [47]:
a 1 ) g
AN
P,= . 1)
Z Ti(?j( ’)ﬁ
W, i

jeM

T

7€ 7, ;— KOIMYeCTBO (PepOMOHOB Ha pedpe OT y3i1a i 10 y37a J;
W, ;— pPacCTOsSHUE MEX]1y Y3IaMH 1 1 J;

M — MHOK€ECTBO y3J10B, KOTOPbIE MOKHO MTOCETUTh MYPaBbIO;
o — KO3 (PUIMEHT, KOHTPOJIUPYIOIIUM BIUSHUE KOJIMYecTBa (HEPOMOHOB

Ti’j ;

[ — k03 PHUIHMEHT, KOHTPOIUPYIOMIMIA PACCTOSHUE MEXIY y3JIaMH 1 U j Ha
BBIOOp MypaBbs.

Eciu B Beipaxenun (10) a =0, To Oyner BbIOpaH Onvkalmuii ysedn,
YTO  COOTBETCTBYET JKaJHOMY airOpUTMy B  KJACCHYECKOH  Teopuu
ontumm3anuu. Ecmu =0, torma pabGoraer numib (GepoMOHHOE YCHIICHHE,
YTO BJEYET 3a €000 OBICTpOE BBIPOXKIECHHWE MAapIIPYTOB K OJHOMY
CyOONTUMAaNIbHOMY PEIICHHUIO.
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2. Tankun II. B. Amnanus sHepronoTpeOsieHUs Y3710B OeCTpOBOIHBIX
CeHCOpHBIX ceteit //ScienceRise. — 2014. — Ne. 2 (2). — C. 55-61

3. l'amkun [1.B. AnroputM ynpapiieHHs U ONTUMH3AIMH HHPOPMAITMOHHBIX
IIOTOKOB B O€CIpPOBOHON ceHCOopHOM ceTu //BoctouHo-EBpomneiickuii ypHan
nepenoBbix TexHomorui. — 2014, — No. 6 (3). — C. 53-63.

4, I'ankun, [1.B. Moaens coopa nuadopmaiuu B 0€CipoBOIHON CEHCOPHOM
cetu / IL.B. Tankun // HaykoBi 3amucku YKpaiHCHKOTO HayKOBO-IOCIITHOTO
HCTUTYTY 3B’ s13Ky. — 2014, — Ne5(33). — C. 41-53

5. Tankin I1.B, Kmtounuk [.I. Cnoci6 360py iHbopmarii B 6e3apoTOBiit
CEHCOpHINA Mepexi : mat. Ha KopucHy monenb 100463 Ykpaina / I'ankin I1.B.,
Kmrounuk [.I. XHYPE. — 2015.
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A research object is the process of information security of wireless
networks of the standard IEEE 802.11.

The subject of research is the methods of pentests on wireless networks.

The aim of the work is to identify vulnerabilities of attacks on wireless
networks, through using of upgraded system Kali Linux.

Methods of researched are an experiment with scanning and attacking on
wireless networks.

Nowadays, wireless networks represent the main way of transferring
information. In every company, every home has routers that provide wireless
data transmission.

The pentest test is a technique for analyzing and evaluating network
security systems or other systems by modeling malicious actions, ranging from
unauthorized system actions to internal actions, that is, the intrinsic security of
an authorized attacker. The main task of the penetration test is to identify the
maximum possible number of vulnerabilities of the information system (IP) for
a limited time under certain conditions and condition of the IP. When
conducting a penetration test, the following tasks are solved: assessment of the
current state of the IP information security system; identification of information
system vulnerabilities; the use of identified vulnerabilities to gain unauthorized
access or unauthorized access to information to demonstrate the existence of
vulnerabilities and the existence of a highly likely threat to the information
system; making recommendations to improve the effectiveness of information
security in IP.

Simulating the attacker, the cyber security specialist actively analyzes the
systems for vulnerabilities in all areas, for example: penetration of the corporate
network through system defects.

Thus, the paper discusses the method of detection of IEEE 802.11 network
vulnerabilities using Kali Linux [1]. At the same time, this package is a much-
needed tool that can be used to find and simulate unauthorized actions to better
protect the system, as well as for future cyber-defenses - it is a necessary
practice to master and counter cyber attacks. This distribution can also be a very
serious weapon in the hands of a hacker. Kali Linux is a very powerful network
vulnerability tool for both cyber security (white hackers) and cyber criminals
(black hackers), also a Linux distribution based on the Debian kernel. This
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operating system contains a large number of tools and utilities that, on the one
hand, help you identify security holes in your computer environment or can be a
powerful weapon for corporate network damage. The distribution was created
by Offensive Security staff. Therefore, the main goal is to find holes in the
network. Kali Linux's main strength is its tools. It contains about a dozen tools
for analysis, scanning for vulnerabilities, such as: Aircrack-ng is a suite of
programs for hacking and testing Wi-Fi network security, allowing you to crack
WEP, WPA / WPA2 keys, monitor traffic, sort through WPA-PSK keys, and
grab Wi-Fi connection setup keys; Burp suite is a console application for finding
vulnerabilities on Internet sites and web applications; Foremost is a console
program for recovering files based on their headers, footers and internal data
structure; John the Ripper is an open source console program for cracking
passwords by the search method; Maltego is a console analytics program. It
allows you to find connections between different entities and objects. Allows
you to perform open source searches, combine data for analysis, and
automatically build dependencies between them; Metasploit is a framework with
sophisticated architecture, hundreds of contributors, which includes thousands of
modules to automate the exploitation of a huge number of vulnerabilities; Nmap
Is an open source Kali Linux console application that can be used for network
security audits and port scans; Wireshark is a program that allows you to
analyze network packets. Has the ability to use it to troubleshoot network
problems, analyze applications and communication protocols, and develop
applications; jSQL Injection is a Java tool for automatic injection into SQL
databases; Hydra is a console program for real-time password retrieval from
various online services, as well as more secure applications such as Secure Shell
(SSH) and other protocols. The search is performed not by hash, but directly by
queries to the server, ie you can check whether the firewalls are properly
configured, such attempts are blocked, and whether you can detect such an
attack on the server at all. Not only can the Aircrack-ng suite of programs
conduct DoS attacks, it can also intercept authentication packages and find keys
and more. Along with its multifaceted and multifunctional tools, there are some
features that make it more specialized than other distributions, such as: several
boot options: standard download, safe mode (Failsafe) and forensic mode. There
Is also the LUKS Encryption Nuke option, which allows you to immediately
remove keys for encrypted data.

Finaly, Kali Linux is also a much-needed tool through which to search for and
simulate unauthorized actions to better protect the system, as well as for future
cyber-defenses - is a necessary practice for mastering and counteracting cyber
attacks. This distribution may also be a serious weapon in the hands of a hacker.

References

1. Kali Linux. Official Documantation [Online Resource].- Access Mode
https://docs.kali.org/introduction/what-is-kali-linux.
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The object of the study is the convergent 4G communication network and
the modern technology of wireless access to the Internet - Wi-Fi.
The subject of the research is the methods of security of elements and
mechanisms of information protection in converged 4G and Wi-Fi networks.
The purpose of the work is to study the technologies and problems of the
protection of modern wireless access technology and the convergent network of
general use.
Research methods - the analysis of the prospects for the development of
Wi-Fi and 4G and features of modern development has been carried out.

In the next few years we can expect further development of the Wi-Fi
solutions line, with all major marketing directions. Mastering the 60 GHz band.
The Wireless Gigabit Alliance (WiGig Alliance) is actively working on the
development of 60 GHz Wi-Fi technology with peak transmission speeds of up
to 7 Gb/s for picocell coverage. Such an increase in Wi-Fi performance is a
major step forward, even compared to high-speed IEEE 802.1 in solutions up to
300 Mbps, which involve the use of two or three user streams and the
integration of two 20 MHz radio channels. The limiting factor for this solution is
the short range, as well as the need to simultaneously support basic Wi-Fi
frequency bands - 2.4 GHz and 5 GHz. But the prospects for developing "cloud™
services and services based on high-speed 60 GHz Wi-Fi seem quite realistic.

The development of Wi-Fi Direct solutions that allow for standard Wi-Fi
speeds to provide direct connections between a variety of client devices
(communicators, smartphones, printers, digital still cameras / video cameras,
etc.), bypassing traditional hotspots and wireless routers. Following the example
of Bluetooth technology, the Wi-Fi Alliance, as a developer of Wi-Fi Direct
solutions, supports a number of specifications, in particular, for information
security - Wi-Fi Protected Access 2 (WPA2). And also support for improved
VolIP solutions with a new suite of protocols to further develop competitive
alternative voice services.

An important advantage of cellular Wi-Fi networks is also the self-
organization of the network modules and the ability to recover when some nodes
fail. The introduction of the IEEE 802.11s specification will allow you to create
simpler and less expensive Wi-Fi networks with alternative routes and increased
reliability. Further improve the Wi-Fi radio interface. IEEE 802.11n
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specification enhancements to radio parameters are complemented by enhanced
chipset reliability, parity encoding technology, and improved access to access
points by optimizing antenna beamforming.

The development of the IEEE 802.11v specification aims to support
mechanisms for managing Wi-Fi radio network settings in terms of reducing
power consumption. In turn, the introduction of 802.11k to improve radio
resource management will allow Wi-Fi networks to identify weak signals or
areas of uncertain reception and, accordingly, optimize wireless service.

Finally, let us identify the most important contemporary problems. At the
same time, along with the growing popularity of Wi-Fi hotspots, a number of
problems remain related to the lack of convenience and ease of use of this
wireless technology [1]. Authorization procedure problem. During the hot spot
access procedure, a Wi-Fi user through the browser enters authorization
information, which in some cases may be blocked. For example, starting a Wi-Fi
subscriber at a terminal of a certain program (such as e-mail). At the same time,
the status of the established connection will be indicated on the Wi-Fi subscriber
terminal. A time-limited access issue may occur in time-bound services, such as
when using a Wi-Fi temporary service card in public places, such as in a hotel.
After the set time of service, the connection to the Wi-Fi hotspot will be lost,
although the user interface will indicate that the terminal is still connected.
There was a problem choosing Wi-Fi hotspot. In many specific cases, the
maintenance of the user terminal is in the area of simultaneous radio coverage of
several Wi-Fi networks. The subscriber device recognizes the available Wi-Fi
service identifier (SSID) and establishes a connection to this network. But if
SSID is not recognized, the user will have to complete the entire procedure of
Internet access, manually select SSID, enter a new URL in the browser and
confirm the authorization information. In addition to being annoying to the user,
this in itself is a rather cumbersome procedure that depletes the terminal device's
battery and can lead to accidental errors. In some cases, the time spent may be
critical, for example, when transmitting voice calls. The problem of supporting
hotspots for roaming partners. In a situation where a Wi-Fi subscriber is
authorized in a hot spot managed by a roaming partner. To overcome
these problems, the Wi-Fi Alliance has proposed the specification of
Wireless Internet Service Provider roaming (WISPr) 1.0. Equally important is
the modern problem of maintaining the necessary level of information
security in Wi-Fi hotspots.
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An object of study is a process of stenographic information hiding, which
counteracts the threat of unauthorized access to it.

A subject of the research is network steganography methods based on
changes in header and data fields in protocols.

An aim of the work is to research and implement network steganography
methods, with special emphasis on consideration of quality assessment
indicators of stenographic methods. Choose a method that could be used to
improve the system of remote user authentication in communication channels by
increasing the resistance to cracking and noise immunity of the system.

Steganography is a science that studies ways and methods of hiding the
existence of sensitive information when stored or transmitted to prevent third
parties from discovering it. The hidden information is called a transcript. They
are located in a specific medium. In network steganography, the role of the
carrier is performed by a packet transmitted over the network. There are two
mandatory requirements for stenographic transformation: invisibility and
reliability (resistance to distortion of all kinds). In addition, when constructing a
stenographic system, the following provisions should be taken into account [1]:
acceptable computational complexity of the steganosystem implementation;
providing the necessary bandwidth; ensuring the authenticity and integrity of the
hidden message for the authorized person; the potential offender knows all about
the steganosystem and its implementation except the key; if the fact of the
existence of the hidden message becomes known to the offender, then it should
not be possible to extract it until the key is known.

An important factor is also the choice of the most favorable media for
hidden messages in communication networks. Consider the basic requirements
that they must meet.

1) They should be popular, that is, the use of the media themselves should
not be considered an anomaly. The more popular media present and used on the
network, the better because they mask the existence of a hidden connection.

2) Their modification associated with the introduction of the steganogram
should not be visible to a third party who is not aware of the existence of a
hidden link.

The use of network steganography is that it does not rely on the deception
of the human sense, as it does when using methods of steganography that
conceal data in digital images, audio and video files. Let's look at three groups
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into which methods of network steganography are divided [2]. 1) Steganography
methods, the essence of which is to change the data in the network protocol
header fields and in the payload fields; 2) Steganography techniques that change
the structure of packet transmission, for example, change the sequence of packet
transmission or deliberate introduction of packet losses during their
transmission; 3) Hybrid methods of steganography - when used, the contents of
the packages, the delivery time of the packages and the order of their transfer
change. In turn, some of these methods are divided into several groups. Packet
modification methods include three different subgroups. 1) Methods for
changing data in the protocol header fields. They are based on modifications to
the IP, TCP, Stream Control Transmission Protocol (SCTP) header fields, and
more; 2) Package payload modification methods. In this case, various algorithms
for watermarks, language codecs and other steganographic techniques for hiding
data are used; 3) Mixed techniques. Methods for modifying the packet
transmission structure also include three directions. 1) Methods in which the
order of packets is changed; 2) Methods that change the delay between packets;
3) Methods, the essence of which is to introduce deliberate loss of packages by
omitting sequence numbers from the sender.

Thus, the general information on network steganography is reviewed and
particular attention is paid to the fact that there are mandatory requirements for
stenographic transformation, such as invisibility and reliability. Also, it has been
found that an important factor is the selection of the most favorable media for
hidden messages. To implement network steganography, it is planned to
consider software that uses Transmission Control Protocol (TCP), Internet
Control Message Protocol (ICMP), and Hypertext Transfer Protocol (HTTP) and
network snippets to hide data on the network. These methods are planned to be
compared by characteristics such as performance, efficiency, noise resistance
and detection resistance. These characteristics make it possible to fully evaluate
the effectiveness of the methods considered. The considered methods of
steganography make it possible to successfully solve the problem of protecting
information from unauthorized access.
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In this publication, we consider the types of attacks on the stegosystem and
methods for countering them.

Steganography is a communication method. The task of steganography is to
hide the very fact of the existence of secret data during its transmission, storage
or processing. In other words, hiding the existence of information means not
only the impossibility of detecting a hidden message in an intercepted message,
but also generally making it impossible to raise any suspicions about this.
A common feature of steganographic methods is that the hidden message is
embedded in a certain object (container) that does not attract attention, which is
then openly forwarded to the addressee.

[cHye qBa MPUHITUIIOBO Pi3HUX CHOCOOY IMepeaadi Mo BiAKPUTOMY KaHATy
3B'S13Ky KOH(ineHuiiHoi iHpopmarii. OauH 13 cnocobiB mojisrae B ToMy, 1100
3aMacKyBaTH TepeaaHy cekpeTHy iHdopmaliro iHmoi iHdopmalliero. B oMy
BUTIAJIKY CEKPETHI CHUMBOJHM BOYIOBYIOThCS y BIIKPUTHNA TEKCT. 3aBlIaHHA
BOY/ZIOBYBaHHS Ta BHAUICHHS TOBIJOMJIEHb 3 1HINOI iH(opMalii BUKOHYE
crerocuctema. CTerocuctemMa >k yTBOPIOE CTETOKaHAJ, MO SIKOMY IEpeIacThCs
npuxoBaHe TMoBiqomyieHHs. Lleil kaHanm BBakaeTbcsl MIAJAHUM —BIUIMBaAM
3 OOKY MOPYIITHHKIB.

[MopymrHuk Moke OyTH MaCMBHUM, aKTUBHUM 1 3TOBMUCHUM.

[TacuBHU TOPYIITHUK MOXKE JIMIIIE BUSBUTH (PaKT HASBHOCTI CTETOKaHAJA 1
(MOKJIMBO) YUTATH TTOB1IOMJICHHS.

Jliama3oH giii aKTUBHOTO TIOpYIIHWKA 3HA4HO mupiie. [IpuxoBaHe
TOBITOMJICHHSI MOXKE€ OyTH iM BHJIaJICHO a00 3pyHHOBAHO.

JIii 3JI0YMHHOTO TMOPYIIHWKA HaWOUIBIN HeOe3meuHi. BiH 37aTHUN He
TUTHbKU PYWHYBATH, a i CTBOPIOBATH TTIOMIJIKOBI CTETO.

Jlnist 3aiiicHeHHS Ti€T UM 1HIIOT 3arPO3H MOPYITHUK 3aCTOCOBYE aTaKH.

1. Ataku poTH BOYJOBAHOTO ITOBIIOMJICHHS — CIIPSIMOBaH1 Ha BUIAJICHHS
a6o ncyBanss [[B3 nuisxom manimymtoBaHHs cTero. [Ipukinagamu Takux aTak
MOXYTh OyTH JiHiIHA (QUIBTpallisi, CTUCK 300pakKeHHs, MOJaBaHHS IIyMY,
BUPIBHIOBAHHS TICTOTPaMU, 3MiHa KOHTPACTHOCTI 1 T. 1.

2. ATaku TIPOTH CTETOACTEKTOpa — CIPSIMOBaHI Ha Te, MO0 YCKIATHUTUA YU
3pO0UTH HEMOXKIJIUBOIO TIPABUIIBHY poOOTY nerekTopa. [Ipu 1ipoMy BOJSHMIA 3HAK Y
300pakeHH] 3aIHINAETHCS, alleé BTPAYAE€THCS MOMIIHMBICTD WOTO mpuiioMy. Y IO
KaTeropito BXOAATh TaKi aTaky, K adiHHE mepeTBOpeHHs (TOOTO MacimTabyBaHHS,
3pYILEHHS, TOBOPOTH), YCIUEHHS 300paKeHHS, IEPECTaHOBKA MIKCENIB 1 T. 1.

48


mailto:maksym.husak@nure.ua

3. Ataku npoTu npoTokoy BukopucTtanHsa [[B3 — B ocHOBHOMY MoOB'si3aH1
31 ctBopeHHsM xubHux B3, momunkoBux crero, iHBepciero 11B3, nogaBanusam
ku1pkox 11B3.

4. Ataxu npotu camoro [IB3 — crpsimoBaH1 Ha oLiHIOBaHHSA 1 BUTAT 1{B3 3
CTCTOMNOBIAOMJICHHS. Y 1[I0 TPyNmy BXOHISTh Taki aTakW, SK aTakKd 3MOBH,
CTATUCTUYHOTO YCEPEIHECHHS, METOAM OUYMIINCHHS CUTHAIIB B IMIYMIB, JEAKI
BUJIM HEIIHIIHOT (UTbTpalii.

BianoBigHo mo miei kiacudikaiii Bcl aTakd Ha CHUCTEMHU BOYIOBYBaHHS
[IB3 MoxxyTh OyTH pO3/UI€HI HA YOTUPU TPYIIU:

1) araku, cipssMOBaHi Ha BuaaneHHs [[B3;

2) TeOMETPUYHI aTaku, CIPSIMOBaHI Ha CIIOTBOPEHHS KOHTECHHEpa;

3) kpuntorpadiyHi aTaku;

4) aTakd TPOTH BUKOPHCTOBYBAHOIO IPOTOKOJY BOYAOBYBaHHS Ta
nepesipku [[B3.

JUIsi TiABUINCHHS HAJIMHOCTI CTETOCHCTEM MOXHA 3alpOINOHYBATH P
MOJTIMIIICHB.

Pi3H1 MeToau mpoTHAIl MPOMOHYBAIKCS JJIs BUPIMICHHS MpOOJIeMH TMpaB
BiacHocTi. [lepmmii croci6 monsirae B MmoOyJOBI HE3BOPOTHOTO AITOPUTMY
[IB3. I[IB3 moBuHeH OyTH aJanTUBHUM [0 CHUTHAJIY 1 BOYIOBYBaTHCS 3a
JIOTIOMOTO0 OHOCTIPSIMOBAHO1 (DYHKIII1, HAPUKIIA[, Xell — QYHKIIIT.

Hpyruii croci0 BupimieHHS TpoOJeMH TMpaB BJIACHOCTI TOJISITAE Y
BOynoByBaHHI B [IB3 geskoi TMMYacoBOi MO3HAUYKH, 10 HAAAETHCS TPETHOIO,
JOBIPEHOT CTOPOHOIO. Y pa3i BUHUKHEHHS KOHQIIKTY ocofa, sika Mae Ha
300pakeHH1 OUIBII PaHHIO TUMYacOBY II03HAUKY, BBAXKAETHCSH CIPABKHIM
BJIACHUKOM.

Jus  3axumcty Big aTtak  TAMy a@iHHOTO  TEPETBOPEHHS  MOYKHA
BUKOpUCTOBYBaTH jaoaatkoBuii (omopuuii) LIB3. ILleit 1IB3 He Hece B cobi
iHbOopMallii, ajje BUKOPUCTOBYETHCS JIJISI «PEECTPAIIiD» BUKOHYBAHUX MOPYITHUKOM
nepeTBopeHb. Y aerektopi [IB3 € cxema, 1110 BUKOHY€E 3BOPOTHE MEPETBOPEHHSI.

[HIIMM METOIOM 3axXWCTy BiJ MOMIOHUX aTak € OJOKOBHUM JCTEKTOP.
MopaudikoBaHe 300paXeHHsS PO30MBAETHCSA HA OJIOKH, 1 JUISI KOXKHOTO OJIOKY
aHAMI3YIOTHCA BCl MOXJIMBI CHOTBOpPEHHS. J[7s KOXHOT 3MiIHM BU3HAYAETHCSA
koedimient kopemsii [[B3. [lepeTBopeHHs, micis SKOro KOePilieHT KOpesiii
BUSIBUBCS HAWOLTBIIINM, BBAKAETHCS PEATbHO BUKOHAHUM MOPYIITHUKOM.

[epenik BUKOPUCTAHUX JIKEPEI
1. T'pubynun B.I'. Uudposas creranorpadbus / B.I'. T'pubynum,
N.H. Oxos, U.B. Typunues. — M.: COJIOH — ITPEC, 2002. — 270 c.

2. Psaoxo b.S., ®uonoB A.H. OcHOBBI coBpeMeHHOW Kpunrtorpaduu u
creranorpadun. — M.: T'opstuas nunust — Tenexom, 2010.
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In this publication, we will consider some of the most popular solutions for
a cloud infrastructure manager using the IAC approach for the most popular
cloud solutions. It's no secret that cloud computing occupies a large part of the
digital services market. In this way, the issue of managing and optimizing the
infrastructure and its cost is relevant. And the IAC approach has established
itself as one of the best from this point of view and has several advantages. It is
fast, simple, provides structure consistency, increases efficiency, allows you to
optimize cost and minimize risks. We will try to examine in more detail the
tools currently offered on the market for implementing the IAC approach.

Cloud Computing Ha MOTOYHHUI MOMEHT € OJHHUM 3 HAWMOMYJISAPHIMIUX
HaIpsIMKIB PO3BUTKY cdepu iHGOpMaIiiHUX TexHoJoTid. baraTto kommaniii
OakatoTb MaTu BCO cBoro |T-iHppacTpykrypy B Xmapi. Taki TeHmeHIIii
3YMOBJICHI PSJ0OM IiepeBar sKi HaJIalTh XMapHi cepBicd. A6u He OyTu
TOJIOCTIBHUM TIPHUBENY JiarpaMmy y sIKii HaBEIEHO CTATUCTHUKY 3 ONMUTYBaHHS
outeire Hixk 300 KOMITaHi#, Ta SKUMU PIICHHSIMU BOHU KOPUCTYIOThCHI.

WHICH DOES YOUR ORGANIZATION USE?

AWS 97%
Azure 35%

Company-owned
data centers 29%

Google Cloud Platform _ 24%

Colocation / 3rd-party

data centers | 19%

Other 3%

L L L I L ]
0 50 100 150 200 250 300

WHAT IS YOUR GREATEST CHALLENGE WITH CLOUD MANAGEMENT?

9% e
Other

* 29%

12% - -
Performance Cost management

12%
Visibility
— » 22%

16% Security
Control

Chart 2

Pucynok 1 — Jliarpama BUKOPUCTaHHSI XMapHUX CEPBICIB

Mu po3risHyau 3 OCHOBHI Ha 1€ MOMEHT 4acy mporpaMu(Iigxoau), 10
cTBopeHHs iH(ppacTpykTypu 3 BukopucranHsMm laC(Infrastructure as Code)
nigxony. Lle Oynu pimenns Bixg xommawnii: Hashicorp 3 Terrafrom, AWS Cloud
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3 Cloud Formation, ta Azure Cloud 3 ARM Templates. Byno BuziieHo aekiibka
OCHOBHUX KPHUTEPIIB OLIIHKU ISl IUX IHCTPYMEHTIB. OTKe mepiie 1e MpocToTa
BUKOPHUCTAHHS Ta 3pO3yMUIICTH(MPO30PICTh), APYre — 1iHaA, TPETE — THYUYKICTh B
po0OTIi, 4eTBepTE — PYHKIIOHAIBHICTb.

Tabnuus 1 — [opiBHSHHS IHCTPYMEHTIB

Incrpymenr Bukopucranus | I'nyukicrtb DYyHKIiOHAJBHICTH
Terraform 2 4 4
CloudFormation 3 3 4
ARM Templates 3 3 4

A Temep AeTanbHIINE, OTXKE BUKOPHCTAHHS BCi MEpepaxoBaHi MPOrpaMu
JIOBOJI1 IPOCT1 y PO3YMIHHI KOJI VI HUX TUIIETHCS B 3pO3yMUIOMY JUJIS JIFOAUHU
urisgi(human readable code), mns CloudFormation BukopucroBye Yyaml
dopmar, ARM Templates — json d¢opmar, Terraform — BracHy MoOBY
HCL(moxibna g0 json). 3 mepepaxoBaHUX, HaHOUIbIIe mpoOIEeM MOXKe
BUHUKHYTH came 3 Terraform tomy 3a mpocToTol0 BUKOPHUCTAHHS BiH OTPHMAaB
HalHWK4YMA Oasi, a 3arajoM I IHCTPYMEHTH NOTpeOyroTh 0a30BUX 3HAHb
BIJIMOB1IHOT XMapH Ta aHTJIICHKOT MOBH.

['HydkicTh sik MoXkHa OyJ10 3g0ragatuck CloudFormation ta ARM Templates
MOXYTh BUKOpHCTOBYBatucs Titbku aiast AWS ta Azure Cloud BimnosigsHo. B Toii
yac sk Terraform mporpama 3 BIIKPHUTHUM KOJOM Ta KEPYEThCs MpoBaiaepamu i
MO>Ke OyTH BUKOpHUCTaHa JIjis OubIe HK 10 XMapHUX CEpBICIB.

dyHKIIOHAIBHICTH — B paMKax cBOiX xMapHux cepsiciB CloudFormation ta
ARM Templates marots Maiixke HeoOMexeHuit ¢pyHkiionan, Terraform mporpae
B IIbOMY acCIeKTi, ajge BiH MOXXE BHUKOPUCTOBYBATUCS IJisi YIPaBIIHHS
1HGPACTPYKTYPOIO B JEKUIBKOX XMapaxX, TAaKMM YMHOM BiH MOXXe OyTH OLIbIII
JISIIIEBUM B 0OCITyTOBYBaHI.

Cynsuu 3 BChOTO BHIIE TIEPEPAXOBAHOTO CepeaHii Oan yciX IHCTPYMEHTIB
PIBHUI, ajie MM BUILIWIM K MepeMoxXIlsa came Terraform. BupimaibHy poib B
IIbOMY PiIlICHH] BiJlirpana #oro yHiBepCaabHICTh, Ta MYJbTHKIAYIHICTb.
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The main objective of the thesis is to design a parallel processing algorithm
for LTE uplink in a multi processor system. In the thesis evaluate the performance
of this algorithm with to throughput, efficiency and as algorithm complexity.

The uplink LTE scheduler algorithm can be parallelised efficiently over
several digital signal processors in a multi-core environment. Is submitted
algorithm are evaluated against each other in terms of throughput, time
efficiency.Also, the result is compared with serial scheduling process. To
simulated the uplink scheduler algorithm indicates that the parallel scheduling
algorithm is able to achieve higher time efficiency than serial scheduling
algorithm, while keeping the same throughput performance. The time
improvement depends on the number of schedulable UEs in the system,
processors number and the throughput trade-off.

In the equipment of the new generation Long Term Evolution (LTE),
multi-core processors combine several microprocessors in one chip. They will
be increasingly implemented in eNodeB LTE to achieve higher performance.
Therefore, when developing and expanding the use of a multi-core processor
system, it is necessary to modernize the current planning algorithm on a single
processor platform. Scheduling in eNodeB LTE is a sequential process. The
priority of planned users is set. Then for a given unit of the planning time, the
scheduler assigns resources to users in accordance with the set priority level one
by one until there are no more planned users or there are no spectral resources in
accordance with the planning algorithm.

Such a scheduling algorithm has good efficiency for working on a single
DSP platform. For a multi-core platform, it becomes very inefficient. This is due
to the fact that during the process of allocating resources, low-priority user
equipment cannot be scheduled. Previous users must be scheduled first. For a
system of multi-core processors, the parallelism of their work does not provide
parallel planning. In a sequential scheduling method, only one processor
provides a scheduling process, even if there are other free processors that can
provide service. The available time for the planning process is strictly limited
and its value is directly proportional to the number of user devices that can
transmit in one unit of time. This limits the number of serviced user devices. To
enable the parallel launch of the planning process in a multiprocessor system, a
larger number of user equipment can be allocated to the spectrum by increasing
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the number of processors. Abstracts suggest parallel planning to increase current
system performance and conduct research. The planning algorithm in this case
consists of the following steps.

First, at the system level, effective parallelization to several DSPs in a
multi-core environment occurs and the scheduling process is divided into several
DSP cores of the uplink scheduler process. UEs are divided into separate user
groups, and each processor UE is provided with one processor.

The frequency resource is also divided into separate fragments and then
allocated to different groups of UEs. The planning process starts in multiprocessors
independently of each other. One processor is responsible for only part of the entire
set of UEs and, accordingly, has access to only part of the frequency resources. A
reduced number of users leads to a reduction in planning time. Therefore, for the
same period of time, it is possible to schedule more users. But this parallel
scheduling method can also cause a decrease in system throughput.

Available frequency resources are divided into several fragments and map
each of them to a specific group of UEs. Therefore, user equipment in one group
can only move inside this fragment. They cannot cross the boundary of a
fragment and are located in another part of the spectrum. Thus, in comparison
with sequential scheduling, a parallel algorithm can even lead to users using the
worst frequency resources.

The proposed algorithm can be divided into three stages. At the first stage,
preliminary planning takes place, the user equipment and the frequency band are
divided into groups and fragments in accordance with various rules. Each group
iIs mapped to one piece. At the second stage, the multiprocessor platform takes
on the planning process, performs the distribution of the spectrum in parallel
flows with parallel planning. At this stage, two methods are developed and
evaluated: maximizing throughput and maximizing equity. At the third stage, it
IS necessary to use the time saved to increase the spectrum efficiency.

Using two methods for solving the problems posed, the algorithms are
evaluated with each other according to the criterion of bandwidth and efficiency
of the time spent. The proposed algorithm is also compared with the sequential
planning algorithm according to the same criteria. Efficiency of time use,
memory usage and implementation possibilities are also evaluated. The
proposed algorithm is simulated and simulated. The variety of simulations
performed is based on a variation of the scheduling algorithm of the eNodeB
LTE uplink scheduler process.

References
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2. 3GPP TS 36.211; Physical Channels and Modulation (Release 8).
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SDR (Software Defined Radio) is the most efficient technology which
makes rapid modulation, encoding and signal processing in new generations of
mobile communication systems by using custom software and rapid modification.
However, the lack of training required to train specialists in this field.In this regard,
the development of a complex laboratory work for the study of communication
systems of new generations based on the use of SDR technology is relevant.

The research carried out in this us to develop a software to implement
models of modern and advanced communication systems (GSM and LTE
standards) using LimeSDR programmable radio platform [1]. This platform uses
the Lime Microsystems LMS7002M radio chip, which contains low noise
amplifiers, mixers of receivers and transmitters, filters of receivers and
transmitters, gain control circuitry, transmitter power control circuit, ADC and
DAC. It is important that it is fully open source, which means that the
schematics of the device and the PCB are available, the source code of the
FPGA programs as a PC client. The freeware Ubuntu GNU / Linux operating
system was selected to implement the software for LimeSDR.

Laboratory work on the research of the GSM standard

With the widespread availability and the documentation of GSM, the
digital mobile cellular standard is an ideal topic for learning the principles of
cellular communication. Based on a comparative analysis of programmable SDR
platforms, the LimeSDR radio platform was chosen to build the universal
laboratory complex.

The LimeSDR platform gives students, inventors, and developers an
intelligent and flexible device for manipulating wireless signals, so they can
learn, experiment, and develop with freedom from limited functionality and
expensive proprietary devices.

As part of the work, the GSM base station infrastructure (BS) has been
deployed. This is done using the freely distributed osmocom software package
(Fig. 1), which consists of dozens of software tools that can work both
individually and form an integrated nfrastructure. To interact the osmocom
software package with LimeSDR, you must install an OsmoTRX receiver that
implements the physical layer of the radio interface in accordance with the
3GPP technical specifications "Physical layer in the radio path”; and multiple
access in the radio path; "Modulation"; "Synchronization of radio subsystems".
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The developed physical models of GSM and LTE base stations allow
us to make calls and connect to new subscribers from the existing
standard equipment, as well as make calls through the SIP operator.
The capabilities of the developed laboratory complex are not limited to the
modeling of the above systems, they can also be used for the study of digital
television systems (satellite DVB-S / S2, terrestrial terrestrial DVB-T / T2 and
cable DVB-C / C2 broadcast).
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JOCJIILIZKEHHSA METOAIB KOHTOJIIO ITOCJYT NB-loT
Kosy6enko B.C., Cabyposa C.O.

HayxkoBuii kepiBHuK — aou. Cadyposa C.O.
XapKiBChKUW HAaLllOHAJTBbHUHN YHIBEPCUTET Pal0CIEKTPOHIKH
(61166, Xapkis, np. Hayku, 14, xad. iHpokomyHIKaI[1iHHOT IHXKEHEPIi
iM. B.B. IlonmoBcekoro,
teir. 38 (099) 529-65-31), vitalii.kozubenko@nure.ua

Using the NB-IoT standard provides improved indoor coverage and the
ability to serve many low-traffic devices, especially those that are not too
sensitive to delays. Narrowband loT is converted to low-cost chipsets and
devices and very low power consumption of these devices, which ensures long-
lasting battery life

Cranpapt NB-IoT 6yB po3pobiienuii koncopuiymom 3GPP 3 ypaxyBanHAM
BUMOT, III0 MPEA'SIBISAIOTHCS onepatopamu: mociyru [oT moBuHHI nepeaaBaTUCs
32 TEXHOJIOTIEI0 Tepeaadi, BIJOMOi K «eHeproeekTUBHA MEpexy AaleKoro
paniycy aii» (Low-Power and Wide-Area, LPWA) i BUKOPHCTOBYBaTH iCHYIOUY
iHpacTpyKkTypy omnepaTopiB MoOuTbHOro 3B’s3ky - 4G. 3 Touku 30py
yHiBepcasibHOCTI, NB-10T - 1ne nailikpame pimenns LPWA ana minnpuemcTts
PI3HUX Taly3€i, ¢ JIONOMOI0I0 SIKOTO MOKHA MIJIKJII0YATH JI0 MEPEX1 orepaTopa
JYWIBHUKKA ~ KOMYHQJIBHUX  TOCIYr, JaTYMKH MOHITOPUHTY, CHCTEMHU
BIJICTe)KEHHsI O0'€KTIB 1 Macy IHIUX MpucTpoiB. OpHIEI0 3 0COOIMBOCTEN
TEXHOJIOTI] € MOKJIMBICTH MIIKIOYATH M0 OaHIET coTh 0a3oBoi craHiii 40
100 THCSY TPUCTPOIB, IO B JAECITKU pa3iB MEPEBUIILYE MOKIMBOCTI ICHYIOUHX
CTaHJAPTIB MOOLILHOTO 3B'S3KY.

BukopucTtanHs HHM3BKOYAaCTOTHOTO JIiala3oHy JO3BOJHUTH 3a0€3MEUnTH
MOKPUTTSAM TaKi BaXKKOJIOCTYITHI MICIS, SIK IOKOJIbH1 PUMIITICHHS, MMiJ{BAJIH 1 T.]I.

Texnomoriss NB-IoT (Narrow Band IoT) 3B's3ky nmns IHtepHery peueit
3HAYHO 3HIDKYE CIIOKMBAaHHS €HEPrii KIHIEBUMH NPHUCTPOSIMHU, 3abe3reuye
3HAYHO Kpale TIOKPHUTTS 1 NPOHMKHEHHS 3B'SA3Ky, 30UIbIIYE MaKCHMAaJIbHY
KUIBKICTh MIAKITIOYCHUX 10 MEPEXKi MIPUCTPOIB.

Tpu BapianTu posropranHsi «By3bkocMmyroBoro NB-10T» BruimBatoTe Ha
npoayktuBHICTh He TUThkU s NB-IoT RAN (Radio access network; mMepexy
pamiooCcTyny B pI3HUX CTaHAApTaxX CTUTBHUKOBOTO 3B'SI3KY), ane 1 s
onHouyacHoro posropranas 1 IoT, i MBB (mobile broadband, mo6inpHUI
IIMPOKOCMYTOBHI 10CTYI).

3 Toukm 3opy Mepexi pamiomoctymy (RAN) icHye Tpum BapiaHTH
posroptands NB-IoT: BapianT «Bcepenuni cmyruny», ae NB-IoT posropraeTtscs
BcepenuHi icHytouoro LTE cnektpa, BUKOPUCTOBYBAHOIO Jis HaJaHHS
MOOUTbHHUX mHUpokocMyroBux (MBB) mociyr; BapiaHT «3axHUIIEHOI CMYTH» 3
BUKOPUCTAaHHSIM CIIEKTpa MO Kpasx KaHalmy (TOOTO B HEBHKOPHUCTAHOI YACTUHU
cunektpa) icHytounx LTE. OpHak TyT MOXIIHBI MNEPEIIKOAM Bl CYMIDKHOIO
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KaHaiy Ha kKopaoHax icHytouux LTE 06azoBux cranuiil. «3axumieHi CMyru»
MOXXYTh OyTHM BUKOpHCTaHI 0€3 ypaxyBaHHs MOTY>KHOCTEH OCHOBHUX 0a30BHX
cranuii  LTE); Tpetiit Bapiant mnonsirae B posropranHi NB-IoT 3
BUKOPUCTAHHSIM TPUCBOEHHS BUJIUICHHUX 4YacTOT (TOOTO «aBTOHOMHOIO»
PO3rOpTaHHs), @ TAKOX BUKOPUCTAHHS CYKYMHOCTI PI3HUX BUILIEHUX 0a30BUX
cranuii cnemianbho st LTE iMBB. [IBa 3 nux BapiaHTiB MIAXOIATh JJIs
PO3rOpPTaHHS B CHEKTPI, IKUM BXKE MPOMIIOB JILEH3YBAHHS.

CrneuianbHo  po3po0ieHi NpUCTPOi Ta  JATYMKM €  OCHOBHUMH
komrnoHeHTamu B cuctemax NB-I0T. Ili mpuctpoi 36uparors iHbOpMalio 3
oToueHHs 1 mepematoTb Ha 0as3oBi cradiii NB-l0T abo By3nmu mnepenaui.
[aauBinyansH1 6a30B1 cTaHIl migKIr0oYeH1 g0 nutto3y 10T 1 cepBepiB obnacHUX
nonatkiB 10T st eHTpani30BaHOIO MOHITOPUHTY Ta aHali3y AaHux (puc.l).

| NB-IoT |
|Ter mina]s|

Smart [
Lamp

Water #
Meter %

Smart

Parkingw
e 5

Tracking ‘J}
Gas '--5_-'1
Meter D

Dustbin I

Puc. 1 OcHoBHI KOMTIOHEHTH 3acTocyBaHHsa NB-10T

eNB Network Appli

NB-1oT Platform

BucHoBku

CxuaziHi IHCTpYMEHTH AOCTIHKSHHS, aHAI3y Ta OIIHKU apaMeTpiB SKOCTI
mocnyr  NB-I0T 103BonsIOTE B peXHUMiI pPETBbHOTO 4Yacy KOHTPOJIIOBATH
CKJIaJJHy MEPEeXy 3a JOIMOMOIOI CHEliaJIbHUX MOOUIbHUX JOJATKIB JIJIs
3pYYHOCTI KOPUCTYBaYiB.
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MOJIEJIb IPUMMAJIBHOI'O TPAKTY NEJEHI'ATOPA
binokyposa A.O.
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A model of the receiving path of the direction finder was proposed. To
evaluate the adequacy of the solutions of the proposed model, a simulation of the
system operation was performed using the Matlab/Simulink. In order to simplify
the model and reduce the simulation time, certain assumptions were made -
simulation just of the principle of processing of the received signal was performed.

Cuctema pajioneneHraiii B OCHOBHOMY € KOMOIHAIIEI0O aHTEHW Ta
npuitMaya, TpU3HAYCHOI 11 BUBHAUYCHHS a3UMYyTa BiJIJIaJIieHOTo nepeaasaya [3].
[CHYIOTh JBa NPHUHIMIIOBO PI3HUX TMIAXOAy A0 TOOYIOBH NPUWMAIBHOTO
TpakTy. lLle oaHOKaHanbHUN mNpUNMaNBHIA TpakT Ta OaraTOKaHAJIbHUH.
[ToOynoBa OararokaHaJIbHMX NPUWMAIbHUX TPAKTIB IOB’s3aHA 31 3HAYHUMU
TEXHIYHUMH TPOOJIEeMaMH, TOMY € 3HA4YHO JOPOXXYHMHM Ta CKJIQJHUMH Y
MOPIBHSHHI 3 OJHOKAHAJILHUMH.

Y poGori Oyno 3ampormoHOBAHO MOENb NPUHUMAIBHOTO TPAKTY
nesjeHraTopa. [ OIiHKM aqeKBaTHOCTI PillleHb 3alpONOHOBAHOI MoJieNi 0yIio
3MIIHCHEHO MOJIETIOBaHHS (DYHKI[IOHYBaHHS CHCTEMH 3a JOIOMOTOI0 MaKeTy
Matlab/Simulink. 3 Metor chporieHHS MoOJell Ta 3MEHIICHHS Yacy
MOJICJTFOBaHHS OyJM 31MCHEHI MEeBHI MPUIYIICHHS - 31HCHEHE MOJIEIIOBaHHS
TUTBKHM TIPUHITUITY 0OPOOKH CUTHAIY, IO MiJIsITae aHami3y. 3 MOJiesIi BUKITIOUEH1
TeTEPOJIMHM, TePETBOPIOBAYl YacTOTH Ta (GUIBTPU MpoMikHOI yactoTu. lle He
MOPYIITY€E aJeKBATHOCTI MOJIETIOBAHHS OCKIJIBKHM yCi YaCTOTHI IMEPETBOPEHHS SK1
BUKOPHUCTAaHI y (I3UYHIA MojeNl HeoOXimHl 1y 3a0e3ledeHHs CENeKIil Io
CYCIIHIX Ta A3epKAIbHOMY KaHaIaX 1 3[1IMCHIOIOTH JIUIIIEC TIEPEHOC CIIEKTPY, ajie
HISIK HE 3MIHIOIOTH CIICKTPJIBHUN CKJIAJ Ta YacOBI IapaMeTpu CHTHAIY, IO
00poOsiThes. Ilpu cTBOpeHHI MOAeni 3AIMCHEHE MPHUNIYIICHHS, IO CEICKIisA
CUTHAITy, IO MJIATaE aHAII3Y BXKE 3/I1MCHEHA.

Mera MojenOBaHHS TONiATajda B aHami3l BUAY PEKOHCTPYHOBAHOTO
CUTHAly, SIKMH Jla€ MOJIMBICTh BU3HAYUTH (Ha30Be 3MIMICHHS y BXITHOMY
CUTHAJII B 3aJIC)KHOCTI BiJl pyXy BIOpaTOPiB aHTEHHO1 PEIIITKH, III0 KOMYTYETHCS
Ta aHaNi31 3aJIeKHOCTI (POPMi IIHOTO CUTHATY BiJ CITIBBIHOIICHHS CHUTHATY [0
IIyMYy, 1110 HAJAXOJHUTh 3 aHTCHH.

AHTEHHHUM MacCHB TIeJIGHratopa CKJIaJa€eThCcd 3 8 aHTeH, fKi
PIBHOBIIaNICH] BIAHOCHO IEHTPY MacuBy. [[ns omHO3HauHOTO BUMIpY dasu
Bi/ICTaHh MDK OKPEMHUMH AaHTEHHUMH €JIEMEHTAaMU ITOBMHHA OyTH MEHIIIE
MIOJIOBUHU JTOBXWHH XBHJII TPUHAHSATOTO BUIPOMIHIOBAHHS.
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[Tpu noOy10B1 MOJENI CUCTEMH KUIBKICTh @HTEH PEIIITKH OYJI0 3MEHILIEHO
10 yotupboX. Lle 3pobsieHo 3 MeToro crpoiieHHd Mojeni. Curnan GopmyeTbes
3a JIOTIOMOTOI0 HACTYNMHUX MOAYJiB: Sine Wave — reHepaTtop CHHYCOiTalbHOTO
CUTHAJly Mpu3HauYeHuil 17 popmyBaHHs curHany; Gaussian Noise Generator —
TeHEepaTop IIyMy, IO JO3BOJISIE IMITyBaTH CTYICHb CIOTBOPEHHS CHUTHATY
mymamu;, Gainl — migcwIOBa4, SKUH TMPU3HAYEHUW IS PETYJIIOBAHHS
MOTYXHOCT1 BXIAHOTO curHainy; Gain2 — miacuiioBay, KM TpU3HAYCHUN IS
peryiatoBaHHs MOTYXHOCTI mymy; Adder — cymarop, 110 3a1iCHIOE 3MIIITyBaHHS
CUTHaTy Ta mymy, Scopel 103BoJIsi€ KOHTPOIIOBATH (hOPMY BXITHOTO CUTHAIY.

JIs TUTaBHOTO PYXY BIPTYyaJIbHOT aHTEHHU Tpeba MOCIOBHO 3MiHIOBATH
aMIUTITYIM CUTHAJIIB 3 MOMAapHO CYCIAHIX aHTEeH, 10 HaAXOASTh O cymaTopa.
3ans UbOTro 10 CKJIaAy MOJENI BKIIOUEHO PO3MOAUTIOBAY CUTHAJIB TPUKYTHOI
dopmu. [lo cknaay po3mnoaiiroBaya BXOJIUTh F'€HEPaTOp TPUKYTHOTO CUTHAITY Ta
JIHIS 3aTPUMKH 31 3BOPOTHIM 3B’ SI3KOM.

KoMmyTtaTop aHTeH — 1€ KEpOBaHWUW AaTCHI0ATOP CHTHAJIB aHTCH
3MOJIeNIbOBaHUN 3a gomomoror Dot Product monyniB, sxu 3A1HCHIOIOTH
KepyBaHHS aMILTITY0K0 CUTHAIIIB, 10 HAIXOIATh 3 aHTCH Ta cymaTopiB. ITicis
(GopMyBaHHSI CHTHAJy BiJl aHTCHHU 3 €JICKTPOHHUM OOCpPTAaHHSM, BiH IOJAE€THCS
Ha MOJyJib (ha30BOT0O PO3PI3HEHHS, /e B1AOYBAETHCS BUAUICHHS CUTHAIY, SIKHN
Hece 1Hdopmalliro mpo (a3oBuil 3CYB BXIJHUX CUTHANIB aHTeH. J[ig 1p0ro0
3aCTOCOBYETBCS CUTHAJ BiJl HEPYXOMOi aHTeHU. B pe3ynbpTaTi micis
IPOXOJIKEHHSI BUJIIJIEHOTO CUTHANY 4yepe3 (DUIbTP HIDKHIX YacTOT 3aJIUIIAETHCS
CUTHAJI, 1110 Hece iH(OopMaIlio MPo HAMPSIMOK NMPHUXOAY CUTHANy Bij JKepelna
PalOBUIIPOMIHIOBAHHS.

['omoBHA MeTa MOIEITIOBAHHS € aHaJI3 3aJIEKHOCTI BUXITHUX CUTHAIIB Bl
CIIBBIHOIIICHHS CUTHAJI-IITYM Ha BXOJI1 CUCTEMI Ta BiJl TUITY BXiTHOT'O CUTHAITY.

JIns OIIHKHK 3aJIeKHOCTI TOYHOCTI (PYHKIIIOHYBaHHS CHUCTEMH Bl THUITY
BXIJTHOTO CHUTHaly OyJI0 3MIMCHEHO OI[IHKY XapakTepy 3MIHCHHS BUXITHOTO
CUTHAJY KaHajy OOpOOKM CHUTHAIIB Bii YMCTOrO TapMOHIYHOTO CHUTHAIY JI0
IIyMOBOTO CHUTHAJIy TpHU PI3HUX PIBHAX BXIIHOTO CHUTHaNy. 3 pe3ylbTary
MOJICJTFOBaHHS BHJIHO, III0 CHTHAJIM KaHaJiB 0OpOoOKH AyKe Mayl U IPAKTUIHO
BIJICYTHI, IPUCYTHI TUTBKMA CHUTHAJH, IO 3IMCHIOIOTH €IIEKTPOHHE 0OepTaHHS
aHTeH. J[>kepesio BUITPOMIHIOBaHHS BUIIPOMIHIOE TApMOHIWHUHN curHal. BXimHuii
CUTHaJ HE MICTUTh INyMiB, BiamoBigHOo Ha Mojmeni Gainl=0, Gain2=0. Ha
Scope8 BHIHO TPHUCYTHICTH Ta (a30Be CIIBBIIHONIEHHS CHTHAIB KOMYTaIlii
aHTEH Ta CUTHAJy Ha BUXOJI1 KaHATy 0OpOOKH.

Jxepena:

1. David Adamy, “EW 101 A First Course in Electronic Warfare” Artech
House Boston London.

2. J.A. Tsai, R.M. Buehrer, B.D. Woerner, .Spatial Fading Correlation
Function of Circular Antenna Arrays With Laplacian Energy Distribution.,
IEEE Communications Letters, VOL. 6, No. 5, May 2002.
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IMPROVING THE QUALITY OF THE WIFI MIMO
COMMUNICATION CHANNEL BASED
ON DUAL POLARIZATION ANTENNAS
Ikeza Obasi A. D.
Scientific Supervisor — Prof. Martynchuk A.A.
Kharkov National University of Radio Electronics,
Infocommunications Department,
Nauky Ave. 14, Kharkiv, 61166, Ukraine, e-mail: pastordee245@gmail.com
This paper work provides the basics of MIMO technology, standard of
configuration, Antenna polarization choices, benefits of communication channel.
Types of channels and the dual polarization Antenna for MIMO and how the
dual polarization signal improves the communication quality.

MIMO (multiple-in, multiple-out) technology have become increasingly
common over the past several decades, with notable examples being Wi-Fi
networks and cellular 3G / 4G LTE.

As a result of the use of multiple antennas, MIMO wireless technology is
able to considerably increase the capacity of a given channel, the more antennas
a system has the more simultaneous data streams can be transmitted at once,
improving the radio link.

A Dbroadband V/H dual-polarized antenna is proposed for mobile
communication base stations. The dual-polarized antenna achieves a HPBW
(half power beam width) of © for both VP and HP eclements, a bandwidth of
about 48% (1.7-2.75 GHz) for RL > 15dB, and an isolation of 30dB. The
antenna gain is about 9 dB for both vertical and horizontal polarization. An
eight-element V/H dual-polarized antenna array is also developed. The antenna
array has a bandwidth of 45% (1.7-2.7 GHz) and an antenna gain of 16 dB for
both VP and HP, which may find potential applications in GSM/UMTS/LTE
base stations.

Nowadays, radio communication systems demands more and more spectral
bandwidth for channels, and to achieve effectiveness of data transmission
through these channels, certain techniques are required to utilize the available
bandwidth well. MIMO is a favorable technique. Note that 2x2 represents
antennas which are MIMO and dual-polarity at the same time. The possibility of
increasing the capacity of radio channels is an important task [1-3]. One of the
possible methods of increasing capacity is the use of dual polarization antenna
transmitting and receiving (Fig. 1). Such antennas may be substantially, MIMO
antenna. The example of such a MIMO radio channel is shown in Fig. 1.

Ex(t)
Transmitter ZP
Ei(t) /I‘.

Fig.1. MIMO channel with dual polarization antenna

Receiver
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Dual-polarization is the ability for an antenna to function in two modes,
known as vertical and horizontal polarization. A narrowband flat fading MIMO
system is modeled as

Y=H -X+n, 1)
where — Y and X the receive and transmit vectors, respectively; H and n— the
channel matrix and the noise vector, respectively.

Therefore, the use of principal component will find the transforming matrix to
highlight the components of the information flow in the form

Sq(t - - - \* _
S(t)j(sz((t)))zzs_outr(ti):(bl bz) 'zs_out(t)- (2)

The main contribution of this work can be summarized in the following
aspects, the proposed antenna focuses on the 5G, especially the special designed
feeding structures allow the proposed antenna to out-perform other existing antenna
on the whole compared with other designs, the proposed antenna satisfies the
common requirement of mobile communication well and is more suitable for 5G
application over the sub band .A large number of transmit antenna at a base station
(BS) can remarkably improve performance Via increasing the multiplexing order to
various human care 10T devices by higher degree of freedom and this performance
analysis is achieved when various human care 10T devices are connected to
network via a dual polarized massive MIMO.

So, the proposed method to increase system capacity includes the
following: business division of the transmitted information flow; transmitting of
each of the sub-streams on orthogonal polarizations compensated polarization
distortion of antennas; organization receiving the full polarization orthogonal
polarization antennas with the ability to compensate for polarization distortion;
estimate of the time taken by the correlation of radio waves; adaptive assessment
matrix received vector signal; finding the spectrum and eigenvectors of matrix
and their analysis; preparation of the transformation matrix of the first two
eigenvectors of matrix; converting the received vector signal into its major
components; restore the flow of information through the use of principal
component vector signal received.
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MOKJIUBOCTI TEXHOJIOI'TI POWER OVER ETHERNET
1nPu MOI[EPHBAIIIi KOPIIOPATUBHHUX MEPEX
Momencbka H.M.
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XapKiBChbKUU HallIOHATBHUHN YHIBEPCUTET PAI0ETEKTPOHIKH
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Power over Ethernet technology allows you to efficiently solve the power
problems of wireless access points, CCTV cameras, IP phones, radio frequency
identification (RFID) systems, etc. to deploy new networks and upgrade existing
corporate networks. Power over Ethernet is a technology for the secure transfer
of electricity and data using a “twisted pair”. The attractiveness and advantage
of the technology lies in the fact that using only one set of wires for both data
transfer and power supply reduces the time required to install the end systems
and saves money on the cost of power cables and other components.

Tennpeniii mosBM HOBUX mochayr B cdepi iHPOpMAIITHUX Mepex Ta
IIBUIKUH PO3BUTOK TEXHOJIOTIH Tepeiayi JaHuX poOJIsATh aKTyaJIbHUM MTUTaHHS
MOIIYKY MOJKJIUBOCTEH JJiIi BIPOBAPKCHHS HOBHMX METOJMIB Ta IIIXOMIB JIJIS
MOJIEpHI3allil BXKe ICHYIOYHX KOPIIOPATUBHUX MEPEK.

Tpanuuiiina Mepeka nepenadi JaHUX nepeadadae HasgBHICTh MEPEKEBOTO
3’€THAHHS Ta JHII enekTpoxuBiIeHHs. OaHaK, 3acCTOCYBaHHs TexHoJorii Power
over Ethernet nae MOXJIMBICTH BUKOPUCTOBYBATH JiHile oauH kabenb Ethernet
JUTs Tiepefadi JaHUuX Ta SKUBJICHHS IS MPUCTPOIB, SIKI € €eMEHTaMU Mepexi
Ethernet: 0e3apoTOBI TOUKM JOCTYyNy, Kamepu BiaeocmoctepexxeHHs, [P-
TenedoHu, CUCTeMH paaiodacToTHOI ineHTrudikamii (RFID) Tormo.

Power over Ethernet (POE) — me Texmoioris mis Oe3medHoi mepemadi
EJIEKTPOEHEPTii Ta JaHUX 3a JOMOMOTOI0 «3BUTOI Mapu». YMoOBaMH €(hEeKTUBHOI
il po6oTn Hacammepen € mo6 nani Ethernet Ta cunoBa ckiiamoBa He 3aBaXKaiu
OJIMH OJTHOMY, TAKUM YHHOM Oyjie 3a0e3MeUeHO OJJHOUACHY Iepeaady K JTaHuX
TakK 1 )KUBJICHHS 0€3 OyIb-IKUX MOPYIICHb.

Texnonorist POE mepenbauae mepenaBaHHs €IEKTPOKUBICHHSA MO «3BUTIN
napi» yepe3 po3’em RJ45 BinmoBiIHO 0 CXeMHU PO3BOJKH IPOBO/IIB, BU3HAYCHOI B
crangapti IEEE 802.3 Ethernet uepe3 POE cmitep Ha mpucTpoi, siki cymicHi 3 POE.
Bonnouac matoth wmicuie BTpatu npu mnepenadi enekrpoeneprii. Ctanmapt [EEE
802.3af-2003 (PoE) 3abe3neuye q0 15,4 BT mocriiiHOro CTpyMy, ajie CyMICHHH 3
POE mpuctpiii otpumae ymme 12,95 Bt. OmgHak 1pOro J0CTaTHBO I pOoOOTH
TaKUX MEPEKEBUX MPUCTPOIB, AK O€3IpOTOBI TOUKU Aoctymy, [P-renedonu Ta
CJIIEMEHTIB CHUCTEMHU KEepyBaHHS OYIiBII Ta KOHTPOIIO mocTymy. OHOBIECHUI
crangapt IEEE 802.3at-2009 (PoE+) 3abe3neuye mo 25,5 BT moTyXHOCTI ISt
npuctpoiB. ¥ 2018 poui IEEE Busnauus cranmapt 802.3bt, sxuii BBomuTh aBa
JOJIATKOBUX TUIIH >KUBIICHHS: 10 55 BT (Tumr 3) Ta 10 90-100 Bt (Tum 4).
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Buxopucranna texnonorii Power over Ethernet nms monepnizaumii Bxke
ICHYFOUMX KOPIIOPATHUBHUX MEPEXK MAa€ HU3KY CYTTEBUX TIEpEBar:

- 3actocyBaHHs TexHosorii PoE 3HauHO chopourye Ta 3ae€lieBiioe
MOJIEPHI3ALIIO BXKE ICHYIOUO1 KOPIIOPATUBHOT MEPEXKI (32 paXyHOK BIIMOBHU Bij
pPO3TOpTaHHS HOBHUX JIiHIA EJNEKTPOKHUBICHHS CKOPOUYYIOTHCS BHUTpAaTH Ha
npua0aHHs Ta MPOKIAIKY Kabelo);

- BukopuctanHs PoE 1o3Bojisie BUKOHYBAaTH MOHTaX MPUCTPOIB B MICIIX,
Jie oprasizailisi HOBO1 JIiHi1 €JIEKTPOKUBIICHHS BUKIIUKAE TPYIHOIII, HAPUKIA,
3a MIJABICHOIO CTENCIO;

- 3aCTOCYBaHHS B KOPIIOPATHUBHIM Mepei POOUTh MOXIJIMBUM CKOPOUYCHHSI
KUTBKOCTI KaOeniB Ta EJNEeKTPUYHHUX PO3ETOK B CepBepHId KimMHaTi abo B
KOMYTalliiiHi#i madi;

- POE no3Bonsie CKOpOTHTH BHUKOPHUCTaHHS EJCKTPOPO3ETOK 1 IHIIUX
€JIEMEHTIB €HEPrOMEPEIK;

- POE mae minBumieny excruryarauiiiny Oesneky: crangapt IEEE 802.3af
(PoE) 1 crannapt IEEE 802.3at (PoE +) 3a0e3neuyroTh 3aXUCT BiJ KOPOTKOTO
3aMHUKaHHs, TaJiHHSI HAIIPYTH, TICPEBHILCHHS CIIOKUBAHOTO CTPYMY TOIIIO;

- IPOCTOTA PO3TOPTAHHS MEPEXK1 MPU MOJAEPHI3aIlii, 0COOJMBO B CKIQTHUX
IPOCTOPOBUX YMOBax (Jaxud Ta 30BHIIIHI OTOpoXi Oy/iBeNlb, BHYTPILIHI
NPUMIIIEHHS B aepOoNopTax 1 Bok3alax, kade, KIHOTeaTpH TOIIO);

- MOJJIUBICTh BUKOHYBAaTU KEpPYBaHHS €JEKTPOXKHUBICHHSIM O€31pOTOBHX
TO4YOK joctymy, IP-tenedoniB, cucreM KepyBaHHS OyaiBIl Ta KOHTPOJIIO
JOCTYIy 3 METOK  IIJBUIICHHS  €HEeProepeKTHUBHOCTI  (BIIKIFOYCHHS
€JIEKTPOINOCTAaYaHH TEBHOTO Py MPUCTPOIB, IO MIATPUMYIOTH TEXHOJIOTIIO
POE micns Toro, sik KOpUCTyBaul MepeKi MOKUHYIIM IPUMIIIIEHHS 32 BiZICYTHOCTI
HEOOXITHOCTI B II0JI000BIN HASIBHOCTI €JIEKTPOKUBIICHHS JJISI ITUX MPUCTPOTB).

Ha cporomnimHii JgeHh HAWOUIBII TEPCHEKTHBHUMH B  00JacTi
KOPIOPAaTHBHUX Mepex € O6e3aporoBi TexHojorii ctapgapty 802.11. Tak sk
nepeBaykHa OUIBIIICTh MPUCTPOIB, MO MOTPEOye MIAKIIOUYCHHS, € MOOUTbHUMH,
HEOOXITHICTh Y TOBHOMY TOKPHUTTI 30HU 0OCIIyTOBYBaHHS MEPEK1 CTAHOBUTHCS
OCHOBHMM TMTaHHSM MpU MOJepHi3anii. Baromuii Bkiam mpu mpboMy Mae
texnonoris Power over Ethernet. Ii mepesaru 103BOIAIOTH CHPOCTHTH €Tamy
MOJIpHI3aIii Ha PIBHI CTPYKTYpOBaHOT KaOelIbHOI CHCTEMH ICHYIOYHX
KOPIOPATUBHUX MEPEXK, TaK 1 ISl pO3TOPTAHHS HOBHX 1H(OOPMAIIHHUX MEPEK.

Cnucok BUKOPHUCTAHUX JIKEpeT

1. Cranpapt IEEE 802.3af

2. ®enopos, A. HoBbie Bo3amoxxnocTr Power over Ethernet / A.denopos /
/ KomnorenTsl u Texnosoruu. - 2008. - Ne 83. - C.86-88.

3. TectupoBanue cuctem ¢ nomauepkoi nuranus depes Ethernet (PoE)
[Enextponnuii pecypc] - Pexxum nocrymy: http://ockc.ru/?%20p=5687
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ANALYSIS OF THE COVERAGE AREA
OF THE ACCESS POINT USING NETSPOT SIMULATION

Ayodele Tega Ajadi
Scientific Supervisor — Prof. Martynchuk A.A.
Kharkov National University of Radio Electronics,
Infocommunications Department,
Nauky Ave. 14, Kharkiv, 61166, Ukraine, e-mail: pastordee245@gmail.com

This research aims to map the territory of blankspot on that location, so that
it can be used as a reference for optimizing the placement of access points. The
research method used was the experiment through the drive test using Nestpot
software. The analysis performed includes: Signal level, Signal-to Interference
ratio, and Quantity of Access point. Experimental results indicate the quality of
the reception on location observed is not the same, some point receive very
strong signals from more than one access point, while some other point still
entered into the realm of blankspot. Of research results also gained some room
located near some of the access point are having Signal to Interference Ratio.

Currently the ease of accessing the internet has become a fundamental
requirements primarily a college surroundings. The requirement to always be
connected to the internet network is seen with the growing number of access
points that are installed to meet these needs. Installation of the access point is
often not structured properly so that the area of scoped in the area of coverage is
uneven. On the research of the simulation is done against the signal strength of
the access point toward the receiver Wi-Fi in the room and the room of the
student learning lecturer electrical engineering building 3 and 4 floors.

The current utilization of access to internet network is already widely used.
Request student and lecturer for the always connected to the internet network on
the rise. The number of access point installed should be able to meet the needs,
but the reality that there are currently mounting point of the access point was not
arranged properly, so that the laying on of access point at some locations are
outside the range of the area. In line with the development of many current
technologies utilized for communication through the medium of the internet.
The current wireless network has been developing very rapidly with the latest
technology refers to the IEEE 802. 11n [1]. At this time there have been many
schools, colleges and agencies that utilize wireless networks. In planning a
wireless network we need to know the condition of the room as well as a place
to placing the access point to work optimally, and every client in every room can
capture the signals properly.

This research was conducted to analyze wireless network in the building of
the lecture with attention to parameters: Signal level, Signal-to-interference
ratio, Quantity and access point. The methods used in this research is a method
of experimentation through a test drive using Netspot PRO Software. Nespot
PRO serves as the scanning software used for Wi-Fi networks with the primary
SSID parameter and can keep track of the strength of the signal. Signal Level

64



Signal strength can make quality reliable network, the signal level on a wireless
reliability can be measured by knowing the value of a quantity specified dBm
when scanning for Wi-Fi. The more positive approach the dBm value then the
signal is getting good and reliable. Data retrieval is performed for 3 times and
the average was taken. The results signal level from the SSID on every space
lecturer FPTK electro 3rd floor can be seen in figures 1-2.
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Fig. 1. Comparison of the Signal level from the SSID on every
space Lecturer Electro floor 3
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Fig. 2. Comparison of the Signal Level of the Lecturer FPTK Spaces
Every third floor to a different SSID

Based on testing and analysis that has been done on this research, the
following conclusions can be drawn: Based on the results of the simulation are
represented on the graph can be known that the signal level on the 3rd floor is
uneven for the entire space, there is a buildup of electrical lecturer SSID on the
one room that causes beberapan other blankspot.

Reference:

Martynchuk A.A., Loshakov V.A., Oliver L.M. / Development of
a transhorizon communication system based on dual polarization MIMO

architecture // "TIpoGJieMbI 3JIeKTPOMarHUTHONH COBMECTHMOCTH TIEPCIIEKTUBHBIX
OecnipoBoaHbIX cerelt csizu (EMC-2015). — Xaprkos: XHYPD, 2015.
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CCTV - LAMP CAMERA FOR SMART HOME SOLUTION
Reginald Tannor
Scientific Supervisor — Prof. Martynchuk A.A.
Kharkov National University of Radio Electronics,
Infocommunications Department,
Nauky Ave. 14, Kharkiv, 61166, Ukraine, e-mail: tannorreginald@gmail.com

The report contains the results of a study of the communication quality
parameters of a remote wireless channel for controlling a lamp as a remote
access for monitoring the security status of a home, workplace or company.
Closed Circuit Television Cameras (CCTV) have become an important crime
prevention and security measure. Cameras collect images and transfer them to a
monitoring-recording device where they are available to be watched, reviewed
and/or stored.

CCTV is a situational measure that enables remote surveillance of a locale.
This makes it possible for the police and other law and regulatory agencies such
as private security to respond to incidents when alerted and to have information
about what to look for when they arrive. The storing of images facilitates post-
incident analysis that may be helpful to an investigation. There are many
different types of CCTV systems and they have different capacities to meet a
variety of objectives.

Despite the tendency within the criminological literature to discuss CCTV
as if it were a single measure, CCTV systems can differ quite markedly.
Cameras can be: static (focusing on a single view); able to pan, tilt and zoom
(moved by operators or placed on ‘tours’ to survey a succession of scenes); fixed
(permanently installed in one location); redeployable (moved around power
points within an area); mobile (placed in vehicles and transported to where they
are needed).

Speaking as correctly as possible, the camera in Figure 1 does not transmit
video, but allows remote viewing of video in online mode. Viewing video from
the camera is possible from almost any modern mobile device (smartphone,
tablet). The principle of transmitting data to the Internet is very simple, the
camera connects to a wireless WiFi network (with Internet access), after which
video viewing from the camera becomes available. Thus, the router to which this
camera is connected becomes a “gateway” to the Internet and makes it possible
to remotely work with the camera. Access to the camera from mobile devices is
possible through the free icsee or xmeye application. This application is free and
available for owners of Android phones, as well as for owners of phones with
I0S. The camera works according to the P2P principle, while connecting to this
Wi-Fi camcorder can be carried out in two options - either directly or via the
Internet (using a Wi-Fi network).
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Fig. 1. Panoramic IP Wi-Fi Camera Fisheye Light Bulb

The camera will be an excellent assistant and an unobtrusive observer in a
situation when you need to observe a person, be it an elderly person, a child, a
nanny, a housekeeper or colleagues at work. Moreover, this camera can be an
excellent means of protection against burglars. Not every robber will
immediately determine that this lamp is not just a lighting lamp, but also has a
camera. In this case, as soon as the camera detects movement, you will receive a
notification in the application and you can call law enforcement agencies to
prevent robbery. In view of the widespread use of smartphones and tablets, this
camera will be very useful for young parents, who often, in addition to caring
for the child, are engaged in other important tasks. With this camera, you can
constantly monitor whether the child is sleeping or not, and what happens
to him at all directly from your smartphone anywhere in the house.
Simply put, if you are looking for an inexpensive camera with a panoramic
view, then this panoramic IP Wi-Fi fisheye camera will pleasantly please you
with its capabilities.

They can transmit analog or digital images via cable or wireless links.
The images can be recorded in different ways with different implications for
quality. The many methods of storing and manipulating images have different
implications for the type and speed of monitoring that can be carried out.
The availability of specialized uses such as number plate and facial recognition
has generated yet more potential applications of this flexible technology
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OTDR measurements are an essential component of the work carried out
during the installation and operation of fiber-optic communication lines. With
their help, the quality of the optical lines is determined. One of the main
advantages of an OTDR is that it can be used to test fiber from only one end,
according to the principle of a radar system. The principle of operation Optical
Time Domain Reflectometer is based on measuring the power of light radiation.
PedrekroMeTpuuHi BUMIPIOBaHHS € Ba)JIMBOIO YAaCTUHOK POOIT, IO
NIPOBOASATLCA TPH MOHTaXi BOJOKOHHO-ONTHYHOI JiHIi 3B’SI3Ky. 3a BHJIaMHU
pediekToMeTpr  MOAUISIOTBCS  HA:  PEJICEBCHKUM,  OpPULIIOCHOBCHKHIMA,
NOJIIPU3ALIMHIN, paAMaHOBCHKHIA.

Meroro gaHoi po0OOTM € aHalmi3 BHUIIB Ta METOJIB ONTUYHOL
pedaeKkToMeTpii, iIX OCHOBHHX MapaMeTpiB, PO3paXyHOK TUHAMIYHOTO Alana3oHy
PEIIeEBCHKOTO pedIeKTOMETpY.

JIo OCHOBHHX TIapaMeTpiB ONTHYHHX PEQIICKTOMETPIB HaJICKATh:
TUHaAMIYHMK niana3oH (1b), MepTBa 30Ha (M) Ta MOPOTOBA MOTYXKHICTh.

OnuH 3 HaWOUTBII BaXKJIMBUX MapaMeTpiB pedIeKTOMETPY € TUHAMIYHUN
niana3oH. BiH mokazye MaKCHUMallbHY JOBKHHY BOJIOKHA, $KY MOXJIMBO
BUMIPSITH 3 MAKCUMAJIBHOIO aMIUTITY1010. [ OIlIHKM JUHAMIYHOTO Jiama3oHy
HEOOXIJTHO 3HATH Yac yCepeaHEHHs IMMIyJbCiB {, mepiod iX cligkyBaHHS | Ta
TPUBAJTICTH IMITYJIBCIB T.

JlunaMmivyH#M 1iana3oH pedIeKTOMETPY BU3HAYAETHCS SIK:

Dy, = PP (1)
A po3paxoByeTbes 3a GOPMYIIOH0:

[0.9t
p,-n+q-p,, +10lg,|——
D - T

rms 2 (2)
Ie P, - TOTYXKHICTh, PO3CISIHA Ha3aJ N0 TOYaTKY BOJOKHA, Py -
€KBIBaJICHTHA IIIYMOBA MOTY>KHICTh HAa BXOJ1 (hoTompuiiMaya, P, - MOTYKHICTh
JDKepenia BUMPOMIHIOBAHHS, 1| — BTpPAaTH y BiAramyxyBadi, ( — KoeimieHT
3BOPOTHOTO PEJIEEBCKOTO PO3CIIOBAHHA, Pyp— HOPOroBa UyTIUBICTH (poTONpHiiMaya.
MepTBa 30Ha XapaKTEpU3Yy€E YacOBE «OCTIIUICHHS» (OTOAETEKTOpa MpH
MOTPAIUITHHI HAa HHOTO BEIMKOI BiJ0OpaKeHOT MOTYKHOCTI.
[ToporoBa TOTYXHICTh 3pocTa€ 31 30LIBIICHHSIM IUPHHA CHEKTPY
JIA3epHOTO JKEpesa. bkl TOYHINI BUMPOMIHIOBAYl MAIOTh OUTBINY ITUPUHOIO
cnektpy. Ha puc. 1 HaBeaeH1 pe3yiabTaTd po3paxyHKy AUMHAMIYHOIO J11ama3oHy.
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Puc. 1 - 3asiexxHicTh AMHAMIYHOTO J1al1a30HY B TPUBAJIOCTI IMITYJIbCY Ta Yacy

3 HaBeJleHOTo TpadiKy BUJIHO, IO 31 30UIbIIEHHSIM TPUBAIOCTI IMIYJIBLCY 1
4acy YCEpeIHEHHsI CUTHAIY 3pOCTae JWHAMIYHHWH jJiana3oH. Takuil BETUKUN
JTUHAMIYHHMN T1ana30H JOCSATAETHCS, 32 PaXyHOK 30UIBIICHHS €HEPrii IMITYJIbCY.

PeneeBcrkuil pediaexkToMeTp HAUOLTBII MOMKMPEHUN. BiH BUKOPUCTOBYETHCS
Ha BCIX eTamax OyayBaHHS Ta EKCIUTyaTallii BOJOKOHHO-ONTHUYHOI JIiHII, Ta
JI03BOJISIE BU3HAYUTH MICIsSI OOpUBY 1 Je(eKTiB BOJOKOH. Takox J03BOJISIE
oTpuMaTu rpadiuHe MpejCcTaBiICHHS CTaHy JiHIi npu (iKCyBaHHI MOTYKHOCTI
3BOPOTHOTO BiJIOOPAXEHOTO CBITIIOBOTO MOTOKY JIMHII.

BpiutoeHOBChKHI pediekToMeTp 103BOISIE€ BUMIPSITH HATIT B ONMTHYHUX
BOJIOKHAX — OCHOBHHMH TapaMeTp TEpMIHY CIIy*OM ONTHUYHOTO Kabelro.
["o10BHOIO BIAMIHHICTIO OPUITIOEHOBCKOT'O PO3CIFOBAHHS BiJl PEJICEBCHKOTO € TE,
110 BUKJIUKAIOTh HOTO0 aKyCTUYHI HEOJHOPIAHOCTI SIK1 € PyXOMHUMH.

[Momsipuzamiitauii pedeKToMeTp BUKOPHUCTOBYETHCS JJISI BUMIPIOBaHHS
pO3MOALTY JOBXKHUHHM OWTTS B3JOBX BoJIOKHa. Bin tpaguiiiinoro OTDR
BIJIPI3HAETHCS TUM, 10 Ha BHUXO/1 Jia3epa BCTAHOBJICHHM TOJSIPU3ATOp, a Ha
BXoal B (oTompuiiMay BCTAHOBJICHUN aHANI3aTOp CTaHy IMOJSpHU3aIii
BiJIOOPaKEHOTO BiJl BOJIOKHA BUITPOMIHIOBAHHS.

PamanoBcekuii pediiekToMeTp BUKOPHUCTOBYETHCS B cucteMax 3 WDM.
Bin [1o3BoJsis€ TIPOBOAWTH BHUMIPIOBAHHS Ha PI3HUX JIOBXXHMHAX XBHUJIb.
s birpTpamii  pamMaHOBCHKOTO pO3CitOBaHHS  BiX 3arajibHOro
BUIIPOMIHIOBaHHS, SIK€ PO3MOBCIO/KYETHCS  B3JIOBXK BOJIOKOHHOI JIiHii,
BUKOPUCTOBYETHCSI TOHKOILITIBKOBUH (DLIBTP.

Bubip peduiekromeTpy J1sl BAMIPIOBaHHS TOI UM 1HIIOT BOJIOKOHHO-OIITHYHOT
JTiHIi BU3HAYAETHC il TEXHOJIOTIEI0 Ta HEOOX1THICTIO BUMIPIOBAHHS CTaHYy JIiHi.

[Tepenik mocunaHk.

1. Xamagynun 3.®. OcHoBbl PanuosnekTpoHuku: MeTonbl U CpeacTBa
n3Mmepenuii. Mocksa, 2018 — 365 c.

2. lTloptaoB D.JI. BonokoHHass onTWKa B  TEIEKOMMYHHUKAITUSIX.

2018. - 392 c.
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e-mail: pavlo.laptiev@nure.ua, Ten. (099) 680-15-23

The given work is devoted developments in the field of fiber networks and
In monitoring systems. One of the most important tasks in transport networks,
this is maintaining the characteristics of fiber and other optical elements at the
proper level. Monitoring systems allow continuous monitoring. Different
algorithms can describe monitoring. Monitoring has different modes. The
presented algorithm is associated with the observation mode. The proposed
algorithm helps to understand the principle of operation of this mode. This mode
already exists in one of the specialized programs.

[TpoGnema HaIIHHOCTI BOJJOKOHHO-ONITHYHUX MEPEXK 1 CUCTEM 3 OITHYHUM
MYJbTUIIICKCYBAaHHSIM OXOIUTIOE IIUPOKE KOJIO THUTaHb 1 1O CBOIH CyTi €
KOMIUIEKCHOIO. i pillleHHs BUMarae 3acTOCYBAaHHS BiATIOBIHMX METOJMK
KOHTPOJIIO 1 OI[IHKK CTaHy BCIX ONTUYHUX MPUCTPOiB. OCOOIUBICTIO CUCTEM 3
WDM € MOXIHBICTh MYJIBTUILIEKCYBAHHS JACCATKIB 1 HaBITh COTEHb ONTUYHHUX
CUTHAIB, KOXKEH 3 SKMX IepelacThCcsl Ha BIABEJCHIM HOMY JOBXHHI XBHJII B
€IVMHUM MYJIBTUIUIEKCHUN CUTHAJ, MPU I[bOMY PO3HOC IO JOBXKHHI XBUJIl MOXKE
HE TIEpeBUINYBAaTH JEKUIBKOX JECATUX HaHOMeTpa. Y TaKuX CHCTeMax
BUKOPHUCTOBYIOTBCSI ONTHYHI TIACWIIOBaYl, TOMY HEOOXITHUNA KOHTPOJb
IIYMOBHUX MapaMeTpiB.

OnHe 3 HaWBaKJIMBIIIIUX 3aBJaHb - IMATPUMaHHS XapaKTEPUCTHK BOJIOKHA 1
IHIIMX ONTHYHUX EJIEMEHTIB Ha HalexkHoMy piBHI. Came TOMY cCHCTEMU
Oe3MepepBHOr0 MOHITOPUHTY ONTHYHUX BOJOKOH HaOyBalOTh OCOOJIUBOL
3HAYYIIOCTi. MOHITOpHHT 3a0e3neuye 0e3nepepBHUN KOHTPOJIb CTaHY aKTUBHHUX
KaHAIIB 3a JIOTIOMOT'OK0 BiJIMMOBIAHUX HAOOPIB TECTIB, JO3BOJISIE BUSBIIATH Pi3HI
BIIXWJICHHS B XapaKTePUCTHUKAaX ONTHYHUX EJIEMEHTIB MEpexi, siKi, B CBOIO
4epry, MOXYTh BIUIMHYTH Ha 11 Tpare3qaTHiCTh. MOHITOPUHT 1a€ MOXJIHUBICTD
BHU3HAYATH TMOTOYHUN CTaH CHUCTEMH, a TAKOX /1€ MOKJIHUBICTh aHATI3y IHOTO
CTaHy. 3aBASKA IbOMY MOXHAa 3amo0IrTM BUXOAY CHCTEMHU 3 Jaay 1 He
JIOTTYCTUTH TIOTIPIICHHS TOKA3HUKIB SIKOCT1 CHCTEMH.

[cHye KilbKa METOMMK MOHITOPUHTY: MOHITOPUHI aKTUBHUX BOJIOKOH,
MOHITOPUHT 3 BHKOPHUCTAHHSM KaHajly KOHTPOJBHOTO ONTHYHOTO KaHamTy,
MOHITOPUHT 3 BHUKOPHCTaHHSIM OJHOTO 3 poOOYMX KaHAIIB, MOHITOPUHT 3
BUKOPUCTAaHHSM CHCTEM JUCTAHIIHHOTO TECTyBaHHSI.MOHITOPUHT MOKHA
OpraHi3yBaTy, SK 1 Ha aKTUBHUX CXEMaX, TaK 1 Ha MaCUBHUX. AKTHBHI 1 MaCUBHI
CXeMH CKJIQJaOThCA 3 TMMACHUBHUX MYJBTHILIEKCOPIB 1 JAEMYJbTIILIEKCOPIiB.
Pi3HuIIEI0 MK HUMU € PsI HEOMIKIB 1 0CO0IMBOCTEH MiaKI0YeHHS. OCHOBHUM
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HEJI0JIIK MTACUBHUX CXEM LI€ - BUAUICHUN KaHaN 3 HEBEJIUKOIO MOTYKHICTIO, SIKUM
Hece B €001 BILAMOBIAL Ha 3ajgaHl TecTu. JlaHa mpoOiieMa MNPU3BOIUTH 0
HEOOXIHOCTI TOAATKOBUX PO3PaXyHKIB 3 ypaxXyBaHHSM PI3HUX MOXHOOK.

VY naniii po6oti OyB po3poOJICHUN alroOpuTM, CXema SIKOro IokKa3aHa Ha
puc.l, 11 TecTyBaHHS BOJIOKOH aKTUBHOI CXEMH.
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Puc 1. Anroput™ MOHITOpUHTY

Jlanuii anropuTM TOB'S3aH 3 TMPOTPAMOIO-KIIIEHTOM, BIH JI03BOJISIE
MIPOKOHTPOJIIOBATH 1 BIICTEKUTHU MPOIECH SIKI BITOYBAIOTHCA Y BOJOKHI M1 Yac
HOT0 eKCIITyarailii, a TAKOX Ja€ MOXJIMBICTh HAKOMUYCHHS OAHKY JTaHUX.
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An overview and comparison of the dedicated virtual servers with the
services of operators and providers is conducted. The main tasks in the
development of cloud PBX on virtualization systems are highlighted. A network
model and a model for setting up the PROXMOX VE virtualization
environment are developed. The performance of the developed model on the
dedicated virtual server is analyzed.

ITpu Bukopucranni xmapHux ATC, Ha pPUHKY MPOMOHYETHCS TOTOBI
pIIIEHHS, K1 BUMAararTh JI0JaTKOB1 BUTpaTu. B naniit po6oTi BipryasibHa ATC
PO3IJIIHYyTa HE SK JOJATKOBHM CEPBIC, a sIK OKpeMa KOH(Irypailis BUILIIEHOTO
cepBepa. TakuM YWMHOM TIOEJIHYIOYM BCl IEepeBard XMapHHUX TEXHOJOTIH i
CUCTEM BipTyaiizallii, 3aJHIIa€EMO THYYKICTh 1 TOBHY MJOCTYHHICTh ISt
HaJNAIITyBaHHs KOHDIryparriii.

Bipryanbna ATC Asterisk mns odicy € Halkpamum 1 ONTHUMaJTbHUM
pIIIEHHAM JJIsl CEepeaHBOTO Ta MaJloro Oi3Hecy. byayun Oe3KOITOBHUM
nporpaMHuM 3abe3rneueHHsM, BiH miaTpumye 6e3nid VolP mpoTokoiiB 1 Bcima
bynakmismu knacuunoi MiHI-ATC. Asterisk mpairoe Ha HU3BKOMY pPIiBHI ITiJT
omeparliitHoro cuctemMoro Linux

Haganns xmapuux ATC — nuine oauMH 13 HanpsMiB PO3BUTKY MPOEKTIB
cucteM Bipryanizaiii. BoHM 103BOJIAIOTH TOEIHYBAaTH II€peBard IHTEPHET-
CEPBICIB 3 MPOCTOTOIO KJIacH4HOI TesneoHHoi craniii. OCHOBHA YacTHHA 3ai3a
(GyHKITIOHYe Ha CTOPOHI cepBic-TIpoBaijepa, a KJIIEHT OTPUMYE IOCIYry B
qucTOMY BUTIsiAl. TenedoHHUM amapaToMm y BipryanbHiii ATC Moxe Oytu sik
bi3uuanit TenedoH 3 miarpuMkoro VolP, Tak 1 IogaTok, 3amylieHe Ha YoMy
3aBrogHo. [linTpumka nporokony SIP 3'sBuinacs mie B yeTBepTiit Bepcii Android,
ToMy JA3BiHKM depe3 BipryanbHy ATC w™oxHa pobutu 31 cmaptdoHa.
VYropasminas xmapHoi ATC BuUKOHYeThCs uepe3 BeO-iHTepdeiic, a 3HA4YUTH 3
OyIb-SIKOTO TIPUCTPOIO MIIKIIOYSCHOTO JI0 IHTEPHETY.

[IpakTyHe 3HaYeHHST POOOTH MOJATAE Y BEJICHHI B €KCIUTyaTaIlll0 XMapHUX
ATC He Bparo4uch A0 MOCIYr OMEpaToOpiB Ta MpOBaiiepiB, 3a JOMOMOTOIO
BIIKpUTOTO TporpamMHOro 3abesmeueHHs Asterisk 1 cuctemu BipTyaumizaiii
PROXMOX VE. IIpu Bukopuctanti konreiitnepis LXC mis Asterisk, Ha Buxoi
BHIA/IC JOCUTh MOOiUIBbHA, KOMMakTHA 1 cydacHa ATC, sika CIO)KHUBa€ B CIOKOIi
100-220M6 O3Y.

B pobori mpoBeaeHO oOrnAm Ta TMOPIBHAHHS BUAUICHUX BIPTYaJdbHUX
cepBepiB 3 MOCIyraMH OIepaTopiB, MpoBaiaepiB. BuaiieHo OCHOBHI 3aBIaHHS
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npu po3pobui xmapoBoi ATC Ha cucremax BipTyamizaiii, po3poOIeHO
MpOrpaMHoO-anapaTHy MOJENIb BUILIEHOIO CEpPBEPY, CEpelOBUIA BipTyami3amii
PROXMOX VE. TIlpoBeneno ananiz eheKTHUBHOCTI pO3po0JIEHOT MOjenl Ha
BUJIJICHOMY CEpBepI.

AnapaTHa Ta TmNporpaMHa CKJIaJ0Ba BKJIIOYA€ HACTYMHI €JIEMEHTH:
BUaUIeHUI cepBep; cuctema Bipryanizauii PROXMOX VE; Bipryansna ATC
Asterisk, mporpamue 3a0e3neueHHs Juisl HaBaHTaXyBajibHOTO Tecty SIPP.

Cepgep, 1110 TreHepye TECTOB1 I3BIHKH, PO3MIIICHUN Ha BIpTyalibHIA MAIlIVHI.
Cepsep, 110 npuiimae 13BiHKY - Qi3uunuil cepsep. [Iporpamue 3abe3nedeHHs st
HaBaHTaxXyBajgbHOro Tecty SIPP migkmtoueHo no cepBepa Asterisk, 1o renepye
TecTOBI I3BIHKU. Mk cepBepamu Asterisk 0yB ctBopenuii SIP-tpaHk.

MopentoBaHHsI peaNbHOr0 HABAaHTAXEHHSA BKIOUYaIo OOpoOKy Menia
IIOTOKY, IIepea”oro 1o mnporokony RTP.

PesynbTati anamizy neMOHCTpPYOTh, 1o xMapHa ATC, BcTaHOBJIEHa Ha
BUJUICHOMY CepBepl, SKUM Mae MIHIMaJbHI MapaMeTpu KoHpirypamii u
KOHKYpPEHTHY IliHY, 3/1aTHa oOciayroByBatu npubiuzHo no 1900 mapanmenbHUX
PO3MOB.

MepnianoTok niepesaBaBcs B OCHOBHOMY B OJIHY CTOPOHY - B HaIlpsIMKY BiJl
SIPP cepBepa no cepepa Asterisk. Ognak BiH OyB Oe3nepepBHUM, a He
nepiognuyHUM. MOKHa TIPUITYCTUTH, II0 B IUIOMY CTBOPIOBaHA TaKMM YHUHOM
HaBaHTaXXEHHs OyJia HE HIDKYE TIET, 1110 MA€ MICIE TIPU peaTbHUX PO3MOBAX.

OLIHUTH HETaTUBHUN BIUIMB CTATUCTUYHHMX (PaKTOPiB, HA JIOCTOBIPHICTH
OTPUMAHUX pe3YyJbTaTiB, B 3aCTOCYBaHHI JO peaJbHUX HABAaHTaXXE€Hb BaXKKO,
pOTe MPUITYCTUMO, 110 B3SBIIM 3HAYHUM 3aIac, MOXHA LIJIKOM pO3paxoBYBaTH
Ha Te, mo s oOcimyropyBanHa 800-1000 mapanmensHUX I3BIHKIB, OMHCAHA
KoH(piryparttis Oy/e mpairoBaTH SKICHO 1 HaIHHO.

JITEPATYPA

1. BackakoB W.B. IP—tenedonus B KOMMBIOTEpHBIX ceTsax / backakoB
N.B., Ilponerapckuii A.B., MenbaukoB C.A., ®enoroB P.A. — M.: bunowm.
Jlabopatopus 3nanuii, IHTepHET-yHUBEPCUTET MHGOPMAIIMOHHBIX TEXHOJIOTHH,
2008. — 226 c.

2. Tompamreiin A.A. CHopaBOYHHK IO TEJIEKOMMYHUKAIIMOHHBIM
npotokosiam. Ilporokonm SIP. / Tompmmreiin A.A. — M.: Canxkrt-IletepOypr:
BXB-IletepOypr, 2014. — 348 c.

73



ANALYSES OF EUROPEAN CYBERSECURITY FRAMEWORKS
Maryna Yevdokymenko, Sebastian Floderus,
Linus Rosenholm, Vincent Tewolde
Kharkiv national university of radio electronics
(61166, Kharkiv, Nauky ave,14, V.V. Popovskyy department of
Infocommunication engineering, phone. (057) 702-13-20)
e-mail: marina.ievdokymenko@nure.ua

The main purpose of the paper is to analyze the EU cybersecurity frameworks
and policies, to compare the development strategies of European countries and
Ukraine, to identify compatibility and gaps between them for further developing
recommendations for creating a more reliable and safe ecosystem through
integrating EU cybersecurity frameworks.

EU is developing a suite of European cybersecurity standards that aim to
deter and respond to cyber-attacks which constitute an external threat to the EU
and its partner states by producing practices and guidelines on how to implement
and enhance security, how to prevent attacks and provide cybersecurity hygiene.
The European Cyber Security Organization (ECSO), European Union Agency
for Cybersecurity (ENISA), loT Security Foundation are the leading
organizations for providing businesses, companies, and individuals with best
practices in area of the security. Collectively, such organizations provide
Frameworks for exchanging cybersecurity information between stakeholders as
well as establish regulatory documents such as the EU Cybersecurity plan to
protect open Internet and online freedom and opportunity, National Information
Security (NIS) directives, Principles for 10T Security, standards in support of the
Cybersecurity Certification, etc. While they represent the emerging common
practice, such frameworks and regulatory documents are relatively new for the
Ukrainian businesses and individuals.
The purpose of the paper is to provide of strategic documentation and
cybersecurity approaches of the EU frameworks for exchanging cybersecurity
information with further using of European experience in cybersecurity practices
to the business, legal regulatory bodies, government institutes of Ukraine, as
well as to the scientific and educational institutions.
Implementation of these EU cybersecurity frameworks will contribute to
the creation of a single secure digital ecosystem. To do this, consider the main
European frameworks for cybersecurity:
1. Cybersecurity Strategy interlinks: European Agenda on Security’s,
Digital Single Market Strategy and Global Strategy, which describe
EU’s cyber ecosystem, EU Cybersecurity Strategy and their goals.

2. Cyber Defence Policy Framework, which connected with EU’s Cyber
Defence Policy Framework, cyber defence capabilities, as well as the
protection of the EU Common Security and Defence Policy (CSDP)
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communication and information networks, Permanent Structured
Cooperation Framework (PESCO) and EU-NATO cooperation.

3. EU’s Joint Framework on countering hybrid threats, which connected
with studying cyber threats to both critical infrastructure and private
users, highlighting that cyberattacks can be carried out through
disinformation campaigns on social media.

4. Network and Information Security (NIS) Directive, which connected
with a blueprint for a quick and coordinated response to a major attack,
and for the swift implementation of the NIS Directive.

5. EU cybersecurity certification framework, which connected with the
creation of tailored and risk-based EU certification schemes, because
certification plays a critical role in increasing trust and security in
products and services that are crucial for the Digital Single Market.

6. European Union Agency for Cybersecurity (ENICA) as one of the most
important organization for ensuring a high and effective level of
network and information security within the Union, and developing a
culture of network and information security for the benefit of citizens,
consumers, enterprises and public administrations

The main result of this paper is analyzing and comparing the development

strategies of European countries and Ukraine, identifying compatibility and gaps
between them and further developing recommendations for creating a more
reliable and safe ecosystem through integrating EU cybersecurity framewaorks.
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Machine-type communication (MTC) has it provides connections for of
MTC devices, forming a basis for the Internet of things. Physical layer has a
pivotal role in M2M communications. M2M should be made efficient enough in
terms of its power consumption and spectrum utilisation for to accommodate a
large number of MTC devices. In this work is studied the issues on PHY -layer
designs relevant to M2M communications. We surveyed related research works
based on MTC network designs and the issues in this respect.

For wireless communications, multiple access technology plays a critical
role, which determines how a common medium is shared among users.
To develop an optimal air interface supporting M2M traffic, there are numerous
features that are unique in MTC, which should be taken into account. As the
technical requirements specified in 3GPP LTE-A for the fourth generation of
mobile networks and defined by the International Telecommunication Union,
downlink data rates need to go up to 100 Mb/s for mobile devices and 1 Gb/s for
pedestrial users, respectively.

Based on the vision as proposed by LTE-A (i.e., LTE release 12), HetNets
help to enhance the wireless network performance in different aspects. Different
transmission devices with different transmission powers and coverage distances
between transmitters and receivers pose a big challenge to improve spectrum
efficiencies and data transmission rates over different radio links. However, as
the number of MTC devices increases, which come with an increasing demand
on ubiquitous wireless coverage and high data rates for MTCs, cognitive
gateways become an alternative [1]. The use of cognitive gateways in MTC
networks promotes a better utilisation of the radio resources (such as an
improved spectral reuse factor), because the gateways act as data aggregation
points for lowpower and low data rate MTC devices. Nevertheless, the LTE-A
standard only defines S1 interface and X2 interface back haul for macro-cells
and picocells. For femtocells , it is preferred to use IP as a backhaul protocol
.Nevertheless, the existing S1 and X2 interface backhauls in LTE-A do not serve
well for the MTC networks, which carry heterogeneous network properties with
different cell sizes (such as femtocells and small cells). For this reason, S1 and
X2 will not be applicable for MTC, and thus, it is necessary to find a new air-
link interface for small-cell environment, which is a vital issue in MTC.
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Normally, the transmission links between MTC devices and gateways (also
referred to as M2M device grouping issue) play an important role. Moreover,
transmission technology from gateways to femtocell (or small-cell AP) is an
open issue, which has not been well defined by either 3GPP or other
standardisation bodies. Nevertheless, the interference problem caused by
multiple paths in HetNets is in particular challenging . In the text followed, we
will discuss the interference issues and propose some possible solutions to
implement the air-links between MTC devices and gateways.

The macro-cellular networks in LTE are named as evolved NodeBs
(eNBs). Using the same backhaul and access schemes as in macro-cells, a
picocell is formed by a group of ow-power nodes in HetNets. New Long Term
Evolution (LTE)-Advanced features like enhanced inter-cell interference
coordination (elCIC) and carrier aggregation (CA). Because of its transmit
power ranging from 23 to 30 dBm typically, it covers a distance of 300 m or less
for serving for a few tens of users [2]. Femtocell base stations are intended for
indoor deployments with their transmit powers less than 100 mW (or less than
23 dBm) typically . They are used in indoor environments such as homes or
enterprises, serving a dozen active users by using consumers’ broadband
connections, such as cable, fiber or digital subscriber line. We studied the issues
on PHY-layer designs relevant to M2M communications. We surveyed related
research works based on MTC network designs and discussed the issues in this
respect. We gave a brief introduction to the major PHY characteristics of Wi-Fi
(IEEE 802.11), Bluetooth (IEEE 802.15.1), Zigbee (IEEE 802.15.4) and SUN
(IEEE 802.15.49) technologies.

In a multi-cell environment, a new air-link design based on CC-CDMA for
gateways to small-cell APs (G2S) interface was suggested in this paper as a
complement to existing technologies and standards. CC-CDMA was proposed
as a candidate to overcome interferences occurred in G2S air-links. We also
provided a review on the works on CC-CDMA via discussing the characteristics
and properties of CCs.

We identified various challenging or open issues for the implementation of
MTC in wireless communication systems .
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The object of study is to analyze the goals, tasks and performance of FHRP
in modern networks.

The goal of the work is to study the impact of FHRP on modern networks.

Research methods- Analysis of standards and technologies.

Hops in networks occurs when a packet is passed from one network
segment to the next [1]. If that first hop ever goes down, that particular network
will become incapable to communicate to the outside world and only local
communication across the switched domain will be possible.

The main goal is to improve throughput. It requires multiple routes or paths
to divide the traffic or load distributed equally between the paths. [1] Load
balancing is implemented to improve the redundancy and throughput.

To implement load balancing different routing protocols are used which
equally distribute the traffic and utilizes the available bandwidth. In some cases,
the term load balance can be used interchangeably with the load sharing

The first hop redundancy protocols include three protocols Hot Standby
Router Protocol (HSRP), Virtual Router Redundancy Protocol (VRRP) and
Gateway Load Balancing Protocol (GLBP). Each protocol has its own purpose
and has its own advantages and disadvantages.

FHRP was developed to also reduce traffic loss. These protocols help
particular organization to successfully send the traffic from source to destination
without loss of many packets. In case of the failure of one system, there is a
standby system which automatically activates itself and continues sending the
traffic. The HSRP protocol and GLBP protocol are Cisco propriety whereas the
VRRP protocol is the Institute of Electrical and Electronics Engineers (IEEE)
standard. [2]

Operation

HSRP is a Cisco proprietary protocol that enables the network engineer to
add more than one redundant device to achieve network reliability. The different
routers in the HSRP group will communicate to select a single active router
gateway that handles all the network traffic. When configuring a router to be an
active router, the standby router at this point is also selected. Both the standby
and the active router will communicate through sending a Hello messages and
will detect if the active router fails. [2] When the failure occurs one of the
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standby router take the duties of the active router with minimum delay and at the
same time another standby router is selected.

VRRP is an open standard that can be used where the equipment of various
companies exists. Its operation is nearly the same as that of HSRP but differs in
a couple of ways. In VRRP, like with HSRP, a group of routers are configured
in which the network engineer selects one master router and the other a backup
router [2].

The physical IP address of the master router is used by the clients as a
default gateway. The backup members of the VRRP group will communicate
with the master gateway through hello messages and take over the duties of the
master router when the master router goes down or some error occurs.

The IP address used always belongs to the master router which is referred
to as the IP address owner. When the master router recovers from error it will
again take its responsibilities back and will forward the network traffic itself.

To achieve load sharing between the routers along with redundancy, Cisco
has a new protocol called the GLBP. It is a Cisco proprietary that improves the
efficiency of the FHRP by allowing automatic load balancing. [2]

The current study specifically aims to answer following research questions:
Which protocol is suitable according to a particular environment? How to
effectively configure the protocols. How long would it take to changeover to the
backup router?

Conclusion

FHRP is a cisco proprietary protocol which is the earliest First Hop
Redundancy Protocol (FHRP). that provides backup to a network and it
facilitates a successful transmission from source to destination. Also provide a
load balancing facility.

Major Drawback of FHRP includes, it is a Cisco propriety hence it works
on only Cisco devices. There is a high packet loss which is more compared to
the other technologies. Also to enable the preemption it is to be configured
manually every time. [2]
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The main objective of the thesis is to investigate and study MPLS (multi-
protocol label switching), its background and technology basics, to define what
iIs MPLS, its features and concepts.

MPLS (Multi-protocol label switching) is a technology that enables very
fast switching of data. MPLS is packet forwarding method using labels to make
data forwarding decisions. MPLS is used to connect one site to another, both
sites are connected through a service router cloud on a private tunnel.

Unlike IP routers, packet forwarding is not based on source and destination
addressing MPLS labels each packet with a unique label which connected
devices checks, which allows faster and more efficient data transmitting.

As networks grow it required more efficient, faster solutions to forward data,
MPLS was introduced to avoid delay as it forwards data using MPLS instead of
IP address. Originally MPLS was used to allow core networking devices
simpler, more efficient and faster packet switching method by simplifying the
header. As MPLS is a “multi-protocol” it doesn’t specify one protocol which
allows various types of data to be exchanged.

MPLS labels packets with different labels, first router does a normal
routing lookup but instead of finding only the next hop it finds the final
destination router and adds a “label”, since the path is pre-determined devices in
the path uses the label to route the traffic without any extra IP lookup. When
packet reaches its final destination router it removes the label then the packet is
delivered using normal IP routing. [3]

MPLS offers some great features, one of its attractive features is interface
independency which means each site can use different connection method than
the other, for example one site can use T1 connection and the other can use fiber
optic connection and MPLS connect them all together to communicate.
Furthermore, MPLS is one to many, which allows networks to connect easily
and expand, from a customer perspective MPLS provides full freedom and full
control on the connection between sites.
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Comparing to VPN technology MPLS is not cost beneficial as it’s more
expensive, on the other hand MPLS provides faster performance because there is
no encryption to deal with also MPLS provides guaranteed quality of service as
it is reliable and secure. [4]

MPLS concepts is divided in two parts Edge and Core, at edge the edge
labels switch router (ATM switch or router) classifies packets and label them
(Label Impastation). In core Label switch router (ATM switch+ Label switch or
router) forward using labels, each label indicates service class and destination
which is known as Label swapping or switching. At the other Edge the Edge
label switch router is responsible for removing labels and forward packets (label
disposition). This Label distribution provides the ability to setup bandwidth
guaranteed paths in addition to providing fast and reliable data transmission. [1]

Conclusion

It can be concluded that Multiprotocol Label Switching (MPLS) enables
Service Providers and customers a simple and efficient solution with its
scalability and reliability. By allowing enterprises to expand their networks and
by adding additional sites without any additional configurations and by its
interface independency MPLS is considered a better choice for enterprises as it
Is more secure and reliable than VPN.

MPLS advantages:

e MPLS Label

e Quality of service

e Interface independence

e One to many
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The traffic model takes into account the features of H2H and M2M traffic.
The traffic model and its service systems make it possible to estimate the delay
in message delivery from M2M devices, taking into account packet loss and
retransmissions. This allows you to select communication network resources and
parameters of M2M devices to ensure guaranteed quality of serviced.

be3npoBinHI CEHCOpPHI Mepexi IHTEHCHUBHO pO3BHUBAIOTHCA 3aBJSKH
BITHOCHO HHU3bKOI BapTOCTi, IIBHUJKOCTI PO3TOPTaHHS Ta MOKJIUBOCTI
BUKOPHUCTaHHS B MICIISIX, /e HE MOKHA PO3TOpHYTH KabelbHiI Mepexi. Bonu €
CKJIaJI0OBOIO YACTHHOIO JIJIsi MaitOyTHIX Mepex 5G [1].

VY Takux Mmepekax Ba)KJIMBE MICLIE Ma€ SIKICTh (YHKIIOHYBaHHS MEPExi,
OJIHUM 13 KJIIOYOBUX EJIEMEHTIB SIKOi € 3B’sI3HICTh. [li7 3B’SI3HICTIO PO3YyMIIOThH
HMOBIPHICTh JOCTYIMHOCTI CEHCOPHOTO BYy3Ja BIIHOCHO IHIIMX BY3IiB. BiH
XapaKTEePU3YEThCS  MMOBIPHICTIO 3B’S3HOCTI, [0 BHpa)Xae TMOTECHIIHHY
MO’KJIMBICTb JOCTaBKM JaHUX. BICYTHICTh 3B’SI3HOCT1 IPU3BEAE 10 YACTKOBOI'O
a00 MOBHOTO TOPYIIIEHHS MPaIe3JaTHOCTI MEPEXKi.

IMOBipHICTb 3B’SI3HOCTI GE3MPOBITHUX CEHCOPHHUX MEPEXK 3 PYXOMHMH
BY3JIaMU € CKJIQJHUM, TOMY CKOPHUCTA€MOCSI HaOJMKEHOIO OI[IHKOIO 3B’S3HOCTI
gyepe3 MPONyCKHY 3AaTHICTH [2]. SIKIO mpoImycKHa 3MaTHICTh BHINE HYJIS, TO
3B’SI3HICTh MDK BYy3JaMH ICHYE. 3aleXHICTh e()EKTUBHOI 3B’SI3HOCTI BiX
KUTBKOCTI TPaH3UTIB N allpOKCUMYEThCS

1
f (n) = m.
e @ — koHctanTa (npuitas @ = 0.5),

3anexHICTh WMOBIPHOCTI 3B’S3HOCTI BiJ] IIBUAKOCTI PyXy BY3IIB

anpOKCUMY€ETHCS

p(v) =e V",
ne b — xoncranra (npuitnsmu b = 5).
OpneprkaHi 3aJIeKHOCTI MOJjaH1 Ha puc. 1.
Pucynok 1
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TakuM 4YMHOM, Ha OCHOBI OTPHUMaHUX 3aJIEKHOCTEH copMyeMO
KOMIUJIEKCHUIA TOKa3HUK 3aJ€XHOCTI BiJ KUIBKOCTI TPaH3UTHHUX BY3IIB Ta
CepeHbOI MIBUAKOCTI pyXy BY3JIIB

e

gln,v) = f(n) - fv) = g

3anucanuii BUpa3 € PyHKIIIE IBOX 3MIHHUX, L0 MMOJaHa Ha puc. 2.

o=

Pucynok 2
BukopucTtoByloun OTpuUMaHi  3aJ€KHOCTI BH3HAYUMO  HWMOBIPHICTb
e(eKTUBHOT 3B’ I3HOCTI 13 BpaXyBaHHAM SIKOCTI MapuipyTy

Pages. = Pap - F(),
Jie P3g — OILiHKa HMoBipHOCTI 3B’ s13H0cTi, F (1) — dymkuis posnoziny nopxuam

MapuipyTy.
_ef, 1
n= — B—O,

3BiJICK BU3HAYUMO
ne By — samane MiHIMaabHO IOIMyCTHME 3HAYEHHS IPOIYCKHOI 31aTHOCTI
MapIipyTy.

Taxum yrHOM, TIOKa3HUK €()EKTUBHOI 3B’SI3HOCTI BiJOOpakae MOTEHIIHHY
MOMJIMBICTh JOCTaBKH JaHUX MDK BY3JIaMH MEpPEXi 13 caMOOpTraHi3aifi€rn 3
BpaxyBaHHSAM HEOOXITHOI KUIBKOCTI THapaMeTpiB, IO BIUIMBAIOTh Ha SKICTh
obciyropyBaHHs Tpadika. [Ipy BHKOpPUCTaHHI PI3HUX TEXHOJIOTIH MOOYyHOBHU
Mepexi HMOBIPHICTh €(DEKTUBHOIT 3B’ SI3HOCTI MOXKE CYTTEBO PI3HUTHUCS, OCKUTBKH
BOHA 3QJICKHUTh BT IKOCT1 MapIIpyTy Ta BUMOT JI0 HOTO SIKOCTI, B TO ¥ 4ac KOJIU
OIliIHKa 3B’A3HOCTI OyJe€  OJHAaKOBa, OCKUIBKM  BH3HAYAETHCA  JIMIIE
MOTECHIIITHUMU MOJIMBOCTSMH BCTAaHOBJICHHS 3’ €qHaHHA. OTXKE, 3 TOUKH 30Dy
il MOTEHIIATBbHUX MOXJIMBOCTEH Mepexi Oyne Ourbin iH(QOpMaTHUBHUM
BUKOPHUCTAHHS MTOKA3HUKIB €(PEKTUBHOI JOCTYITHOCTI MEPEXKI.
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OIIHKA TPA®IKA M2M Y MEPE/KAX 5G
Jemuenko 1.B.
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The work describes the estimation of M2M traffic in 5G communication
systems. Features of M2M traffic should be considered when building traffic
monitoring and network management systems. The proposed traffic model
allows us to estimate the delay in message delivery from M2M devices, taking
into account packet losses and retransmissions. The traffic model uses a
combination of M2M and H2N traffic.

BypxnuBuii po3BUTOK MEpPEkK 3B’ A3KY BeJle 10 30UIBIICHHS X MOTEHLIMHUX
MOXJIUBOCTEH y cdepi oOciayroByBaHHA Tpadika, M0 MNPU3BOJIUTH IO
30uTbIIEHHST Horo 00’ eMiB. CyTTEBOIO CKJIa0BOIO Tpadika € IHTepHeT peueit
IoT, mo BukopucToBye TexHojorito M2M (machine-to-machine). M2M-
KOMYHIKAI[isl BBAXKAEThCSI OCHOBHHM €JICMEHTOM B MailOyTHIX cuctemax [1-2].

OcoOnuBicth Tpadika M2M mnonsirae B TOMYy, IO BIH (OPMYETHCS
BEJIUKOK  KUIBKICTIO  TMPUCTPOiB, sIKI  TOTEHI[IHHO MOXYTh  CHJIBHO
HEepEeBULITYBAaTH KUIbKICTh 3BUMaHUX KOpUCTYyBauiB [3].

3aJIe)KHO BIJ TEXHOJOT1l, y OE3MpOBIIHUX KaHajdaX BHKOPUCTOBYIOTHCS
IPOTOKOJIM KEpyBaHHSA JOCTYNIOM JO MEpexi, L0 Bele 1O 3aTpUMKU abo
IOBTOPHOI Tepefadl MakeTy. BHKOpHUCTOBYeMO MoOAeNb OOCIyroBYBaHHS
Tpadika s 3aralbHOTO CepeloBHINA MolupeHHs curHany (puc. 1). Moaens
tpadika BpaxoBye ocobmuBocTi Tpadikie H2H (human-to-human) ta M2M [4].

[losTopHa nepegasa

Apgzng
Mogis M2 M ‘L L ||
1K
D2D , teer L 5
Ayon L—p
Puc. 1

HIMOBIipHICTH JOCTABKHM MAKETa 13 BpaXyBaHHAM 0araTOKpaTHOI mepenadi
k
. Kk Prx
iD’?_l_p':'_l_(l+ )
Prx
ne k — kinpKicTs cripo6 mepeadi makera; Po— KMOBIPHICTB 3aHATOCTI KaHAITY.
Orinka KUTBKOCTI CIpo0 Tepeiadi KaHaity

B 111(1 — pﬂ) B 111(1 — pﬂ)
) (&)

1+ oy
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HIMOBipHICTB TOTO, 1110 ISl JOCTABKY IMaKeTy HeoOXinHO K cripol mepenadi

P =(1—po)-ps~* = (1 —p)p“.
Cepenns KUIbKICTh cripo0 nepeayi

o = ) kD= ) k(L= p)p*.
EF=1 k=1

3aJIexXHICTh yucia crnpol mepenadi Bifi IHTCHCUBHOCTI HaBAaHTaXKCHHS Ta
WMOBIPHOCTI1 IOCTaBKH MOJaHa Ha puc. 2

- [
- o * Jm{ p)107

o DI: [)I_q [.‘:.6 [; ] 0 02 04 0.6 0.8

Puc. 2

I3 puc. 2 ta puc. 3 Gaummo, IO MNPHU JOCUTH BUCOKIM HMOBIPHOCTI
JIOCTaBKH, B 00JacTi BIIHOCHO Majoi KUIBKOCTI cmpoO mepenadi (mo 3S)
BUKOpUCTaHHS KaHany He nepeBumiye 0.2. Ilpu OuibIIOMy BHUKOpPUCTaHHI
KaHAJIy KUIBKICTh CIpOO pi3ko 30UIbIIyeThes. ToMy crpoba mepenadi MOXke
pO3rIIAIaTUCs K Ipoba CTaHy KaHaly.

TakuM dYHMHOM, MOJZIENb 3aMpPOINOHOBAHOTO Tpadika TO3BOJSIE OIIHUTU
3aTPUMKY JOCTaBKM MOBIAOMIIEHb Bil M2M mpucTpoiB 3 BpaxyBaHHSM BTpat
NaKeTiB Ta MOBTOPHUX mepenad. Lle 1o3Bosie oOupaT pecypcu Mepexi 3B’ 3Ky
Ta mapamerpu M2M mpucTpoiB s 3a0e3ledeHHs TapaHTOBAHOI SIKOCTI
00CITyTOByBaHHS.
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The security of financial, information and computing resources in modern
computer networks largely depends on the quality of user authentication
systems. One of the directions for improving the quality of authentication
systems is the use of biometric features of the user. The most promising in terms
of efficiency/cost are voice authentication systems. The scientific problem of
improving the quality of voice authentication systems by using phase data of the
voice signal is solved.

CoBpeMmeHHbIE HMH(POPMAIIMOHHBIE TEXHOJOTHUM W KOMIIBIOTEPHBIE CETHU
IIPOHM3BIBAIOT BCE CYIIECTBYIONINE M3BECTHBIC CHUCTEMBI W CBS3BIBAIOT BCE
TOCYJapCTBEHHBIC CIYXObI, HAyKy, TPAaHCIOPT, CBS3b, SHEPIeTHUKY, OOOPOHY,
3[paBOOXpaHEeHHe, OaHKOBCKUH CEKTOpP M MPOMBINUIIEHHOCTh. ONacHOCTh
COBPEMEHHBIX KHOepaTak, BO3JEUCTBUS KOTOPBIX MPHUBOAAT HE TOJBKO K
MaTepUAbHBIM ~ TMOTEPSIM, HO HU K  DKOJOTMYECKHM, COIHAJIbHBIM,
MaKpO’KOHOMHUYECKHM  ToTpsAceHussM.  OcoOEHHO  BeliMKa  OMACHOCTH
KOMIIBIOTEPHBIX aTakK JIJIsi OpraHu3aluii 1 00bEKTOB KU3HEHHOW BasKHOCTH.

N3BecTtHO, uTO mepBbIM OappepoM B oOecreueHurn Oe30MacHOCTH
KOMIIBIOTEPHBIX U HMH(POPMALIMOHHBIX CETEeW pPa3HOr0 Ha3HAYCHHsS SIBISETCS
cuctema ayTeHTU(UKAIMU noib3oBaresneit [1]. OgHo U3 TIaBHBIX HaNpaBlIeHUN
COBEPIIIEHCTBOBAHUS COBPEMEHHBIX CUCTEM ayTEHTHU(UKAIIMN — HUCTIOIb30BaHHE
OMOMETPUYECKUX TMPU3HAKOB TMOJB30BATENsA, M B TMEPBYIO OYEpelb, €ro
TUHAMHYECKUX (TIOBeJeHYeCKnX) mpu3HakoB [2, 3]. Haumbosiee MHTEHCHBHO
UCCIIETyEeMbIMU OMOMETPUYECKUMHU CUCTEMaMU ayTeHTU(UKaIu
MH()OPMAITMOHHBIX CETeH SIBISIIOTCS CHUCTEMBI TOJOCOBOM ayTeHTHU(HKAIUU
(CT’'A), xoTopble OTIMYAIOTCS SKOHOMHYHOCTBIO, TPOCTOTOW U YJ00CTBOM
ucrnonb3oBanus. [lo kputepuio 3(h(PEKTUBHOCTH/CTOMMOCTh 3TO HauOolee
MEePCTIIEKTUBHBIE CUCTEMBbI. BMecTe ¢ Tem, Kak U Bce OMOMETPHYECKUE CHCTEMBI
ayrentudukanuu, CI'’A WMEIOT KaueCTBEHHBIE TIOKA3aTEIH, KOTOphIE HE
OTBEYAIOT BO3PACTAIOIINM TPeOOBAHUSAM K UX XapaKTEPUCTUKAM.

CoBpemennsie CI'A  npu  QopmupoBanum mabiioHa TOJIB30BATEIS
UCIIOIB3YIOT AMIUIMTY/IHO-YaCTOTHBIE JIaHHBbIE €ro roJiocoBoro curHana [l1].
Bwmecte ¢ Tem, u3BeCTHO, 4TO Haubosee UHPOPMATUBHBIM MapaMeTPOM, B TOM
Yuciie, ¥ TOJI0OCOBOTO CUTHAJIA, SBJISAIOTCSA ero (a3zoBbie qaHHbIe [2, 3]. [loaTomy
B paboTe HucclielyeTcsi aKTyallbHash Hay4YHO-TEXHHMUYECKas 3ajayda IMOBBIIICHUS
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KauecTBEHHBIX XapakTepucTuk CI'A 3a cuer ncmnosib3oBaHUs (Ha30BBIX JTAHHBIX
rOJIOCOBOTO CHUTHAJA.

[Ipu dbopmupoBaHUM MPU3HAKOB MI1a0JI0OHA HIUPOKOE MPUMEHEHUE HAILIH
CIEAYIOIINE MPU3HAKU TOJIOCOBOT0 CUTHAJA MOJb30BaTENS: YaCTOTa OCHOBHOTO
ToHa, (¢opmaHTHas uHOpPMaLMs, CHEKTPaIbHbIE U  KENCTPaJIbHBIC
koa¢purrentsl. Cpeau NpU3HAKOB 0C000€ MECTO 3aHMMAET YacTOTa OCHOBHOI'O
toHa (UOT), koTopasi mo3BOJISET JAOMOJHUTENBHO PElIaTh CIEIYIOUIUE 3a/1auu:
pacro3HaBaHWE OMOLMI, OINpEeNeJIeHUe TMO0Ja, CEerMEHTAllMu ayauo ¢
HECKOJBKMUMM TOJOCAaMHM M pa3AelieHus peud Ha (¢pas3bl, ONPEAENsITh
NaTOJIOTMYECKUE XapAKTEPUCTUKH TOJ0ca B MEIULIMHE U JIP.

Jns yrouHeHuss BenuuuHbl M KadecTtBa oneHkn YOT npennoxeHo
UCIOJIb30BaTh (Pa3oByl0 HH(OpPMAIMIO TOJIOCOBOTO CHUTHAja M MPOIEAYpPb
pacuera KerncTpajibHbIX KO3 ()UIIMEHTOB.

Meroguka NpPOBOAMMBIX MCCIEAOBAaHMW  BKJIIOYajla  MCIIOJIb30BaHUE
npeoOpazoBanus ['unsdepra aiis GopMUpoBaHUs KBaIPATypPHOU COCTaBIISIONIEH
roJIOCOBOIO CHUTHaja Ha OCHOBE, KOTOPOW (GopMHpoBaiuch (ha30Bbie TaHHBIE.
Jlanee paccUMTHIBAIUCh AMIUTATYAHBIM U ()Aa30BBIM CIEKTPHI, MAaKCUMyM
KOTOPBIX, Kak mpaBuio, coBnaaaer ¢ YOT (umeet 3HaueHue B auamnazone ot 50
no 400 Tm). Ilocnemyromme mnpoueaypbl CBs3aHbI C  HMCIHOJB30BaHHUEM
COOTHOILIEHUM pacyeTa KencTpayibHbIX Kodp@uimento. HM3BectHo, dTo
pPacCUMTHIBAECTCA JI0 COPOKa ATUX KOdPGUIMEHTOB. [JIs1 3TOro HUCMIONb3yIOTCA
CEMIUIBI TOJIOCOBOIO CHTHajla B HECKOJIBKO [IECSITKOB MUJIIMCEKYH]I C
nepekpbiTieM. Jljis BBIOpAHHBIX CEMIUIOB BBITMIOJHSETCS IpeoOpa3oBaHue
®dypre, CHEeKTp KOTOPOro JorapupMupyeTcs, a 3aTeM BBIINOIHIETCS 00paTHOE
npeodpazoBanue Dypoe. [lociie BbIMOTHEHUS TOCHEAHEN MPOLETYPHl MOMXKEM
OLICHUTHh 4YacTOTy MakcumyMma crekrpa — ouenky YOT. Takum o6paszom,
noinyuuMm 110 copoka oreHok YOT. Jlanee BBINOMHSAETCS CTaTUCTHYECKAs
00paboTKa TOJIYdEeHHBIX pe3ynbTaToB W yrouHsercs oreHka YOT. Pacuer
KETICTPAIbHBIX KOI(PPUIIMEHTOB (4aCTOTHl OCHOBHOT'O TOHA) BBHITIOJNHSAETCS Kak
0 aMIUTUTYIHOM, TaKk ¥ 10 (a30BOM MHEGOpPMAIUM TOJIOCOBOrO CHTHama. B
3aKJIIOUYEHHE MIPUBOASTCS pe3yJabTaThl MOJEIHPOBAHHS, KOTOpBIE
MOATBEPKIAOT AIEKBATHOCTh U JJOCTOBEPHOCTh MU3JIOKEHHOTO MOJXO0/1A.
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The given work is about researching of general weaknesses of protocols in
braid groups.

[IpoTsirom  JEeKUIBKOX OCTAaHHIX POKIB TMOMITHO 3pic  I1HTEpeC 10
KpunTorpadiuHuX T0JaTKiB, 3aCHOBAHUM Ha MEPETBOPECHHSIX B HEKOMYTATHBHUX
rpynax. I'pynu KOC 30kpema npenctaBisioTh OCOOIHMBHIA IHTEPEC B CHILY CBOEI
e(EeKTUBHOCTI MpHU 3a0€3MEeUYeHH] TPYAOMICTKHX OOYHMCIIIOBAIILHUX IPOLIECIB.
Pi3HuMu  rpynmamu  AOCHITHUKIB ~ OyJM  3alporoOHOBaHI  NPOTOKOIHA 3
neperBoperHssMu B rpyni KOC. VYV Toil ke yac MOMXIJIMBOCTI TMPaKTHYHOTO
3acTocyBaHHs miepeTBopeHb B Tpymax KOC oOmexxkeHi uepe3 HeAOoCTaTHE iX
aHazy, K pa3 B KpunrorpapiyHuxX gojaTkax. MeToro I1i€i cTaTTi € po3rysaa i
aHaJIi3 OCHOBHUX KPUNTOrpadiuHUX MEPETBOPEHD 1 KPUNTOTpapiqHUX MPOTOKOIIB
B KOC rpymnax, a Takoxx po3risiy mpoOJeMHUX MuTaHs [1].

Koca 3 n-mamanux HUTOK — 00'€KT KU CKIANA€THCA 3 ABOX MapalelbHUX
wiomuH Py 1 Py B TphOXBUMIpHOMY HpOCTOpi R® sknil ckmamaeTses 3
BIOPSAKOBAHOT MHOKMHHM TOYOK aj, dp, ... an & Po, by, by, ... by € P13 n -
OpoCTHX JamaHuX ly, lp, ... |y, IKi He MepeTHHAIOTHCS MK CO00I0, MepETHHAIYH
KOKHY mutomuny Py misk Pg 1 Py 1 3'ennytoTs Toukn {a;j} 3 Toukamu {b;j} (puc. 1).

: I 11: f: /
L X
b, b, b, /// =

_1/
Pucynok 1 — I'pacdiune npeacrasnenns KOC

OdynnamentanbHoro B Teopii KOC € teopema Aprtina: rpyna KOC By,
i30Mop¢Ha a0CTpaKTHII TPyITi, TOPOHKEHOT YTBOPIOBAILHUMU b1, Dy, ... Dy, sIKi
3a2/10BOJIbHAIOTH IEBHUM CITiIBB1IHOILICHHSIM.

['pyHTYyIOUHCH HA OTPUMAHUX 3HAHHAX, OyJTW PO3TISHYTI HACTYMHI BUIU
kpunrorpadivaux neperBopeHs B KOC rpynax:

1. cucremMu OOMIHY KIIIOYaMU;
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2. cxeMu mmbpyBaHHs / AeMIUPpPYBaHHS;
3. TPOTOKOJIM ayTeHTH(IKALIil;
4. MexaHi3M eJeKTPOHHOTO0 HUGPOBOTO MiJIMUCY.

CTilKICTh KPUTITOCUCTEM IPYHTYETHCS Ha HACTYITHUX MPoOIeMax:

1. 3aBnanns nomyky cnoaydens (CSP): nvexait (x, y) ¢ BB, Taki, mo y
= a'xa, e a ¢ B, aGo oxiei 3 miarpyn B,. 3aBmanms 3Haifti Take b, mo y = b™xb.

2. 3aBAaHHS OJHOYACHOIr0 NOWYKY Oe3jiui cmoaydenb (MSCSP):
Hexal (X, a'lxla)...(xr, a'lxra) ¢ BB, Taki, mo y = a'lxa, ne a (¢ B, a0o oHiel 3
niarpyn By. 3aBnanus 3HaiiTi Take b, mo y = bxb =axa, ..., bixb =a'xa.

3. 3aBnanns nexkommno3uuii (BDP): nexaii (x, y) ¢ B,B, Taki, mo y = a;xa;
s (ag, a;) ¢ LB,LBy. 3aBnanns 3uaiitu (b, by) ¢ LB,LB, Taky, mo y = byxb,.

4. 3aBnaHHs oJHOYACHOI MHOKUHHOI Aexkommno3uuii (MSBDP): Hexaii
(X1, a1X187) ... (Xr, A1Xr22) € BBy ms (ay, ap) ¢ LB,LB,. 3aBnanns 3HaiiTH napy
(bl, bg) ¢ LB,LB, TaKy, 0 y = b1X1b2 = arXjay, ..., blxrbz = a1 X,do.

5. 3aBmanns momyky kopensi (RP): Hexait x =, ne a, x ¢ B, ta p ¢ N.
3aBmaHHs MOUTYKY I €KCIIOHEHTH [) 3HAHTH TaKky Kocy b ¢ By, mo6 = x.

6. 3aBnanns BuOopy moB's3anmx ejgemeHTiB (CDP): Hexait (x, y) €
BnBn. 3aBnaHHs BCTAaHOBHUTH, YU € X 1y CIOJYYEHUMH, TOOTO BCTAHOBUTH, UM
icuye Take a ¢ B, a6o oxmiei 3 miarpyn By, mo y = a™'xa.

Buxonsiuu 3 BUIlIEHaBEACHOTO, ICHYE TPU OCHOBHI PI3HOBUIM aTaK:

1) BUKOpUCTaHHS PIIICHHS 3a]]a4l MOUITYKY CIOJTy4Y€eHb;

2) BUKOPUCTaHHS IMOBIPHICHOTO MiAX01y B By,

3) BUKOPHUCTAHHS JOMOMDKHOI IpYIIH, K IpaBUiIo, B ysiBieHHI bypay [2].

AHai3 pO3MISIHYTUX KpuUNTorpadiyHMX CHUCTEM II0Kazye, IO po3podKka
AITOPUTMIB, 110 BUKOPHUCTOBYIOTH Tpynu KOC € mepcrneKTHBHUM HAIPSIMKOM Y
po3BuTKY Kpurnrorpadii. OCHOBHI XapaKTepHUCTHUKH CUCTEM HaBeeH1 B Ta0mIi 1.

Tabmums 1 — OCHOBHI XapaKTEPUCTUKU KPUMITOTPAPIIHUX CUCTEM,
10 BUKOPUCTOBYIOTH rpynu KOC

Bxigne moBigoMieHHs, OiT pnlog(n)
3amudpoBane MOBIAOMIIEHHS, OIT 4pnlog(n)
HIBuakicTh Mm@ pyBaHHS, ONIEpAIliii O(p~"log(n))

IIBusaxicTs posmmdpysanns, omepariii | O(p~"log(n))

JloBxxuHa nepcoHagpHOro Kitoda, 6itr | 0.5pnlog(n)

JloBKMHA BIIKPUTOTO KJIFOYA, OIT 3pnlog(n)

CKIJIaJTHICTh aTaKy «rpyda CHUiIa» (n/2)1)P = exp(0.5pnlog(n))

[Tepenik mocunaHk:

1. D. Garber, S. Kaplan, M. Teicher, B. Tsaban and U. Vishne, Length-
based conjugacy search in the braid group, Contemp. Math. 418 (2006), 75-87.
2. E. Artin, Theory of Braids, Ann. of Math. 48 (1947) 101-126.
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METO/JAU TECTYBAHHASA 3ACOBIB 3AXUCTY IH(I)OPMAIIIi
Crpineus A.M. Yepnikosa B.I' Ckupga C.O.
HaykoBuii kepiBHUK — 10K.T.H. [IlocTko 1.C.
XapKiBChbKUM HallIOHAILHUHN YHIBEPCUTET PaJII0EICKTPOHIKI
(61166, Xapkis, ip. Hayku, 14, kad. [HpokomyHikaniiHOT iHXeHePil,
ten. (057) 702-55-92)
E-mail: andrii.strilets@nure.ua
This work is devoted to actual of choosing a method of testing
information security tools. Because, at any stage in the life cycle of an
automated system, be it design, configuration or operation, the administrator
must know whether the system actually meets the required security level. The
paper describes two methods of testing information security tools. And also we
are talking about automated means of exploitation and their algorithm of work.
The main tools of automatic information audit were also considered.

OcTaHHIM 4YacoM 3pOCTa€e 3HAYMMICTH 1HGOpMAIIHOI Oe3neku, Tak SK
3 SIBISIETHCS 0€3J114 HE3aKOHHUX CIOCO0IB OTpUMAaHHS JOCTYNy 10 iH(opMmariii.
ToMy, Ha OyIb-IKOMY €Talli )KUTTEBOT'O ITUKJTy aBTOMAaTH30BaHOT CUCTEMH, Oy b
TO TPOEKTYyBaHHS, KOHQIryparmis ado eKkcIulyaTallis, agMIHICTpaTOp MOBHUHEH
3HATH, Y4 JIIUCHO CUCTEMA 33/I0BOJIbHSE HEOOX1THOMY PIBHIO 3aXHUIIICHOCTI.

IcHye kinpka MiAXOAIB 10 TecTyBaHHs Oe3meku cuctemu. llo-mepie,
MOXHa TIPOBECTH PsAJI TECTIB Ha NPOHUKHEHHS (MEHTECTOB), TOOTO,
BUKOPHUCTOBYIOUM BCUISKI YTHJIITH, 0a3W JaHUX BPa3IUBOCTEH 1 EKCILJIOWTIB
cpoOyBaTH OTpUMATH JOCTYIN IO IUIbOBOI CHUCTEMI, CEpBEPY, KOMII IOTEpa,
o0iliTH TecTytouy mporpamy. IlepeBara meHTecToB B TOMY, IO iX MPOBOISATH
JIOJIA, BIATIOBITHO, BOHU MOXYTh B peajbHOMY 4Yaci MpUUAMATH TI YW IHIII
piIlICHHS, 3MIHIOBAaTH CTpaTerii, 3acobu artak Ta iHme. OpHak, B IBOMY X 1
HEJIOJIIK JIAHOTO TIAXOMY - BCE 3aJCKHUTh B KOMIIETEHTHOCTI THX, XTO IIi
NEHTECTH MPOBOANTH. He MOKHa Mmiciis MpOBEJAEHHS POy aTak CTBEPIKYBaTH,
[0 CHCTEMa BOJIOJIIE€ MOTPIOHUM PIBHEM 3aXHCTy. AJKE MOXKIIMBO, IO MPOCTO
Oynu BUOpaHi He Ti 3ac00M a00 BUKOPHUCTOBYBAJIMCS 3aCTapiii BPa3JIMBOCTI.

Jpyruii MeTOJ] TOJIATaE y BIATBOPEHHI MOMEPEIHBO 3aMUCaHOr0 TpadiKy
KOMIT'IOTEpHUX aTak. HamamToByeThCs cCHEmiaibHUA CTEHH, 10 SKOTO
MIIKITIOYAEThCS TecTytoua cuctema. [lepeBaroro mporo migxoay € MOXKIUBICTH
3a0e3mnedeHHs] 0araropa3zoBoi MOBTOPIOBAHOCTI YMOB €KCIIEPUMEHTY 32 YMOBH,
o Tpadik KOMIT IOTEPHUX aTaK KOKEH pa3 OyJie BIITBOPIOBATHUCS 1NCHTUYHUM
9UHOM. BiICYyTHICTh Yy CKIIaJl CTEHNy peajbHUX aTaKOBAaHUX CUCTEM YCYBa€
mpoOeMy BITHOBIICHHS CTaHy OKPEMHX WOTO EJIIEMEHTIB TICIsI MPOBEICHHS
aTak. Ane po3rISIHYTHI crociO TECTyBaHHS HE J03BOJISE BapirOBaTH MapameTpu
atak (mampukian, kogyBanHs HTTP-3anmuTiB i BUKOPHUCTOBYBaHUHN €KCIIIOUTOM
shell-xox) B mporieci TecTyBaHHS, OCKLUIBKHY 1€ BUMArae cepio3noi Moaudikailii
BXKe C(hOPMOBAHMX MAKETIB MEPEKEBOTO TpaiKy.
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OCKITbKM TIPOBOJWTH TECTYBaHHS IUIBOBOI CHUCTEMH BpPYYHY JIy¥Ke
CKJaJHO, OCTaHHIM YacoM CTaJlld 3 SIBIIATHCA aBTOMATH30BaHl1 3aco0u
eKCIUTOWTHHTA. Taki mporpaMu T03BOJSIOTH B aBTOMAaTUYHOMY PEXUMi BUSBUTH
YpazIuBOCTI LITLOBOTO XOCTA, a MOTIM MPOBECTH PAM aTakK s eKCIUTyaTarlii
LUX BPa3IMBOCTEN. 3arajbHUN aIrOpUTM pOOOTH TaKMX 3aCO01B CKIAJAETHCS 3
HACTYMHHUX KPOKIB:

1. CkanyBaHHs OPTIB 1 1I€HTU(IKALIS CEPBICIB HA JOCTIKYBaHUX 00’ €EKTAX.

2. Ha ocHoBi 0a3u 3HaHb BHUCYBAE€ThCS NPUIYUIEHHS NP0 HASBHICTH
Bpa3JIMBOCTEH B BUSBIICHUX CEPBICax.

3. IlepeBipka MOKJIMBOCTI €KCILTyaTalli nepeadauyyBaHUX Bpa3IMBOCTEH.

PosristHemo HalnmomnynspHiili 3aco0M aBTOMaTUYHOTO ayAUTY O€3IEeKH:

* Core Impact - e mporpaMHui MPOAYKT JUISl MPOBEJACHHS TECTyBaHHS
HECaHKIIIOHOBAaHUX MPOHUKHEHBb B cucTeMy. llepeBipsie TOCTKyBaHI CHCTEMHA
Ha HAsIBHICTH BPa3IUBOCTEH. 3a JOMOMOIO HBOTO MOXKHA IPOTECTYBATH
0e3neKy BeO-/1071aTKIB, MEPEKEBUX CHUCTEM, KIHIICBUX MPUCTPOIB, MOOLILHUX
NpUCTpOiB,  Oe3ApoToBUX  Mepex 1 T.a.  Jlo3Boisie  MOJENIOBATH
0araTtocTyIiH4acTi aTaku 1 B3a€EMOJISATH 3 YCIIIIHO aTaKOBAaHOIO CHUCTEMOIO.
Mae cBor BJl ekcrioiTiB, sika MIOMICSIIS ITOMOBHIOETHCS BIACHOIO KOMAaHIOIO
PO3pOOHMKIB. 3 HEOJIKIB MOKHA BII3HAYUTH JJOCUTh BUCOKY IIIHY;

* CANVAS / D2 / Nessus Bundle. 36ipka CANVAS 3 D2 Exploit Pack
IHTETpOBaHI CKaHEPOM BHSIBICHHS Bpa3iIMBOCTEe Nessus J103BOJISIOTH JOCSTTH
aHaJoTivyHOTO Mmigxonay, 3akiuaneHoro B nmpoaykti CORE IMPACT. Ha Biaminy
BiJl cBOro KoHKypeHTa, mia miatrgopmy CANVAS, kpiM BIIaCHUX €KCIIJIOWTIB,
MOMJIMBUH IMIIOPT CTOpOHHIX ekcruioiTiB. Ile mo3Bonse CANVAS-y oxonutu
HabaraTo OLIbIIIEe BPa3IMBOCTEH ISl IPOBEACHHS aTaK B MOPIBHSIHHI 3 1HIIMMU
pIIIEHHSIMU JaHOTO CETMEHTA;

* SAINT Vulnerability Scanner && SAINTexploit. AHanor iHTErpoBaHOTO
CANVAS 1 Nessus 3 Tieto numie BiamiHHICTIO, 0 Y SAINT Vulnerability
Scanner 1 SAINTexploit onua BupoOHHK. DYHKIIIOHATBHICTD K€ MPAKTUYHO
[IOBHICTIO 1/I€HTHYHA.

3a pe3ynapTaTOM aHali3y MOKHA KOHCTaTyBaTH, IO HA JaHUM MOMEHT He
ICHye KOMIUIEKCHOI METOJOJIOT1] MPOBEICHHS TECTyBaHHS Ha MPOHUKHEHHS.
Koxen 3 po3risiHyTuX MeToNiB (DOKYCYEThCS Ha TEBHUX MHTAHHIX, 1 5K
HACJIIOK, TPH TIPOBECHHS KOMIUIEKCHOTO TECTYBaHHS Ha TPOHUKHEHHS
HEMOXXJIMBO TOBHICTIO ONMHUPATHCh JIMIE HA OJHY MeTomonorito. Takox €
OYEBUJIHO, [0 BUKOPHCTAHHS aBTOMATH30BAaHUX 3aCO0IB TECTYBaHHS 3HAYHO
301UTBIITy€ HMOBIPHICT YCHIIIHOTO BUKOHAHHS TECTY Ha MPOHUKHEHHS.

[Tepenik mocunaHk:

1. ABTomatu3oBanuii  ekcrutoWTiHr  [EmexktponHuii  pecypcl.— Pexum
noctymy Ao pecypey: https://www.securitylab.ru/blog/personal/evteev/13705.php.
(mata 3BepHenHs:10.02.2020).
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KIBEPBE3IIEKA XMAPHUX OBYUCJIEHDb TA BA3 TAHHUX
Teprnunuit B.O. Kynenko €. €.
HaykoBuii kepiBHUK — 10K.T.H. [IlocTko 1.C.
XapKiBChbKUM HallIOHAILHUHN YHIBEPCUTET PaJII0EICKTPOHIKI
(61166, Xapkis, np. Hayku, 14, kad. [npokomyHikaiiiHO1 iHXEHEPI],
ten. (057) 702-55-92)
E— mail: vladtertychnyi@gmail.com

For any company, the most significant and valuable asset is data, since any
possible data leakage can lead to the loss of critical important information,
which will entail losses for the company. This means that its protection is one of
the most difficult tasks facing the departments responsible for ensuring
information security. The article describes methods for protecting cloud services
and databases. Possible security threats in the area of cloud computing security
and database protection were examined. It also considered recommendations for
eliminating security threats in the field of cloud computing and also in the field
of databases.

3axuct 0a3 JaHUX € OJIHIEI0 3 HAWCKIIAJHIIINX 3aBJaHb, 1[0 CTOSATh MEPe/T
HiApO3aiIaMu, BIANOBIAIOTE 3a 3abe3reueHHs 1HPOpMaIliiHOI Oe3MeKHu.
3 oxHoro OOKy, mjisg poboTu 3 6a30r0 HEOOXITHO HAAABATH JIOCTYM JO JaHUX
yCiM CIIBpOOITHHUKAM, XTO 3a CIy>KOOBHM OOOB'I3KOM ITOBHHEH 31MCHIOBATH
301p, 00poOKy, 30epiraHHsa Ta mepenady KoH(iaeHIIHHUX nanuX. KoHTpomb 1
yIOpaBIiHHA XMapaMH — € TpoOsemMoro Oe3meku. ['apaHTiii, O BCi pecypcH
XMapy TOpaxoBaHi 1 B HbOMY HEMAa€ HEKOHTPOJIbOBAHUX BIPTyaIbHUX MAIIIMH,
HE 3alylleHe 3ailBUX TIPOIECIiB 1 HE TMOpyIIeHa B3aeMHA KOHQIryparis
eleMeHTiB xmMapu Hemae. OCHOBHI BIIOM1 3arpo3d JJisl XMapHUX OOYMCIICHB:
TPYJHOIII TPH TEpPeMIillleHH] 3BHYAHUX CEpBEPIB B OOUYMCIIOBAIBHIA XMapi,
JUHAMIYHICTh BIPTyaJIbHUX MAaIlIMH, YPa3JIMBOCTI BCEPEAWHI BIPTYyaJabHOTO
CepeZIOBUINA, 3aXUCT OC3MISUTbHUX BIPTYyaIbHUX MAIlUH, 3aXHCT IMEepUMETpa 1
PO3MEKYBaHHS MEpexKi

st BupimieHHs nanux npooOsnem kommnaniero Cloud Security Alliance
(CSA) Oymu po3pobiieHi HaWOLTBIT e(PEeKTHBHI CIOCOOW 3axXWCTy B 00JIACTi
6e3meku xmap. Jlo HUX BITHOCSATHCA TaKi METOAM SIK MHU(PPYBaHHI XMapH SIKE €
OJIHUM 3 HailleeKTHBHIIIMX METOMIB 3aXHUCTy naHuX. [IpoBaiinep, mo Hamae
JIOCTYT 10 TaHWX MOBUHEH mudpyBaTu iHGOpMAIlIO KII€HTA, 10 30epiraeTbes
B IO/, a Takox y BHIAAKY BIJICYTHOCTI iX HEOOXIIHOCTI, O€3MOBOPOTHO
BUJANATH. Takok mpoBaiifiep Mg 3aXHCTy JaHUX TpH Tepenadi MOBHHEH
BUKOPUCTOBYBATH HafiiHI mpoTtokonu Taki ak: AES, TLS, [Psec. [lani He Buiine
mpoyuTaT abo 3pOOUTH 3MIHM, HABITH Y BHUMAJAKY JOCTYIy 4Yepe3 HEHaJiiHi
By3/id. TakoX PEKOMEHAY€EThCSI BUKOPUCTOBYBATU ayTeHTU(IKAIII0 ad0 X s
Oimpmoi HamiHOCTI TOKeHHM abo ceprudikatu. Jlms mpo3opoi B3aemoii
mpoBaiiiepa 3  CUCTeMOIO  iHAeTiQiIKaIiio Tpu  aBTOpW3aIlli, TaKOX
PEKOMEHIY€EThCSI BUKOpUCTOBYBaTHU npoTokonu LDAP 1 SAML .
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Takox Ma€e CeHC 130J1F0BaTH KOPUCTYBAaUY1B BUKOPUCTAHHIM 1HAUBIAYaIbHOT
BIPTYaJIbHOI MAIIMHU 1 BIPTYaJIbHOI MEpPEXi, SKI B CBOIO Yepry MOBUHHI OyTH
PO3TOPHYTI 3 BUKOPUCTAHHAM TakuX TexHoJorii, sk VPN, VLAN 1 VPLS.

o cTocyeThcs 6a3 JaHUX TO ICHYE KUIbKAa METOAIB iX 3axucty. [lo-nepiue
HEOOXIIHO KOHTPOJIFOBAaTU JOCTYIl 10 ©Oa3u [JaHuX. 3amnoOirTé  aTaku
Ki0€p3JIOUMHIIIB TOMTOMOKYTh OOMEKEHHS T03BOJIB 1 IPUBLIEIB.

[To-apyre s koMmaHii HEOOXITHO BU3HAUUTU KPUTUYHO BaXKIIMBI JaHI.
[lepBuM KpOKOM Mae€ CTaTH aHaJli3 BaXKJIMBOCTI 3aXUCTY KOHKPETHOI 1HGOpMaAIIii.

besymoBHO i 3amoOiraHHs BHUTOKY JaHMX HEOOXIIHO TPOBOAMUTH
MOHITOPUHT aKTUBHOCT1 0a3u JaHUX. AyAUT 1 BIACTEXKEHHs 111 BcepelrHl 6a3u
JAaHUX Tiepeadavae 3HaHHS Mo Te, sika iH@opmarris Oyna o6pobieHa, Ko, sK 1
kuM. OfHaK HaMKpalmuM crocoOOM 3aXMCTUTH 0a3zy NaHux — 3amudpyBaTH ii
st oci0, fKi HaMaraloTbCs OTpUMATH AocTyn 0e3 aBTopu3zauii. Jns mporo
BUKOPUCTOBYIOTHCSl TEXHOJOT1i MH(PPYBaHHS A MEpeTBOpeHHs 1Hdopmarii,
yTto 30epiraerbcst B 0a3l JaHUX, B MIHU(POTEKCT, MO POOUTH ii MPOUMTAHHS
HEMOJXJIMBUM IS 0Ci0, IO HE BOJOMIIOTH KiIto4aMu mudpyBaHHA. IcHye nBa
OCHOBHUX criocoou mudpyBanHs iHboOpMallii: CHMETpUYHUMN Ta aCUMETPUIHUH.
AcumeTpruHe mu(pyBaHHS € OUIBIIT OC3MEYHUM, Y MTOPIBHSAHHI 3 CHMETPUYHUM,
ajle B TOH JK€ Yac BOHO ICTOTHO mHOBUILHINIE. OCHOBHI MIAXOIWM MOKHA
KiIacu@iKyBaTH 1O TOMY, Ha SIKOMY PiBHI BiIOyBa€eThCsl MHU(PPYBaHHS: HAa PiBHI
CXOBMIIIa, HA PiBHI 0a3W JaHUX, HA PIBHI JOJIATKY.

Ha piBHI cXOBHIIIa BUKOPUCTOBYETHCS TaK 3BaHE «IIPO30pe» IMHU(PpPYyBaHHS
(amrm. Transparent Database Encryption, TDE). Hdani mudpyroThcs mepen
3alMcOM Ha JHCK 1 ACMHU(PYIOTHCS MiJ Yac YUTAHHS B MaM'Th, 110 BUPIIIYE
npo0JieMy 3aXHUCTy «HEaKTHBHHX» HaHUX, ajie He 3abesrneuye 30epexeHHs
iHdOopMaIlii mpu nepenadi Mo kaHanxax 3B'13Ky a0o i Yac BUKOPHUCTAHHS.

OnuuM 13 npukiIaaiB muppyBaHH Ha PiBHI 0a3u JaHUX € MUQPPYBaHHSI Ha
PiBHI CTOBMIIIB SIKE 3amycye B 0a3y JaHUX BkKe 3amudpoBaHi JaHi, a camy 0asy
TaHux 6e3 MoJaibIIoro MU pPyBaHHS B CXOBHIIIE.

VY mmdpyBaHHi Ha piBHI JOJATKIB Mpollec MU(PpPYBaHHA 3HIHCHIOETHCA
JOJIATKOM, SIKE CTBOpIOE a0o0 3MIHIOE JaHl, TOOTO BiH BimOYyBaeThCs TMeEpen
3amrcoM B 0asy JaHUX.

Taxum 9rHOM B JOTIOBIJI 3aIIPOIIOHOBAaH1 PEKOMEH IAIIIT 010 3ar00iraHHs
HaWOLIBII TONMYJISIPHUX aTak Ha XMapud 1 Ha 0a3u JaHUX, IO JI03BOJISIE
aJIanTyBaTH 3alpOMOHOBAHI MEXaHI3MHU 3aXUCTY B OyIb-SKy KOMITAHIIO.

[Tepenik mocunaHk:

1. 3arpo3u xmapHuUX OOUYMCIEHb 1 MeTOAu iX 3axucTy [EnekTpoHHU
pecypc].— Pexxum nmoctymy nmo pecypey: https://habr.com/ru/post/1831/ (mara
3pepHeHHs: 13.02.2020).

2. 3axuct 0a3 gaHWX — 3amopyka Oe3nmeku KOPIOpPAaTUBHOI Mepexki
Enexktponnunii pecypc]. — Pexwmm nmoctymy mo pecypey: https://eset.ua/ru/
blog/view/14/ (nara 3Bepuenns: 13.02.2020)
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JOCJIIT)KEHHA METOAIB 3AXUCTY
BIOMETPUYHOI'O IHABJOHY PAHJYKHOI OBOJIOHKHA OKA
UYepnikosa B.I'. Ctputens A.M. Ckuppaa C.O.

HaykoBuii KepiBHUK — K.T.H., 1oueHT diminnenko O.1.
XapKiBChbKUM HaIlIOHAIBHUHN YHIBEPCUTET PaII0ETICKTPOHIKU
(61166, Xapkis, np. Hayku, 14, kad. [npokomyHikamiiHO1 iHXEHEPI],
ten. (057) 702-55-92)

E-mail: valeriia.chernikova@nure.ua

This work is devoted to actual problem of choosing a method for protection
biometric template of the iris based on using fuzzy extractors. The above-
mentioned protection method was also investigated under the conditions of a
combination with methods of processing the iris image from the CASIA-Iris-
Interval database. The scientific novelty of the work is to further improve the
methods of protection biometric template of the individual by the iris for remote
biometric authentication.

Ha 3miny 3axucry iHdopmalii 3a JIOMOMOIOK TMapoil MNPUXOAAThH
010METpUYHI CUCTEMH, , I€SIK] 3 AKUX 32 OCTaHH1 POKHU MPUA0aIu JOCUTH BEJTUKY
MOMYJIAPHICTh CEPel KOPUCTYBAUiB 3aBISIKA CBOIM 3aXHUIIEHOCTI Ta 3PYYHOCTI
BUKOpPUCTaHHS.  biomMeTpuyHa  cucTeMa  pPO3IMi3HABAaHHS  BCTAHOBIIIOE
BIJIMOBIIHICTh KOHKPETHUX IOBEIIHKOBUX a00 (i310JOTTUHUX XapaKTEPUCTHUK
KOpHCTyBaua JE€SIKOMY 3a3fayerigp 3agaHomy 1mabnmony. lLleit mporec
BIOYBAa€ThCSl HACTYNMHUM 4WHOM. Ha erami peecTpaliii BUKOHYETHCS 3aIlucC
3pa3ka 010METpUYHOT PUCH KOPHCTyBaya 3a JOMOMOIo naTuyvka. Hampukian,
IIpH TIPOBEICHH] aBTeHTHU(IKAIIIT 110 pal1y»KHil 000JOHIII OKa TaKUM JaTYUKOM
BUCTyHaTHUMeE KaMepa, a 3pa3koM OyJie OKo KopucTyBada. Jlani cucreMa BUTATYE
IHAUBINYadbHI pUCH 3 OIOMETPUYHOro 3pa3ka. 1T00To, B 3a3HAUCHOMY BHIIE
IpUKIagi Ha JaHOMY erami Oyjae BimOyBaTHCS BHAUICHHS OKPEMOi UISHKU
paimyxHoi 000JIOHKH Ta i1 mepeTBOpeHHs B KoA. Ha HacTynmHOMY eTarri cucteMa
30epirae BUIUICHI PUCH B SKOCTI IIA0JIOHY MOPSJ 3 IHITUMHU 1eHTU(DIKaTOpaMHu.
Ile moxe Oytu ineHTUdikamiiHuil HOMEp, 1M’ KopucTyBaya Ta 1H. Jms
OTPUMAaHHS JOCTYIy KOPHCTYBad Mpea'siBIsA€ AATUMKY 1€ OJUH O10METpUYHUN
3pa3ok. IIpu aBTenTHdIKaMii madmoH, Mo 30epiraeTbest B 6a3i, MOPIBHIOETHCS 3
HOBUM 3pa3KoOM 3a JIOMOMOTOI0 alTOPUTMY 3ICTaBJICHHS, 1 TMOBEPTAETHCA
PEUTHHT BIAMOBITHOCTI, IO BiOOpaXka€ CTYMiHb CXOXKOCTI MK IIaOJIOHOM 1
3anmutoM. [licist bOro CUCTEMOIO MPUIMAETHCS PIIIEHHS PO HAJAaHHS JAaHOMY
KOPHUCTYBauy JOCTymy 10 TmeBHOi iHpopmarii abo o00’exkty. OCHOBHOIO
mpoOJIeMOI0 BCiX 01IOMETPUYHUX O3HAK € iX BiJIHOCHA HECTaOLTbHICTh. TOOTO B
JIBOX TIOCHIJOBHUX TMPEA'SIBICHHSAX iX oOpa3u OyayTh MOOITHO HECTIHKHMM.
Yepes 116 HEMOXKIIMBE 3aCTOCYBaHHS MU(DPyBaHHS 1 3BUYAHUX Xen-(DYyHKIIIH 3
MOTAJTBITIION0 TIEPEBIPKOI0 PE3YNIBTATIB PI3HUX MPE SABJICHb Ha PIBHICTh. OqHUM
13 TUIAXIB BUPIMIEHHS MPOOJEMH, 10 HANHOUIBIT 3aJ0BOJILHSIOTH BUMOTAM €
BUKOPHUCTAHHS HEUITKUX €KCTPAKTOPIB.
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BukopucTtaHHd ~ HEYITKMX  €KCTPaKTOpiB  JO3BOJIIE  OJHO3HAYHO
BITHOBJIIOBATH CEKPETHUM KJIOY 3 HETOYHO BIATBOPIOBAHUX O10METPUYHMX
nanux. JlOBKMHA KIIOYa 3aJA€ThCsl y BUTIIAMAI MapaMmeTpa, MpH IbOMY IS
BIITBOPEHHSI KJItOYa MOTPIOHI JOJATKOBI BIAKPUTI JlaH1, sIK1 BIIMOBIAHI KIIOYY 1
30epiraroThCs B MaM'sITi.

MeTtoa HEUITKUX EKCTPAKTOPIB BUTATYE BUNIAJAKOBY PIBHOMIPHO PO3IOJLICHY
MOCTIOBHICT 3 IEPBUHHUX BXIHUX JAHUX 1 BIIHOBIIIOE 11 3 OyJb-SIKUX JaHUX,
Kl € JIOCTaTHbO CXOX1 Ha TMo4YaTKoBl. HediTkuil ekcTpakTop 103BOJIsIE
OTPUMYBATH TUIBKM OJMH KJIIOY, SKICTh BUXITHOI KJFOUOBOI MOCHIJOBHOCTI
SKOT'O 33JJ0OBOJIbHSIE BCIM KPUTEPISIM SIKOCT1 KPUITOrPAPIYHUX KITFOUIB.

3axuct O10MeTpUYHUX 1a0I0HIB HEOOXIAHO 3AIMCHIOBATA KPUIITOrpadYHUMU
NIEPETBOPEHHSMHU 3 BUKOPUCTAHHSIM KITIOYOBUX JaHUX. /[0 mepeTBOpeHsb, SKi He
3MIHIOIOTh BIJICTaHb XEMIHra IpU TOPIBHSAHHI, BIHOCATHCA MMK(pPyBaHHSA
raMyBaHHSIM, TIEPECTAHOBKOK, TMifAcTaHOBKOW. IlludpyBaHHs TramyBaHHAM
BU3HAYAETHCS MPOCTOTOIO peatizallii.

Orxe, 10 3alIyMJIGHOTO OIOMETPUYHOTO IIAa0JIOHY 3a OIepalicro
NOOITOBOTO CKIIQJaHHS JOAAOTHCS OITM TaMMHU 1 TaKUM YHHOM OTPUMYETHCS
pe3yIbTyI0Ua MOCTITOBHICTD.

Buxonsiun 3 BuieHaBeneHoi iH(opmaili MoxHa 3poOUTH HACTYIIHI
BHUCHOBKH. 3aCTOCYBaHHsI IIM(PPYBAaHHS TaMyBaHHIM € €(QEKTHBHUM 3acO00M
JUIsI CTBOPEHHSI Oaratopa3oBUX HEYITKUX €KCTPAKTOPIB. 3a paxyHOK KIIOYOBOT
raMMH 30UTBIIYETHCS EHTPOMiss OloMeTpuYHOro MmIabjioHy, IO 3ade3nedye
CTIMKICT, 110 KpunTorpadiunux arak. KirodoBa TMOCHIZOBHICT TaMMU
30epiraeTbcsi 'y NPUCTPOi KOPUCTYyBadya 1 BHUKOPUCTOBYETHCS TUIBKH IpU
nmoJatkoBii (a3i peectparrii, a0 Mmpu TMOHOBIEHHI 0a3uW AaHWUX 1 TOBHUHHA
MOCTIMHO 0/AaBaTHCS A0 3allyMJeHOro 010MeTpuYHOro o0pa3y. 3acToCyBaHHS
KOPOTKHX KOJIB, IO KOPEKTYIOTh MOMIJIKH JUIS 3allyMJICHHS O10METPpUYHHUX
111a0JI0HIB, € e(PEeKTUBHUM 3aCO00M IMOOYIOBH 3aXUIIEHUX 010METPUIHUX 00pa3iB.

[Tepenik mocunanp:

1. Konaxouu I'.®. Iudposa creranorpadis / [.d. Konaxosuy,
A.TO. ITy3upenko. — K.: MK-IIpecc, 2006, 40 c.

2. Komemko B.M. Tpaauniiini Mmeroau OiomeTpudHoi ayTeHTHdIKamii i
imerrudikamii / B.M. Konemko, E.A. BopobGeii, [1.M. A3zizoB. — M. : BHTY,
2009, 107 c.
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In today's world, billions of people are facing a form of blocking when
surfing the internet. Access to Internet content in countries is blocked using
Internet service providers. Individual countries resort to technical restriction of
access, usually for reasons of national security and to implement specific laws.

Many users are also blocking access to resources that have been blocked
for various reasons.

By comparing all kinds of blocking and bypassing the blocking of sites,
I brought them a classification. Also, for each criterion | have assigned my
coefficient.

Y cydacHOMY CBITI MUIBSPJU JIIOJEH CTUKAIOTHCS 3 TIEK YU I1HIIOIO
dbopmoro 610KyBaHb TIpu cepinry B iHTEpHETI. JlOCTYyN 10 IHTEPHET-KOHTEHTY
B KpaiHax OJIOKY€THCS 3a JIOMOMOTOI0 OOJIaIHaHHS IHTepHET-mpoBaiiaepis. Jlo
TEXHIYHOTO OOMEXKEHHS JOCTYIy OKpeMi KpaiHuW BIAIOThCA, SK IMPaBUIIO, 3
MIpKYBaHb HalllOHAJbHOT 0€3MeKH 1 3 METOI0 BUKOHAHHSI KOHKPETHUX 3aKOHIB.

I'pomanceka opranizamis Internet Society Buaulsie Kiabka CIoco0iB
OJIOKyBaHHS JOCTYIy JIO0 IHTEpHETYy, ceped sKkux: OmokyBaHHs 10 [P,
omokyBanHs caity mo URL, GnokyBanHs 13 3actocyBaHHsM cuctemu DPI,
0JIOKYBaHHS B paMKaX KOHKPETHHX IIaTGOpM (0COOIUBO MOITYKOBUX CUCTEM) 1
osokyBanHs 1o DNS [1].

Takox ©Oararo KopuCTyBauiB OOXOJATH OJOKYBAaHHS IJii OTPUMaHHS
JOCTYIY J0 PeCypciB siki Oysn 3a0710KOBaHI 3a pi3HUMH NpuyrHaMu. HaiiBimominri
MetogaMu sBISItOThCs: BukopuctanHsi CGl-proxy, DNS, nepekinanaua, VPN,
kemr Google, 3minu IP-agpecu a6o Bukopucrtanus opayszepy TOR.

Posrmsimaroun yci cmocobu 0JI0KyBaHHS MOXKEMO 3a3HAYUTH J[BA 3arajbHi
HEJIOJIKH:

1. Boru He BUpimy0Th mpodieMy brokyBaHHS HE BHAANsA€ KOHTEHT 3
[HTepHETY, HE TmMepemKo/Kac HE3aKOHHINM MIIBHOCTI 1 HE JomomMarae
MePECITiIyBaTH 3JI0OYMHIIIB; BOHA YCHOTO JIMIIE MPUXOBYE KOHTEHT BiJ OdYeH
mupokoi myosiku. Cam 1mo co0i KOHTEHT HIKYIH HE 3HUKAE.

2. Bonu 3amoxitoroTh Hempsimuii 30uTok KoskeHn crmoci® OnokyBaHHS 1
HaJIMIpHAM, 1 HEAOCTATHIA OJHOYACHO - HEMHHYYE OJIOKYETHCS JO3BOJICHHM
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KOHTEHT 1 HpoIyckaerbcs 3a0opoHeHuid. IIpore 30uTOoK IHTEpHETY LIMM He
00OMeKy€eThCsl - OJIOKYBaHHS 30UIbIIYE PUCKU KIHIIEBUX KOPUCTYBAuiB, MOB'sA3aH1
13 cnpobamu 001MTH OJOKYBaHHS, 3HWXKYE Npo30picTh I[HTEpHETY, pyiiHye
atMocdepy AOBIpH, 3araHsi€ IHTEPHET-CAY>KOM B MIAMULUIL 1 BTOPraeTbcs B
MpUBaTHE >KUTTA KopucTyBauiB. KpiM TOro, HeoOXigJHO BpaxoBYyBaTH Yci
BUTpPATH, MOB'A3aH1 3 OJJOKYBaHHSIM.

Ha moto nymky Haiikpamuii criocid 60poThOu 3 HeleraibHUM KOHTEHTOM
1 HE3aKOHHOIO ALSUIBHICTIO B IHTEpHETI - MpOTHAIS MOPYIIHMKAM Ha MicCli
CKOEHHS 3JI0YMHY. 3acToCyBaHHS (iNbTpiB, OJOKYIOUMX AOCTYN /O OHJIAWH-
KOHTEHTY, CJiJ BH3HATH HECPEKTUBHUM TIOCTABICHUM 3aBIaHHSIM, IO HE
BiAnoBiAa0Th. LI GinbTpu 3amoaio0Th HENPSIMHUN 30MTOK 3aKOHOCITYXHSHUM
KopucTyBauaM [HTEepHETY.

3aKoHO/MABIll, 3aKJIOMOTaHl MPOOJIEMOI TOUIMPEHHS HEJIErajibHOTO
KOHTEHTY uepe3 [HTepHeT, TOBHHHI 3BEpHYTH yBary Ha JIBi OCHOBHI CTparerii:

1. BupimyBatu mpoOiemMy Ha Micii BUHUKHEHHs. HaiOinpmn manHui
s [HTepHeTy miaxin - npuOupaTH HEJeTadbHUNM KOHTEHT 3BIATH, 1€ BiH
30epiraeTbes, 1 00POTHCS 3 HE3aKOHHOIO JISUTBHICTIO TaM, /e BOHA BiJ0YBAEThCH.
BunaneHHs: HeneraabHOTO KOHTEHTY 3 MicIlb 30€piraHHs i BXKUTTS IPUMYCOBHUX
3aX0J1iB MPOTU MPABOMOPYIIHUKIB JO3BOJISIE YHUKHYTH HETATUBHUX HACIHIJIKiB
OJIOKYBaHHSI KOHTEHTY 1 € e(QeKTHBHIIIUM IAXOAOM JIO BHIAJICHHS
HeJeralbHOro KOHTeHTy. CmiBmpaisi FOPHCAMKIIN 1 3allikaBlIeHUX oci0 -
3armopyka yCIIIIHOTO PIlIeHHs Mpo0JieMH HeNerajibHOro KOHTEHTY B [HTepHeT,
JUIS SIKOT HE 1CHY€ JIepKaBHUX KOPJIOHIB.

2. IlpaBUJIBHO PO3CTABIATH MPIOPUTETH 1 BUKOPUCTATH aTbTEPHATHUBHI
migxoau. Jleski o0OCTaBMHM JIONMYCKAaIOTh 1HINI, €(EKTUBHINI CIIOCO0OHU
BUPIIIEHHS IIi€T TPOOJIEeMH.

JlitepaTypa:

1. 3akon Yxkpainu «IIpo ocHOBHiI 3acamam 3abe3nedeHHs KiOepOe3nmeku
VYxpainny // (Bimomocti Bepxouoi Pagu (BBP), 2017, Ne 45, ct. 403

2. Komnsenmis Pagm €sponu «KoHBeHIiss mpo KiOEp3IOYMHHICTEY» //
http://zakon.rada.gov.ua/laws/show/994 575

3. Internet Society «Internet Society — 0030p mepcreKTHB OJIOKUPOBKH
MHTEpHET-KOHTEHTa» 2017 p.
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In recent years, the number of deliberate interventions (hacker or cyber
attacks) in the work of information systems of all state and commercial structures
has sharply increased in Ukraine. In almost all cases, after the implementation of
hacker attacks, the work of enterprises is blocked from several hours to several
days, which leads to significant financial losses. The article describes the main
points of network security in general, It also talks about network resiliency. A set of
measures to protect the network was also proposed.

MepexHoro 0e3MeKol Ha3MBAIOThCS  JIii, CHOPSMOBaHI Ha 3aXHCT
Iparne31aTHoCT1 1 MUTICHOCTI Mepexi 1 gaHux. OCHOBHE 3aBAaHHS MEPEKHOT
Oesrmekn — 1€ 30alaHCOBaHUW 3aXUCT KOHQIICHIIIWHOCTI, MUIICHOCTI 1
JTOCTYITHOCT1 JaHUX, 3 YpaXyBaHHAM JIOLUIBHOCTI 3aCTOCYBaHHS 1 6€3 Oyab-saKoi
IIIKOAM TTPOJYKTUBHOCTI opraHizaiiii. Jlo OCHOBHUX METOJIIB MEpEeKHOi Oe3meKu
MO’KHA BITHECTH TaKl METOIU SIK:
aBTOpH3aIlisl KOPUCTYBAaYiB,
antusipycHe [13;

Oe3reka eNeKTPOHHOT MOIITH;

CEerMEHTYBaHHSI MEPEKi;

BUKOPHUCTAHHS CUCTEM BUSBIICHHS Ta MPOTHIIT aTaKaMm;
BUKOPHUCTAHHS OpaHaMayepy;

BIZIMOBOCTIHKICTH Mepexi.

I[nﬂ TOro 1100 3aXUCTUTH MEPEKY HEOOXIAHO B MEPIIY Yepry 3aXHCTHUTH
MEPUMETP MEPEXi, TOOTO 11 30BHIMIHIN KOPJIOH. 3aXUCT EPUMETPA BBAKAETHCSA
00OB'SI3KOBUM €JIEMEHTOM CHUCTeMHU 3a0e3redeHHs iHpopMaIliitHoi Oe3mnexku
KOPIOpaTUBHOI Mepexi 1 BKIOYaE B cebe M[umo3u Oe3meku, 3acoou
MDKMEPEKEBOTO E€KpaHyBaHHSA, OPTaHi3allil0 BIPTYaJbHUX NPUBATHUX MEPEK
(VPN), cucremu BusiBieHHs Ta 3anobiranns sropraess (IDS / IPS).

3amicTh TOro MO0 OOPOTHCS 3 HACTIIKAMHU HIIUIEHTIB OC3MEKH, a BUSBUTH
ix Bimpa3zy HEOOXIIHO BHKOPHUCTOBYBATH CHUCTEMH BHSBIICHHS BTOPTHEHb, SIKi
npu3Ha4YeHl JyIs BU3HA4YeHHS (AKTIB HECAHKI[IOHOBAHOTO JOCTYIYy 1O
KOMIT'FOTEpHOI CUCTEMHU YU MEPEKi a00 HECAHKITIOHOBAHOTO YIPABIIHHSI HUMU B
OCHOBHOMY uepe3 [HTepHeT.

3a3BHuail apXIiTEKTypa CUCTEMH BUSBJICHHS BTOPTHEHb BKJIIOYAE TaKl
KOMIIOHEHTH $IK: CEHCOPHY CUCTEMY, IPU3HAUCHY JJIs1 300py MOA1M; MiACUCTEMY

NogabkwbdE
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aHaji3y, NpU3HAuYCHY JJisl BUSIBIICHHSI aTakK; CXOBHUIIE B SIKOMY 30€piraroThCs
pe3ynbTaTH aHaiily; KOHCONb ympaBmiHHS. CHCTeMHU BUSBICHHS BTOPTHEHB
MOJKHA TIOJIUTMTH Ha JIBl OCHOBHI KaTeropii: macuHi (IDS) i aktusHi (IPS).

Pi3HuLs Mk HUMH K TIOJISITA€ B TOMY, 1[0 B aKTUBHIN CUCTEM1 BUSBJICHHS
BTOPTHEHb, CUCTEMOIO BIJpa3y K MPUIMAIOThCA BIAMOBIAHI A1l HA MOPYLIECHHS
TaKl SIK CKUIaHHS 3'€THAHHSI TOIIIO.

BukopuctanHs HOYTOYKiB 1 CMapTQOHIB JI03BOJISIE  CHIBPOOITHUKAM
npaioBaTy, nepedyparoun 1no3a odicom. IM HeoOXiTHO 3a0e3MeUnTH 3aXUIIEHHIA
BiTAJICHUIA JJOCTYT 10 KOPIIOPATHBHUX JOJATKIB, HE 3HIKYIOUH MPH [IbOMY PiBHS
oe3neku. ToMy cucTeMy MEpPEKHOT Oe3reKkd HEOOXITHO JOMOBHUTH CHCTEMaMHU
YNPaBIIiHHSA MOOUIBHUMU MPUCTPOSMH, TOJIATKAMU 1 JaHUMHU.

Haiiuacrime BuOip mnagae Ha Tak 3BaHI OpaHaMayepud HACTYITHOTO
nokoJiinHg (NGFW) — cucremMu kKopnopaTUBHOIO Kjacy, IO 3a0e3neuyroTh
OaraTopiBHEBUH 3axHWCT Ha 0aszi OJHOTO MPHUCTPOIO. TakMM YMHOM, CHUCTEMa
3aXHCTY MEPUMETPa PO3IIUPIOETHCS 1 JTOTOBHIOETHCS HIIUMU PIlIEHHSAMH, aje
Hi B IKOMY pa3l HE CKaCOBYETHCS .

SIKu0 roBOpUTHM TPO BIAMOBOCTIMKICTH MEpEXi TO PpiBEHb HaAIMHOCTI
MEpPEeXi 3aJIeKUTh BIJ PIBHS 1 TUMY BIJIMOBOCTIMKHX PIllIEHb, 3aCTOCOBAHUX B
Mepexi. BiIMOBOCTIHKICT, MEpeki BHU3HAYAEThCSA JBOMa (haKTopamMu: PiBEHb
HAJMIPHOCTI MEPEXHOI 1HPPAaCTPYKTypH; Yac BIAHOBIECHHS MEpexki, TOOTO yac,
HEOOXITHUM IS IepeMHUKaHHsI TTIOTOKIB JJAHUX Ha TIpale3/1aTHI YaCTUHU MEepexi
B pa3l BiAMOBHU ii yacTWHH. JIJIsI MiABUINEHHS BiIMOBOCTIMKOCTI HEOOXITHO
npuiiMaTd Taki MIpPKYBaHHS TIpM TIPOCKTYBaHHI MepexXi: apxIiTeKTypa
MEPEKEeBOro 00JIaIHaHHA; TyOItOBaHHS 3'€THAHb; PO3HECEHHS KaHAJIIB 3B’ SI3KY.

VY BHUCHOBKY poOOTH XOYe€ThCS NOAATH, IO AJIA 3a0€3MEeUEHHSI BUCOKOTO
PIBHSI KOPIOPATHBHOI OE3MEKH MOTPIOHO BHUKOPUCTOBYBATH IUIHHA KOMIUIEKC
3axoAiB 3axucTy. llepm 3a Bce moTpiOHO MOOyAyBaTH 30BHINIHIA MEPUMETP
MepeXi 3 BUKOPUCTAaHHSIM TexHoyiorid VPN, cuctem BUsBICHHS Ta 3amo0iraHHs
BTOPTHCHHSIM, a TaKOX MDKMEPEKEBUMH €KpaHaMu. Takok HeoOXITHO
OpraHizyBaTH 3axulleH| 3'€HAHHS U1 BIAJAICHUX KOPUCTYBadiB. AJDKe
O0opoThOa 3 HOBUMH aTakaM{ BHUMAarae pilieHb MO 3a0e3MeYeHHI0 MEPEKHOT
Oe3MeKn 1 po3poOKH MEpPEKHOI cTparerii Oe3meKkd, IO BiAINOBiIa€E BUMOTam
HAJIITHOCTI, BApTOCTI Ta MUTaHb iHTerpalii 3 inmumMu [T cuctemamu. Bupobneni
pilleHHs] TTOBUHHI OyTH HaAIHWMH, 3a0e3MeuyBaTH 3aXUCT BiJ aTak Ha PiBHI
J0JIaTKIB 1 TIO3BOJISATH iIeHTU(DIKYBATH Tpadik.

[Tepenik mocuiianb

1. I[lo Ttaxe w™mepexeBa Oe3neka? [Enextponuuii pecypc]. — Pexum
JI0CTyIy 70 pecypcy: https://www.cisco.com/c/ru_ru/products/security/what-is-
network-security.html (narta 3Bepaenns 15.02.2020)

2. MepexeBa Oesrmeka. 3amicTh BBeneHHS? [Enextponnuii pecypc]. —
Pexum moctymy mo pecypey: https://habr.com/ru/company/hpe/blog/261913/
(mata 3BeprenHs 15.02.2020)
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The paper analyzes the methods of security audit of telecommunications
networks with cloud technology. In the case of SaaS service, the audit is
organized according to the classical scheme. It is assumed that the cloud has a
sufficient level of protection. When using PaaS and laaS services, the system
audit is complicated. In this case, you need to use the technology of auditing
software products that are delivered to the cloud users.

B nHam yac 6e3miv Jirojieli BAKOPHCTOBYIOTh BiITaJICHUI AOCTYI B [HTEpHET
yepe3 HOyTOyK, cMapT(doH, IIaHIIETHHA KOMI'TOTEp JijIsl poOOTH 1mo3a odicom, B
TOMY 4HMCIl 1 3 KOHQiJeHIIiHOW 1Hpopmariero. Takuili crmocid pobotu mae
niepeBary, oJlHaK Hece 3a COOO00 30UTBIIICHHS pU3UKIB 1HGOPMAIIIHHOT Oe3MeKH.

[cHYIOTH TpY BUIM XMapHUX CEPBICIB.

1. Ilporpamue 3abe3meucHHs sk mociyra Software as a Service (SaaS).
Kontpons 1 ympaBiiHHS (PI3MYHOIO 1 BIPTYaJbHOK 1HPPACTPYKTYPOI XMapu
BUKOHYETBhCS ~ XMapHUM  TpoBaigepoM. Tiabku  oOMeX)eHa  KUIbKICTb
HaJaITyBaHb KOHQIrypaIlii J01aTKiB MOXKe OyTH JOCTYITHa KOPUCTYBavYaMm.

2. ITnardopma sk mocayra Platform as a Service (PaaS). Kopuctysau Mae
MO>KJTUBICTh PO3MICTUTH MPOTPaMHE 3a0€3MEeUSHHsI IS MTOAAIBIIION0 PO3MIIICHHS
Ha HBOMY CBOiX JIOJaTKiB. Ta dYacTMHA TPOTrPaMHOr0 3abe3MeueHHs], o
BCTAHOBJIIOETHCS KOPUCTYBAYEM JOCTYITHA HOMY JJIsi KOPETYBaHHS.

3. Indpactpykrypa sk cepsic Infrastructure as a Service (laaS). B npomy
BUTIAJKy  KOPHUCTyBad4 Ma€  MOXJMBICT  BHUKOPUCTOBYBATH  XMapHY
1HGPaCTPYKTYpy JIS CaMOCTIHHOTO YIpaBIiHHSA pecypcamMu  00poOKw,
30epiranns iHdopmarii. KopuctyBau MoOKe CTaBUTH CBO€ TPOTPaMHE
3a0e3nedeHHs. AJe KOHTPOJb 1 YyhpaBiiHHA (I3UYHOIO 1 BIPTYaJTbHOIO
1HGPACTPYKTYPOIO XMapu BUKOHYETHCSI XMApHUM MPOBANACPOM.

CaMuM 3axXUIICHUM 3 TPhOX CEepBICIB € SaasS. [HIIl MeHI 3aXUIleHi, TOMY
[0 KOPUCTYBa4 MOKE€ CTaBUTH CBOE MPOTPaMHE 3a0e€3MeueHHs B XMapy. A 1ie
BiIKpUBA€ JOPOTY JI0 BCTAHOBJICHHS JOJATKIB 3 IIKiIJIMBUM KOJIOM.

Sxmo gonmycTHTH, IO TPOBAHAEp XMapHOrO CepBicy 3abe3neuye
JI0CTaTHIN piBeHB 1HGOpMAIIiiTHOT O€3MMeKH, TO OCHOBHUM KaHAJOM BPa3JIMBOCTI
CHUCTEMH € JIHIA 3B’ S3KY JI0 cepBepa mpoBaiaepa.

Jlnst 3a0e3meyeHHs OCHOBHOTO 3aXHCTY JIIHIT MOYKE€ BUKOPHCTOBYBATHCS
VPN TexHosoris 1 aHTUBIpyCHE 3a0€3MeYeHHs], 110 CTaBUThCS B OOJIaJHAHHI
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KOpHUCTyBada. AHTHUBIPDYCHUH 3aXHCT BHMAarae JOJATKOBHX OOYHCIIOBAIBHUX
MOTY>KHOCTEH 1 MOCTIHHOTO OHOBJICHHSI AaHTUBIPYCHUX MPOrPaM.

OmHMM 3 METOAIB 3HIKEHHS IIMX PHU3HKIB € 3aCTOCYBaHHS XMapHHUX
cepBiciB Oe3neku. Hampukian, Moxke BHKOPUCTOBYBAaTUCS AHTHUBIPYCHE
nporpamte 3a0esneyeHHs "i3 xmapu'.

[licns  po3ropTaHHs  TEJIEKOMYHIKAI[IMHOI  Mepexi 3  XMapHOIO
TEXHOJIOTI€0 1 BHUOpaHUMHU 3aco0aMu 1H(POPMALIMHOIO 3aXUCTy MNOTPIOHO
3a0€3MeUnTy ayAUT TEJIEKOMYHIKALIITHOT CUCTEMH.

[Tin aynutoM iHPOpMaLiIiHOI O€3MEeKHU PO3YyMIETHCS CUCTEMHHUN MPOIIEC
OTpUMaHHSI O0'€KTUBHUX SKICHMX 1 KUIBKICHUX OLIIHOK MOTOYHOro crany Ib
oprasizaiii BIANOBIJHO JO BU3HAYEHUX KpPUTEPIiB Ta MOKA3HMKIB Ha BCIX
OCHOBHHMX piBHAX 3a0e3nedyeHHs O€3MeKru: HOPMAaTHBHO-METOOJOTIIHOMY,
OpraHi3aliifHo-ynpaBlIiHCHbKOMY, MIPOLIETYPHOMY 1 IPOrPaMHO-TEXHIYHOMY.

Pesynpratn kBasi)ikoBaHO BUKOHAHOTO ayJIUTY TO3BOJISIIOTH OOy TyBaTH
onTUMaldbHy TI0 e(EeKTUBHOCTI 1 BUTpaTaM CHUCTeMYy 3a0e3ledyeHHs
iHpopmartiitHoi Oe3nexu (C3Ib), mo npencrasisge co600 KOMIUIEKC TEXHIYHUX
3aco0iB, a TaKOX TWPOILEAYPHUX, OpraHi3allifHUX 1 TMPABOBUX 3aXOIB,
o0'eTHAaHUX HAa OCHOBI MojieN1 ynpasiinug [b.

Ha meprmomMy etami crmiibHO 3 3aMOBHUKOM PO3pPOOISETHCS PETIIAMEHT,
SIKM BCTAHOBIIFOE CKIIA] 1 TOPSIOK TPOBEACHHS POOIT.

Ha npyromy erami, BIOOOBIAHO JO Y3TOHKEHOTO pErjaMeHTy,
3MIMCHIOETHCS 301p BUXIIHOI iHpopMarrii.

Tperiit eran poOiT nepeadavae MpoBeeHHs aHaI3y 310panoi iHopMmarlrii
3 METOIO OI[IHKH IMOTOYHOT'O PiBHA 3aXUIIEHOCTI CUCTEMH.

[lo pe3ynbpraraM MpPOBENEHOTO aHaIi3y Ha YeTBEPTOMY  eTari
IIPOBOJIUTHCS PO3POOKa peKOMEHAIM MO0 IMiIBUIICHHS PiBHS 3aXHUIIEHOCTI
aBTOMAaTH30BaHOI CUCTEMHU BiJl 3arpo3 iHGOPMAIIHHOT 0e3NeKH.

Opranizamis  ayauty iHGopMaIiifHOi Oe3nmeKu TeIeKOMYHIKAIlIHHUX
MEpEX 3 XMapHOIO TEXHOJIOTIEI0 Ma€ Psifl OCOOTMBOCTEH.

VY Bumanky cepBicy SaaS ayauT opraHi3yeThCs Mo KiacuuHii cxemi. [Ipu
IIOMY TIepe0adaeThes, MO XMapa Ma€ 3aJIaHii TOCTaTHIM PiIBEHb 3aXUCTY.

[Ipu BukopucTanHi ceppiciB PaaS 1 laaS ayaut cucremu 3HAYHO
YCKJIQIHIOETHCSA. B 1IbOMYy BUTIAAKY MOTPIOHO PO3POOUTH TEXHOJOTIIO AYTUTY
MPOrpaMHUX MPOAYKTIB, IO MOCTaBIEHI B XMapy KopuctyBadamu. L1 mpomyktu
MOXYTh OYyTH JKEpEsIOM 3arpo3 JUisl CUCTEMH 3 XMapHOIO TexHousoriew. Tomy
MOTPIOHO  Opra”izyBaTH CHCTEMY TIOCTIHHOTO KOHTPOJIO TMPOrPAMHOTO
3a0e3MeUYeHHs] KOPUCTYBaviB.

[Tepenik mocuitanb

1. IIpynuuxoBa A.A., CagoBHukoBa T.M. Ananu3 00JIauHbIX CEpPBUCOB C
TOYKH 3peHHs WHpopManmoHHoi OezomacHoctu // T_Comm, 2012. - Ne7. —
C. 153-156.

103



KOMILIEKCHUM NIJIXIJ TP BUBOPI METOJOJIOTTI

OIITHKYU PU3UKIB CEPBEPHOI KIMHATH

K OF’EKTY NIJIBULIEHOT'O PU3UKY KOMIIAHII

[Tononska H.B., KaBynenko 1.0.

HaykoBuii kepiBHUK — K.T.H., 1oueHT Joopunin I.C.

XapKiBChbKUW HalllOHAJTBHUN YHIBEPCUTET PaII0CIEKTPOHIKH

(61166, Xapkis, np. Hayku,14, xad. IKI, ten. (057) 702- 55- 92)
E-mail: nataliia.podoliaka@nure.ua
This work reflects the choice of a comprehensive approach to assessing

the risks of a corporate network server room in the organization. The main task
of the information security management system is to preserve the
confidentiality, integrity, and availability of information. This work provides
propositions about the usage method of cause-effect relationships for
determination risks in corporate networks. Risk assessment is recommended
based on the received data using the methodology of factor analysis of the
information risks.

Tak sk rOJJOBHUM CXOBMILIEM HaWIIHHIIIOTO pecypcy Oyab-sSK0i KOMMaHii -
iH(opMmallii - € cepBepHa KIMHaTa, BOHa Mae OyTH 00JaiHaHa HAJIEKHUM YHMHOM 1
3aJIOBOJILHSITH MDKHAPOJHI CTaHAAPTH, TPUHHATI B KOHKPETHIA KOMIIaHIi.
Bynp-sxuit BUTIK iHpOpMAIli MOXKE CTaTH MPUUMHOIO CEPUO3HUX MPOOJIeM IS

AHaji3 3arpo3 cTae MATPYHTSAM ISl OI[IHKK PHU3HKIB 1H(POpMAIIHHUX
aKTUBIB CEpBEPHOI KIMHATH, aJpKe OYEBUIHUM € TOH MOMEHT, W0 YCI
HaWBaXJIMBIII 1H(GOpPMAIlIiHI aKTUBH KOMITaHii 30€piraroTbcsi B CEPBEPHOMY
IIPUMIIIEHHI, TOMY 1 OI[IHKY PHU3HUKIB AOIIUIFHO IIOYMHATH CaMe 3 HbOTO.

VY Ham yac Jjis BUpIIICHHS 3a7a4 3 OIIHKK 1HGOPMAIIHHUX PU3HUKIB
BUKOPHUCTOBYIOThCS KiJIbKa MeTojoJiorid. HaiOunpiny momymnspHICTh 3aBISKU
MacoBoMYy BuKopucTanHio 3000yau metogoioris OCTAVE, metomonoris NIST
Ta MeTtojoiorii, 3a3HadyeHi B crangapti ISO/IEC 31010. Ilpote 3 mimoi HU3KHU
KpUTEPIiB HEMOXJIMBO BH3HAYUTH OJHO3HAYHY IMEPIIICTh TOTO YW IHIIOTO
METO/Y OIlIHKM PHU3HKIB, a/PK€ BOHU PO3PI3HIIOTHCA CTYMEHEM JeTaii3allii,
BHMOTaMH JIO ITiJITOTOBKH MEPCOHANTY 1 HEOOXITHIMHU pecypcamu.

Hapa3i numaetbcsi akTyalbHOIO TpoOiiemMa - HEMae YHIBEpCaIbHOI
METOIOJIOTIi, sika O BiAmoBifana BCIM KPUTEPISM 1 3aI0BOJIBHSIIA BCl MOTpeOH
mianpueMcTB. HasiBHICTD Takoi € BaKJIMBUM MOMEHTOM, TaK SIK JIO ITUX Mip JAesKi
KEPIBHUKHA HE PO3YMIIOTh BaXKITMBOCTI TPOBEICHHS OIIHKH 1HGOpMAIIHHIX
PHU3UKIB y TXHIX Mepexax, B TOMY YHCII 1 3 TPUYUHNA HEMOBHOTO JTOCKOHAJIOCTI
HasBHUX Ha PUHKY TporpaMm. Y OUIBIIOCTI ICHYIOUYMX METOMOJOTIH Ta
CTaHJApTIB OCHOBHA yBara MNPUAUISETHCS MOOYAOBI KOMIUIEKCHOTO MPOIECY
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yopaBiiHHs pu3rkamu. B Toi yac sk muTaHHs 0e3MmocepeHbOl OIIHKU PU3UKIB
PO3IIIAIal0ThCs JOCUTh oBepxHeBO. Metononorist FAIR po3poOnena came st
YCYHEHHsI IbOTO HENONIKy. BoHa MICTUTH AeTanbHy Kiacudikaiio (akTopis,
0 00YMOBJIIOIOTh BUHUKHEHHS PU3WKY, BU3HAYA€E 1X BIUIMB OJUH HA OJHOTO i
B3a€MO3B'130K MK HUMHU. Lle 703BOJIsIE aIeKBATHO OI[IHUTH YacTOTY peaizalii
PHU3MKIB 1 MacITabM BTpAT - caMe Te, 1110 HailuacTilie BUKIUKA€E TPYIHOIII.

PerenpHuil aHani3 JaHOi METONONOrI IOKa3aB, L0 B pPO3paxyHKax
iHGOpMaIIITHUX PU3MKIB BOHA Mepeadavae MaTpUUHHUM MiAXiJ Ta MepeBeIeHHS
KUIbKICHUX 3HAY€HBb MTapaMeTpPiB JI0 AKICHUX 3a JIOTIOMOTOK0 BIJMIOBIIHUX IITKAJL.

[Iporecy oriHIOBaHHS HMOBIpPHOCTEW peaizallii 3arpo3 1 Bpa3iuBOCTEH
HEOOX1THO MPUILIATH OCOOJIMBY YBary, s IIbOT'O MPOTIOHYETHCS CKOPUCTATHUCST
METOJIOM BCTAHOBJICHHSI MPUYUHHO-HACIIIKOBHX 3B'A3KiB. JlaHWI Migxix 1acThb
HaM YiTKE PO3YMIHHS OCHOBHHUX 3arpo3, sSKi € akTyaJlbHUMH JJII CEPBEPHOI
KIMHATH KOPIIOPATUBHOI MEPEXKi.

AHaJti3 IpUYMHHO-HACITIIKOBUX 3B'I3KIB - 11€ CTPYKTYPOBAaHUN METOJI, SIKUW
3aCTOCOBYEThCS JUIS BH3HAYCHHS MOXIIMBUX TPUYUH HeOaKaHOI TMOMil Yu
npobsiemu. BiH cucTemMaTi3ye MOXIIMBI YAHHUKH, SIK1 MAlOTh BIUTUB B y3arajibHEH1
KaTeropii TaKMM YHHOM, 1110 JIO3BOJISIE€ PO3TJISIATH BC1 MOYKJIMBI TIiMOTE3W. AHA3
NPUYMHHO-HACIIIKOBUX 3B'I3KIB JI03BOJISIE OTPUMATU CTPYKTypoBaHe rpadiuHe
B17I00pakeHHs TIEpETiKy IPUINH KOHKPETHOTO BILIUBY.

HesBaxxaroum Ha Te, mo metonosoris FAIR nae sikicHy OIiHKY PH3HUKY,
el MiaxiJ MOXKE 3aCTOCOBYBATHCS NOCTaTHbO edextuBHO. IIporte, 106 BiH
3aCTOCOBYBAaBCS HalOUIbIl e()EKTUBHO, IOIUIBHO (OopMyBaTH NPUUYUHHO-
HACJIIAKOB1 3B'I3KH IO BITHOIICHHIO JO CEPBEPHOI KIMHATH KOPIOPATHBHOI
Mepexi. CaMme KOMIUIEKCHUN X1 T03BOJIsiE ChOpMyBaTH MOENb 3arpo3 s
CepBEpPHOI KIMHATH, TOYHO 1ICHTU(IKYBATH PU3UKH Ta CIIPOCTUTH 3aCTOCYBAHHS
meroaoJorii FAIR miist omiHkY iHGOpMAaIIHHIX PU3HKIB.

[Tepenik BUKOPUCTAHOT JiTEpaTypH:

1. Menemxment pucka. Meronuku omenku pucka. // ISO/IEC
31010:2009, IDT. — 2009.

2. |. Dobrynin, T. Radivilova, N. Maltseva and D. Ageyev, "Use of
Approaches to the Methodology of Factor Analysis of Information Risks for the
Quantitative Assessment of Information Risks Based on the Formation of
Cause-And-Effect Links, 2018 International Scientific-Practical Conference
Problems of Infocommunications. Science and Technology (PIC S&T),
Kharkiv, Ukraine, 2018, pp. 229-232.
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In the article the different approaches to the organization and for ensuring the
protection of information in networks in data link layer using OpenVPN. The
author select the best option of organization of specialized disciplines in terms of
the minimum amount of time and material resources. The article focuses on the use
of information in the Internet and the providing their protection. The effectiveness
of information security in global networks is discussed.

OpmHUM 3 MpOTrpaMHUX MPOIYKTIB, 110 PEaTi3yIOTh 3aXHCT Ha KaHAJTLHOMY
piBHi, € OpenVPN (www.openvpn.net). JlaHuii NpoayKT J03BOJISIE OPTraHi3yBaTH
3aKpUTy Mepexy Ha 0a3l mepexi [HrepHer. [Ipu migKIIOUYeHH] 10 TaKOi Mepexi
KJIIIEHT MIPOXOUTH MpoIeaypy kpuntorpadiunoi ayreHTudikarii mo mudpoBoMy
ceptudikaTy, 10 3a0e3nedye 3aXUCT BiJl HECAHKI[IOHOBAHOTO JOCTYIY [0
pecypciB 1iei mepexi. KpiMm toro, 3a0e3nedyeTbest muUppyBaHHSI MEPEKEBOTO
Tpadiky npu podoti B Mepexi. OpenVPN mintpumye pexumu pod6oTu "mict" i
"mMapmpytuzatop". Ilpu po6oTi B pexumi "micT" BinOyBaeThcs mudpyBaHHS 1
iHKancynsmis kaapie Ethernet. Cmin 3a3HaudTd, MO AKN0 MUAQpyBaHHS
3abe3reuye 3axXUCT BiJ JOCTynmy Jno iH(opwmarlii, o nepenaerbes, TO depes
THKATICYJIAIIIIO 3JIOBMUCHUK HE 3MOKe 3'SICYBaTH ajjpecaTa rnepeaanoi iHhopmariii.

PosrnsiHemMo 3aBmaHHs, K1 MOXKJIMBO BUPIIIUTH 3a gormoMoroio OpenVPN
B pexumMi "mict":

* [ligkaroueHHS BiIJAJICHOTO CIIBPOOITHHKA IO KOPHOPATHBHOI MEpexi
(VPN-1111103)

Pimennss paHoro 3aBmaHHA Tiepefdadae BHUKOPUCTAHHS CEPBEPHOT
gactuan OpenVPN B sKOCTI J0JAaTKOBOTO MITIO3y B MEpEXi OpraHizaifii.
CermeHT Mepexi, IO gocTynmHui depe3 VPN-murio3, 3a3Buyaii Ha3WBaIOThH
nomeHoM mmudpyBanHs. PoOodi micisg 1 cepBepa, IO BXOISATh B JOMEH
mudpyBanas He miakmodaroTees n0 VPN. Ilpu minkmrodenHi 1o cepsepa
OpenVPN KkIieHT OTpUMYE MPO30PHUI JOCTYI 0 BCIX MAIIHH, IO 3HAXOASITHCS
B noMeHi mmdpyBanHa. Un OTpUMarOTh MOMIOHWIA JOCTYI O MAIllWH KITI€HTA
MAIIMHY 3 TIOMEHY mudpyBaHHs, 3aJI€KUTh Bl HAamTyBaHb cepsepa OpenVPN.

» O0'eqHanHs Mepex (Ui opranizallii B €IUHY MEPEKY

[HIIIMM  3aBIaHHSAM, K€ MOXKHAa BUPIIUATH 3a jgomnomoror OpenVPN e
o0'eqHaHHS Mepex (it opranizaiii B equHy Mepexy depe3 [ateprer. B npomy
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Bumnajky cepsepu OpenVPN BCTaHOBIIOETHCS B SIKOCTI JOJATKOBHUX ILIIIO31B Y
BJIACHUX MEPEXKI, a MOTIM 3'€IHYIOTbCSI MK COOOIO.

* O0'enHaHHS CErMEHTIB ACKUIbKOX OpraHi3aliil B €JUHY MEpEexXy s
BEJICHHS CIUIBHOTO MPOEKTY (MIKKOPIOPATUBHUI NOPTaN)

OCHOBHOI0O TPOOJIEMOIO MPU CTBOPEHHI MINKKOPHIOPATHUBHOIO MOPTAILy €
JIOT1YHUM MOJLT MEpeXk1 opraHizallii Ha Ba CETMEHTH, OJIUH 3 SKUX HAJa€ CBIii
pecypc oprasizaiisiM-apTHepaM, a HIIUK 3aKpUTHI 119 HUX. |15 BUpIIIEHHS
JaHo1 mpoOJieMHU OJiHA 3 OpraHizalliii po3ropTae Ha 30BHIIIHINA ajpeci cepBep
OpenVPN. Ha Bce poboui Mmicus 1 cepBepa, ki OepyThb y4yacThb B MOPTall,
BCTaHOBIIOETHCA KIEHT OpenVPN, 1 111 MaluHu MiIKJII0Yal0Thes 10 cepBepa.

o IligkmrodeHHS 10 Mepexl BUIMAJICHUX KOPUCTYBa4iB 3 HUZBKUM
piBHEM JIOBIpH

Pimennss pmaHoro 3aBmaHHA TOTPIOHO UIsI  MEpeX, 1O  SIKUX
MIAKII0YAOThCsT  "30BHINIHI" KOpPUCTyBaul (HampuKIaa, 3aMOBHUKH abo
KJIieHTH). PiBeHb AOBIpM A0 HUX Habarato HWX4Ye, HDK A0 CHIBPOOITHHUKIB
KOMITaHii, TOMy TOTpiOHE 3a0e3MeueHHs creliagbHuX "pyoexiB" 3axXucty, 110
3ano0iratoT ab0 OOMEXYIOTh JOCTYI OCTaHHIX JO OCOOJMBO I[IHHOI,
KOH(1eH1aTbHOT iHhOopMAaIIii.

* CTBOpEHHS IEKUIbKOX JIOTTYHUX MEpeX B OJHINA (PI3nyHIN Mepexi

PimenHs gaHoro 3aBaaHHs MOTPiIOHO, HANPUKIIAL, KOJIU Tpeba po3ILTUTH
Tpadik MDK BHYTPIIIHIMU JeMapTaMeHTaMH OpraHizaiii, sKi 3BEepTarThCs
70 cepBepiB 3 ogHOrOo (pizmuHoro cermeHta. OCoONMBICTH JTAHOTO BaplaHTy B
Tomy, o VPN OyayeTbcss MK By3JaMH, IO 3HaXOASThCS, SK IMPAaBWIO, B
OJIHOMY CErMEHTI Mepexi, HaIlpUKIaJd, MDK POOOYOI CTAHIIEI 1 CEPBEPOM.
Ileti BapianT cxokuii Ha TexHosnorito VLAN, ane 3amicte moauty Tpadika,
BUKOPHUCTOBYETHCA MOTO MIUGPYBaHHS.

* AHOHIMHUI cepdiHT

ITin cepdinrom po3ymirOThCsA Oynb-sAKi Jii KopucTyBadya B IHTepHeTI.
[Ippu 1pOMy IHTEpPHET-IpOBAlJEPy MAHOTO KOPUCTyBaua CTAalOTh BIIOMI
web-caiiTi, 10 BiABIAYBaB KOPHUCTYBay; aipecaTH JINCTIB KOPHCTyBaya i T.II
Buxopucranus OpenVPN B skocTi nomaTkoBoro "joriyHoro" mUTIO3Y B
[HTEepHET, BCTAHOBJICHOTO Ha TEPUTOPIi OpraHizallii, B AKiii MpaIfoe KOPUCTyBay,
3a0e3nedye aHOHIMHICTB cepiHTy.
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The up-to-date trend is digitalization and digital transformation of business
and industry. It has enabled small companies, startups to quickly create their
products and market them in the same way as large companies that are already
present on the market. It is revealed that the opportunities for Ukraine will be to
increase the competitiveness of the economy; overall development of the digital
economy and relevant labor market; creation of new industries; accelerating the
development of innovative entrepreneurship. The barriers will be: the
imperfection of the education system, the lack of a strategy and national
program for digitizing the various spheres of society.

Kinenp XX — mouarok XXI cTONITTS 03HAMEHYBaIM CTPIMKUM PO3BUTKOM
CyyaCHUX KOMYHIKalllii Ta 3B’S3Ky B CBITI. SIKIIO BYACHO aHaNmi3yBaTH TaKi
UGpoBl TPEHAH, TO 3’ SBISIETHCS MOMJIMBICTh SKICHOTO MPOTHO3YBaHHSA
KOHKPETHOTO TE€XHOJOT1YHOTO, €KOHOMIYHOTO UM HAaBITh COIIAJILHOTO SIBUIIA B
HalOmkIoMy MaiOyTHROMY. Lleit TpeHn cTBOproe HeaOMsKi MOKIIMBOCTI JJIst
VYkpaiau [1]. 1o cyTi MOXJIHBHI PO3BUTOK HOBOI Iajy3l €KOHOMIKH 1 HOBHX
pobounx Micupb s HaceleHHs. HaykoBisM HeoOxigHO Oyae BUPOOUTH HOBY
METOOJIOTII0 Ta MIAXOIU 0 PO3YMIHHS cepeloBHINa ITU(POBOI EKOHOMIKH 1
300py iHpopmarlii B Hild. Pazom 3 TuM BUHUKHE moTpeba B HOBUX ¢(EKTUBHHUX
IHCTpyMeHTax yrpasiiHHs. OTxe, TAKUH TPEeH/I TTOYHE CBIM BIUIUB K HA MIKPO-
TakK 1 Ha MaKpOPiBHI.

HancydacauM TpeHaoMm € Tak 3BaHa HudpoBizallis (IUIKATAIIZAINL) 1
mudpoBa Tpanchopmallis 0i3HECY Ta MPOMHUCIOBOCTI. Ha chorogHi ocHOBOIO
JUTSE CTBOPEHHS HOBHX MPOJYKTIB CTaldW MUQPPOBI TEXHOJOTI, i, BIAMOBIIHO,
BOHHU TaKOXX MEPETBOPWINCH HA CBOEPIMHHUM KpHUTEPi KOHKYPEHTHHX TEpeBar
Ha puHKy. [{udposizanis 3moria nepeBepHyTH pUHOK. BoHa 1ama MOKIMBICTD
HEBEIMKUM KOMIIAHIsIM, CTapTamaM MIBUIKO CTBOPIOBATH CBO1 MPOJIYKTH Ta
BUBOJUTHU iX HAa PUHOK PIBHO TakK, K Ii¢ POOJSATH BENWKI KOMIIAHIi, SKI BXKE
MpUCyTHI Ha puHKy. lle mpusBeno g0 3MilmeHHs «iHOOPMAIIHHOTO EHTPY»
710 TpiOHUX KOMITaHiH.

[Mudposa Tpanchopmairisi Befie A0 MOSBH YHIKAIBHUX CUCTEM 1 TPOIIECIB,
[0 JISITAlOTh B OCHOBY BapTOCTi HOBHX MpoaykTiB (Hampukian, UBER, AirBed
and Breakfast (Airbnb), inTepHeT-6aHKiHT ToOI10). Tpancdopmaliii y mpoOMHUCIOBOCTI
BHOYIOBYIOTBCS BIJMOBIMHO 10 Bimomoi koHmemmii «Iamyctpis 4.0» Ta 3
PO3BUTKOM POOOTHU30BAaHUX BUPOOHUIITB, KIOEpCUCTEM Ta POOOTIB.
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MoxnuBoCTAMH 18 YKpaiHM Yy LbOMY aclekTi Oyne MiIBUILEHHS
KOHKYPEHTO3/1aTHOCTI €KOHOMIKH; 3arajJbHUN PO3BUTOK LU(PPOBOI EKOHOMIKH 1
BIJIMOBIHOTO PUHKY Ipalll; CTBOPEHHS HOBHUX I1HAYCTPIM; NPHUILBHUALIECHHS
PO3BUTKY IHHOBAI[IHHOTO MiAMPUEMHUIITBA.

Ane mpu UpOMy, Ha Hall MOTJSAN, B YKpaiHl iCHYe HHM3Ka Oap’epiB s
HIBUAKOTO PO3BUTKY IU(POBI3aLii:

- BIICYTHICTh CTaOUIBHUX CEpPEAHBbOI Ta BUIIOI CUCTEM OCBITH s
HapOLIEHHs HU(POBUX MIANPUEMHULBKUX HABUYOK Y CYCIIUIBCTBI B IIIIIOMY;

- BIICYTHICTh PpO3pOOJIEHOT cTpaTerii Mmojo Ccrnoco0iB Ta MIAXOAIB 0
orpoBYBaHHSI Pi3HUX ChEp KUTTA CYCIUILCTBA HA JIEPKABHOMY PiBHI;

- BIICYTHS HalllOHaJIbHA MporpamMa NiATPUMKH, MOTHBALIT 1 CTUMYJTIOBaHHS
Oi3HECy [0 BHUKOPHCTaHHS LMPPOBUX I1HCTPYMEHTIB, PpIIIEHHS MaroTh
NOOJMHOKUH Ta €MI30ANYHUNA XapaKTep 3 BIICYTHICTIO CUCTEMHOTO MIAXOAY.

[Ipouec nudposizauii BUMarae BiJl JepiaBU CTBOPEHHS YMOB JJisi MOro
0e3MeYyHOro CTaHOBJICHHS. 30KpeMa, 1€ BUPAXKAETbCS y MPUUHATTI 3aKOHIB,
HOPMaTHBHO-TIPABOBHUX aKTiB OpraHaMH JIEP>KaBHOI BIAJM 1 UM BiIOyBaeThCs
Jeraizaiiis 1 Jieritumaltist a00o HaBIMAKKU OCYXKEHHS Oy/Ib-sIKUX TIPABOBIAHOCHH.

Hapa3si B Ykpaini npaBoBa 0a3a i peryjoBaHHs CYyCIUIbHUX BITHOCUH Y
chepi mudpoBoi eKOHOMIKK Ta KibepOe3neku po3BuHYTa ciabo. HopmaTuBHO-
NPaBOBi aKTH MPECTABICH]I TAKUM YHHOM:

3V «lIpo TenexomyHnikariii», 3Y «IIpo aBTopchke mpaBo 1 CyMDKHI IIpaBay,
Ne 67-p «IIpo cxBajeHHsS KOHIIEMIII PO3BUTKY IM(PPOBOI EKOHOMIKH Ta
cycniuibecTBa YKpainum Ha 2018-2020 poku Ta 3aTBEp/KEHHS IUIAHY 3aXOJiB
mono ii peamizamii», Ilpoektn 3akoHiB Ne9083 Ta Ne9083-1 «IIpo BHeceHHs
3miH 110 IlomaTkoBoro kozxekcy YKpaiHu INOJO ONOJATKyBaHHS oImepauiil 3
BIpTyaJIbHUMHM aKTUBaMU B YKpaiHi», Ta iHI [2];

Taxum 9MHOM, BUKOPHUCTOBYIOUHM CUCTEMH 3aXUCTY iH(OpMaIlii Ta 3aBISKA
dbopMyBaHHIO CY4aCHOTO TPABOBOIO IOJIS, IO BIAMOBIZAE 3arajlbHOCBITOBUM
BUMOTaM, MOKJIMBO 30UTBIIIEHHS JOBIPH TPOMAISH J10 ITM(PPOBUX TEXHOJIOTIH.
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The solution of some Pareto-optimal problems in the field of
telecommunications is considered and an analysis of methods for solving them
Is carried out. It is noted that additional information is information on the
relative importance of particular criteria. The determination of weights
encounters serious difficulties and usually comes down to expert judgment.
A heuristic procedure is proposed to clarify the solution obtained.

PazButre = MH)OKOMMYHHKAITMOHHBIX  TEXHOJOTMH  TPUBOAUT K
HEOOXOAMMOCTH MIPUMCHECHHUS 3 HEKTUBHBIX METOJIOB perieHus
ONTUMHU3AIMOHHBIX 3a/lad WUMEHHO B MHOTOKPUTEPHAIBHOW TOCTaHOBKE [1].
B noxmame mnpuBeneHbl MpuUMEphl PEIICHHs 3a7ad  MHOTOKPUTEPHAIBLHOM
ONTUMHU3AIMK B 00J1IaCTH WH()OKOMMYHHKAIMM, OTMEYeHa OCOOEHHOCTh METO/IOB
pelleHrsT TaKuX 3aJa4 M MPEeNIOKEHA IMPOLEAypa. MO3BOJSIOIAS YTOUYHIThH
NOJTYYEHHOE pelIeHne B MHTEPaKTUBHOM pexkume. B pabote [2] chopmynmpoBana
MHOTOKpUTEpHAIIbHAsT MOJIENIb KauecTBa OOCTY)KUBAaHUS TMPU  YIPABICHUU
cepucom (SLM — Service Level Management) B cucremax abGOHEHTCKOIO
pamuonmoctyna. B KkadecTBe YACTHBIX KpUTEPUEB BBIOPAHBI TPU OCHOBHBIX
mapamMeTpa KadecTBa YCIYI: JOCTOBEpHOCTh TepeaaBaeMoil uH(pOopMalu,
3a7iepKKa MpH Tiepeiade MakeToB, MPOIEHT MOTEPSHHBIX MMakeToB. PazpaboranHast
B [3] MeTomuka MHOTOMYTEBO# MapIIpyTH3alMK, BKIOUAeT B ceOs MPOLEAYPY
MHOTOKPUTEPUAIIBHON ONTUMHU3ALMK, U TMO3BOJSET ONPEIEIUTh ONTUMAJIBHOE
YUCJIO HE3aBHUCUMBIX KpaT4allMX IyTed. B KadyecTBE YACTHBIX KPUTEPUECB
UCIOJIb30BaHbl BEIMYMHA MAKCUMAIBHOIO MOTOKA MO MYJIBTUIIYTH U 3aJCpiKKa
nepemayn makera. B pabore [4] pemaercs 3amada oOecrieUeHHs KadecTBa
nepefadyd  ToNOCOBOM WH(OpManmyu B OSCIPOBOAHBIX CETSAX, Kak 3aaada
MHOTOKPUTEPUAILHOTO BbIOOpa Kojeka. [IpoBeneHo wuccienoBaHUE BIUSHUS
mapaMeTpoB CETH Ha KayecTBO TepeJaud TOJOCOBOM HMH(pOpMalud B
6ecripoBonHbIXx ceTsix. C momomieio E-monenu momydeHa olleHKa KadecTBa
nepeaayu JUis OCHOBHBIX KOJIEKOB, MCTONB3yromuxcs B [P-tenedonnn. 3amaua
BbIOOpa KO/IEKA pelIeHa KaK 3ajada MHOTOKPUTEpUATbHOW onTuMm3amu. Komek
JOJDKEH  YIOBJIETBOPSITh HECKOJIIBKMM TPEOOBAaHUSM, KOTOpbIE W OINPEACTUIH
CJIEYIOMINIA HAO0Op YaCTHBIX KPUTEPUEB: CKOPOCTh MEpe/layd, YCTOMYHBOCTH K
oTepe NakeToB, KOA(D(PUIMEHT CHUWXKEHUS KayecTBa oOopyaoBanusi. [lpu
pEIIEHNHd 3TUX 3a]a4 MNPOSIBUIMCh HEKOTOpPhlE OCOOCHHOCTH PpELIEHUs 3aaady
MHOTOKPUTEPUATBHON ONTUMU3AIIHH.
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Kak u3BecTHO, 3aaua MHOTOKPUTEPUAIBHOM ONTUMHU3ALMU B OOLIEM
cllydae MOKET ObITb c(OopMylMpOoBaHa CJEAYIOIUMM 00pa3oM, MyCTh X -
pelIeHre, ONpelesIeHHOEe, Ha MHOXECTBE JOMycTHUMbIX pemeHud X. KauyecTBo
pElIeHHs] OIIEHMBAETCS MHOXECTBOM KpuUTepueB. M3BecTHO oOTOOpakeHue

f:x-K u ornocurenbHas BaxHOCTh KpuTepmes i =UAg . Agk
Heo6xoauMo HaiiT omtuManpHoe pemenme x° = OptG[K(x), 4, rme x° -

s¢dextusroe pemrenne, OptG[K(x), 4] - cxema xommpomucca (06061mIeHHDIIT
KpuTepuil oueHku 3¢p@exkTuBHOCTH). PereHue NOCTaBIEHHOM 3alayu  He

BBI3BIBACT 3aTPYAHCHMI B TOM ciydae, ecin u3BecteH Bektop 4 u onpenenen
BUJ oneparopa optG/[]. Onpenenenne BeCOBbIX KOIDPUIIMEHTOB CTAIKUBAETCA
C CEpbE3HBIMU TPYAHOCTAMH U OOBIYHO CBOJUTCA K OHKCIEPTHOU OIICHKE.
B pabore npeanaraercs npoueaypa yToOYHEHUs! ONTUMATBLHOTO PELIeHUs JTUIOM
npuHuMaromuM pemienue (JIITP). Tlouck onTumanbHOTO pelieHus] MPOBOAUTCS
no ciueaymwlei npouenype. MceneayeTcss MHOKECTBO BCEX BAPUAHTOB PEIICHUS
U TPOBOJAUTCS ONTUMH3ALMS [0 KKIAOMY U3 HOPMHUPOBAHHBIX YAaCTHBIX
kputepueB. [lomydeHHble  MakCUMyMbl — OOpa3ylOT  BEKTOpP, KOTOPBIi
ucnosb3zyercs ganee JIIIP nns npunsaTus pemenus. [IpoBoauTcs onTuMHU3anus
no  000OLIEHHOMY  KpUTEpUIO, HAuOOJbIIEMYy  3HAYCHHUIO  KpUTEpHs
COOTBETCTBYET BapHaHT KOTOphIN mnpenbssisercs JIIIP B xauecTBe pemieHus.
Ilepen  JHIP  craBurcsa  Bompoc: «Bce 1M  mokasaread  UMEKOT
yIOBJIETBOPUTENIBHOE 3HaueHue?» Ilpu OoTBeTE Ha 3TOT BONPOC HCIOJIB3YETCSA
BEKTOP HAWJIyYLIMX 3HAYCHHWM YaCTHBIX KpUTepueB. B ciaydae oTpuLATEIbHOTO
orBeta JIIIP BhiAenseT YaCTHBIM KpPUTEPUM, KOTOPBIA HMMEET HAUMEHEE
YIAOBJIETBOPUTENIBHOE 3HAUEHUE, a TAKXKE YKa3bIBACT €ro 3HAYEHUE, KOTOPOE
MOXHO CYHUTaTh YAOBJIECTBOPUTEIbHBIM. lIpemioxkeHHas mpouenypa IOMCKa
peLIeHUsT 3a1a4i MHOTOKPUTEPUAIBHOM ONTUMU3ALMHU MTO3BOJSET MOJY4YaTh U
YTOYHUTH PEIICHHE B WHTEPAKTUBHOM pEXKUME TpH 000N CTeneHu
HEOMPEICTICHHOCTH anpUOPHOM HH(POPMAIIUK O BAXXHOCTHU YACTHBIX KPUTEPHUEB.
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PO3PAXYHOK JIHIMHUX COHEKTPAJIBHUX YACTOT 3
BUKOPUCTAHHSIM JUCKPETHOI'O BEWBJIET-IIEPETBOPEHHSI
JIJIS1 OBPOBKU EJTEKTPOKAPAIOI'PAMMUA
CamouopnoB M.b.

HaykoBuit kepiBHUK — K.T.H., 101l. KpuBenko C.A.

XapbKiBChKHUI HalllOHAJBHINA YHIBEPCUTET PaI0CIETKPOHIKH
(61166, Xapekis, np. Hayku,14, xad. [HdhopmartiitHo-MepekHOT iHXeHepiT)
e-mail: nick.samochernov@gmail.com, Ten. (068) 450-95-91

An approach for glucose meters was improved. We process
electrocardiograms of patients to detect change of glucose concentration in the
blood. The technique uses discrete wavelet transform for electrocardiograms
processing. Standard oral glucose tolerance test used to check fifty-six patients
complains of type 2 diabetes symptoms. It has been achieved high sensitivity
and specificity to determine, hemoglobin, blood pressure, lipoproteins and low-
density cholesterol, ion exchange performance (potassium, sodium, and
calcium), triglycerides. The square of the Matthews correlation coefficient 0.93
has been achieved on examination.

Keywords: discrete wavelet transform, glucose meter, electrocardiogram,
line spectral frequencies.

Icuye nBa ocHOBHUX THMH fiadety. Jlume 10-15% Bix y moneit giadet 1 tumy.
ykpoBuii miabeT Japyroro TUIy € HAWOUIBII TomUpeHUM Gdopma
3axBOploBaHHsA. HeBenukuil BiICOTOK XBOPUX Ha J1a0€T MpUIaJae Ha BariTHUX
KIHOK (3-5%, TakoX BIAOMHX SIK recTaiiiHuii). Uepe3 BUCOKY MOIIHUPEHICTH
niabeTy 2 TUIY OCOOJUBHM 1HTEpPEC BUKJIMKAE MOHITOPUHT MAI[IEHTIB 3 TAKUMU
ykpoBuii miaber. 5% nacenenns CHIA (6mu3bko 18 MUTBHOHIB) CTpaxaaroTh
Ha miaber. Ile choma mpoBimHa mpuuMHA PO3BUTKY cMepTh. o 2020 poky
BUTpPATH, MOB'A3aHi 3 JiKyBaHHIM][ 1 ].

Meroro nmaHOi CTaTTi € PO3MISA METOJAWMKH BIOCKOHAJEHHS OOpOOKHU
enexktpokapaiorpamu mamiedTa (EKI') ans BusiBIeHHS 3MiHM KOHIICHTpaIlii
TTFOKO3HM B KPOBI 32 JIOTIOMOT'OF0 OOYMCIICHHS JTIHIHHUX CIIEKTPAIbHUX YacTOT 3a
JIOTIOMOTOF0 TUCKPETHOTO BEUBIIET-TIEPETBOPEHHS.

VY HamoMy AOCTIIKEHH1 Il BUPIIIEHHS 1[1€T TPOOIeMU BUKOPUCTOBYETHCS
JTUCKpPETHA BEHBIET-TpaHCcHopMaIris.

A. Jliniitne nporao3zyBanHs Ta EKT

CrocTepesxyBaHa MOCTIIOBHICTh TAHUX € BUMTIAAKOBUM BEKTOPOM

X" = (Xo, Xy, ..., Xmr)'

OntumanbHUN OJHOIIATOBHM JIIHIMHUM TPOTHO3 - 1€ ONTUMAaJbHUMI

THIAHUN TTPEUKTOP )
~Xm = (am_l, eee, A2, al)tXm.

Anroputm JleBincona-JlypOiHa € €(EeKTHBHOIO I1HBEPCIEIO I TOIIYKY

BEKTOPHHUX €JIEMEHTIB (aM) 3 BEKTOpa aBTOKOPEJIAIIil.
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b. JluckpeTHe BEUBIETCHKE NIEPETBOPEHHSA

HacTtynHuM MeTOIOM HpPONOHYIOThCS KOe(IIEHTH KBaHTYBaHHA (am)
JIHIAHOTO  TporHo3yBaHHA. (OCHOBOIO  BBAKAEThCA  IIBUJKE  BEHBIET-
nepeTBOpeHHs Xaapa i MOPSAAKY NOocaiAoBHOCTEH m = 16.

1) OpwuH piBeHb NEPETBOPCHHSI.

Huckpetne BeiiBner-nieperBopeHts (DWT) curnany (am) oOUHCIIOEThCS,
MPOITyCKaro4u Horo uepes3 pan ¢puibTpiB. CroyaTky 3pa3Ku MPOMYCKAaIOTh Yepes
(GUIBTP HU3BKUX YACTOT 3 IMITYJIbCHOIO XapakTepUCTUKOI0 g [n]. CurHan Takox
PO3KJIaJIA€ThCSI OJTHOYACHO 3a JIONMIOMOI'OK BHCOKOYacTOTHOTO (inmbTpa h [n].
Buxonu narote koedimieHTH aeranizaiiii BiJl BUCOKOYACTOTHOTO (iIbTpa Ta
koeQilieHTH HaOMMXeHHs Bl (PuUIbTpa HU3bKUX 4YacTOT. BaxkiuBo, mob aBa
¢ubTpu Oynu MOB'SI3aHI OAMH 3 OJHUM, 1 BOHM BIJIOMI AK KBaJpaTypHUU
n3epkanbHui GuIsTp [2].

C Approximation
F glnl coefficients
a[n] hin] @—> Detail coefficient

Puc. 1. CtpyktypHa cxema aHamnizy QuUibTpy

OpHak, OCKUIBKM IIOJIOBMHA 4YacCTOTH CUTHANy Terep Oyjia BUaJICHA,
MOJIOBUHY 3pa3KiB MOKHA BIAKUHYTHU BIATOBITHO 70 npaBwia HalikBicra.

e po3kimanaHHs BIBIUi 3MEHIIIWIO YaCOBUH JI03BLI, OCKUTBKH JIMIIIE TIOJIOBUHA
KOXKHOTO BHXOAy (GuIbTpa Xapakrepusye curHajl. OmHak KOXKEH BHUXIT Mae
TIOJIOBUHY CMYTH YaCTOT BXOJy, TOMY PO3/UIbHA 3aTHICTh YaCTOTH OyJia IMOIBOEHA.

2) Kackaani ta ¢GiabTpyrodi OaHKH

Ile po3kitamaHHs MOBTOPIOETHCS IS MOJABIIIOTO 30UIBIICHHS PO3IUTBHOT
3IaTHOCT1 YaCTOTU Ta HAOKEHHS KOC(IIIE€HTIB, PO3KIAICHUX 3a JOTIOMOTOIO
(b1IBTPIB BUCOKOTO Ta HU3BKOTO MIPOITYCKaHHS, a TIOTIM 3MEHIIICHHS BUOIPKH.

aln]

[(em

Puc. 2. CtpyktypHa cxema aHamizy QuibTpy
Cnmcok BUKOPHUCTAHOT JITEpaTypH

1. Nguyen LL. "Non-invasive detection of hyperglycaemia in type 1
diabetic patients using electrocardiographic signals"”, Thesis, University of
Technology Sydney, 2014.

2. "Discrete wavelet transform,” 14 2 2016. [Online]. Awvailable:
https://en.wikipedia.org/wiki/Discrete_wavelet transform [Accessed 15 2 2016].
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JOCJIT)KEHHSA METOAIB ITIIIBUIHIEHHS E@PEKTUBHOCTI
CTUCHEHHS 306PAKEHD, IIPEJICTABJIEHUX B ®OPMATI JPEG
Kypnan O.O.
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Object of research — methods to improve efficiency of JPEG image
compression.

The purpose of this work is a research into methods to improve efficiency
of JPEG image compression.

The main methods of compression of images are considered. Their
comparative analysis was carried out. Methods of increasing the compression
efficiency of images presented in JPEG format will be investigated. In the
practical part there will be a software implementation of the investigated
methods and a comparative characteristic.

Merta poOOTH: IOCHIIKEHHS METOMIB TIABUIICHHS €(PEKTUBHOCTI
CTUCHEHHS 300paxeHb, nmpeacTaBienux B ¢opmari JPEG - wmerox
TEOPETUYHOTO BHUOOPY TOPOTOBOTO 3HAYCHHS Ta METOJ BUOOPY IOPOTOBOIO
3HAYCHHS 3 BUKOpUCTaHHsAM Cross-validation.

ExcriepumenTanbHuM HUIIXOM OyJ0 MpoaHaiizoBaHo 31 HamiBTOHOBE
300paxkeHHs Ta oTpuMani nepiri HuzbkouacTtoTHI JIKII koedimienTn 0au3bKi 10
HYJIA, SIK1 MO’KHA OO€pHYTH B HYJIb 0€3 BTpaTH AKOCTI 300pakeHHs; TOOYI0BaHO
300paxkeHHs Koe(]iIi€eHTy MMKOBOTO BIIHOIICHHS BEJIMYMHHU CHTHAIY JI0 IIYMY
PSNR y mopiBHSHHI 3 pO3MipoM Il IHUX 300pakeHb, CTUCHEHUX 3
BUKOPUCTaHHAM 3rajjlanux noporoBux meto1iB RD-OPT kBanTyBaHHSM.

Kpim Toro, orpumani rpadiku PSNR-posmipy nmns mux 300pakeHs,
CTUCHEHUX 3 BUKOPUCTaHHSM TaONMWIlb KBAHTYBAaHHS «3a 3aMOBUYYBAHHSIM
JPEG»; rpadiku yactor PSNR nns Bunaakis RD-OPT kBanTyBanHs 63 mopory
(orrrumizartii Tabnuii kBaHTyBaHHS). OLIHKA HA UX OUISHKAX € (GaKTHIYHUMU
nokasHukamu pesynbraty crucHenHs JPEG 3 kxomyBannsam Xaddmana, a He
OIIIHOK eHTpormii. byno BusBIEHO, MO METOJ TEOPETHUYHOTO MOPOTOBOTO
3HAUEHHS 3 TaOJMIICI0 KBAaHTYBaHHS B BIJHOIICHHI PO3MIPY-CIIOTBOPECHHS
npuBoAuTh 10 30uIbIieHHST PSNR Ha 2 nb, mopiBasHO 3 anroputMom RD-OPT
KBaHTyBaHHS 0e3 moporoBoi oOpoOku, Ta Ha 4 nb mopiBasHO 3 JPEG 3
TaOJIUIICI0 KBAHTYBAHHS «3a 3aMOBUYBaHHSAM». Y BHUMAJKYy IOPOTOBOTO
3HAYEHHS 3a JIOMOMOTOI0 1H(GOPMAIIITHOTO KPUTEPir0, HAIl aJITOPUTM JIOCSATAE
Mmaibke Tieli )k PSNR, mo i cxema xomyBamas RD-OPT 6e3 moporosoro
3HAYCHHS, B HHU3bKUX OITOBUX IIBUIAKOCTSX. BTIM, ICHye MOMEHT i 000X
TECTOBUX 300paKeHb, 32 TKUMH MPOTYKTUBHICTh TIOUNHAE 3HIKYBATHUCH.

EdextuBHiCTs  Hammx  ra00aqbHUX  MOPOTOBHX  METOAIB, IO
3acTOCOBYIOThCA 0 0a3oBoi niHii JPEG 3 BUKOpUCTaHHSIM pe3yJbTaTiB
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CTUCHEHHS, HABEJCHO IS JBOX KIACHYHHX 300paKeHb Yy Tpajaiisx ciporo
«Lenay (puc. 1.a) 1 «Boat» (puc. 1.0).

&

~+— Theoretical thresholding-RD-OPT

---- RO-OPT

Il -« - Default JPEG table

—+ - IC thresholding-RD-OPT

-8-- RD-OPT

—+ - |C thresholding-RD-OPT
-« - Defaut JPEG table
—— Theoretical thresholding
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Puc. 1 — a) nopiBHAHHS MMOKAa3HUKIB II100aJIBHOTO MOPOTY
3 Qg I 300paxenHs «Lenay; 6) nis 300paxenns «Boaty

Pesynprati excnepuMEHTy AOBOMSTH, IO METOJ BHOOPY IOPOTOBOTO
3HAYCHHS 3 BHUKOpHCTaHHsAM Cross-validation, mosBosasie oOpatu  Oinblie
MIOPOTOBE 3HAYCHHS, HIXK METOJI TCOPETUIHOT'O BUOOPY TIOPOTOBOT'O 3HAYCHHS; a
METOJ] 3 BUKOPHCTAHHSAM iH(OPMAIIHHOTO KPUTEPiI0 HE 3aJJ0BOJBHIE yMOBaM
CTUCHEHHsI 300pa)keHb 1 HE JJa€ CYTTEBE MIJBUINECHHS €(DEKTUBHOCTI.

[IpoBeneHne MOCHIKEHHS JOBEJIO MOXKIHMBICTh ICTOTHOTO ITiJIBHUIICHHS
e(heKTUBHOCTI CTHCHEHHS 300pakeHb, mpeacTaBieHux y ¢opmari JPEG Tta
3HIDKCHHS po3Mipy (aiiry 6e3 MOMITHOTO 3HIKEHHS SKOCT1 300paKeHHS.

ITEPEJIIK IIOCHUJIAHDB
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CTATUCTUYHUM AHAJII3 JKII
KOE®IIICHTIB JPEG 30bPAXKEHD
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Digital technologies allow people to receive and process enormous general
information and securely store it. Presently, one of the most important tasks is
the creation of compression methods, the use of which allows improving the
characteristics of the system of transmission, processing and data registration.
The purpose of this work is to substantiate the expediency of choosing the
Laplace distribution for the statistical description of DCT coefficients from a
statistical point of view. The main idea of the work is to use a double stochastic
model, according to which not only DCT coefficients but also the variance of
these coefficients will be considered random.

JPEG mmpoko BUKOPHCTOBYIOTHCS JUIsI CTUCHEHHS 3 BTpaTaMH HEPYXOMHX
KajapiB. BTiM BiIKpUTHM JIMIIAETHCSA THTAHHS BHU3HAYCHHS PE3YIIBTYHOUOTO
CTAaTHCTHUYHOTO PO3MOALTY ICJII BHUKOHAHHS JUCKPETHOTO KOCHHYCHOTO
nepetBopeHHss (DCT) nmns koxHoro 3 OJIOKIB Ta OTPUMAHHS BIAMOBITHUX
Koe(iIie€HTIB.

Taki 3HaHHsS Oynu O KOpHCHI, HANPHUKIAI, y BHYTPIINIHBOMY YCTPOi
KBaHTyBaua 1 IIyMO3arjiyiryBaya Jjis HOKpaHIGHH}I 300pa’KeHHS.

Bepxwiii JIBHM T G

KOCQIIIEHT Ha3UBAETHCS t Ll
MOCTIHHUM KOe(DIIIEHTOM, \ f t t t
a pemra — 3MIHHUMH L L L1l
Koe(ILIEHTaMH. L L1 1
MacmraOyBaHHs L1 11
ricrorpaMu  30epiraeTbcs OO S|
OJTHAKOBO IUISL BCiX /S N O
MOCTIMHUX KOEPIIIEHTIB B (6)

1LOMY Ipadiky. Puc. 1 — 300pakenns «bridge» (a) Ta ricrorpama
Baxnusoro DCT koedirienTiB 300paxenns «bridge» (0)

XapaKTePUCTUKOIO

TUTIOBUX 300paXkeHb € Te, 1[0 BOHU MaIOTh 3MIHHY Juciiepcito 61okiB. Tomy mu
MOJICITIOEMO 300paKCHHS 3a JIONMOMOTOK0 TOJIBIHOT CTOXAaCTHYHOK MOJIEI,
MPUYOMY JUCIIepCiss po3moaiIiB ['ayca TakoX € BUIMAIKOBOIO BenMWunHOMO. [le
BUSBIIIETHCSI BHU3HAYATBHUM (AaKTOpOM It (OpMH PO3MOMLITY KOE(]IIiEHTIB.
Yepes ywitapuicte JIKII, nucmepcis rayciBCBKOrOo pO3MOALTY, OTpHUMaHa
[IUISIXOM 3aCTOCYBaHHS IEHTPAIbHOT TPAHUYHOT TEOPEMH, MPSIMO MPOTOPITiHHA
nucriepcii  0510ky. OJHak KOHCTaHTa TMPOMOPIIAHOCTI pi3HA IS PIZHUX
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Koe(DIlIEHTIB: BOHA MEHUIE B MIPy TOro, SIK MU WIEMO A0 OUIbII BHCOKHX
4acTOTHUX KoedimieHTiB. Ha HU3BKMX dYacTOoTaxX, Bard CYCIIHIX TIKCEIiB
0JIM3bK1, TOMY MHiJICYMKOBE IiJICYMOBYBaHHS 3a3BUYail MPU3BOAUTH O BEIUKHX
BennunH. OJHAK Ha BUCOKMX YacTOTaxX Bard CYCITHIX MIKCENIB OJM3bKI 3a
BEJIMUMHOI0, ajle NpOTWIEKHI 3a 3HakoM. Konu mikceni KopeiaboBaHi
MPOCTOPOBO, 3arajJibHUil edekT moyisirac B TOMY, IO BOHU CXWJIbHI
B3a€EMOBHKJIIOYHI OJIMH OJHOTO B MIJCYMOBYBaHHI, 1 ToMy orpumanuii DCT
Koe(DILIEHT 3a3BUYail Ma€ Majly BEJIUUYHUHY.

IcHye anbTepHAaTUBHE MOSICHEHHS IBOTO SIBHINA 3 OUIBII TpaauIiiHOT
nepcrnekTuBu 00pooku curHainiB. I[loomoyno JIKII mokHa iHTEprpeTyBaTH SK

- — : pO3KJIaaHHs Ii/1lana3oH1B

10 Hxl‘_ﬂl‘lbl'.lllarl fit ; | .
al-Gaussian i micIs MOBTOPHOTO
o KOMIIOHYBaHHS ~ KOe(III€HTIB.
o[ . Tomy posnoninu koediieHTIB
I/ HaCIpaBi €KBIBaJICHTH1

ricrorpaMaMm  pi3HMX  HiA30H.
OcCKiUTbKM BC1 MPUPOJHI 00pa3u
wf . BOJIOAIIOTH NEBHUMH CTYIICHSIMHU
~ | NIPOCTOpPOBOI  Kopensmii,  ix
It CHEPTis 3a3BUYal 30Cepe/KEHA B
H N ' HWDKYIM CMy31 4acToOT.

A ;]]ulh_- o B pe3y_]1},TaTi IIPUPOIHO
(a) (6) OUIKyBaTH OUIBIIOI eHeprii —
OTXKe, OUIBIIOI Jucrepcii — B
HU3bKOYAaCTOTHUX IIIINAa30HaX
BUXIJTHOTO 300pa)K€HHS, HIK MU
OUYIKyEMO BiJI BHCOKOYACTOTHUX
nig3oH. ToMy, KO MU TUBUMOCS Ha TiCTOrpaMy, IIMpHHA po3moainy Jlammaca
3MEHIIYETHCS TP PYCi 10 BUCOKOYACTHOTO Mi/I/Tiana3oHy.

OCKUTbKM CIUIECKH TPAIOTh BEJIHMKY pOJIb IS CTUCHEHHS 300pa)KeHHS
3a gomomororo JPEG 2000 1 mnudpoBe CTUCHEHHS BieO CTae BCe
MOMYJSPHIIIAM, MU BBa)KAa€MO, IO Il aHATI3W OyIyTh KOPUCHI JUIsl PO3BUTKY
MYJIBTUMEIIHHUX CUCTEM.

Puc. 2 — 306paxenns: «baboony (a)
Ta TicTorpamMa i anmpoKcuMalis
U151 300paskeHHs «baboony (6)

[Mepenik mxepen:

1. Kypiauit A. A. Bukopucranss amnapary WMoBipHicHUX P-P rpadikis pis
nocmimpkerass posmonainy JKII koedimientie JPEG 300paxens // 23-i
Mixuapoguuit mMononikHuN Gopym «Pamioenektponika ta momomp y XXI
cTomiTTi». 30. MarepianiB papymy. T.4. — Xapkis: XHYPE. 2019. — C. 78-79.

2. Poguria M.B., ®enopos O.B. BpaxyBaHHS CTPYKTYpHUX BIIACTUBOCTEH
300pakeHHs TIpu OIiHIOBaHI sAKocTi ctucHeHnx JPEG 300paxkens //

CximHo-E€Bporeiichkuil KypHaN mepenoBux texHojoriid. — 2015. — Vol. 6/4,
Ne 78. — P. 54-64.
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JOCJIHITKEHHS AJITOPUTMIB PO3III3HABAHHASA
T'EHJEPHOI IPUHAJIEKHOCTI JIIOJUHU 3A II TOJIOCOM
€pmonaeB A.A.

HaykoBuii kKepiBHUK K.T.H., I0L. 3010TapboB B.A.

XapKiBChbKUW HalllOHATBHUMN YHIBEPCUTET PaII0CIEKTPOHIKH
(61166, Xapkis, npocm. Haykwu, 14, kad. IMI, Ten. (057) 702-14-29)
e-mail: artem.yermolaiev@nure.ua

Object of research — methods of gender recognition using speech signals.

The purpose of this work is a research and implementation of methods for
automatic gender identification by voice.

The main methods of gender recognition using speech signals are: method
of support vector machines, method of gaussian mixture model. A comparative
analysis of methods has been made. Voice features and a method of their
extraction on a basis of mel-frequency cepstral coefficients were reviewed. Also
algorithms of gender recognition through speech were reviewed. In the practical
part the algorithm of gender recognition was implemented based on the
frequency of the main tone of voice.

Mera po0OOTH: [OCHIIATA Ta BIPOBAIUTH METOAM ABTOMATHYHOI
ineHTrdikaiii cTaTi JOIUHH 32 TOJOCOM.

VY xoni pobotu Oynu pO3TISHYTI OCHOBHI METOAM PO3IMI3HABAaHHS CTaTi
JIOJMHU 32 TOJIOCOM: METOJ OMOPHHUX BEKTOPIB, METOJ| I'ayCOBUX CYyMIIIECH.
Bynu po3risHyTi rolocoBi O3HaKM Ta METOJ iX BHJIYYEHHsS Ha OCHOBI MeJ-
JAaCTOTHUX KEINCTpalbHUX KoedimieHTiB. B mpaktuuniii dactuHi Oyi0
peagizoBaHO aJITOPUTM PO3II3HABaHHS CTAaTl Ha OCHOBI YacCTOTH OCHOBHOTO
TOHY ToJiocy Ta 2-0i pOopMaHTHOT YaCTOTH.

ExcniepumenTanbHi  JOCHKEHHS aJITOPUTMY PO3MI3HABaHHS  CTaTi
JTUKTOpa 3 OJTHOCTAITHUM BHM3HAYCHHSIM KUIBKOCTI HYIIB B cMyrax (pOpMaHT
MPOBOJWIIMCS METOJOM CTaTUCTUYHOTO BUNPOOYBaHHS Ha BHOIpKax S5-Tu
CUTHAJIIB /I KO)KHOTO 3 5-X Pi3HUX JUKTOPIB YOJOBIYOT Ta XKIHOYOI cTaTi. 3a
BUOIpKaMH OI[IHIOBAJIMCA TIApaMeTpy BUPIMIATBGHOTO TMpaBWia, a TaKOX
KOHTPOJIbHI BHOIPKH peajbHUX CUTHAJTIB BUKOPUCTOBYBAJHUCS IS OIlIHIOBAHHS
SIKOCT1 PO3MI3HABAHHS CUTHAIIIB.

JlocmipKeHHsT TOKa3aid, 10 HaWOLIBIIMK BHECOK B PO3MI3HABAHHS
BHOCHUTH Jpyra (opMaHTa 1 TOKa3HUK ii €KCIecy, JI€ MOXKIHMBE JIiHIHHE
po3mineHHss kinaciB. Ha puc. 1 mokazaHo oTpuMaHe EKCIEpUMEHTAIbHE
30CEpPEe/KCHHS TMap BUMIPIOBaHb CEPEIHBOTO 3HAYCHHS JpYyroi (OpMaHTHOI
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YaCTOTU OCHOBHOI'O TOHY Ta KO€(IUIEHTY €KCLECY MJis I'SITH >KIHOYMX TOJIOCIB
(TpUKYTHUKHM) 1 M['ITKH 4YoJoBiUMX rosiociB (kBaapatu). lle mo3Bossie
BUKOPUCTOBYBATH JJIA ApYroi GOpMaHTH JIHINHI pO3AUIAIOY]l MEK1 MK HUMH.

2.5 A T &
| \ e
fercn
1.5 \"\ -
L ) 5“& .
A '\
| | | |

A0° 14x10°  1.6x10°
2

Pucynok 1 — 3ocepemxeHHs map BUMIPIOBaHb CEPEIHBOTO 3HAUCHHS JIPYTrOi
(bopMaHTHOT YaCTOTH OCHOBHOT'O TOHY 1 KOe(illi€HTa €KCIIeCy IS )KIHOUUX
roJiociB (TPUKYTHHKH) 1 YOJIOBIUHMX T'OJIOCIB (KBaJIpaTH)

ExcriepumeHTaabHe JOCTIIKCHHS T0Ka3ajo0 IMOMUJIKY HMOBIPHOCTI
po3mizHaBaHHs, 1m0 gopiBHioe 0. [Ipu momatkoBid Ali aAMTUBHOI 3aBau THUITY
rayciB OUIMii 1TyM, OTpHUMaHa OIiHKA CepeIHbOi HMOBIPHOCTI MPABUIBLHOTO

pO3Mi3HABaHHS INpH BigHOWmeHHI curHANW/ImyM 9 = 20 | ;s anropurMy
pO3ITi3HABaHHS 110 YaCTOT1 OCHOBHOTO TOHY Ta 2-0i1 (hpopmanTHOT yactotu — 0.8.

[IpoBenene JOCIKEHHS MIATBEPIKYE MOXKIMBICTH BUKOPHUCTAHHS
3aIpPOIIOHOBAHOTO AJTOPUTMY PO3ITi3HABAHHS 110 YaCTOTI OCHOBHOT'O TOHY Ta 2-
01 (OpMaHTHOT YACTOTH.

ITEPEJIIK ITOCUJIAHb

1. IlpecuskoB N.H. ABTOMaTH4YeCKO€ pacrno3HaBaHHE PA3[AECIbHBIX CIIOB
u ¢orem peun / W.H. Ilpecusaxos, C.B. Omenbuenko. // PagnosnekTpoHuka u
nH(popMaTHKa HAydHO-TeXHIIeCKui xypHaIL. — 2003. — No2. — C. 41-47.

2. TlpecusxoB W.H. ABTomMaTtmueckoe pacro3HaBaHUE pPedHd B KaHaIaX
nepemaun / W.H. Ilpecuskos, A.B. Owenpuenko, C.B. Owmenpuenko. //
Pagnosnexkrponnka n mHpOpMaTHKa HAydYHO-TeXHUYECKU *KypHan. — 2002. —

Nel. - C. 26-31.
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JOCJIHITKEHHS IMOBIPHOCTI BUHUKHEHHSA PUSUKY
TA AHAJII3 3JIOBMUCHHUX ITPOI'PAM
Ilecrepena C. €.

HaykoBuii kKepiBHUK — K.T.H., 7011. 30J0TapboB B.A.
XapKiBChbKUW HalllOHATbHUHN YHIBEPCUTET PAI0CIEKTPOHIKH
(61166, Xapkis, npoct. Haykwu, 14, xad. IMI, Ten. (057) 702-14-29)
e-mail: sofiia.pestierieva@nure.ua.

The technological advances in computing devices have created great
impact for wide range of application. Since computing devices may be coupled
with third-party software applications, so, many security and privacy
difficultiescan be stimulated by malwares.

Object of research — methods to improve safety for computer systems as for
home users and business users.

The purpose of this work is a research malware and threat analysis. Build
classification certain malware.

Merta poOOTH — JOCIIIKEHHS TCHJICHIIIT PO3BUTKY 3JIOBMHCHHUX IPOTPaM y
CBIT1 32 OCTaHHI POKHU.

VY xoai pobotu Oynu posrisuyTi 10 aktyansHuX BipyciB (a came GoBot2
Formbook, Joao, TrojanDownloader.FakejQuery, Remaiten, Prikormka,
Mooze/AdWare.LoadMoney, Mumblehard, Aibatook) Ta posriasiHyTo MeTOoaU

Ta €Tanmu iX PO3MOBCIOPKEHHS, BCTAHOBJEHHS, 3allyCK Ta BUKOHAHHS
3JIOBMUCHUX MpOrpaM (KOMaHs)
VY xoai pociimpkeHHs Oyo npoaHanizoBaHo 5 BipyciB (GoBot2, Remaiten,

Prikormka, Mooze, AdWare.LoadMoney, siki MatoTh OUIBIIT OOIIMPHI BIJIOMOCTI)
3a TaKUMH (paKTOpaMu: IMOBIPHICTb, CKJIQJHICTh peaizallii Ta 3aCTOCOBHICTb.

ITig iIMOBIpHICTIO PO3YMIEThCS MMOBIPHICThH MIIXOIUICHb T4 PO3PAaXOBYETHCH,
gk 0,1 3a akryanbHICTH pecypey Ta 0,5 Bif KUTBKOCTI Bpa3IWBOCTEH, a came Ha
110 BiH crIpsiMOBaH ((haiin, TeKa, BUKOHAHHS KOMaH/I Ta iH.).

ITin ckmagHicTIO peamizamii po3yMi€TbCs HEOOXIAHICTh HASBHOCTI Y
nopymrHuKa pexxumy Ib Ta 3aneXxuTh BiJl KUTBKOCTI €TaliB BCTAHOBICHHS OJHUH
etan Mae Bary 0,05, sKIo BCTaHOBJIEHHS Bipycy mnoTpebye 4 eramu, TO
CKJIaJIHICTh peanizaltii 0,2.

[Tiz 3aCTOCOBHICTIO PO3YMIETHCS MOKIIMBICTh 3aCTOCOBYBATH KiOepaTaKy
Ha PIiBHI pI3HUX apXIiTeKTyp, (PPEHUMBOPKIB, OIEpaIiiHAX CHCTEM, MOB
MporpaMyBaHHs. B Hamomy BHMaAKy BiJl aKTyaJbHOCTI OTIEPAIIMHOI CUCTEMU
JUTSL 3BUYAHOTO KOpHCTyBada Ta ii Bepcii. KoedimienTn s po3minmia Tak, Mo
g OC Linux=0,05; mis Win32=0,1; ma Win64=0,15.
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Bbyno moOynoBaHo TaOnMIIO 3 PO3PAXyHKOM IMOBIPHICTh BUHUKHEHHS
pPHU3UKY, siKa HaBeAeHa B Ta0m. 1

Tabauus 1 — Po3paxyHOK iMOBIPHOCTI BUHMKHEHHS] PU3UKY

Koedi- _ Ha3_Ba BipyCy
dakrop Knacudixarop . Remai- | Prikor- AdWare.-
mieaT | GoBot2 Mooze
ten mka LoadMoney

ImoBipHicTR AKTyaJbHICTh

Topent-daiin | 0,05 +

Bpayzep 0,1 + + + +

KinpkicTh BpaznuBocTei

Teka + +

daiin + +

Bukonanus

. +

(haiinis

3ammc

peectpa 0,05 * *

Bukonanus +

KOMaH/I

Kpanixkka

00JIIKOBUX + + +

JAHUX
Cyma 0,2 0,2 0,25 0,2 0,15
CkinamHicTh Kinekicte
peanizarii eTarrB 0,05 5 1 2 4 1

BCTAHOBJICHHS
Cyma 0,25 0,05 0,1 0,2 0,5
3aCTOCOBHICTE Omneparriiina cucrema

Linux 0,05 +

Win32 0,1 + + +

Win64 0,15 + +
Cyma 0,15 0,05 0,25 0,1 0,1
3aranbHa cyma 0,6 0,3 0,6 0,5 0,3

3a pe3ynbraTaMM TPOBEICHOTO  JOCHIDKEHHS Oyau  pO3IIIAHYTI
pPI3HOMaHITHI BIpyCH Ta TpoaHaii3yBaja IMOBIPHICTh BUHUKHEHHS PHU3UKY B
3aJIEKHOCTI B/l PI3HUX YMOB.

[Mepenik mxepen:

1. SECURITY REPORT 2017/18 [Enextponnmii  pecypc] //
https://www.av-test.org/en/news/. — 2018.

2. Threat Encyclopaedia [ EnexTpoHHMIA pecypc] //
https://www.virusradar.com/en/threat_encyclopaedia/filter?page=. — 2019.

3. IIpo 3arBepmkenns I[lomoxeHHS mpo oOpraHizamio 3axofiB 13
3abe3reueHHs  iHpoOpMaIiiHOi Oe3nekn B OaHKIBCHKIM cHcTeMi YKpaiHu
[Enextponnuii pecypc] // IlocranoBa HamionansHoTo 6anky Ykpaiau. — 2017.
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3ACTOCYBAHHA METOOQY TEOPII CUCTEM
HIO10 AHAJII3Y EJIEKTPUUYUHHUX IIPUCTPOIB
bonnap O./1.
HayxkoBuii kepiBHuk: — K.T.H. Cxopuk 1O.B.
XapKiBChbKUW HalllOHATBbHUN YHIBEPCUTET PAI0CIEKTPOHIKH
(61166, Xapkis, nmpocn. Hayku, 14, kad. iHpopmaliitHO-MepeKHOT iHXKEeHePl,
(057) 702-14-29)
e-mail: olha.bondar@nure.ua Ten. 098-440-18-05

The increasing complexity of processes and events in science, technology
and other fields of activity is the ever-expanding use of mathematical and
computational methods. In connection with these circumstances, the concept of
“system” is enriched in content and acquires quantitative characteristics. The
concepts of complex and large systems, systems engineering, systems theory,
systems approach are widely used. Traditional scientific directions and
educational disciplines are influenced by the theory of systems and systems
approach. terminological and mathematical apparatus.Here we consider an

example of applying a systematic approach to the analysis of electrical devices.

Cucrema — 11 CYKYIHICTh O0'€KTIB, MOB'I3aHUX OyAb-SKUMH (opMaMH
B3aeMO/i1 a00 B3aEMO3aJIEKHOCTI.

3 TOYKM 30py MaTeMaTH4HOi MOJeni cucreMa mae (opMy CYKYIHOCTI
3MIHHHUX Ta CIIBBITHOIICHB, IO 1X MOB'SA3YIOTh.

Mogenb Gi3UIHOT CUCTEMU TMOB'SI3y€ MK COOOI0 3MiHHI TPHhOX THIIIB:

— xigmi [V ]=[v,,v,, Vs, ..., v, |;

— BUXIJHI [Y]: [yp Yor Yareen yr];

— uyTpimHi (mpomixai) [X |=[X,, X,, X5, ..., X, .

BryTpiniHi 3MiHHI TaKOK MarOTh Ha3BY 3MIHHUX CTaHY.

AHaJIi3 CUCTeMH IPYHTYETHCS Ha PO3B'I3aHHI CHCTEMHU MAaTPUIHUX PIBHSIHB:

(0= Flxt) v}
y(t)= o0 0]

[lepiie piBHSHHS € PIBHAHHSIM CTaHy CUCTeMHU. PO3B'SI30K 1IbOTO PIBHSHHS
TIOBHHEH 3210BONLHATH TIOYaTKOBIi yMoBi X, = X(t, ).

X(t) = wlx(t,). v(t)].

Jlpyre  piBHSHHS  Ha3WBA€ThCA  BHUXIJIHUM  PIBHSHHSIM,  OCKUIBKH
BH3HAYa€ BUXIHI 3MIHHI B 3aJCKHOCTI B BEKTOPY BXIJHHMX BIUIUBIB Ta
BEKTOPY CTaHIB CUCTEMH.

VY Bumanky xonu (QyHKIII MpaBUX YAaCTUH PIBHAHB € JIHIWHUMU, CHCTEMa
BBa)XA€THCS JIHIIHOIO.
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9 y()= AX()+ BH) V(1)
y(t)=C(t)x(t)+ D(t) v(t).

ne A(t) — matpums cuctemu, e KBajpaTHOIO N-ro mopsaaky; B(t) — marpums
KepyBaHHs posmipoM Nxm;C(t) — MaTpuus BuXOLy po3Mipom rxn;D(t) —
MaTpUIls BXOAY PO3MipoM Fx M. OCKUIBKM €IeMEHTH MaTpHIlh 3aJekKaTh Bij
4acy, CUCTeMa € HeCTalllOHapHOIO (MapaMeTPUYHOIO).

Sxmo Marpurii A, B, C , ta D He 3amexats BiJ yacy, TO CHCTeMa €

JHIAHOIO CTAllIOHAPHOIO 1 PIBHSHHS HA0YBalOTh BUTIISILY:.

%x(t)z Ax(t)+ B v(t),
y(t) = Cx(t)+ D v(t).
Hns Toro, mo0 mnoOyayBaTd B Takid (QopMi MaremMaTHYHy MOJIEIb
€JIEKTPUYHOTO MIPUCTPOIO CJI17] BUKOHATH HACTYITHI KPOKHU:

1. Ha cxemi mpucCTporo 3aMIHUTH KOXHY IHAYKTHBHICTH L, 1aeanbHuUM
JoKepesioM cTpymy BeiuumHOW i, (t), KoxHy emmicte C, — izeanbHEM
JUKEPEIOM Halpyru um(t).

2. V xoii, I0 YTBOPHUJIOCA Ta CKJIAJAETHCS JIMIIE 3 JUKEpENl Ta OMOpiB,
po3paxyBaTd Ha MArpyHTI 3akoHiB Kupxroda ta Oma cTpymu uepes jKeperna
Hampyrd Ta Hampyrd Ha jpkepenax crpymy. Ciim po3risigatd TUTBKH  Ti
JoKepeta, SKUMH O0ys10 3aMIHEHO €MHOCTI Ta 1HIYKTHBHOCTI.

3. TlpoBectn 3amiHy 3MIHHHX pPO3paxOBaHWX HANPyr Ta CTPYMiB 3a

di (t) . du, (t
npasmmom: U (t)=1L, —m( ); i, (t)=C, —"( )
dt dt
Bracmimok  1mux  KpokiB  Oyme  yTBOpeHa  CHCTeMa  JIIHIHHHUX
nudepeHIIAIbHUX PIBHSIHB MEPIIOr0 MOPSAJKY, BUpakeHa depe3 3MiHHI CTaHy,
SAKUMU € CTPYMH Yepe3 IHIYKTUBHOCTI Ta HAMIPYTU HA EMHOCTSX.
[Ipukiian yTBOpEeHHS CHUCTEMi Ha MIATPYHTI MACUBHOTO (DUIBTPY HHUKHIX
4acTOT HaBEJEHO Ha puc. 1.
R1 R2 r,=RICL;, r,=R2C2 k:ﬂ;
R2
1+k Kk
t t C1l c2 - — 1-k
e(t) ul()T T dfu®]_|" o o | [uO], )]
L T atlu,@)] | L _1||luw®] | § '

0

7 7
Pucynok 1 Cxema ®HUY Tta BiamoBinHa cuctema piBHSHB B IPOCTOP1 CTaHIB
[Mepemnik mxepen

1. Curopckuii B.I1., Martematnueckuii anmapat uHxeHepa [Tekct]: —
Kues, «Hayxa», 1977, 770 c.

2. 3ane JI., He3zoep Y., Teopus nuHelHbIx cucteMm. (MeTon mpocTtpaHcTBa
cocrosinmii). Ilox pemakumeit I'. C. Ilocmenora [Tekctr]: — M., «Haykay,
1970, 704 c.
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PO3I'OPTAHHS MIKPOCEPBICHOI APXITEKTYPH
3A IOIMOMOI'O1I0 IOKEPA
Bacinwena 10.C., Kypuno O.B.
HaykoBuii kepiBHUK — cT.BUKJ. Kad. IMI Maninin O.I1
XapKiBChbKUW HalllOHATBbHUN YHIBEPCUTET PAI0CIEKTPOHIKH
(61166, Xapkis, npocn. Hayku, 14, kad. [ndpopmaiiitno — mepexxHoi
imkenepii , ten. (057) 702-14-29)
e-mail: juliyal 999@gmail.com, Texn. (096) 234-14-68
oleksandr.kurylo@nure.ua, ten. (099) 563-03-58
A recent Nginx study found that 36% of businesses currently use
microservices, while another 26% conduct research on how to implement them.
This paper discusses the benefits of microservices as well as how they interact
with docker. The advantages of the microservices that we are talking about in
the work helps to flexibly configure applications and takes care of data
persistence. Containerization is very widely used in modern programming,
and this is what we will consider in our work. We will also consider docker,
which is the most popular and used platform for the development, operation
and delivery of applications.

MikpocepBicu - Bce OUIbII MOMYJspHA apXITEKTypa JUIsi CTBOPECHHS
MacIITadHUX T0JaTKiB. BOHM TakoX BITOMI SIK MIKPOCEPBICHI apXiTEKTypH -
1€ apXITEeKTYPHUHN CTUIIb, IKUH CTPYKTYpPYE IOAATOK SIK HAOIp CepBICIB, fKi:

* PemoHTONIpHAATHI Ta JIETKO NMEPEBIPAIOTHCS;

* Hezanexxno posropraemi;

» HaneXxuTh HEBEITMKIA KOMaH/I1.

MikpocepBicHa apxiTekTypa 3a0e3leuye IIBUAKY, 4YacTy 1 HaIiiHy
JOCTaBKY BEIMKHUX 1 CKJIaAHUX gojarkiB. lle Takoxk m03BoJisge opraHizarii
PO3BHBATH CBIM TEXHOJIOTIYHUN CTeK. ICHye Oe€3i14 IUII0CIB, MPOMOHOBAHUX
apxitekTyporo Microservices. OCh KiJIbKa 3 HUX:

* MikpocepBiCH MOXYTh JIETKO aJalTyBaTHCS JIO IHIIUX CHCTeM abo
TEXHOJIOT1H.

* BigmoBa 01HOTO TpOIIECY HE BIUIMBAE HA BCIO CUCTEMY.

» Hamae miaTpyMKy BETTMKHUX MIAMPUEMCTB, 8 TAKOK HEBEITMKHM KOMaH/IaM.

* Moxxe OyTH pO3TOpHYTHI HE3aJICKHO 1 Y BITHOCHO KOPOTKI TEPMiHHU.

[Inrocu:

* CB0001a BUKOPUCTAHHS PI3HUX TEXHOJIOTIH.

* KosxeH MikpocepBic OpiEHTOBaHUI HA OJHY MOXKIIUBICTb.

* [linTpumye okpeMi po3ropTaemi OJIOKH.

* Jlae 3MOry YacTHM BUITyCKaM MPOTPaAMHOTO 3a0€3MeUeHHS.

* 3abe3neuye 0e3MneKy KOKHOTO CepBiCy.

* Kinbka cepBiciB mapajienbHO PO3POOIISIIOTECS 1 PO3TOPTAIOTHCA.

Minycu:

* 30UTBLIYE MPOOJIEMU YCYHEHHS HETOJIa0K.
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* 30UIbILIEHHS 3yCUJIb JJIS HAJTAIITYBAHHS Ta 1HIIKUX OMEpaLlii.

* CkJ1aJHO MIATPUMYBATH O€3MEKY TpaH3aKIIii.

* Baxxko BiICTEXYBaTH JaH1 yepe3 pi3H1 KOPIAOHH.

Konrelinepu3anis - e TUI cTpaTerii BipTyasi3alii, 0 3'IBUBCS B SIKOCTI
anbTepHATUBM TpaJAMIINAHOI BIpTyanizalii Ha OCHOBI rinepsizopa. Ilpu
KOHTEHHepHu3allli omepaliiHa CUCTEMa MOXE€ BHKOPHUCTOBYBATUCSA CHIIBHO
KOHTEHHEpamMu, a HEe KIOHYe€TbCA MJs KOXHOI BIPTyaJbHOI MAIlMHU.
Hanpuknan, Docker Hanae miargopmy BipTyaiizailii KOHTEHHEPIB, KA CIYKUTh
rapHOIO aJbTEPHATUBOIO YrO/1aM Ha OCHOBI TilepBi3opa.

OcHOBHa 0COOJMBICTH KOHTEMHEPIB - 1€ T€, 110 BOHU € HE3MIHHUMU
(immutable). Sxuo B CTBOpUIM KOHTEWHEpP OAMH pa3, BiH 30epirae MmoBHUN
3minok (aisioBoi cucteMu. Y Oyab-sSKU MOMEHT, HE3aJIeKHO BiJl CEpeoBHINA
3amycKy, 11e Oyje MOBHICTIO 1ZIEHTUYHA KOTIis cepBicy, Bkiatouaroun OC Ta Bci
HeoOxiaH1 BaMm dlI-0i6miorexn. Takuii koHTeliHep Oyne mpalioBaTH CKpi3b
OJIHaKOBO: Ha MallIMH1 PO3pOOHMKA, B TECTOBOMY OTOYEHH1 200 B production.

Jlokep - 11e BinkpuTa miatdopma s po3poOKH, JOCTABKH 1 €KCITyaTaIlii
nonxatkiB. Docker po3poOyieHuil mjist OUTBIN IIBHUIAKOTO BUKIQJaHHS BalllUX
nonatkiB. 3a gomomoroio docker BM MoxeTe BIJOKPEMHMTH Balll JOJATOK BiJ
Bamoi 1HQpPacTPyKTypu 1 MOBOAMTHCS 3 IHPPACTPYKTYpOIO SIK KEPOBAHUM
nomatkoMm. Docker pomomarae BWKIamaTH Baml KON INBHIANIE, [IBUIIIE
TECTYBaTH, INBUJIIE BUKIAAATH TOAATKH 1 3MEHIIUTH 4Yac MDK HalUCaHHSIM
Koy 1 3amycky koamy. Docker poOuTh 1ie 3a IOMOMOIOI0 JETKOBaroBoOi
maTdhopMu KOHTEHHEPHOI BipTyaiizallii, BAKOPUCTOBYOYH MPOIECH 1 YTUIIITH,
AK1 JIOTIOMararoTh KepyBaTH 1 BUKJIAJaTH Ballli MPOTPaMHU.

Y cBoemy snapi docker mo3Boisie 3amycKaTH MPAKTUYHO OYIb-sIKHMA
JI0J1aTOK, O€3MEeYHO 1301b0BaHE B KOHTEHHEp1. be3neuna 13051111 J03BOJISE€ BaM
3aIyCcKaTH Ha OJHOMY XOCTI 0araTo KOHTEHHEPIB OJTHOYACHO.

Docker - BigMiHHHE IHCTPYMEHT /Ui YIOPABIIHHA 1 pPO3rOPTAHHS
MikpocepBiciB. KoxeH MikpocepBic Moxe OyTH J1aji po30UTHI Ha MPOIIECH, 10
BUKOHYIOTBCS B OKpeMHUX KOHTeWHepax Docker, 1mo Mo)kHa BKaszaTu B (aiiax
koHpirypamii Dockerfiles 1 Docker Compose. ¥ moeaHaHHi 3 IHCTpYMEHTOM
3abe3nedeHHs, TakuMm sik Kubernetes, KOXHUN MIKpOCepBIC MOKe OyTH JIETKO
PO3TOPHYTHIA, MACIITA0OBAaHUH 1 CHUTLHO BUKOPUCTAH KOMAHIOI0 PO3POOHUKIB.
BkasziBka cepeoBHIna TaKMM YHHOM TaKOK CITPOIIYE 00'€ THAHHS MIKPOCEPBICIB
Uit pOpMyBaHHS OLIBIIIOTO JOMATKY.

Crmcok BHKOPHUCTAHUX IKCPCII:

1. https://www.linode.com/docs/applications/containers/deploying-
microservices-with-docker/

2. https://habr.com/

3. https://vps.ua/blog/docker-and-linux-containers/

4. https://microservices.io/
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PO3POBKA CUCTEMMU CTEXXYBAHHASA
3A PYXOMUMMU OB’EKTAMHA
I'snnunpkuit 5. B.
HaykoBuii kepiBHUK — cT. BUKII. kKad. IMI Maninin O.I1
XapKiBChbKUW HalllOHATBbHUN YHIBEPCUTET PAI0CIEKTPOHIKH
(61166, Xapkis, npocn. Hayku, 14, kad. [ndpopmariiitHo — MepexxHOi 1HxKeHepii ,
tein. (057) 702-14-29)
e-mail: grimesarisao@gmail.com, texn. (095) 157-91-41
The given work is devoted to the ability to track and store routes of moving
objects. The modern level of technologies makes it possible to use navigation
devices in the environment of mobile operators. In this work, compact trackers
are used that perform the work of a terminal device of a mobile communication
network based on the exchange of SMS messages. To be able to commit
the routes of objects it is necessary to create application for the smartphone
and connect the database to store related information. The task being solved
Is widely used in companies and everyday life to control cars, people and
other objects.

VY cydyacHMX yMOBax 3 HasBHICTIO PO3BHHEHHUX IH(OpMAIIHHUX Mepex
CTaJla peajsbHOI MOXKJIMBICTH BIJCTEKEHHS MEPEMIIIEHb PYXOMHUX 00’ €KTIB Y
peXUMI peasbHOTO Yacy Ta ¢ikcalriss MapIIpyTiB pyxy Ha BeO-cepBepi.

CydacHuil piBeHb HU(POBUX TEXHOJIOTIHA O3BOJISIE BUKOPUCTOBYBATH
JOCTYIHI ITUPOKOMY KOJIy KOPHUCTYBadiB HaBIralifHOro  OOJaJHAHHS
IPAITIOI0YOr0 B CEPEOBUIII OTIEPATOPIB MOOUTHLHOTO 3B’ SI3KY.

[Ipencrapinse iHTEpEC 3aCTOCYBaHHS KOMITAKTHUX TPEKEPiB, BUKOHYIOUHUX
(GYHKITIIO TEPMIHATBHOTO MPUCTPOIO MEPEkKi MOOUIBHOTO 3B’SI3KYy, 3aCHOBAaHUX
Ha oOmini CMC-noBigomieHnb. B maniii poOOTI BUKOPUCTOBYETHCS TpEKEp
TK102B. [lns pobotu y Tpekep HeoOximHo BctaHoBUTH SIM kaprty omHoro 3
orepatopiB MOOUTBHOTO 3B’sI3Ky YKpainu. byma obpana SIM kaprta omeparopy
KwuiBcrap. [l B3aeMojii 3 TpekepoM TaKoX HEoOXxigHO MaTu cMmapTdoH abo
TUTAHIIET 13 BcTaHOBIEHOIO SIM kapToro Oyab-1KOoro MOOUIBHOTO onepaTopa. Y
poOOTi BHKOpUCTOBYEThCS cmapTtdhon Samsung A7 2017. ns 30epiranss
iHbopMaIlli 0 Tpekepax BUKOPUCTAHWX KOPUCTYBayeM, IX MPOUJICHUN MUIAX,
MpU3HAYCHUX JUISI KOPUCTYBava HaJAIITyBaHb Ta 1HINOI HEOOXiaHOT iH(OpMaITii
BUKOpHCcTOBYBasiacs Oa3a ganmux Cloud Firestore.

Jnst  dikcamii MapmpyTy NepecyBaHHS TpPEKepy MOXKIIMBI JeKUTbKa
BapiaHTIB, cepea sKUX Oyno po3risHyTo aABa. llepmmii cmoci6d, mo OyB
BUKOPUCTAaHUW B JIaHOMY TIPOEKTi, Mepeadavyac HasSBHICTH KOHTPOIIOKYOTO
MOOUTBHOTO TepMiHANY, Hampukiag cMapTdoHy abo miaHmery matodoro SIM
KapTy MOOLUIbHOTO omneparopy. CMapT(oH mocuiiae BUKIMK HA TPEKEp, AKUU Y
CBOIO Uepry BiJINOBIa€ HA BUKJIUK BIJNPABIISIIOUM CMapTPOHY CBOT KOOPAUHATH
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y Burisgl CMC-noinomnenHs. [pyruii cnoci® mnosnsirae B CTaHOBJICHHI1
TPEKEPY TAKOro PEeKUMY pOOOTH, MPH SKOMY BIH Yepe3 MEBHI IHTEPBAIM Hacy
nocuiae 1H(OpMaIiio PO BIACHI KOOPAUHATH HA CEPBEP B MEPEXKI IHTEPHET.

Jist po3poOKu MOOUIBHOTO 3aCTOCYBAHHS BHUKOPUCTOBYBABCA pYIIii
Flutter - SDK 3 BiAKpUTHM BHXITHHUM KOJOM, po3po0iieHuii koMmaHiero Google.
[lepeBarn BHKOpHUCTAHHS JaHOI IJATGOPMHU MOJATAIOTh Y  KUIBKOCTI
NIATPUMYBAHUX HHUM TPHUCTPOIB, TaKUX SIK CTalllOHApHI KOMII'IOTEpPH Ta
MOOUTBbHI mpucTpoi Ha 06a31 Android 1 10S. V¥V SKOCTI MOBH NporpaMyBaHHs
Flutter BukopuctoBye Dart, sskuii KOMIUTIOEThCSI B O1HApHUI KOJI, 3apaxyHOK
YOro JOCATAETHCS MIBUAKICTH pOOOTH HAPiBHI 3 HATUBHUMHU JIOJaTKaMH.

30epiranns Bciel iHdopmarllii BinOyBaeThes y 0a3i ganux Cloud Firestore -
6a31 tuny document-model, 1m0 mo3BoNIsIE 30epiraTé BCl JlaHi B 00'€KTax, sKi
Ha3WBAIOTHCS JOKYMEHTaMHM, Y BUIIISAII KITIOY-3HaueHHs. Jle 3HaYeHHs Moxke OyTh
YiM 3aBrOJHO, Bl CTPOKOBOI 3MiHHOI 110 OiHapHOro (aiiny, I0 JJ03BOJISIE
JMHAMIYHO 1 IIBUIKO OHOBJIOBATH 1 OTpUMYBaTH iH(opMaIlio. JJokyMeHTH B CBOIO
Yyepry TpymyloThcS B KOJEKIii, IO JO3BOJISIE OTPUMYBATH JIMIIE TOTPIOHY
1H(OpMALIiI0 3MEHIITYI0OYH 00CAT OJIEPKYBAaHUX JAHMX 1 IIBUIKICTH OOPOOKH 3aIUTYy.

ANropuT™M poOOTH TIpOrpamMu, BCTAHOBIEHOI Ha MPH3HAYCHOMY JIJISt
KOpHCTYyBaua MPUCTPOi, MOJIATa€ B opraHizaiii mnepeiadi KOMaHJ TpeKepy Ta
npuitomi Bim Hboro CMC-nosigomsierb. Otpumane CMC-TOBigOMIIEHHS
00pOoOJISIETECS 1 OTPUMaH1 3 HHOTO KOOPJHMHATH 3aMHUCYIOThCS 10 0a3u JaHuX
IPUCTPOSI 1 CHHXPOHI3YIOThCA 3 0a3or0 gaHux Ha cepBepi. Ilicist doro
NPONIEHUN TPEKEPOM MapIIpyT MOXKHA MMOoOauuTH Ha google-mami y Burisni
3'€MHAaHUX TOYOK-MapkepiB. [Ipu HaTHUCKaHHI Ha MapkKep MOKHA JI3HATHUCS
neTanbHy 1HQoOpMario TpPo TpPEeKep Ha MOMEHT 4dYacy TnepeOyBaHHA B
3adikcoBaHOMy Micii. Tak camo, TpeKepyu MOKHA TEPCOHATI3yBaTH, AaBIIN M
0co0JMBi IMeHa, IKOHKW 9u doTorpadii.

PosrnssHyre B po0OTI 3aBHaHHs IOKa3y€ HACKUIBKK IIHPOKO 3aco0u
iHbOpMAIITHUX MEpeX Ta TEJICKOMYHIKAIM YBIMIIIN y KUTTS Cy4acHOTO
CyCNJIbCTBA 1 BIAKPUBA€ HOBI MOXJIMBOCTI TIOB’Si3aHl 3  OOMIHOM
iHbopMarlii, 30kpeMa 3 MOHITOPUHTY MEpeMIleHb MOOUTbHUX 00’ €KTIB Oy/b-
SIKOT MPUPOJIN 1 TOXOXKESHHS.

Crmcok BHKOPHUCTAHUX IKCPCII:

1. https://www.munstergps.ie/wp-content/uploads/TK102B-Manual.pdf
2. https://flutter.dev/docs
3. https://firebase.google.com/docs
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PO3I'OPTAHHSI MIKPOCEPBICHOI APXITEKTYPH
3A 1OITIOMOT OO TOKEPA
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HaykoBuii kepiBHUK — cT.BUKJ. kKad. IMI Maninin O.I1
XapKiBChbKUW HalllOHAJIbHUN YHIBEPCUTET Pa10€IEKTPOHIKH
(61166, Xapkis, npocn. Hayku, 14, xad. [ndopmariiitno — MepexHOi 1HXKEHepii ,
ten. (057) 702-14-29)
e-mail: siplowski@gmail.com, Ten. (099) 6638874

The Face Recognition (FR) is growing as a major research area because of
the broad choice of applications in the fields of commercial and law
enforcement. Traditional FR methods based on Visible Spectrum (VS) are
facing challenges like object illumination, pose variation, expression changes,
and facial disguises. Unfortunately these limitations decrease the performance in
object identification and verification. To overcome all these limitations, the
Infrared Spectrum (IRS) may be used in human FR. So it leads and encourages
the researchers for continuous research in this area of FR.

TexHomorii po3mnizHaBaHHs o00AWY — 1€ Oi3Hec, M0 JyXe IIBUIKO
pPO3BUBAETHCS. JleCATKHM cTapTalliB Ta TEXHIYHUX KOMIAHIN POJAIOTh IMOCIYTH 3
po3Mi3HaBaHHSA OO0JWY TOTEsSM, Mara3wWHaMm, 1 HaBITh IIKOJIaM Ta JITHIM
tabopam. bi3Hec po3KkBiTae 3aBASKM HOBUM  alrOpUTMaM, 3JaTHUM
ineHTudikyBatH Jirofel 3 HabaraTo OUIBIIOK TOYHICTIO, HIK 1IIe KiJIbKa POKiB
tomy. Jlns Toro, moO MOKpaIIUTH TOYHICTH ITUX aJTOPUTMIB, KOMIIAHISM
HEOOXIJTHO «HATpEeHyBaTH» iX Ha MuIbsApAax obmuy. Taki oOcsirm 300paxeHb
HEMOKITUBO 310paT, KOKHOTO pa3y 3aUTYIOUH 03B Y JIIOJIUHU, YUE OOTUTUs
300paxene Ha ¢oto. Tox, icHyroul 6a3u JaHuX, 310paHi 3a 3roJ010 300paKEHUX
Ha (oTo nroaeH, € Ay)Ke MAIUMHU 1 MICTSATh 3a3BHUYAl JIMIIIEC KiJTbKa THUCSY 00JIHY.

Odimitini 6a3u MaHWX MalwTh 1 HU3KY IHIIUX HEAOJIKIB — y OaraThox
0a3ax HE BHCTAya€ pPI3HOMAHITHOCTI 3a O3HAKOK pach abo X 3amaio
doTorpadiii, 3po0IECHNX Yy HECTAHIAPTHUX yMOBaxX — 3 TIHAMH Ha OOJIWYYi, Y
Kamenmoci abo 3 MakiskeM. SIKIIO anropuT™M HE TPEHYBATHMEThCS Ha TaKHX
«YCKIIQTHEHUX» OOJHYUYSAX, TO BiH BUSBUTHCS a0OCONIOTHO HECHEKTHUBHUM Y
peaTbHOMY CBITI.

Tox, KoMmIaHii 9acTo OOMPaIOTh JETIIHHA IUIIX, SK-TO MPOCTO Opatu 3
[arepuery dotorpadii, e mo3HaueHO iMeHa 3a)iKCOBAaHUX HA HHX JIIOJICH.
Hacmpapni, € 10cUTh BHCOKAa WMOBIPHICTH, IO 1 Balle OOJHYYS € YACTHHOIO
«0asm 7151 TPEHYBaHHS AITOPUTMY PO3MI3HABAHHS O0OJIWY SIKOICh KOMTIAHII.

dakTU9YHO, JJIA TPEHYBaHHS aJITOPUTMY HeoOXimHa 0a3a MaHWX, Je [0
KOXXHOT JIOJIMHU TpHB’s3aHO Oarato ¢ortorpadiit 3 ii o0auuusiM y pi3HHX
oOcTaBMHaX, pakKypcax Ta TMpu pi3HOMY OCBITIeHHI. Hampuknazn, sxmio
KOpPHUCTYBad poOuTh 6arato cendi, TO OTPUMABIIN JOCTYM 10 ux ¢GoTtorpadii,
KOMMaHisi Mae Oarato pizHUX (ortorpadiil, npuB’si3aHUX O OMHIET JIIOJUHU.
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AbGo0 x Oarato KOpUCTyBayiB BUKIJIaIalOTh 0e3nid ¢ortorpadiid y coumMepexi,
MO3HAYalYM Ha HUX cebe Ta cBoix Jpy3iB. Takoi iH@opmarlii Tex Oyne
JIOCTaTHBO I TPEHYBAHHS aITOPUTMY PO3Mi3HABAHHS OOJIHY.

[likaBy ICTOpil0 Ma€ OJlHa aMEpPHUKAaHChbKAa KOMIIaHIid, SIKa 3alyCcTHiacad y
2012 poui mix Ha3zBow EverRoll sk Tenedonnuil nomatoxk ans oprasizamii
dotorpadiii. KommaHiss BuUpI3HsIacs JOCUTH arpeCUBHOI0 MapKETHUHTOBOIO
MOJITHKOI0. Tak, MOWHO J0JaTOK 3aBaHTa)KyBaBCS, BiH OTPUMYBAB JOCTYII JI0
yCiX KOHTakTiB, 30epekeHuX Ha TeiaedoHi, 1 3MyllyBaB KOpPUCTyBaua
BIIMIPAaBUTU yCIM MM KOHTaKTaM I[IOBIJIOMJIEHHS 13 3alpOILECHHSIM TaKOX
3aBaHTAXHUTH 1€l J0JaToK. HacTymHMM KpOKOM IBOTO JOAAaTKy Oyio
3aBaHTaXXEHHs ycix ororpadiii 3 TenedoHy y XMapHe cepeIOBHIIIE.

Taxi arpecBHI MapKeTHUHIOBI KPOKH HaBITh 3Mycuiin Apple npulpatu uei
nonatok 3 Apple Store y 2016 poui. Croronni, e Bxe komnanis Ever Al, mio
CHeIaNI3yeThCsl Ha TEXHOJIOT1I po3Mi3HAaBaHHs 00JIMY Ta 3aiiMae mepuil Micls y
3MaraHHsAX 3 TOYHOCTI pO3Mi3HABaHHS IO y CKIQJHUX yMoBax. Sk
3a3HAYalOTh EKCIEpPTH, TAKOMY YCIIiXy KOMIIaHis 3aBASYYyE CBOIH BeIMYC3HIH
0a3l gaHux, ska Hayvyye 61u3pko 13 MinbapaiB pororpadiii.

Bapro 3a3HaunTy, 1110 3aKOHOAABYE PETYIIOBAHHS B I[1H chepi € BAXKIUBUM
HE JMIIe 4depe3 MpobiieMy MPUBATHOCTI, a M Yepe3 BENHMKY YacTKy MOMUIIOK,
SKUX TIPUIYCKAIOTBCS CHCTEMH pO3Mi3HAaBaHHsA oOOJIMY Ha JaHOMY eTari
po3BUTKY TexHoJorii. [[ikaBo, 10 mepmuM MiCTOM, SIK€ MOBHICTIO 3a00POHUTH
BUKOPUCTAHHS CUCTEM PO3II3HABAHHS 00JINY JEP:KaBHUMHU CTPYKTYpPAMU MOKE
ctati CaH-OpaHIIMCKO — OJWH 3 OCHOBHHX OCEPEAKIB PO3POOKM LHX CaMHX
cucrteM. AJpke, camMe pPO3pOOHMKHM Kpallle 3a IHIIMX PO3YMIIOTh HACKUIBKH
HEHAJIIMHUMU € Hapasi 111 CUCTEMHU.

OToX, Ha CHOTOJHI MU HE MOXKEMO yOepertucs Bij Toro, mood Haiii (GoTo
BUKOPHUCTOBYBAJIMCS i1 TPEHYBAHHS QJITOPUTMIB PpO3II3HABaHHS  OOJIWY.
OnHak, y CBITI BXX€ 3p03yMUIM HEOOXITHICTh PETYJIIOBaHHS 11i€i cepu 1 mporiec
CTBOPEHHS BIATIOBITHMX HOPMATUBHUX BUMOT BXKE 3aIyIICHO. A MOKH, HE BApPTO
HAJTO BXKE JAOBIPATH LIUM CUCTEMaM — BOHU MOMUISIIOTHCS TaK CaMmo fK 1 JIFOJIH.

Crmcok BHKOPHUCTAHUX IKCPCII:

1. Vijayakumari, V. Face Recognition Techniques: A Survey. World
Journal of Computer Application and Technology. Vol. 1, N. 2. 2013. P. 41—50.

2. Bui T.T.T., Spitsyn V.G. Digital image dissection by two—dimensional
discete wavelet transform and fast Haar wavelet transform. Bulletin of the
Tomsk Polytechnic University, vol. 318, no. 5, pp. 73—76, 2011.

3. ORL Face Databases AT&T (Olivetti) Research Laboratories,
Cambridge. ORL face databases http://www.uk.research.att.com/pub/data/
orl_faces.zip.
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MNOPIBHSIHHS TIPOTOKOJIIB VPN
JIJISI OPTAHI3AILIIL KOPIIOPATUBHOI MIPUBATHOI MEPEXI
Ps6xo M.C.
HaykoBuii kepiBHUK — nou. Koctpomunpkuit A.L.
XapKiBChbKUW HalllOHATBbHUN YHIBEPCUTET PAI0CIEKTPOHIKH
(61166, Xapkis, npocn. Hayku, 14, kad. Indhopmaniiino-mepexHoi 1HKeHepil
ten. (057) 702-14-29)
e-mail: mykyta.riabko@nure.ua.

This paper considers a comparison of the VPN protocols that are most
commonly used when deploying a corporate virtual private network. An
Internet-based enterprise VPN is required for the exchange of private
information between physically remote equipment and employees. Building a
VPN requires knowledge of the protocol features that will be used to transport
and encrypt personal data. An understanding of the principles of working via the
Internet and the equipment features of network participants is also required. The
comparison was based on protocol characteristics such as data transfer rate,
security, availability, complexity of blocking and implementation.

JlaHi, 0 TEPEeNarOThC KOPIOPATHBHOK MEPEKEI0, TMPEICTaBISIOThH
co60r0 TpuBaTHY 1H(pOpMaIIito, sTKa TOBUHHA 3aTUIIATUCh KOH(D1ICHITIHHOIO i
yac 1i TpaHcmopryBaHHS. OCKUIBKM Maibke BCl MHIANPUEMCTBA, IO
BUKOPUCTOBYIOTh KOPIIOPATHBHY Mepexy (I3UYHO PO3TAIIOBaHI 3a MEXaMU
OJIHIE€T JIOKaJbHOI Mepexki, € HeoOXiTHICTh 00’€aHaTH BigmaieHi odicu abo
OKpPEMHUX CITIBPOOITHUKIB B €IUHY MEPEXKY, BHUKOPUCTOBYIOUH MEPEKY
3arajgpHOrO foctyny IHTepuer. s o0’enHaHHA AEKUIBKOX JOKAIBHUX MEPEK
ctBoprotoTh VPN, 110 3a6e3neuye mmdpyBanHs JaHUX 1 iX HACKPI3HY Nepeaady
MK KOPHUCTYBauyaMH MEPExKi.

Bipuwuit Bu6ip nportokosiB € ocHoBoro i VPN | Tak sk BCi IPOTOKOJIH
MarOTh MEBHI XapaKTEPUCTUKH Ta BUMOTH, IIIO JO HaJAIITYBaHHS 1 peaiizarlii.
Tomy icHye HEOOXITHICTH Tepea BUOOPOM IPOTOKOJIIB, BUSBUTH, KUK Tpadik
OyJe MapuIpyTH3yBaTHUCS, THI Ta XapaKTECPUCTUKH OOJaTHAHHS KOPHUCTYBadiB
MEpeXi, CYMICHICTh TIPOTOKOJIB 1 OOJagHAHHSA, IO IUIAHYIOTBCS IS
BUKOPHUCTaHHS.

HaityacTinie BUKOpUCTOBYIOTH TaKi MPOTOKOJIN:

— PPTP;
— L2TP/IPsec;

— OpenVPN.

Cepen iHmMMX MPOTOKOJIB, IX IMEpeBaraMm € CYMICHICTh 3 Oararbma
oTepariftHiMH CUCTEMaMH Ta JIOCTYITHICTb.

PPTP ne mpoTokoa TYHENBHOTO 3B'SI3KYy, SIKUH Mpallo€ Ha KaHAJIbHOMY
piBHi. Bin cTBOproe TyHens depe3 Mepexy [HTepHeT 10 cepBepa-oaepKyBada i
nepenae PPP-naketu BigmaneHoro Kii€HTa, BAKOPUCTOBYIOUH IHKAMCyJsiro [P-
nakeriB. Jlns  aBreHTmdikamii BukopuctoBye mpotokon MS-CHAPV2.
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Mudpysanus — MPPE-128 6ir[1]. Cepennss mBuakicte 70 MOIT/C mnpu
mupokocMyrosomy 3’eananui 100 Moir/c.

Horo nepeBaraMu  SBJISIIOTHCS:  MIBUAKICTh, MPOCTOTAa  peaizallii,
CTAaOUTBHICTD 3’ €IHAHHS, MITPUMKA BC1X ONEpaIiiHUX CUCTEM.

Henoniku: Hu3bkuil piBeHs 0e3nexku — 128 - OiTHe mm@pyBaHHs, JETKUN
cnoci0 OJI0KyBaHHsI, Mpaltoe Jauie yepe3 1723 nopr.

L2TP — e nmpoToKoa TyHEIBHOTO 3B'AI3KY, OCKUIBKM BiH HE 3abe3nedye
mupyBaHHSI, pa3oM 3 HUM BHUKOPHCTOBYETHCS MpPOTOKOJN ImmdpyBanHs [Psec,
1uist 3a0e3neyeHHs KoHdineHuiinocti qanux. Bukopucrosye 500 UDP-nopt. Ha
naHuii MomeHT IPsec BBaaeThCsi OE3MEUHUM pIMICHHSM IPH BHKOPHUCTaHHI
anroputmis mmdpysanas AES[1].

[lepeBaru: mpocrtoTa peanizailii, mMATPUMKa BCIX OMEPAIIHHUX CUCTEM,
BHCOKHH pIBEHb OC3MEKH Ta CTAOLIBHICTD 3’ € THAHHS.

Henoniku: HU3bKa MIBUAKICTh Ta BUCOKHI PIBEHb BUKOPUCTAHHS PECYpCiB
CPU st 3a0e3nedueHHs MOABIMHOT 1HKAICYJIALIT, JIETKHI criociO OJIOKYBaHHS.

OpenVPN — iHCTpyMEHT 3 BIAKPUTUM BUXITHUM KojoMm. [Ipamoe B
pPEeXHUMI TOUKA-TOUKA 200 KIIIEHTU-CepBEP. Mae Tpu pexxuMu aBTeHTUDIKAITIT:

— 3@ JIOIOMOT'OK0 BCTAHOBJICHOTO KJTFOYa;
— aBTeHTU(IKaLIA 10 cepTUdikary;
— 10 JIOT1HY 1 MapoJIIO.

Icaye miarpumka 3'eqHadds VPN 3 nuHAMIYHUMH BiggaJeHUMH BYy3J1aMH,
tyHeli moBepx NAT a6o 3a 7011oMOror0 IMOBHOIIHHOTO OpaHaMayepa. besneky 1
mdpyBanHs 3a0e3neueno 0i6miorexkoro OpenSSL a6o PolarSSL i mporokoaom
TpaHCIIOPTHOTrO piBHs Transport Layer Security. J1o3BoJisi€ MiAKIIOYATHCS Yepes3
UDP-moptr a6o TCP-mopr. Ilpm migkmrouerndi mo UDP  migBuImyeThbes
IMIBUIKICTh Tepeaadi JaHuX, a npu mniakaodeHi no TCP  migBumyeTbes
HAJIIHHICTH 32 paXyHOK 30LIBIICHHS 4acy 3aTPUMKHU.

[lepeBarn: THydYKe HaJIAIITYBaHHS, BHCOKWW pIBEHb OE3IEKH, MOXKE
IpaIfoBaT Kpizb OpaHAMayepH, BUKOPHCTOBYE IIUPOKHUHA CIEKTP ajJrOpUTMIB
mudpyBaHHs, TIATPUMKA 0araTboX OIEpaIiiHUX CUCTEM.

Henomiku: ckmagHICTh,  1HCTAJSAIll, HEOOXIAHICTP BCTAHOBJIIOBATH
JI0JIaTKOBE TporpamMHe 3a0e3MeUeHHs, OOMeXeHa MIATPUMKA MOPTATUBHUMU
MPUCTPOSIMHU.

OCKUTbKM KOXXEH 3 MPOTOKOJIIB Ma€ TIEBHI IepeBard Ta HEIOTIKH B
MOPIBHAHHI 3 1HIIUMH, 3pOOWTH OJHO3HAYHUN BUCHOBOK, SIKMH 3 MPOTOKOJIIB
Kpale BUKOPUCTOBYBATH, MOXKHA, TUIBKHM MPOBIBIIN OUTBII JIETadbHUN Po30ip,
110 OyJie BUKOHAHO B MaricTepPChKii poOoTi.

[epemnix mxepen:

1. Charlie Scott Virtual Private Networks, Second Edition / Charlie Scott,
Paul Wolfe, Mike Erwin. — O'Reilly Media, Inc., 1999.
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HOPIBHAHHA IHCTPYMEHTIB
YIIPABJIHHA KOH®IT'YPALIE€KO ANSIBLE TA CHEF
Macmiit B.I1
HayxkoBuii kepiBHUK — n1oueHT Binacosa B.O.
XapKiBChbKUW HalllOHATBbHUN YHIBEPCUTET PAI0CIEKTPOHIKH
(61166, Xapkis, npocn. Hayku, 14 kad. lnpopmaniiino-mepexeBoi 1HKeHepli,
telt. (096)595-65-40) e-mail: viladyslav.maslii@nure.ua

Tools for managing the Chef and Ansible buzz conceived to simplify the
setup and servicing of the ten, hundreds and thousands of servers. You can
automatically unload these configurations to your server in the middle of the
server. This thesis will compare these configuration management tools.

IBuakMil pO3BUTOK BipTyamizaulii yKymi 31 30UIBIIEHHSM MOTY>KHOCT1
cepBepiB, SKi BIAMOBIIaIOTh MPOMUCIOBUM CTaHJapTaM, a TaK0X JOCTYIHICTh
“XMapHHUX OOYHUCIICHBL’ TPHUBEIU J0 3HAYHOTO 3POCTAHHS 4YHCIIA CEpPBEPIB SIKi
noTpeOyIoTh yNpaBiiHHA. 3apa3 MU MOBUHHI YNPaBIATH HabaraTo OULIBIIOO
KUTBKICTIO CepBEpIB, K1 MOXKYTb OyTH pO3IMOAUIECHI IO BCii 3eMHiM Kyii. Y 1ei
MOMEHT I1HCTPYMEHTH YIMpaBIiHHSA KOHQIrypamisMu 1 BCTYyHalOTh B TIpY.
VY 6araTh0X BUIAIKaX, MU YIPABISIEMO TPyllaMU OJTHAKOBHX CEPBEPIB, HA SIKUX
3aImymieH1 0JJHaKOB1 MporpaMamMu i cepBicu. [1]

Ansible Ta Chef - ne nBa HalnmomymsipHIMIKUX THCTPYMEHTHU YIPABIIHHS
KoH(irypaiiero, sKi BHKOPHUCTOBYIOThCS Choroadi. [2] Xoya oOuaBa
IHCTPYMEHTH MOXYTh BUKOHYBAaTH 0araTo OJHUX 1 TUX CaMUX 3aBJIaHb, KOKEH 3
HUX Mae€ CBOI IepeBarv, 1 BOHM BUKOHYIOTH 3aBJIaHHS IOMITHO MO-PI3HOMY.
[TopiBHSAIMO 111 IHCTPYMEHTH 3a TAKUMU TTapaMeTpaM:

1. ApxiTekTypa

Chef mpamtoe mo mopeni kiieHT-cepBep, jae € cepBep Chef, B skomy
30epiraroteest Bamri COOKboOKS i mHa sikomy 3apeecTpoBaHi BCi cepBepu abo
By31M, 3a ski BiH Biamosimae. lleit Chef-cepBep wyacTo Ha3UBaIOThH
«koHIIeHTpaTopoM». Cami By3JIM 3alyCKalOTh KIIEHTCbKE IPOrpamMHe
3a0e3neuennss Chef, sike (QakTHYHO BHUKOHYE YIPABIIHHS ABTOMATH3AIEIO 1
KoH(Iirypariiero B Il CHCTEMI IICIsI OTpUMaHHS THCTPYKIiK Bix cepBepa Chef.
Chef xmientu perymsipHo onutTyioTh cepBep Chef Ha HasBHICTH 3MIH B
Cookbooks i, sxio 3MiHM BHSIBIISIIOTHCS, BUKOHYIOTh HEOOXIIHI 3MiHHA CTaHY B
cBoix cuctemax. OCHOBHOIO TEpeBaro0 Ii€i MOjeNi € Te, 10 BOHA BHMarae
nyxe mano poboru mns cepBepa Chef, ockinbku Bce, mo oMy mOTpiOHO
3pobutn, 1e Hagatu kiieHtam Chef BinmoBiaHy iH(pOpMaIlifo TpU OMUTYBaHHI.
Ha Bimminy Bix Chef, Ansible He criupaeThcst Ha MoIelb KilieHT-cepBep. Ansible
HE BUKOPUCTOBYE areHTIB 1 HIYOT0 HE BUMArae Jis IUTbOBUX XOCT-CUCTEM, KPIM
ssh i Python. Ile 3Hauno mosnernrye modatok pob6otu 3 Ansible i 3Buuaiino, 11e
O3HAYae€, 10 HA OJIHY CHUCTEMY JOBOJUTHCS MEHIIE IOCIYT, SKi BU TOBUHHI
B1JICITIIKOBYBAaTH 1 00CIIyTOBYBAaTH.

[Timcymoxk: mouatu po6oTy 3 Ansible nermie, Tak sk BiH HE IOTpEOy€e areHTIB.

2. Moga

[amoro BaximmBoro BigMiHHICTIO € Cookbooks mHammcani Ha MOBI
nporpamyBanHs Ruby B Chef i1 Playbooks nanucani Ha moBi po3mitkun YAML B
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Ansible. Ins nanucanns 1 yutands Cookbooks HeoOximuuil mocBim podotu 3
Ruby B T1o#i wac sk Playbooks nammcani Ha YAML, nerkow ajis 4uTaHHS
JIOIMHOI0 MOBOIO CepHai3ailii, Takui 1TOCBil He 000Bs3koBui. lle 3HAUHO
crpoiye cTBopeHHs1 HOBUX Playbooks, a Takox 103BOJIsl€ YUTATU 1 PO3YMITH
Playbooks, Hanucani KUMOCh 1HIITUM, ajie Ma€ OOMEKEHHS, 110 MOJISATaE B TOMY,
[0 BH HE 3aBXXIM MOXKETC BHKOHYBATH CKJIQJHI 3aBJaHHS 3 HaJAIITyBaHHS
TaKUM YMHOM, 1100 e OyIo TIPUPOJTHO. Chef no3Bosisie mpocTilie BUpilIyBaTU
3aBaHHS 31 CKJIAJHOIO JIOTiKOIO POOOTH. HacnpaB):u CKJIaJHI 3aBIaHHS B
Ansible iHOAI MOXYTb 3IaTHCS TYXKE€ «XaKEPCHKUMUY», 1 BaM 1HOJI JTOBEIEThHCS
nokiazarucs Ha Jinja2 s mux nuied. 3 oriany Ha, mo Ansible mouas
po3poOky Tuibku B 2012 poilli, MOKHA OYIKYBaTH, IO 3 YaCOM BHITQIKOBUM
«XaKepChKUI» OOXITHUN NUIAX TMOCTYNUTHCA MICHEM OUIbII MPUPOIHIM
pIIIEHHSM B OUIBII Mi3HIX BUITyCKax TPOTPaMHOTO 3a0e3MeUeHHs.

HmcyMOK Playbooks B nopiBHsAHHI 3 Cookbooks Habararto mpocrimie
CTBOpIOBATH 1 po3yM1TH alle BOHM OOMEXEHI B CKJIATHOCTI 3aBJaHb
KOH(Irypariii, 1K1 BU MO>K€T€ BUKOHYBATH 3 iX JIONOMOTI010.

3. CrartnuHa 1 fTMHaAMIYHA 1HBEHTapHU3aIlis

[Ile omuiero mepearoro Ansible mepen Chef € Te, sk BiH KepYe CBOEIO
cuctemoro xoct-cucreM. 3 Chef xoctu mnoOBUHHI 6yTI/I IHJII/IBIJIyaJIBHO
3ape€CTpOBaH1 Ha cepBepl Chef. Onnak Ansible npomnoHye Kijibka BapiaHTiB JJis
Jokepena iHBeHTapu3aiii: mpoctuit INI-¢aiin 3 xocramu, kinacugikoBaHUMH 10
po3ainax; 0a3a maHux; abo IHIIE JHKEPEIo, MOKHA ONUTYBATH, JUISl BUSHAYCHHS
TOTO, SKI HAa HbOMY CYYacCHI CHUCTeMHU. Taka THYYKICTh 103BoJisie Ansible
BUKOPUCTOBYBATH 3aMacH, SIKi € CTATAYHUMH a00 JTUHAMIYHUMH.

ITincymok: Ha Bimminy Big Chef, Ansible Moxke BHKOpHCTOBYBaTH
NUHAMIYHI 1 CTATHYH] CIIUCKU XOCT-CHUCTEM.

[Ipote, sKI0O BM MOBHHHI BHOpaTH MDK HHMH, CIOYaTKy pETEIbHO
IpoJiyMalTe CBOi BJIACHI MOTPeOHU 1 MOPIBHIAUTE 1X 3 TUM, IO MPOIOHYE KOXKHE
pIIIICHHS.

ITepeBaru Ansible. IlIBuakuii Ta MPOCTUN TIPH PO3TOPTAaHHI Ta HATMCAHHI
Playbooks. CLI miaTpumye maiike Bci MOBU mporpamyBaHHs. ['apHa Oe3meka
siKa 3a0€3IMeUy€eThCsl BAKOPUCTAaHHAM SSH KITroUiB.

Henomiku. BigHocHo  HOBHMIT Ta  HEOOCTAaTHHRO  TECTOBAHMIA.
HenonpanpsoBannit GUI Ta morana miarpumka Mac Os.

[lepeBaru Chef. binbin po3BuHEHUI Ta Mae rapHy JOKyMeHTarlito. Mae
0araTo MOJYJIIB JUIS BUPIIICHHS CKJIAJIHUX 3a7a4 JIOBOJIi IIPOCTO.

Henomiku. [locim pobGotm 3 Ruby. Bukopucranns ¢opmary JSON
3aMiCTh OUTBI APY>KHBOTO JIJIst KoprcTyBaua YAML.

Cnucok mxepen

1. Ornsaa: Puppet, Chef, Ansible, Salt [Enextponnuit pecypc] — Pexum
noctyiy o pecypcey: https://habr.com/ru/post/211306/

2. Chef vs Ansible [EnekTponnuii pecypc] — Pexxum goctymy 10 pecypey:
https://www.loomsystems.com/blog/single-post/2017/07/20/chef-vs-ansible-
comparison-of-configuration-management-tools
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BUBIP OIITUMAJIBHOI'O BAPIAHTY MIHI-IIK
JIJII OPTAHI3AIIIL MEPEXI loT
Bpariituyk 1.1O., Yeboraprona JI.B.

HaykoBuii kepiBHUK — cT. BUKA. Maninin O.IL
XapKiBChbKUW HalllOHATBbHUN YHIBEPCUTET PAI0CIEKTPOHIKH
(61166, Xapkis, np. Hayku, 14, kad. iHpopmaiiitHO-MepexHOT iHKEHepli,
ten. (057) 702-14-29)
e-mail: dariia.chebotarova@nure.ua

Application mini PC is actual at the construction of clever houses. Thus
important is an optimal choice mini PC for organization of effective central
element of network. The most recent mini PC configurations were reviewed in
this work: Raspberry Pl 4B, nVIDIA Jetson Nano, Radxa Rock pi 4b, Odroid —
XU4Q, Odroid C2, Nano Pi M4, Nano PCT2, Orange Pi3, Banana Pi M3,
Banana Pi M64. For more detailed analysis and selection of the best variant of
mini PCs were tested with the help of service programs Phoronix Test Suite,
Benchmark, Sysbench and Iperf. The requirements for the central 10T device
(performance, data rate and peripherals, etc.) that have been tested are most in
line with the Raspberry Pl 4B mini PC.

Ha crorogHimHiii JeHh BEJIMKY TMOMYJSPHICT HaOyBa€ 3acTOCYBaHHS
miHikoMm 10TepiB (MiHi [1K) mpu po3po06i11i iHpopMaIiifHUX CUCTEM Ta MEPEXK B
0aratboX rajy3six HAyKd 1 TEXHIKH, OCOOJMBO MpH MOOYAOBI PO3YMHHUX
OynunkiB. Came Tomy 3ajgada BHOOpPY ONTMMaidbHUX BapiaHTiB MiHi 1K mms
noOy/I0BH MEPEXK € aKTyaJIbHOIO.

JIlns opranizarii mepexi 10T HeoOXximHo BukoHaTu BuOip MiHi TIK, sxuii
OyJe BUKOHYBATH POJIb IEHTPAIBHOTO €JIIeMEHTYy B Mepexi. LlenTpanbuuii
€JIEMEHT € JIOKAJIbHUM CEpPBEpPOM, IO BHKOHYE 30ip Ta 0O0poOKy iHopmarrlii,
nigTpumye JokanbHy 0asy nanux (bJ[), mpuiiMmae HeoOXimH1 pimieHHS Ta
niaTpuMye podoty Beiei mepex 10T.

B po6oTi Oyi10 BUKOHAHO OTJIST HAHOLIBII aKTyalbHUX KOH(QIrypaliii MiHi
I1IK, a came: Raspberry PI 4B, nVIDIA Jetson Nano, Radxa Rock pi 4b,
Odroid — XU4Q, Odroid C2, Nano Pi M4, Nano PCT2, Orange Pi3, Banana
Pi M3, Banana Pi M64. byno neranbHO PO3TISHYTO OCHOBHI MapaMeTpu Ta
BUKOHAHO aHaji3 TepeBar Ta HEMOMiKiB gochimkyBanux Midi IIK. Jlus
OTpUMaHHs OUIBIN JAeTanbHOI 1H(pOpMallii Oyl0 MPOBEIEHO TECTyBaHHS BCiX
po3risanyTux BapiantiB miHi [1K 3a pisHUMHU XapaKkTepucTUKaMHU.

TecTyBaHHs € HEBi'€MHOI0 YaCTUHOIO OIIHKH MPOJYKTHBHOCTI 1 SIKOCTI
Oyab-sKOro O0JaHaHHS Ta mporpaMHoro 3abe3nedyends. Came ToMy, B poOOTI
BEIIUKY yBary npuaiieHo tecryBannio mini [1K.

Jlnst rectyBanns miHi [1IK 6yno o6paHo cepBicHu mporpamu Phoronix Test
Suite, Benchmark, Sysbench, Iperf. Ytumita Phoronix € kpocmiardopmunm
pIIIEHHAM, BOHAa Ma€ JyXe IMIUPOKUI Hallp HAWOUIBII NOMYJSIPHUX Ta
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e(EeKTUBHUX TECTIB, a TaK0X TIOTOBI KOMIUIEKCHI TECTU [JIsl TECTYBaHHS
OKpPEeMHMX KOMIIOHEHT. YTWiita TecTyBaHHs Phoronix — me mnmoTyXHuH 1
YVHIBEpCAIbHUI 1HCTPYMEHT TECTYBaHHA OOJaJHAHHS 1 CUCTEMHU B LIIOMY.
AKTHUBHA TIATPUMKA 1 PO3BUTOK JAHOTO TIPOEKTY POOISATH HOTO 1ayxe
MEPCIIEKTUBHUM [ 1].

3a ponomoror Phoronix Test Suite, Benchmark, Sysbench ta Iperf s
MiH1 [1IK BUKOHaHO HacTymHI TecTU: TecTyBaHHs MBUAKOCTI podotu CPU; tect
AOBench, mo ananizye nepeTBOpeHHsI MacuBy AaHuX; Tect encode-mp3-1.7.0,
[0 aHaJli3y€ peakililo Mpolecopa Ha MEpPeKOIyBaHHsS ayaio ¢opmaTy wav B
dopmar mp3 3a pomomororw codec lame; Tect pybench mns CPU; Ttect
cashebench, mo ¢ikcye mBUAKICTE OOMIHY JaHUMU MDK cashe mam'atTio
npouecopa 1 O3Il mini TIK; Tectm mBuakocti poboru O3Il (ramspeed,
tinymembench, Memory Read Ta Memory Write); Tect mBuakocTi podotu 3 bJ]
OLTP, rtecryBaHHs mnpomyckHoi 3aaTHOCTI Mepexi Ethernet ta mpomycknoi
3natHocTi Mepexi WiFi; Tect mBUaKocTi poOoTH 3 Kaptoro nam'ati SD; tect
mBuaKkocTi podbotu 3 USB; TecT komitoBanHs ¢aitmy 9 I'6 mo Ethernet; Tect Ha
CHOKUBAHY MOTYXHICTh Ta BUMIpIOBaHHS TeMriepaTypu SoC 11 HABaHTaKEHHSIM.

B pe3ynbTari TecTyBaHHs OyJi0 BUSIBICHO, 1[0 BUMOTaM, SIKi BUCYBAIOThCA
Ha IEHTpaJbHUN MPUCTPit Mepexi 10T (MpoAyKTUBHICTh, MIBUAKICTH POOOTH 3
JTaHUMHM Ta nepedipiero, BapTICTh TOINO), HalOUTbIIe Biamorigae midi [TK Bepcii
Raspberry PI 4B. Tomy came Raspberry Pl 4B moxxna pekomeHayBaTu s
BUKOPUCTAHHS B SIKOCTI LIEHTPAJIBHOTO €JIEMEHTa Mpu po3pobiii mepexi 10T.

Xapaktepuctuku MiH1 [IK Bepcii Raspberry PI 4B naBeneno B tabim.1.

Tabauus 1 — Xapakrepuctuku mini [TK Raspberry Pl 4B

XapaKTepruCTHKa 3HaYeHHs [HIe
SoC Boadcom BCM2711
CPU cores 4 x Cortex A72
CPU freq 1500
RAM size 4 Gb USB-C (3B),
RAM type LPDDR'4 Dual HDMI
Ethernet 1000 Mbit/s
WiFi 2.4 GHz; 5 GHz
USB 2 x USB3.0; 2 x USB2.0
I[TEPEJIIK TIOCUJIAHB:

1. Yrimra TectupoBanus Phoronix Test Suite [Enmextponnmii pecypc]
Pexxum moctymy: https://itproffi.ru/utilita-testirovaniya-phoronix-test-suite/ —
(mata 3Bepuenns 11.02.2020 p.) — Ha3Ba 3 expana.
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AHAJII3 TA TIOPIBHSAHHA OPTAHI3AIII
XMAPHOI IHOPACTPYKTYPH PI3HUX TPOBAMIEPIB
A6ix 1.B.

HaykoBuii KepiBHUK — K. T. H., Aoll. Koctpomuibkuii A. 1.
XapKiBChbKUW HalllOHATBbHUN YHIBEPCUTET PAI0CIEKTPOHIKH
(61166, Xapkis, np. Hayku, 14, kad. «lHbpopmartiiiHO-MepekHa HKEHEPISI»,
teir. (057) 702-14-29; e-mail: iryna.abikh@nure.ua)

In today's information technology world, cloud technologies are actively
deployed in all developed countries, providing fundamentally new, cost-
effective business, management, education and research opportunities.

This study analyzes its cloud infrastructure options for three popular
providers: Amazon Web Services, Google Cloud Platform, and Microsoft
Azure. The advantages and disadvantages are analyzed, as well as the
comparison of virtual machine deployment speeds, delays in some regions and
the cost of computing services, and the comparison of services and features.

VY cyuyacHOMY CBIT1 IHPOPMALIMHUX TEXHOJOT1H XMapHi 1HPPACTPYKTYypH
3HAXOJATh IIMPOKE 3aCTOCYBAaHHS y BCIX PO3BHHEHUX KpaiHaX, 3a0€3MeUyrdH
MPUHIIMIIOBO HOBi, EKOHOMIYHO €(eKTHUBHI MOXJHUBOCTI i Oi3HeEcCy,
yIPaBIiHHSA, OCBITH 1 HAYKOBHUX JTOCITIKCHb.

XMapHi cepBicM € KOMOIHAII€I0 ICHYIOUMX TEXHOJIOT1YHHMX pIlIeHb, 5Kl
B3a€EMHO I1HTETpOBaHI /i 3a0e3MeueHHs] MaKCUMalbHOI aBTOMAaTH3aIil 1
MIHIMI3aIlii y9acTi JIFOJUHU B pOOOTI KOMILJIEKCY.

BukopucrtaHHS XMapHUX TEXHOJOTIH € aKTyJbHUM HUTAHHSAM JJIsl BCIX
rajxysei, a BIANOBIAHO 1 BUOIp TpoBaiijepa, SK IMOCTavyajdbHUKA IOCITYTH
HaOyBae 0COONMBOTO 3HAYCHHSA. TOMy MeTa HAIIOro JOCTIIKEHHS IPOBECTH
aHali3 Ta IMOPIBHSHHS opraHizamii xmapHoi iHpacTpykTypu Amazon Web
Services, Google Cloud Platform i Microsoft Azure.

MoskHa 3HaWTH AOCUTH OaraTo pI3HUX MOPIBHSHb NPOBAMIEPIB, SIKi
JIOCUTHh TIOBHO JalOTh YSABICHHS TMPO CEepBICH 1 OCOOJUBOCTI TOMOBHUX
npoBaiinepis [1,2], oHaK aBTOPU HE JAIOTh OJJHO3HAYHUX PEKOMEHJAIlIN uepes
pi3HI MOTpeOr Ta YMOBU BUKOPUCTAHHS PECYPCiB, a TAKOXK MUTaHHS Oi3HECY Ta
KOHKYpPEHIIIi He TT030aBJIeHE CEHCY.

[TopiBHSHHSA XMapHUX MPOBaWJEPiB y AOCTIKEHH] 3aCHOBaHE Ha aHATI31
gacy poO3ropTaHHs IHQPACTPYKTypu Ta CKIANA€ThCA 3 TaKUX CEPBICIB:
BIpTyaJIbHUX MallnH, 0a3u JaHuX Ta OaTaHCyBaIbHIKA HABAHTAKEHHSI.

BipryanpHi MammHan € OCHOBOIO ISl Oyab-sKOi iHQpacTpyKTypH, sika B
CBOIO Uepry HeoOxiaHa JJisi pO3ropTaHHs JoJaTKiB. banaHcyBaHHs
HABAHTAXXEHHS BAXJIMBUK €IEMEHT 1H(QPACTPYKTypu SKHA aBTOMATHIHO
po3moaiise Tpadik MOMATKIB 13 3MIHOIO HABAaHTAKECHHS B OJHIM ab0 Mix
JEKITbKOMa 30HAMH  JIOCTyHmHOCTI. 3a0e3nmedyroe BHCOKY JOCTYITHICTb,
aBTOMAaTHYHE MacimTaOyBaHHS Ta HaIIMHWA 3axXUCT, HEOOXITHUM  JJIs
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3a0e3nedeHHs] Oe3NeKu Ta BIAMOBOCTIMKOCTI. TakoX Ba)XJIMBOI CKJIaJ0BOIO
XMapHOi 1H(QPACTPYKTypu € 0a3u JaHUX BOHM aBTOMAaTUYHO MACIITA0YIOTHCA,
PO3LIMPIOIOYH 1 3MEHIITYIOYU MOXJIMBOCTI JiJIs 0OpOOKH MIKOBUX HABaHTAXEHb,
Ta ONTHUMI3y€E BUTPATH.

KoxeH 3 HaBeleHHMX XMapHUX MpoBaijepiB, Oe3lepeyHo, Mae CBOi
nepesaru. Amazon Web Services — oaun u3 mepmux mposaiinepiB. Bin mae
BEJIMYE3HY MOMYJSIPHICTh Ta BENUKY MIATPUMKY |T-cycninbcTBa. € HalOUIbII
pPO3raly’KeHOI0 MEpPEXKEH LEeHTPIB OOpPOOKM JaHUX, Ma€ MPOTPECUBHO
3pocTaroyuii Halip MOCHYr, $KI BHUIEpPEKAlTh Yac, BOJIOAIE pecypcaMu
JUIsT  MAIIMHHOTO  HAaBYaHHS, BIPTYallbHOI pEaJbHOCTI, POOOTOTEXHIKH,
CYITyTHHKOBOTO 3B'SI3KY, MOOLTBHOTO 3B'I3KY, KBAHTOBHX TEXHOJIOT1i Ta iH.

OcHoBHuM tutrocoM Microsoft Azure € e, 110 BiH TiCHO IHTEpOBaHUH 3
nporpaMHuM 3a0e3nedeHHsM Microsoft, mae Halipo3BUHEHIITY THPPACTPYKTYPY
3 BEJMKOI KUIBKICTIO PErioHIB MO BChOMY CBITY, y TOPIBHSHHI 3 IHIIUMU
nocTtayalbHUKaMH XMapHUX CiIyxk0. Azure Mae yHIKaJlbHMI cepBic - Azure
DevOps - kopucHUII Ta 3pydHUll cepBic, SKWW JOMOMArae BIPABHO Ta JIETKO
opranizyBatu CI/CD mporec.

Google Cloud Platform mnpomonye 3po3yminuii iHTEepdeiic, 3HAUHUIA
MacimTad i OanaHCyBaHHS HaBaHTa)XEHHS, IMIBUIKUAW JOCTYN 10 PECypciB Ta
0o0poOKy mgaHuX, TNOpiBHAHO HM3bKY IliHy. Kommanis Google po3poOuna
craugapT Kubernetes, To6To GCP, Mae Haif3pyuHimmii cepBic KOHTEHepi3allii.

PesynpraTamu mocnimkeHHs Ta auckycii cepen DevOps crerianicTiB €
Takui BHCHOBOK, mo Microsoft Azure — Oimsmr moporwmit, Google Cloud
Platform — 6inem mBuakuii, a Amazon Web Services — Oinplnl HamifiHWi Ta
IIUPOKOBKUBAHUM TMpoBaiiep. Y KOXHOrO IpoBaiijiepa € TMapTHEPCHKI
OporpaMH Ta 3HIDKKM Ha 3ape3epBOBaHI PeCypcH, HaBYalbHI MpOrpamu, Ta
3py4HI pecypcH Il MEHE)KMEHTY Ta Oi3Hecy.

VY naniii po6oTi Oysio MpoaHaTi30BaHO Ta BU3HAYEHO 3arajibH1 MPUHIIUIN
XMapHUX TEXHOJIOTi Ta CepBiCiB, XMapHUX OOYHUCIICHb, aHaji3 YHMHHUKIB
PO3BHUTKY XMapHHUX TEXHOJIOT1M, a TaKOXX BHU3HAYCHO HAMPSIMHU peaizaiii 1ux
nuTaHb. IlpoBedeHuil aHami3 PI3HUX MPOBANAEPIB XMapHUX TEXHOJIOTIH,
BH3HAYEHO BC1 HEJIOJIKH 1 TIEpeBary.

Cnucok mxepen
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This document illustrates a considered approach for analyzing the security
considerations for components, systems and operational environments related to
Clinical loT Data and Devices. The determination of usefulness and
applicability of this approach and the viability of the resulting recommendations
for a specific component, device, system or operational environment is the joint
responsibility of the parties who engineer the systems and devices; the parties
who determine the suitability of components, devices and systems in a given
operating environment.

Cranpgapt P2733 Bcranontoe pamku 3 npunnunamu TIPPSS (Hosipa,
Inentuunicts, Koudinenmivinicts, 3axuct, besneka, besmeka) mmsa maHux
kiiHiuHoro IHtepHery pedeit (IOT) Ta mepeBipku Ta CyMICHOCTI NMPHUCTPOIB.
Crogu Bxoaath KiIiHIYHI IOT Ta CyMmiCHICTH 13 CHCTEMaMHU OXOPOHH 370pPOB’f,
BKirodaroun Enexrponni 3amucu 310poB's (EHR), EnekTponHi MenuuHi 3anucu
(EMR), iami xriaigai npuctpoi IOT, Ha JikapHSHUX MPUCTPOSX Ta MaWOyTHI
HPUCTPOT Ta MiKIFOYCHI CHCTEMHU OXOpOHH 310poB’st [1].

Mertoro gaHoi poOOTH € aHaii3 MIpKyBaHb OE3MEKH IS KOMIIOHECHTIB,
CHUCTEM Ta ONEpalliiHUX CEPEJOBHIN, MOB'I3aHUX 3 KIIHIYHUMU JaHUMH 1
IPUCTPOSIMH THTEPHETY pEeUCH.

3/I0BMHCHUMH CYO'€KTaMH MOXYTh OyTh abo mroau, abo Ti,I0 HE €
oco0amu, HaINpHUKIIAI, KOMIT'IOTEpHI 00TH, BIpycH, XpoOaku TOINO0. 3JIOBMHCHI
cyO'eKTH 31HCHIOIOTh aTaKu Ha CBOI ITij1l. 3JIOBMHCHA IMOBEIIHKA 3a3BHYai Mae
OJIMH 3 ABOX NUIAXiB: (1) 37I0BXKMBAaHHS MPOIECOM, TEXHOJOTI€I0 a00 JaHUMU
moner; abo (2) BHUKOPHUCTAHHA BpAa3IMBOCTEH 1 HEONIKIB B JIM3aiiHI,
KoH(DIrypaiii 1 eKcruryaTtaiii mpucTpoiB Ha sIKi 0a3yIOThCS MPUCTPOT.

Ananiz Oe3neKku CKIaNaeThca 3 TMepepaxyBaHHA aTak, CIEHApiiB arak,
KaMIIaHIi aTak Ta OI[IHKK PEJICBAHTHOCTI IUX aTak, CIEHApiiB aTak 1 KaMmaHin
aTaKk IS KOHKPETHOTO MPHUCTPOIO, CHCTEMH Ta OMNEPAIifHOTO CepeIOBHIIA.
AXTyanpHICTh OyIb-sIKOT aTaKu 3aCHOBaHA HA OIIHII CEPHO3HOCTI, HMOBIPHOCTI
Ta BIUIMBY aTakd Ha TepefdadyBaHy OMepaiio 1 mnependadyyBaHUN pe3ylbTat
pOOOTH KOMIIOHEHTA Ta CHCTEMH.
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3M0BMHCHHK 3apa)ka€ MPHUCTPOI 3 METOI0 MAacOBOTO 3JI0MY TMPHUCTPOiB
Ui OTPUMAaHHS JOCTYIYy 10 BHYTPIIIHIX KOPIIOPATUBHUX MEPEX IS OTHOTO
3 HACTYITHUX:

— BCTQHOBUTH TPOTpaMHE 3a0€3MEUYCHHS JJI1 BUMaraHas B KOPIOPATHBHIN
MEpEexi;

— N7IS1 BUWIYYCHHS JaHUX;

— NI7IS 3apasKeHHS CUCTEM, IO 32 KOPIOPATHBHOIO MPOIIHUBKOIO;

— 3JI0BMHUCHE TiepeHacTporoBaHa nmpuctpoiB IoMT st maxpalicbkux 1iieH.

[Ipuknax mnepeniky KamnaHid HamafiB Ha KiiHIYHI cuctemu [OT:
NOpYIICHHS JIJIOBUX Olepalii: maxpaicbkuil cy0'eKT MPOHMKAE B KIIHIYHE
loT-onepartiiine  cepefoBUIle 3  METOI0  HETaTUBHOIO  BIUIMBY  HA
(GyHKIIOHYBaHHS OAHOTO abo0 JAEKUIbKOX Oi3Hec-mporeciB; (iHAHCOBUU
npuOyTOK dYepe3 BHMAaraHHs: MIAXpalChKUi Cy0'€KT NMPOHUKHYB y KIIHIYHE
omepariiiiae cepenopuiie 0T 3 MeToro yTpuMaHHS MaHUX IS TOJAIBIIOTO
BUKYIY; KpaJDKKa IHTEJIEKTyaJlbHOI BIACHOCTI: IMIAXpaWChKUU  CYO'€KT
NPOHWKHYB Yy KIIHIYHE onepaniiiae cepenoBuiie loT 3 meroro 300py 1
BWJIYYCHHS IPOTPAMHOTO 3a0€3MEYCHHS Ta ONEPAIIfHUX TaHUX.

Cuenapii aTaku:

— HeCIpaBHHUI a00 MOraHO HAJAIITOBAaHWUU MPUCTPIM Mae MOPTH, IiJIJIaH]
noctyny pno IaTtepHery. Harminene 370BMUCHE TmporpamHe 3a0e3neyeHHs
BU3HAUa€ Ta pO3Mi3HAE HOro Ta 3apakae Horo;

— HecmnpaBHuii a0 moraHo HaJalITOBAHWM MPUCTPIA Ma€ MOPTH, MiAIaH1
HaJIiHOMY 3 €qHaHHIO. HallijieHe 3JI0BMUCHE TIporpaMHe 3a0e3NedeHHS
BH3HAYA€E Ta PO3IMIi3HAE HOTO Ta 3apa)kae Horo;

—IIK ab6o wHOyTOyk y Mepexi sKi Oynu 3apakeHi 3JI0BMHUCHUM
IporpaMHUM 3a0€3MeUeHHsIM a00 1HITUM YWHOM MiAAalThcs pu3uKy. [loTim
el IPUCTPiii BUKOPUCTOBYETHCS IS TIONIYKY BPa3IMBUX MPUCTPOIB [2].
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Acrtificial neural networks are computing systems that simulate decision
making in the biological nervous systems of animals. The biological nervous
system is composed of neurons (nerve cells) connected to each other. Using the
hypertext transfer protocols of the World Wide Web and the email
infrastructure, it is possible to use the computing power of devices connected to
the network. Using the above protocols, the calculation of the individual
elements of the neural network is performed on clients (computing devices
connected to the network). The regulation of the neural network operation is
performed by the server.

ITyuni He#poHHi Mepexi [1] - e O0OYMCITIOBANIBHI CHCTEMH, SIKi
CUMYJTIOIOTh TPOIEC MPUUHATTS pillleHh Yy O10JOTIYHUX HEPBOBUX CHUCTEMaX
TBapuH. biojoriuyHa HepBOBa cHCTEMa CKIAJA€ThCS 3 HEWPOHIB (HEPBOBHUX
KJIIITHH), TOB’SI3aHUX MK c00010. HeWpoHHI IMITyJIbCH NMPUHUMAIOTHCS TUIOM
HEMpOHA Ta MepeaaroThCsl Jalli Yepe3 aKCOH, Ta 4epe3 CHHONTHUYHE 3’ €IHaHHS,
70 IHIIUX HEWPOHIB. 3a JOMOMOTOI0 MPOTOKOMIB Tepenadi TimepTeKCTOBHX
JIOKYMEHTIB BCECBITHbOI NAaBYTHHU Ta I1HOPACTPYKTYPH I IMIATPUMKHU
€JICKTPOHHOT MOIITH MOYKJIMBO BUKOPHCTOBYBAaTH OOUYMCIIIOBAJIbHI MOTYKHOCTI
OOYHUCITIOBATBPHUX MPUIAAIB, TiAKIodeHuX 1o mepexi. SMTP 1 HTTP - me
MPOTOKOJHM TPHUKIATHOTO PIBHS, SKI BHUKOPUCTOBYIOTHCSA IS Tepeaadi
iHpopmariii MKk xoctamu. SMTP  BukopuctoByeTbecs s mepenadi
CIEKTPOHHUX JIMCTIB MDK TMOITOBUMHU  cepBepamu, Toai sk HTTP
BUKOPHUCTOBYETHCS JIJIs TIepeaadi JaHUX 3 BeO-cepBepa 0 BeO-KITIi€HTa.

Meta poOoTH pO3TIISHYTH CYTTEBI BigMiHHOCTI Mik SMTP ta HTTP [2]

HTTP (HyperText Transfer Protocol) [3] — me mpoTokos mpHKIaTHOTO
piBHS CTBOPEHHMU JJIsl Mepe/iadi TIMepTeKCTOBUX JOKYMEHTIB y dopmari .html,
CHOTO/THI TAKOK BUKOPUCTOBYETHCS JJIA Mepeadi Oyap-sIKUX TUITIB JaHUX.
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SMTP (Simple Mail Transfer Protocol) [4] — ue komyHikamiiHUN
MPOTOKOJI MPUKIIATHOTO PiBHSA AJIs EPECUIaHHS €JIEKTPOHHOT MOLITH.

3a [0MOMOror0 BHILE BKa3aHUX MPOTOKOJIB PO3PAXYHOK OKPEMHX
€JIEMEHTIB HEHUPOHHOI MEpeKi BUKOHYEThCS Ha KIIE€HTaX (OOYHMCIIIOBATIBHUX
npuiagax, NIAKII0YEHUX 10 Mepexi). PeryiatoBanHs poOOTH HEHPOHHOI Mepexi
BUKOHYETBCSI CEPBEPOM.

Taka Monenb HEWPOHHOI MEpeki HaJa€e MOXIHUBICTH BUKOPHCTOBYBATU
OKpeMi OOYMCIIOBaJIbHI O0JaJHAHHS, TOB’S3aHI 3a JIOMOMOTOK BCECBITHBOI

NaByTUHM, JIJIs peaiizalii poooTH OJHieT HEHPOHHOT MEPEXKI.

SMTP

HTTP

Le nporokoun push, To6TO cepsep,
110 BiJIpaBJsi€, MOMITOBXYE JaHl HA
MOILLITOBUM CEpBEp, 1HILIIOIOYU
3'ennandg TCP.

[le mpoTOKOJI BUTSTYBaHHS, TOOTO
KJIIEHT BUTATYE 1H(OpMaILito,
JIOCTYIHY Ha CepBepi, IHIIII0I0YN
3'ennannsa TCP.

SMTP BuKOpUCTOBYE CTiiiKe
3'eJHAHHS.

HTTP Moxe BUKOPUCTOBYBATH SIK
CTIliKe, TaK 1 HEMOCTIMHE 3'€ JHaHHSL.

3a 3amoBuyBaHHsIM SMTP
BUKOPHUCTOBYE MOPT 25.

3a 3amoBuyBanHsM HTTP
BUKOPHUCTOBYE nopT 0.

Bin Bumarae komyBaHHs O1HApHUX
MYJIBTAMEIIHHNAX TaHUX
y 7-6itHOMY ASCII.

BiH He BUMarae KOAYBAaHHA

JBIMKOBUX MYJIBTUMEIIMHUX JTAHUX
y 7-6itoBomy ASCII.

Bin po3wmirnye Bci 00'€KTH B OJTHOMY
[IOB1IOMJIEHHI.

Bin po3minrye koxeH 00'€KT y
BnacHomy HTTP-moBigomiieHHi.
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The paper employs technique of Person’s curves to approximate and
discover properties of the DCT coefficient densities of JPEG images.
In particular, the conducted research has shown that beta distribution of the
2-nd type provides good agreement with the empirical data. Despite the fact that
our research is focused on JPEG images, research output is going to be
applicable to a much broader selection of contemporary image formats as
many of them are DCT based.

BinMiTHOIO pHCOI0 CYYacCHOCTI € MOXJIMBICTh ONEPYBAaTH BEIUKUMHU
oOcaramu nanux. Jyis epexkTuBHOI nepepaul Ta 30epiraHHsS MYJbTUMEIIAHUX
JAaHUX 3aCTOCOBYIOTh METOAM CTUCHEHHS 13 BTpaTamu iHdopmarlii. Taki metoau
Xoya 1 He 3a0e3meuyroTh 30epiraHHs i7iealbHO TOYHOrO 300pakeHHsl abo ayaio
3amucy, aje JO3BOJSIOTh 3HAYHO 30UIBIIMTH KOE(IIIEHT CTHUCHEHHS B
NOPIBHSHHI 13 METOJaMU CTHCHEHHS Oe3 BTpaT 3a paxyHOK HE3HAyHOTO st
CIPUMHSTTS JIFOAUHHU CTIOTBOPEHHSI.

3a3Buyail METOAu CTHCHEHHS 13 BTpaTaMH TMpPAIOTh Y MPOCTOpi
JESKOTO TEPETBOPEHHS, IO Ma€ BJIACTUBICTh KOMIAKTHU(IKYBaTH EHEPrito
neperBoproBaHoro curnany [1]. Tak, gKmio, BiAMOBIIHO 0 ajJrOpUTMy poOOTH
JPEG, po3butu 300pakeHHS Ha OJOKKM po3MipoM 8X8 MiKCemiB, a MOTIM
3aCTOCYBAaTH 0 HHUX JIBOMIpHE AMCKpeTHe KocuHycHe meperBopeHHs (JIKII),
JUTSL KOKHOTO OJIOKY OTPHUMAEMO HOro 4acToTHE mpeacTaBieHHs. [lo0ynyBaBmu
ricTorpamy po3moJiily KOKHOI 3 YaCTOTHUX CKJIAIOBUX MOKHA 3ayBaXKHTH, IO
JUISL OLIBIIIOCTI HATYpaJbHUX 300pakeHb eMITIpUYHA MIUIBHICTh iMOBipHOCTI AC
JKII koedimieHTIB BUABIAETHCS CUMETPUYHOIO BITHOCHO HYJISL.

Konu Mu Maemo cripaBy 13 CTUCHEHHSIM 300pakeHHs, 0JIpa3y MOCTalOTh J1Ba
CYyTT€BUX THUTaHHA. A came: BHOIp ONTHUMAIbHUX MapaMeTPiB aJIrOPUTMY
CTUCHEHHS 300paKCHHS, TAaKUM YHWHOM alu JOCSITTH HaWKpamoi SKOCTi
300paKeHHA 3 OTJISAy Ha MOro po3mip, a00 HaBIMAKH: TapaHTyBaTH HAaWMEHIITUN
PO3Mip CTHCHEHOTO 300pa)KCHHS MpHU 3aJlaHii SKOCTi. AjekBaTHO IimiOpaHi
cratuctrani moxeni JIKII xoediiieHTiB BHPIMIYIOTh OOWABA 13 3a3HAYCHUX
BUIlE TUTaHb. Ha TPaKkTUIllI YacTO BHKOPUCTOBYETHCS AamMpOKCHMAIlis 32
noromororo posnominy Jlammaca [2]. Jns gocsrHEHHS OUTBIIOI TOYHOCTI
anmpoKcHUMaIlii BApTO BUKOPUCTOBYBATH y3araJIbHEHHUI rayciB po3noain [3].

[HTYiTHBHO 3pO3yMino, 1 1€ MiATBEPIKYETHCS EKCIIEPUMEHTAIbHUMU
NOCHIKeHHsIMU, 1o (opma emmipuudoro posnonity JKIT koedimieHTis
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BU3HAYAETBbCA  CTPYKTYPHHUMHM  OCOOJIMBOCTSMHM  MEBHOTO  300pa’KEHHS.
Hanpuknan, nnas 300paxeHb, 10 MICTATh Y CBOEMY CKJIaJl CYTTEB1 00JacTi
MOHOTOHHOCTI, po3noful Jlamiaca mnoraHo Y3roKyeTbCs 3 EMIIpUYHUMU
JaHUMHU, OTKe 3al0e3nedye  HENPUUHATHY  TOYHICTh  IPOTHO3YBaHHS
(OLiHIOBaHHA) SIKOCTI 300pakeHHS (IO € CYTTEBUM JJsi 3aJad KOMIIpecii
300pakeHb). HaBmaku, ansg 300pakeHb 3 SIPKO BUPAKEHUMH TEKCTYPHUMHU
o3HaKaMmu, Mojeib Jlamnaca qoOpe crpaiboBye. TakiuM YMHOM, JJIs1 KOPEKTHOIO
BpaxyBaHHsS CTPYKTYPHUX BJIACTUBOCTEM 300pa)K€HHS TMPU OIIHIOBaHHI
(nporno3yBanHi) sikocTi ctucHeHux JPEG 300paxeHb ciiji BUKOPUCTOBYBATU
anbrepHatuBH1  Mojeni  posmoauty  JKII  koedimientiB.  EdexTuBHE
3aCTOCYBaHHSI TaKUX MOJeNIed MOJIMBE JIMIIE 32 YMOBH, II0 BOHH HE OYIyTh
HAATO CKJIAQJHUMHU Ta MAaTUMYTh €KOHOMHI 3 OOYMCIIOBAJIBHOI TOYKH 30Dy
METO/H OI[IHIOBAHHS 1X MMapaMeTpiB.

[Mum BuMoOram 3anoBUIbHSIE cucTeMa KpuBuUX IlipcoHa, 30kpema Oeta-
posnozit 2-ro poay [4]:

XP
f(x , —00< X <00, 1)
(L+|x|)P*
(¥ p, q — IHapamMcTpu pOSHOJIiJIy, SBHAYCHHA SIKHWX BHU3HAYACTHCA 3a

METO/I0OM MOMEHTIB 3 ypaxyBauusm f (0).
3ayBaxxumo, 1o npu P =1 (1) crae posmoxainom Sallee [5]:

f(X)oc(l—i-%)_q, —00 < X <00 (2)

ne q>1, s>0 — mapamerpu posmominy.
[IpoBeneHi ekcrepuMeHTANIbHI JOCTiTKeHHs 3 HamiBToHoBuMu JPEG

300pakeHHAMH Po3Mipy 256 X 256 miKkcesiB MOKa3aJli TapHY Y3rOoIKEHHICTh
kiacy mojeneit (1) i3 3nauennamu JIKII koediiieHTIB 300pakeHs.
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Currently, interest in studying orthogonal signal transformations, and
among them Walsh transforms, continues to grow. This is facilitated by the
availability of high-speed digital computers, as well as significant advances in
digital circuit technology and the development of specialized digital processors.
Recently, the trend of more active use of discrete Walsh transforms continues to
develop rapidly.

Numerous studies of Walsh functions and related theoretical and practical
Issues, in particular, problems of their effective formation, are due to a wide
range of applications of these functions.

3acTOCYBaHHS €JICKTPUYHUX CUTHATIB I OyAb-SKUX IIJIeH, 30KpemMa i
st popmyBaHHS, mepenadl Ta npuiomy iHdopmaiii, nependavae omnopy Ha
BUKOPUCTaHHS METOJIIB IMEPETBOPEHHsI curHajiiB. OCHOBHUM 3 MEpETBOPEHb
6e3ymoBHO € neperBopeHHs1 Dyp’e, sike nependavae MoB’sA3yBaHHS CUTHATIB 3
BIIMOBIIHUMU 70 HHUX CHEKTpaJbHUMHU  (YHKIIIIMH ab0  CIIEKTpaMHu.
[lepetBopenns dyp’e BUKOHYETHCS B OPTOTOHAIBHOMY 0a3zuci rapMOHIYHHMX
CUTHaTIB. AJie BiZioMi Ile 1HIII TMEPETBOPEHHS 1 TaKOXK B HETaAPMOHIYHOMY
6asuci.

IlepeTtBopeHHss Yomma € HaWOUIBII BIJOMHM cepell HETapMOHIYHHX
OpPTOTOHAIBHUX TEpeTBOpeHb. [lepeTBopeHHsT YoIIia MIMPOKO 3aCTOCOBYETHCS
npu U poBiid 00pOOIll CUTHATIB, TaK K BOHO MOXKE OyTH OOYHMCIICHO TUIBKH 3
BUKOPHUCTAHHSAM oOTNepalii OOYMCICHHS CyMH Ta pPI3HHUIL. BHACIiIOK IhOTo
amapaTypHa Ta MporpamMHa peaiizaiis MepeTBOPEHHS YOoJjIla € MPOCTIIINMU
BITHOCHO 1HIIIUX MIEPETBOPEHb.

Vsapnenns curHany S(t) y Burmami psagy VYomma amanmoriuse o

MpEeACTaBICHHS HOTo y BUTIISAI psany Dyp’e.

s(t):idkwal(k,t);

d, = [ sttwal (k tit.

bazuc curnanis Yooma € He TUTbKA OPTOTOHAIBHUM ajieé 1 HOPMOBAHHM.
Cami curHamym CKIaJaloThCs 3 Cepiil MPSIMOKYTHHUX IMITYJIBCIB, 1[0 MAaKCUMAJIbHO
CIpOIIy€ iX TEHEpYBaHHS Ta JOOpE MPHUCTOCOBYE ISl OOPOOKH TPHUCTPOSMU
U(PpPOBOi CXEMOTEXHIKHU.
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VYceninmHoMy BUKOpPUCTaHHIO (DyHKIIN Youia 1 nepeTBOpeHHs YoJiia B
BIJIMOBIIHUX OOJIACTAX HAYKU 1 TEXHIKHU CHPHSIIO BUBUCHHS] HACTYITHUX NUTAHb:
BJIACTUBOCT1 (DYHKIIIHA Y 0JlllIa; BIACTUBOCTI CIIEKTPIB Y OJllla; 3arajbHi MUTAHHS
3acTocyBaHHS (PyHKUIA YoJiia Npyd BUKOHAHHI EpEeTBOPEHbB; anroputmu BITY;
OOYHUCIEHHS KOpesUIMHUX (PYHKIIA 1 BUKOHAHHS 3ropTOK Ha 0a3l QyHKIIN
VYonmia; 3acrocyBanHs (QyHKIIA Yomma s JOCHIDKEHHS BHUIAIKOBHUX
npoleciB; BUKOpUCTaHHS (QyHKILIN YonTa npu nodyaosi HuppoBux PpuIbTpIB.

[IpakTHYHO BAXJIMBUM € BUKOPUCTaHHS (QYyHKOIA VYomma s
(opMyBaHHA CUTHANIB, $KI MepeAalTbCcid MO  JIHIAX  paaio3B'sa3Ky.
3arporoHOBaHO BHKOPUCTOBYBATH iX B SIKOCTI HOCIiB MPHU MOIIUPEHHI CUTHAIIIB
B pajioKaHai HaJl TOBEPXHEIO 3eMIli, ONpalbOBaHI NMUTAHHS TCHEPYBAHHS i
npuifoMy curHaimiB  uporo Buay. DyHkuii VYosama 3acTocoBaHl  MpU
pO3po0Il OaraTokaHalbHUX CUCTEM 3B'SI3KY, B SIKUX OJIHOYACHO IMEpeAaroThCs
pi3HI CHUTHaIM MO KOXXHOMY KaHajay »3B'I3Ky, TOOTO peasi30BaHO METOJ]
0ararokaHaJbHOTO 3B’SI3Ky Ha MIATPYHTI PO3MOJALUTY KaHaliB 3a (POpMOIO
CUTHaTIB. BOHM 3HAMIIIN B Taimy3i 3B'SI3Ky Ta PsiI IHIIUX 3aCTOCYBaHb, 30KpeMa,
Ha OCHOBI BHKOPHCTaHHS (yHKIH Yoimia po3pobiieHl BAOCKOHAJIEHI METOIU
3aBaJIOCTINKOTO KOJIYBaHHSI CUTHAIIB, PallilOHAIbHUM YMHOM BHPIIICHI MUTAHHS
neKkoyBaHHs KoaiB Pima-Manepa 1 npoBeJieH iHIII TOCTIIKEHHS 1 po3poOKHU B
I[OMY HaIpsiMi.

31IMCHEHHST TNEpPEeTBOPEHHsS YOoJjlla TEeXHIYHMMH 3aco0aMu  MOXIIMBE
JNEKUTBKOMA CII0OCO0aMMU:

— OesmocepeaHe, 10 Iependadyae TEHEPYBaHHS CUTHAIIB Youma 3
HACTYIIHUM anapaTHUM a00 MPOrpaMHUM PO3PaxyHKOM CKaJSIPHOTO JOOYTKY 3
JOCTIKYBAaHUM CUTHAJIOM;

— METOJI MaTPUYHOT O AOOYTKY;

— BUKOPHUCTaHHS UIBUAKUX aITOPUTMIB IEPETBOPEHHS Y OJIIlIa;

— mgxoM  mudpoBoi  ¢iapTpalii Ha 3acagax IapagurMyd  BEWBIIET-
HEPETBOPEHHSI.

Ak e 3aBxau OyBae: OJEH 3 MEpeideHUX METOAIB HE € HaWKpalrim.
YronobaHHS B 3aCTOCYBaHHI BH3HAYA€THhCS yMOBAMHU 3ajadi, sKa IMIJJIsATae
po3B’s3aHHI0. OJJHAK OCTaHHIN 3 O3HAYEHUX METOJIIB BUHAI/IEHO Ta ONpalibOBaHO
BIJIHOCHO HEJIaBHO, a TOMY BiH II[¢ M€ ITIBUIIICHUI 1HTEpPEC JJI1 BUBUCHHS.

[Mepenik mxepen

1. Axmen H., Pao K. P., Oproronansasie mpeoOpa3zoBaHus Mpu o0paboTke
udposeix curnanoB: Ilep. ¢ anrn./Ilox pen. U. b. ®omenko. [Tekcr]: — M.:
Cs3p, 1980.—248 c.

2. 3ammanzon JIL.A., TlpeoOpazoBanume Dypne, Yomma, Xaapa u ux
MPUMEHEHHUE B YIIPABJICHHUH, CBSI3H U Apyrux odmactax [Teker]: — M., «Haykay.
I'n. pen. ¢uz.-mar. out., 1989, 496 c.
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NCCJIEJOBAHUE BJIUSAHUA VPN
HA IMTPOU3BOJAUTEJIBHOCTD IIEPCOHAJIBHOT'O KOMIIBIOTEPA
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Hazapenxko 10.B.

Hayunsblii pykoBOAUTENS — K.T.H., CT. nipen. MBanenko C.A.
XapbKOBCKHM HAIMOHAIBHBIM YHUBEPCUTET PAAUOIIECKTPOHUKH
(61166, Xapwkos, npocn. Hayku, 14, kad. 9BM, Ten. (057) 702-13-54)
e-mail: yuliia.nazarenko@nure.ua

In today's world, developers are increasingly worried about the security of
personal data on the network. Constantly is being developed to improve security
programs and eliminate computer weaknesses. But you always have to pay for
such improvements. We pay computer productive capacity for secure site isolation.

Nudopmanimonssie yciayru 3aHUMAIOT CYIIECTBEHHOE MECTO B JKHU3HU
coBpeMeHHOro uesnoBeka. [Ipu aTom Gombias ee 4acTh JOCTYITHA MTOCPEJACTBOM
UCIIOJIb30BaHUsl MHTEpHETA. B mociieaHee BpeMsi MHOTHE TOJIb30BATEIN CTaIU
oOpamaTh BHHMaHHE€ Ha HexBaTKy npousBogutTenabHocTH IIK, 1ipum
ucrojb30BaHuu Opaysepa. [lpm omeHke oO0béMma 3aHMMaeMOM OIEpPaTHBHOM
NaMSTH TIPWIOKEHUSIMA MOYKHO OOHApY>KUTh, UTO Opay3ep SBISACTCS OJHOU U3
caMoi pecypco€Mkux mporpamM. B manHoi# paboTe paccMaTpuBaeTCs BIUSHUS
cy0dpeitmoB Ha npou3BoAUTENIBHOCTH T1K.

Cy0dpetiMm — 3To (YHKITUS U30JSAIUA CAaHTOB, KOTOPAst UCIIOIB3YeTCs TS
O00pprOBI C YI3BUMOCTBIO Spectre. JlanHas ysI3BUMOCTh ObLla OOHapy)KeHa
HCCIIEJIOBATEISIMU  CeBepoaMepuKaHCcKkoi Kopropanuu Google. Dto rpymma
amnmapaTHbIX  YSA3BUMOCTEH, oOmKMOKa B  OOJBIIMHCTBE  COBPEMEHHBIX
MPOIIECCOPOB, HMEIOIMMX JUHAMHUYECKOE BBIMOJHEHHE KOMaHA. Spectre
OTKpPBIBAET JOCTYIl KO BCEM JAaHHBIM IIOJIb30BATENISl 3a CUYET MOAKIFOYCHUS
cy0 Opay3epa s M3bATUS WH(POpMAIMKM O TMApOJIIX, OAHKOBCKUX KapTax,
VMCTOPHHM TIONCKA U TAK JTAJIEE.

CyOdpeiiMbl pa3aelsiioT KakIbli MpoIecc, IPOTEKAIOMMui B Opaysepe, H
OTPAaHUYMBAIOT KX C IIOMOIIBI0 BCTPOCHHON 3amMThl. TakuMm 00pa3oM,
MpeI0TBpaIaeTCcs MpsiMoi 1ocTyn BpeaoHocHoro 10 k maMsTu ycTpoiicTBa.

bpay3ep aBToMaTHuecku pa3fessieT U OrPaHUYMBACT IPOLECCHI KAXKIOTO
OTZIEJIBHOTO JOMEHAa M C TIOMOIIbIO BCTPOEHHOM 3alllUThl OT Spectre
NPEeIOTBpAIIAET NPSMOM JIOCTYIl K NaMsATH KOMIIBIOTEpAa YEpe3 KaxKIIblid
OTIEIBHBIN TIporiecc. JJaHHOe peleHue MOBHIIaeT YPOBEHb OE€30MaCHOCTH BEO-
cepduHra, OJHAKO IUIATUTh 3a HETO IPUXOJHUTCS OICPATUBHOU IaMSATHIO,
KOTOpasi Hapsiay € OBICTPOAEHCTBHEM IMpolEeccopa YCTPOMCTBA OIpeaesseT
o0mryto mpousBoauTebHOCTH T1K.

Paccmorpum Oonee moapoOHO BapuaHT BO3HUKHOBEHHUS MPOOJIEMBI C
YXYIIIEHUEM MPOU3BOAUTEILHOCTH BO BpEMsI HHTEPHET-CEphUHTA.

Hu nng xoro He CEKpeT, YTO COAEPKUMOE CAaWTOB B M300UIIUU COJNEPKUT
BCTPOEHHYIO PEKJIAMY, UMEIOIIYIO PA3JINYHbIC HCTOUHUKHU MPOUCXOXKIACHUS. JJ1st
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TOr0, YTOOBI HCKJIFOYUTh U3 OTOOpaKEHUSI Ha30MIIMBYIO PEKIIaMy HUCIIONIb3YIOTCS
nporpammbl  OnokupoBukd (ABP, uBlock). Tak ’xe MHOrue mnosb3oBarenu
ucnosb3yoT  OecratHele VPN-cepBHCBH, KOTOpbIE  MOTYT  MO3BOJIATH
HEKOTOPYI0 aHOHHMHOCTBH IOJIb30BATENI0, M MO3BOJSAIOT IOJy4YaThb JOCTYN K
pa3IUYHBIM CepBHUCAM, KOTOPbIE MOTYT OBITb HEAOCTYIHBI MO TE€M, WA HUHBIM
IIPUYMHAM B HEKOTOPBIX CTpaHax.

B pe3synbrate npoBeaeHHs SKCIIEPUMEHTa Oblila BBISIBIICH CIIEAYIOIIEe: TPU
COBMECTHOM wucmnoyib30oBanuu VPN (B Opaysepe Opera wucnoib30Bajics
BCTpOeHHBIN cepBuc, B Chrome ucnonb3oBasiocs pacumpenue TouchVPN) u
Kakoro-nu6o OnokupoBuiMka (Hampumep ABP) ¢ TeueHueM BpemeHH
HAO0JIIOIaNIOCh  3HAUMTEIbHOE YBEIMYEHHE O0O0bEMa OMNEepaTHBHOM MaMSITH
3aHMMaeMoi Opay3epoMm.

JUist  BBISICHEHUS TPUYUHBI TOJAOOHOTO TOBEAEHUS PEIIeHO ObUIOo
BOCTIOJIb30BaThCsl BCTPOSHHBIM JHcIIeTYepoM 3ajay Opaysepa Google Chrome,
KOTOPBIA MO3BOJISET OTCIEKUBATH PA3JIUYHBIE MTPOLIECCHI MHTEPHET CTPAHMII, B
TOM YHCJIE U UX PECYPCOEMKOCTb.

B pesynbraTte uccienoBaHusi Oblila BBISBIIEHA TEHIEHILHUS K YBEJIUYEHUIO
00BbEMa 3aHMMAEMOM ONepaTUBHOMN NMaMsATH HEKOTOPHIX cyOdperiMaMu, KOTOpbIe
0 CBOEW CYTH SBISJIMCh PEKJIAMHBIMM OaHHEpaMHM W3BECTHBIX HMHTEPHET
IUIONIA/I0K, COIMANIBHBIX CeTel U T.1. Pa3sMepbl Takux OTAENbHBIX CYOPpeiiMoB
C TEeYeHHeM BpeMeHu yBenauuuBanucb 10 1,5 I'b, mpu 3ToM cuérumk
3a0JIOKUPOBAHHBIX ~ AJIEMEHTOB  OJIOKUPOBIIMKOM  pEKJIaMbl  MOCTOSHHO
yBenuunBaj 3HaueHue. Cienyer OTMETUTh, YTO MPH OTKIIOYEHUH OJIOKMPOBIINKA,
npoOjeMa ucdesana, poBHO, kKak u npu otkiatoueHurn VPN. B mepBom ciydae,
cyOdpeiiMbl ocTaBajIuCh, HO HE YBEJIMYHBAJIUCH B pasmepe. Bo BTopom ciydae,
HEKOTOPbIE W3 HHUX HCYE3aId BOBCE, YTO CBHUAETEIBCTBYET O TOM, YTO
oecriataeie VPN camu SBISIOTCS MCTOUHMKAMH JIOTIOJTHUTEIBHOM peKJIaMbl Ha
ctpanunax. Korja ke oHM HaYMHAIOT OTHUIBTPOBBIBATHCS OJIOKHUPOBIIUKAMH,
3TO BUAMMO MPUBOJUT K UX NOBTOPHOU MOMBITKE OTKPBITHUS, YTO B PE3YIBTATE U
IPUBOJUT K 3aCOPEHUIO ONIEPATUBHOM MaMsATH CyOhperiMoM.

DOKCriepuMeHT OB TIPOBEPEH B HECKOJBKUX Opay3epax Ha pa3HBIX
KoMIibioTepax. Takum oOpazom, OecrutatHbie VPN SBIAIOTCS HCTOYHUKAMHU
JIOTIOTHUTENIBHON PEKJIaMbl U yXyAIIeHneM o011eit mpousBogutenbHoctu [1K.

Jlureparypa:

1. Yrto Takoe CyOdpeiim B Google Chrome [Enextponnmii pecypc].//
chromeum.ru — 2019. — Pexxum JOCTYITY 10 pecypcey:
https://chromeum.ru/fag/what-is-subframe-in-google-chrome.

2. MBomsamuss  caiitoB B Chrome  [Emektponnmit  pecype] //
gadgetstyle.com.ua. — 2019. — Pexum jgocTtymy 0  pecypcy:
https://www.gadgetstyle.com.ua/47168-chrome-site-isolation-feature/.
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Impulse noise is one of the main factors that worsen the transmission
quality of various ones, and can occur both during the transmission of signals
carrying information over communication channels and directly during their
processing, for example, due to decoding errors.

Ha cporoanimHiii JaeHb MHUTAHHA E€JIEKTPOMArHITHOI CYMICHOCTI
paJloeNeKTPOHHOI amapaTypu CTae Bce OUIbII aKTyaJlbHUM. 3pocTaroua
KUIbKICTh ~ PaJIOCIICKTPOHHUX  3ac00IB  MIJBHUINYE BHUMOTH JO  SKOCTI
¢yHKiiOHYyBaHHS ~ oOmanHanHg.  [Ipore  enekTpomarHiTHa  OOCTaHOBKa
3aJIMIIAETHCS  JOCUTh HANPYKEHOK0 Yepe3 BeNMKY KUIBKICTh 3aBaj 13
PI3HOMAaHITHUMH JIKEPEJIaMU MOXO[KEHHS.

Jlocutb po3MOBCIOKEHUMU € IMITyJbcHI 3aBaau (I3), mxepenamMu KX
MOXKYTh OyTH: eJIeKTpOMeXaHI4He 00JaJHAHHS, HATPUKIA/, eIEKTPOIBUTYHHU Ta
IMITYJIBCHI JOKepena BTOPUHHOT'O CIICKTPOKUBIICHHS CTBOPIOIOTH
BHCOKOYACTOTHI eflekTpoMarHitHi nepemkoau (EMIT).
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IMITYJIbCHHUX TIEPEITKO.T IMITYJIbCHOT 3aBajin

Hait6inpm wytnuea 1o EMII € pagionpuiimanbha amaparypa. J{ms 6opoTeou
13 TAKUM THIIOM 3aBaJ] BUKOpHCTOBYIOThCS mpuayiryBadi NB (Noise Blanker).

BukoprcrtaHHs ~ aHAJIOrOBUX  peali3amiii  TakuxX  TPHUIYIIyBadiB
pO3paxoBaHO HA TMEBHUW THUM MEPEIIKOJ, 1, K HACIIIOK MAaKTh OOMEKEHHS
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II0JI0 HAaJAIITYyBaHHS ONTHUMAJbHUX MapaMeTpiB MpHUAYLIyBadya B 3aJ€KHOCTI
Bl BJIacTUBOCTEW 3aBaju. ToMy MEPCHEKTHBHOIO € Po3poOKa MPOrpaMMHO-
HaJaro/)KyBaHUX HOpuaylryBadiB [3, ki MarTh OUIbIII MOXJIMBOCTI IIOAO
ajanTaiii A0 3aBaad Ta, K HACHIJOK, AKOCTI i mpuaymeHHs. Po3riasHemo
JeTallbHbIIIEe NpuHIUI poOoTH ¢utsTpa NB.

Ha Bxix QinbTpa HagXoIuTh MOBUIBHO MIHJIMBUM CHUTHAI Ta NEPIOAMYHHNA
IMITYJICHUI CUTHAJ 3 aMIUTITY/IO0, 1110 3HAYHO MEPEBUIILYE aMIUTITYTy KOPUCHOTO
curHairy. TpHUBaiiCTh IMITyJIbCY CUTHAITY JIy>K€ KOPOTKa, a Mepioj JOCUTh BEIUKH,
X04a Ha CIIyX BIH 3[Ia€ThCS CYLUIbHUM. 3aBlaHHA (QUIbTpa — BHUpPI3aTH KOPOTKI
IMITJIbCH 3 KOPUCHOTO CUTHAITY 1 YTBOPEHI MPOBAJIM 3alIOBHUTH alpOKCUMOBAHUM
KOPUCHUM CHTHAJIOM. Ba)KIMBO BCTaHOBUTH MOPIr cCHpaiboByBaHHS GuibTpy NB
TaKUM YUHOM, 1100 KOPUCHI CUTHAJIM BUSBHJIUCS HIKYMMH, a IMITYJICH HOTO
NEepEeBUILYBATIH. SIKIIO 1IbOTO HE 3pOOUTH
(GUIBTp MOYHE Pi3aTH KOPUCHI CUTHAH.

WNWW“MWW”“ 3acTocyBaHHS ~ TakKUX  THUIIIB

GbinbTpiB JIO3BOJINTH MBUIIATH
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CnmcoKk BUKOPUCTAHHUX JIKePeJI:

1. Insin, A. A., and H. ®. [lenucoBa. "Metoau mryMo3ariayIieHHs MpU
mudpoBiit  00poOii curHamiB 1 300paxkens." JKypHanm 3apeecTpoBaHUl B

MinictepcTBi KyabTypH, iHpopmartii Ta ciopty PK. CBionTBo mpo moctaHoBKY
Ha 00mik 3MI Ne 5888-x Binm 11.04. 2005.
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IMPOT'PAMMHO-ATIMAPATHOM NNJIAT®OPMbI HACKRF
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Hayunslil pykoBoauTens — K.T.H., cT. npen. MBanenko C.A.
XapbKOBCKHUM HALIMOHAJIBHBIA YHUBEPCUTET PALUOIIEKTPOHUKA
(61166, XapbkoB, npocn. Hayku,14,

Kad. nHOOPMAIIMOHHO-CETEBOM UHKEHEPHH,
ten. (057) 702-14-29)
e-mail: mariia.popadenko@nure.ua

Currently, information resources are becoming the main target of attacks

by attackers. The attacker actively uses the most common system vulnerabilities:
memory leaks, encryption weaknesses, incomplete verification of input data, etc.
The attacked party, in turn, tries to find vulnerabilities in the system by
developing and improving barriers that protect the protected information object
from unauthorized access. The aim of this work is to investigate the use of the
HackRF software and hardware platform for vulnerabilities. Since HackRF is
allows you to receive or transmit signals in a large frequency range.

B Hacrosimee Bpemsi MHGOPMAIIMOHHBIE PECYPChl CTAHOBSTCS TJIAaBHOM
[EJIbI0 aTaK CO CTOPOHBI 3JIOYMBIIUICHHUKOB. ATaKyromiasi CTOPOHAa aKTUBHO
UCIIONIb3yeT HauboJsiee pachpOCTpPaHEHHBIE VYSI3BUMOCTH CHCTEM: YTEUKHU
namsTH, HEIOCTaTKW IH(pPOBaHMs, IMepernoiiHeHue Oydepa, HEMOIHYIO
IIPOBEPKY BXOJHBIX JaHHBIX. ATaKkyemasi CTOpOHA, B CBOIO OYEpEllb, CTapaeTcs
HaxXOAUTh VYSI3BUMBIE MECTa CHCTEMBI, pa3pabaTbiBas H COBEPIICHCTBYS
Oapbeppl, Orpakaaronide 3alluIlaeMbli  HHPOPMAIIMOHHBIM OOBEKT OT
HECaHKIIMOHUPOBaHHOTO gocTymna. HaCkRF mo3BossieT TecTHpoBaTh ysI3BUMOCTH
OeCTpOBOIHBIX CPEJICTB YIPABICHHUS.

[Tporpammuo ompexaensemoe paano (SDR) wmcnonesyer mudpoByro
00paboTKy curHajioB st peanusanuu Gynkun paano. C SDR M0XHO co3/1aTh
BUPTYaJIbHBIN MEpEAATINKN WM TPUEMHUKA JIs1 JTI00OOTO pajlocurHaja B BUJIE
MPOrPaMMBbI, MCIIOJIb3YS BCETO OJHO amapaTHOE YCTPOMCTBO W KOMIIBIOTE.
HackRF — »To yHHKaJbHOE YCTPOMCTBO, CO3IaHHOE MJIsI TECTUPOBAHUS U
pa3pabOTKH COBPEMEHHBIX PAINO-TEXHOIOTHMA.

HackRF One 5t10 oTkpbiTas anmapatHas miaaTdopMa KOTOpas MOXKET
ObITh HWcmonb3oBaHa kak USB mepudepuitHoe ycTpolcTBO WM Ke
3amporpaMMUPOBAHO HA aBTOHOMHYIO padoTy.
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HackRF One Bbimaer takrobrii curaan 10 MI'm mwa CLKOUT. Curnan
npeacraBisger coboi mnpsimoyroiapHyto BoiHy 10 MI'm or 0 B go 3 B,
MpeIHA3HAYEHHYIO JI1 Harpy3KH C BBICOKMM UMIIEJAHCOM.

HackRF onHa M3 MHOTMX HOpOrpaMMHBIX DPAaJMOCUCTEM, OAHAKO OHa
SABJISAECTCSL PACIPOCTPAHEHHOU. YCTPOMCTBO MMEET OIPOMHOE KOJIUYECTBO
MPEeUMYIIECTB: MUPOKUI auama3zoH pabouunx uacror (1 MIm — 6 ITn);
IIMPOKOIOJIOCHAs Mojoca mponyckanus (max - 20 MI'n); coBMecTuMblil ¢ ApyT
JIPYroM, TaKk U € JIPYTUMU UCTOYHMKAMH CUTHAJa; MOPTATUBHBIA (MMUTAETCA OT
USB); noanepxuBaer MHOxectBO OC. OpHako, OHa uMeET HEOOJIBIIYIO
MotrHocTh U KIIJI mraTtHoM aHTeHHBI MeHee 1%.

[lepenaua unpopmanuu B HackRF ocymectensiercss 1syms criocobamu:

— 1nepBblii crnoco®d — obmieHue Hamnpsmyro ¢ ycrpoiictBom (HackRF
umeer Oubnmoreky ¢  otkpeithiM  APL.  HeoOGxogumMo  mporpamMMHO
chopmupoBath komiiekcHbIM (IQ) curnan mis Bceld TpeOyeMOH MOJIOCHI
npueMmHuKa, 4Toosl ero LIAIl B cBoro ouepenb, oTnpaBui curtai B 3¢up. Taxxke
HE0OX0IMMO 3aJ1aTh PSIJi HACTPOEK (YacToTa, YCUIICHHE, 10JI0Ca MPOITYCKAHMUS );

— BTOpOIi crocod — ucnonb3oBanuio nakera GNU Radio (GNU Radio —
ATO OTKPBITHIA U OECIIATHBIN MaKkeT Mporpamm, MpeIHa3HaAueHHBIN 1S TU(PPOBOIL
00pabOTKM CUTHAJIOB B HAYUHBIX, 00pa30BATENbHBIX NN KOMMEPUYECKHUX LIENISX).

C mnomoupto mporpammHo-anmnapatHor miargopmsl HackRF  moxHO
HpOCIIyIINUBATh 3QUp, a Takke GarbcuuIupoBaTh OTIIPABUTEIS.

B Hacrosmee BpemMs KOMIIBIOTEPHBIE MBIIIM W KJIABHATyphl C
paauountepdeiicom u USB-TpaHcuBepoM MONB3YIOTCS MOMYJISIPHOCTHIO, HO
TaKWe YCTpOMCTBa He 3amuiieHsl oT B3aoma. C momomisio HackRF moskHO
HepexBaTUTh JaHHble, Aemu@poBath Tpapuk. M3-3a NaHHBIX ySI3BUMOCTEH
MOTYT OBITh YTPau€HbI APOJIH, TUIATEXKHBIE PEKBU3UTHI, IEPCOHATIbHBIE JTaHHBIE
U e1é MHOTO BayKHOW MH(pOpMaLuu.

HackRF wmoxer anammsupoBath Tpaduk GSM cereir (pe3yiapTaToMm
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This paper considers the Lloyd-Max algorithm for designing optimal
quantizers for memoryless sources. Usually Lloyd-Max’s algorithm requires a
relatively large number of steps to yield optimal spacing of the partitioning
points. The objective of this note is to introduce a technique to improve
convergence of the Lloyd-Max algorithm for the exponential family of
memoryless sources.

Sampling and quantization are two major operations performed when
digitizing analog signals. Nowadays, the theory is well developed for both of
these operations and for signals of arbitrary nature: deterministic or random.
To deal with random signals, a famous Lloyd-Max quantizer is used [1]. Also,
there are several generalizations of the mentioned above algorithm exist,
Farvardin & Modestino’s entropy constraint quantizer [2] and Sullivan’s dead-
zone plus uniform threshold quantizer [3] to name a few. It deserves noting that
entropy constrained quantization underlies all the modern algorithms of lossy
compression of multimedia data. However, efficient algorithms exist only for
memoryless probability distributions, namely, for exponential and double
exponential ones [4].

Usually Lloyd-Max’s algorithm requires a substantial number of steps (30
and more) to yield optimal spacing of the partitioning points. It appears that for
certain types of memoryless sources there becomes possible to improve the
algorithm’s convergence. These sources are described by distributions from the
exponential family of distributions. That is, the objective of the paper is to
introduce a technique to improve convergence of the Lloyd-Max quantizer for
the exponential family of memoryless sources.

Let {X.;} be a discrete-time memoryless stationary process and
Xi~ f(x), where f(x) is a probability density function. The N -level
quantizer is thought of as a function qy() which maps {X;} onto
one of {Q,}\, levels. In terms of threshold values {T,}\', qy () can be
defined as [2]:

dn () = X5 Q1 (%),

where 1,(x) equals 1 if x e (T,_4,T,] and O otherwise.
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To assess the total alteration of {X.,} introduced by the N -level
guantizer, an average distortion function is used:

Dy (T,Q) =N 17 d(x, Q)1 (x) f (x)dx,

where d(--) is the non-negative measure of distortion and T =[T,,T,,.... Ty_1]"
Q=[Q,,Q,....Qu 1" . Here we deal with d(x,Q,) = fTT.'_l(X —Q))? f(x)dx.

Optimal values of T and Q are minimizers of Dy (T,Q). Thus we
naturally come up with the system of 2N —1 equations, namely

AL G- =0, (-7 m)=0 o
2 (x-Q)2t0dx=0, |k, X FO)dx=Q ] T(dx
It is obvious, there is no explicit solution to (1) and here the Lloyd-Max
algorithm comes to play. To improve the convergence of the algorithm for the
exponential family of memoryless sources, we employ the following
approximation, which is a direct consequence of the 2-nd remarkable limit:
e¥=2-n+x)"-(2-n=x)". (2)
Let us illustrate the proposed technique by example of the exponential
distribution with the PDF f (x) = 8 exp(~x/ 3); x > 0, the system (1) becomes

T| :Q|,
— - 3
o =1+ (1-— =); IR P IEY )
1-e™ B B
Results of substituting (2) for (3) are summarized below.
n=1 n=2 n=3 n=4
5 5 5 0| 169, 0| 0| 80
~— ~ - | grxr~1l-———) |y =r—(1———
@y gy A-g) eyl 52 08 | 4203 5,2+64)

Subject to the first equation of the system (3), Q, and T, are

interchangeable and for n =1 we get a conventional Lloyd-Max scheme. In turn,
for n>1 one gets improved convergence.
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This article discusses the problem associated with hindrance from radio
receivers. In-phase hindrance is considered in more detail, to combat which
a device has been developed to suppress this hindrance. The developed device
can be used for the operation of various radio receivers, including for
radio monitoring.

PamionpuiiManbHi TpUCTPOT — II€ CHUCTEMH CIICKTPUYHUX JIAHITIOTIB,
BY3J11B 1 OJIOKIB, MPU3HAYEHI JIJISl YJIOBIIOBAHHS PaJII0XBHIIb, SIKI TIOIIUPIOIOTHCS
y BIIKPUTOMY MPOCTOpPI MOPHUPOAHOrO0 ab0 IITYYHOTO TOXO/KEHHA 1
NEpPEeTBOPEHHsT 11X J0 BUAY, W0 3a0e3nedye BHUKOPUCTAaHHA 1H(opMmaIrii,
gKka B HUX MicTuThcs. llepmi  panpionpuiimManbHi  OPUCTPOI  CTBOPEHI
B 90-x pokax 19 cTomiTTs.

CyyacHa eyeKTpoMarHiTHa oOOCTaHOBKAa IHJIYCTPIaJIbHOTO MicTa €
HECIIPUSTIMBOIO Yepe3 Te, M0 MPUHOM aMIUNTYIHO-MOYJIbOBAHUX CHUTHAJIB
paJlOCTaHIIIN, sIKI TIPAITIOIOTH B Jiala3oHax JOBTHX, CEPEIHIX 1 KOPOTKUX XBHIIb
CWIbHO YTpYyIHEHUU. J>KepeloM eNeKTPOMAarHiTHUX IEpEeHIKoj € TMOTY>KHE
eJNeKTpooOIaHAHHS ~ TPOMUCIOBUX  TMIANPUEMCTB,  €JIEKTPOTPAHCIOPT,
OCBIT/IIOBAJIbHI MPUJIAN, KOMII'TOTEpH, TOOyTOBa TeXHika Tomo [1].

[Tepemkoan MoXKHA PO3AUIMTH HA 30BHINIHI 1 BHYTpIilIHI. 30BHIIIHI
NEPENIKOIM BUHUKAIOTh 1032 PaJloNpUHMaIbHOTO MPUCTPOIO 1 MPOXOAATh Ha
HOro BHIXiJlT yepe3 BeCh TPAKT BiJl aHTCHH a00 MPOHUKAIOTH OE3MocepeHbO
yepe3 eJEeMEHTH MpuiiMaya, a TaKoXXK 4Yepe3 JAHIIOrH KUBJICHHSA. BHyTpimmHi
NEPEIIKOM BUHUKAIOTh Oe€3mocepeHb0 B camMoMy mpuiiMadi. J[>xepenom
BHYTPIIIHIX TEPENIKo] MOXYThb OyTH TPaH3UCTOP, PE3UCTOp 1 T.M. 30BHIIIHI
MEPEIIKOIM MOXKHA KIacu(iKyBaTH 3a MOXO0/KEHHAM. [Ipu 11boMy pO3PI3HSIOTH:
aTMOC(epHi TMEepPEenIKOAN, M0 BUHUKAIOTH B PE3yJbTaTi €JIEKTPOMArHITHUX
mporeciB B armocdepi  3emii;  KOCMIYHI  NEPEIIKOAH, OO0OyMOBJICHI
PaJIOBUIPOMIHIOBAHHSAM 31POK 1 MIXK30PSIHOTO Ta3y; MPOMUCIOBI MEPENIKOIH,
SKi CTBOPIOIOTBCA PI3HUMHU EJIEKTPOYCTAHOBKAMH, $IKI 3aCTOCOBYIOTHCA Ha
BUPOOHUIITBI Ta B MOOYTi; MEPEMIKOAM BiJ PAFIOCTAHIA IHIIUX CHUCTEM
pamio3B's3Ky [2].

[lepemkonyu Oyab-IKOTO TMOXOHKCHHS PO3PI3HSAIOTHCS HA TEPIOAWYHI,
iMITyJIbCHI 1 Tmanki (abo duykryaiiiai). [lepioguyni nepemkonu — 1e, mepiur 3a
BCE, TIEPEIIKOJM, CTBOPIOBAHI PAIOCTAHIIISIMU IHIIMX CHUCTEM pajio3B'sI3KYy.
IMnynbcHI 1 raajki MEepelKkoad MawTh Oe3nepepBHUM crnekTp. ['nmagki abo
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daykTyaliiHi mepenkoad MOXXHa YSBUTU SIK BEJIMKE YHUCIO JYKE KOPOTKHX
IMITYJIbCIB, K1 PO3MIILLEHI B XaOTUYHOMY MOPSAKY OAMH 3a ofHUM. [Ipuknagom
IMITYJIBCHUX TEPEIIKOJ MOXKYTh CIIYKUTH aTMOC(EpHI NePelKoIn, TPUKIaIoM
TJIAJIKKMX TEePEIIKO/l - BHYTPIITHI IyMuU npuiimada [2].

Takox, mepemkoau IUIAThCSI Ha aKTUBHI 1 TACUBHI. AKTUBHI MEPEUIKOIN
CTBOPIOIOTBCS TEHEPYIOUMMH JDKepenamu. J[o HHMX BITZHOCATBCA BCi BHIHU
MEPelKo]l aTMOC(PEPHOro, KOCMIYHOTO, MPOMHUCIOBOIO 1 BHYTPIIIHBOIO
noxo/keHHs. [lacHBHI MepemKkoau BUHHUKAIOTh B pPE3yJbTaTi 0COOIMBOCTEH
MONIMPEHHSI ENeKTPOMAarHiTHUX XBWJIb. [l0o HUX BIiTHOCATHCA 3aBMHUPAHHS
1 exo-curHanu [2].

PanmionepenaBau pagiocTaHiii BiAJaJICHUW Big pajionpuiiMaya Ha
JIECSATKU, COTHI 1 TUCAY1 KIJIOMETPIB, a BIICTaHb JI0 JXKEpesa eNeKTPOMAarHiTHO1
MIEPEIIKOIA YaCTO HE MEPEBUIILYE eCATUX YaCTOK JOBXKUHU XBWii. [Ipu 1ibomy
aHTeHa paJionpuiiMadya BUSBISIETBCA, B TaK 3BaHIA OJMWKHIA  30HI
BUIIPOMIHIOBAHHS JKEpelia MePeIiKoIi, B Mipy HaOIMKEHHS, 10 SIKOTO MOJYJb
BEKTOPY HANpPYKCHOCTI MAarHiTHOI CKJIAJJOBOi €JEKTPOMArHiTHOTO  IMOJIS
TEPEIIKOAU 3pocTae mponopuiiino 1/ % (me r — He BiAcTaHb 10 [Kepena
BUTIPOMIHIOBAaHHS), & MOJIYJIb BEKTOPY HAINPY>KEHOCTI EIIEKTPUIHOI CKIIAJIOBOT —
nponopuiiino 1/ 13, To6T0 WBKAmE. [HIIUMU ClOBaMHu, YUM GIIHKYE HKEPENIO
NEPEIIKOIU, TUM OUIBII SIBHO B BUIIPOMIHIOBAHOMY 1M €JI€KTPOMArHiTHOMY MOJi
€JIEKTpUYHA CKJIaJ0Ba TEpeBaka€ HaJ MAarHiTHOI, MPUYOMY 31 30UIbIICHHSIM
JOBKUHU XBHUJI1 IS OCOOJIMBICTh MPOSBISAEThCSA B OUTbIIiA Mipi. st m1ambHbOT
30HH 11e¥ eeKT BiacyTHIH [1].

Tomy nns 60poTbOM 3 CHH(pA3HOI TMEPEIIKOI0I0 BUKOPUCTOBYETHCS
Mar”iTHa TPUHOMHA aHTEHA, fKa BXOAUTH IO CKJIAAy MPHUCTPOIO YCYHEHHS
cuH(pa3HOi MepemKoar, Ta € HEYYTIUBOI [0 EJeKTPUYHOI CKIJIaJI0BOi
€JICKTPOMArHITHOTO IO, 1 SKa Ma€ JIO0 TOTO  CIPSMOBaHI BIACTUBOCTI, SKI
JO3BOJISIIOTh  IIJIIXOM  BUIMOBIAHOT  Opi€HTAIii B  IPOCTOPI  JIOJATKOBO
BiIOy/IOBYBaTUCSA  BiJ  PaJIONpUAOMY BHUIPOMIHIOBAHHS IO  3aBaXKae.
BuxopucranHsa 118 paqionpuiioMy B TAKMX YMOBax caMe MarHiTHOI aHTEHH Jla€
HalKpaile BUIHOIICHHS CHUTHaJI/IEpelikoja Ha BXOJ1 pajionpuiiMauya.
[le noB’s3aHO 3 IHIIOIO CTPYKTYPOIO €IEKTPOMATHITHOTO TOJIA MOOIU3Y
JpKepena BUTTPOMIHIOBaHHSI B OJIMKHIN 30HI.
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The given work is devoted to presumption of conformity. The system of

technical regulation (metrology, standardization, conformity assessment, market
surveillance) aims at ensuring the safety and conformity of goods and services,
protecting the domestic market and expanding the country's foreign market,
contributing to the development of new technologies and improving the
competitiveness of the economy. By far, the most effective model is the
European approach to technical regulation, which is based on the relevant
harmonized legislation and promotes the free movement of goods, healthy
competition, the introduction of innovation into production, but at the same time
ensures the safety of products.

Or1iHKa BIAMOBITHOCTI € CKJIaJOBOI0 CUCTEMU TEXHIYHOT'O PETYITIOBaHHS,
IO TOB’S3aHAa 3 JOBEICHHSIM TOTO, II0 3aJaHl BHUMOTH, SIKI CTOCYHOTBHCS
IPOJIYKIIii, TPOIeCy, MOCAYyTH, CUCTEMH, OCOOM YW OopraHy, OyJd BHKOHaHI.
Bumoru, 1o 3a0e3nedyroTh O€3MeUHICTh MPOAYKINi, HABOASITHCS B TEXHIUHHX
pernmamentax. B VYkpaiHi omiHka BIANMOBIZIHOCTI TEXHIYHUM perjiaMEHTaM €
000B’s13k0BO0. [[71s1 Toro, MO0 OpraHuW MOIJIM TIpaloBaTH y cdepi OIIHKH
BIJIMTOBIIHOCT1 TEXHIYHUM pPeTJIaMEHTaM, BOHU MAalOTh OyTH MPU3HAYECHUM.

s Toro mo6 OOB HaOynu mpu3HayeHHsS, BOHU MOBHHHI BIAIOBIIATH
3arajJbHUM BUMOTaM JI0 IPU3HAYCHUX OPTaHiB Ta CIEliaJbHUM BUMOTaM.

[I{omo BU3HAYEHHS CHEI[IaIbHIX BUMOT MOKIIUBO JIEKLTbKA JKEPed:

— BIITMOBITHI TEXHIYHI PErVIAMEHTH, SIKUMH Tepef0adyeHe 3acTOCYBaHHS
MPOLIETYP OIIHKH BIATOBITHOCTI 13 3JIy4eHHSIM MPU3HAYCHUX OPTaHiB;

— IToctanoBa KaGineta MinicTpiB Ykpainu 110710 CrienialbHUX BUMOT JI0
MPU3HAYECHUX OPTaHiB.

[Tpe3ymmitis BiAMOBIAHOCTI CHEIiaJbHUM BUMOTaM MPU3HAYECHUX OPTaHiB
BU3Ha4aeThes B 3akoHi Ykpainu Bim 03.07.2019 Ne 124-VIII «IIpo TexHiuHi
pErIaMEHTH Ta OIIIHKY BIJITOBIIHOCTI» Ta TOJIATA€ Yy BIAMOBIAHOCTI BHMOTaM
MDKHAPOTHUX CTaHIAPTIB 010 OPTaHIB 3 OI[IHKA BiMOBITHOCTI.
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[Ipe3ymIist BIANOBIIHOCTI — NPUITYILEHHS, SIKE BU3HAETHCS JOCTOBIPHHUM,
MOKU He OyJie JMOBEICHO IHIE, MpO Te, M0 MPOAYKIliS, MOB’SI3aHUN 3 HEIO
mporiec abo0 METOJI BUPOOHHUIITBA YM I1HINUKA OO0’€KT BIAMOBIAAE BUMOTraM
BIJIMOBITHOTO TEXHIYHOTO pPErjiaMeHTy, L0 BHU3HA4YE€HI B HbOMY, a OpraH 3
OLIIHKM BIAMOBIHOCTI BIAMNOBIAA€ CHEIIaJbHUM BUMOTaM J0 MNpPU3HAYECHHUX
OpraHiB 3 OI[IHKH BiJIMOBIIHOCT] Y4 BU3HAHUX HE3AJICKHUX OpraHi3alliil.

JloBesileHHS OpraHoM 3 OI[IHKK BIAMOBITHOCTI CBO€ET BIAMOBIIHOCTI
KpUTEPISIM, YCTAHOBJICHMM BIANOBITHUMHU HAIllOHATLHUMH CTaHJapTaMu,
Hepeslik AKUX 3aTBEPIKEHUN LEHTPAJIbHUM OpPraHOM BHUKOHABYOi BJaJH, IO
3a0e3neuye (GOpMYBaHHS JIEPKABHOI TMONITUKM Yy cdepl TEXHIYHOTO
pEryitoBaHHs, a00 YaCTUHAMM LIUX CTAHJIAPTIB, HAJla€ TAKOMY OpraHy 3 OLIIHKU
BIJIMOBIIHOCTI  MPE3YMIIIIIF0  BIJMOBIAHOCTI  CIHEHIAJIbHUM BUMOTaM  JI0
OpU3HAYEHUX OpraHiB y Ti Mipl, B $fKIil Hal[lOHaJNbHI CTaHAAPTH, IO
3aCTOCOBYIOTHCS, OXOTUTIOIOTh 3a3HaY€H1 BUMOTH.

JloBeneHHsT  BIANOBIIHOCTI ~ OpraHy BHUMOraM I[MX  CTaHAapTiB
3MIMCHIOETHCS yepe3 akpeauTaiiito OOB.

3arajgbHl BUMOTH 3A€OUIBIIOT0 CTOCYIOTHCS HOPUIUYHOTO O(OPMIICHHS
nismbHOCTI OOB.

CoenianpHl BUMOTH oe3rocepeIHbO ONMHCYIOTh CTEXHIYHID
xapakrepuctuku OOB. Bonn MoxyTh BkaszyBarucs abo Kabinetom MiHICTpiB
VYkpainu, a00 TEXHIYHUMH PErIaMeHTaMH.
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The problem of automation of routine calculations for statistical processing
of multiple measurements results is considered. The proposed software has a
user-friendly graphical user interface and displays the results in the form of
numerical values of the estimates of distribution laws, cumulative curve,
histogram, and allows you to save the report with the results in a text file.

Metonu 0OpOOKM EKCIEPUMEHTAIBHUX JaHUX CHPSIMOBaHI HacamIepe.
Ha aHali3, 3MEHIIEHHs Ta OLIHKY MOXUOOK pe3ysbTaTiB BUMIptoBaHb. HailOubim
BOXJIMBUMHU € YHCEJIbHI METOAM OOpOOKM, 3aCHOBaHI Ha OMMCI Ta aHami3l
HEBU3HAYCHOCTCH BUIXIIHUX JaHHUX, CEpell HUX IIEPEBAKAIOTh CTATUCTUYHI
METOAW. Y 3araJbHOMY BHIAJKy pE3yJIbTaTH BUMIPIOBaHb (CITIOCTEPEIKCHBD )
MOKHA BB@)KAaTH BWITQJIKOBUMH BEIIMUMHAMH. SIK 1 BCsAKa BUIIAIKOBA BEIIMYWHA,
pe3yabTaT BUMIPIOBaHHS TIOBHICTIO XapaKTEPU3YEThCS 3aKOHOM pO3IOJLTY,
1HbOpPMAIIIIO TIPO KU OAEPKYIOTh, ONMPAIbOBYIOUH PE3YIbTaTH Oararopa3oBUX
CIIOCTEPEKEHb METOIAMH MAaTEMaTUYHOI CTATUCTUKHU. Y PE3yibTari 3’ ABIsS€ThCS
MO>KJIMBICTh HE TUIBKHM OIIIHUTH XapaKTEPUCTHUKUA BHUIMAJKOBOI MOXUOKH, aie i
MiBUIIUTH TOYHICTH BUMIPIOBAHHS.

[Ipu mpoBeneHHI PI3HOMAHITHUX METPOJIOTIYHUX PEITIaMEHTIB JOCHUTH
4acTO JOBOAMUTHCS BUKOPUCTOBYBATH MPOLIETYPU CTATUCTUYHOI OOpOOKH JaHUX
0araropa3oBHUX BUMIpIOBaHb, SIKi BUMAraroTh 3HAYHOTO 00CATY O0YHCIIIOBAILHUX
omeparliii, mo norpedye Oararo 4dacy. ToMy IOCHTH aKTyaJlbHHM € 3aBIaHHS
aBTOMaTH3allii TAKUX MPOIIEAY].

Buxonsun 13 1mwporo, Oymo po3pobieHO MporpaMHHi 3acid MOBOIO
MATLAB, 110 peai3ye Taki OCHOBH1 (h)yHKIIII:

1) daitnoBuit BBi/BUBIA TaHUX;

2) IHTEpaKTUBHUN PEKUM B3a€EMOJII1 3 KOPHUCTYBauEM;

3) moOynoBa ricrorpaMu Ta KyMyJAsSITUBHOI KPUBOT 711 HAWOLIBIIT TUTIOBUX
3aKOHIB PO3MOILTY (pIBHOMIpHUI, HOpMabHUH, Jlariaca, TPUKYTHHIA Ta apKCUHYC);

4) oO4YHCIIEHHS OMNHCOBHX CTaTHCTHK pe3yJbTaTiB 0Oararopa3zoBUX
CIIOCTEPEKEHb (CEPEeIHBOT0 apU(PMETHIHOTO, CEPEAHBOTO KBAIPATHYHOIO
BIIXWUJICHHS, ME/IIaHH, pO3Maxy, aCHMETPii, eKCIecy);

5) yHKIiA BiACitOBaHHS HEIOCTOBIPHUX JAHHUX 32 JOITIOMOTOI0 KPUTEPIiB
Paiita Ta CMmupHOBa;

6) TmepeBipka TIMOTEe3W TMPO BIAMOBINHICTH CTAaTUCTUYHUX JaHUX
BUOpaHOMY 3aKOHY po3moaiTy 3a Kputepiem [lipcona Ta Koamoroposa;

7) moOynoBa IHTEPBAJbHUX OI[IHOK BUITAJKOBOT MTOXHUOKH.
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[Iporpama Mae 3pyunuil rpadiunuii iHTepdeiic kopuctyBaya (puc. 1) 1
BiloOpakae pe3ynbTaTd y BUIVISJAI YKHCJIOBUX 3HAUYCHb OI[IHOK IapaMeTpiB
3aKOHIB PO3MOALTY, KYMYJISATHUBHOI KpUBOi, TICTOTpAMH, a TaKOX JIO3BOJISE
30epiratu 3BIT 3 pe3ylIbTaTaMU B TEKCTOBOMY (pailii.

r )
CratuctiyHa 06pobka Baratopasoewx BMMIpHIEaHD l = 23|
Maiin |3akoH posnoginy| Buknrouenna  Kputepii srogn ]
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[lepeBaramMu po3po0JIEHOT aBTOMATH30BAHOI CHUCTEMH € MOXKJIMBICTh
00poOIATH 3HAUHI OOCSTH JaHUX Ta IPAIfOBATH 3 PI3HUMHU (hopMaraMu BXITHOT
iHdopMarllii, BOHa MOXE 3aCTOCOBYBATHCh IPH 3IIHCHEHHI HAyKOBUX JIOCIII-
KEHB, TIPOBEICHHI METPOJIOTTYHUX PETJIAMEHTIB Ta Y HaBYaJILHOMY IIPOILIECi.
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METPOJIOT'TYHE 3ABE3IIEYEHHA AHEMOMETPY
[Muc M.b.

HaykoBuii kepiBHUK - K.T.H., 1ol. Ceprienko M.IL.
XapKiBChKUW HalllOHAJBbHUN YHIBEPCUTET Pal0€IEKTPOHIKH
(61166, Xapkis, npocn. Hayku, 14, kadp. MTE, ten. (057) 702-13-31
e-mail: maryna.tsys@nure.ua)

An anemometer is a device for measuring the flow velocity and the
direction of air movement , gases and liquids. This applies both restricted flows,
such as air movement in air ducts, and unrestricted flows, such as atmospheric
wind. The technical and metrological performances of an anemometer M-95-CM
are considered in the work. The estimation procedure of measurement
uncertainty, including model, components of uncertainty, their contributions to
the total uncertainty, taking into account the distribution law, is developed.

AHeMOMeTp - Iie TpWiaax JUIS BUMIPIOBAHHS IIBUIAKOCTI TOTOKIB Ta
HaMNpsSMKU PyXy TMOBITPsA, Ta3iB 1 piauH. Lle cTtocyeThes ik 0OMEKEHUX TMOTOKIB,
HAMpUKIIA] pPyXy TOBITpS B TIOBITPOBOJAX, TaK 1 HEOOMEKEHHX IOTOKIB,
HaNpUKIag aTtMoc(EepHOro BIiTPY. AHEMOMETPH HacamIepea NpU3HAYCHI JUIS
METEOpOJIOTii, aJKe 3MiHa TaKUX MapaMmeTpiB, SIK IIBUIKICTH 1 HampsiM BITPY,
BKa3yIOTh HAM Ha 3MIHHU MOTOAHUX YMOB, MOMEPEHKAIOTh MPO HAOIMKEHHS TPO3H,
HITOPMY, THIIUX HEOE3NMEeYHUX MPUPOIHUX SBUIIL, 110 TYXKE BaXKIUBO IS TIUIOTIB,
MOpSIKIB, IHXKEHEpiB, Ta W s yCiX Hac. Sk mpaBwio, I JIETKl MOPTATHBHI
NpWIIaIH, 3pyYHi Y BAKOPUCTAHH] HaBITh B CKJIaTHUX MOJIHOBUX YMOBAX.

[TpuHMn pobGoTH aHeMoMeTpa TOJSTa€E y BUSBICHHI 3MIHM JI€IKOTO
(G13MYHOr0 BIACTHBOCTI TMOTOKY, a00 B il IbOI0 TOTOKY HA MEXaHIYHHI
IPUCTPiH, ToMilieHe B MOTIK. [Ipu 11boMy aHEMOMETP MOYKE BUMIPIOBATH ITOBHY
BEJIMYMHY IIBUIKOCTI, BEJIWYMHY IIBUIKOCTI B IUIOIIMHI, a00 KOMIIOHCHTY
IIBUJIKOCTI B TIEBHOMY HampsMmKy. Kpim TOro, cydyacHi aHeMOMETpU B
3QJIEKHOCTI BIJT MOJEI MOXYTh BHUMIPIOBAaTH HAINpsIMOK BIiTpY, 00'eMHUM
BUTpATa IMOBITPS, BOJIOTICTh, TEMIIEPATYpPy, TUCK. TaKMM YMHOM, aHEMOMETPHU
MEPETBOPIOIOTHCS B IOPTATHBHI METEOCTAHIIII.

B po0oTi po3risHyTI TEXHIYHI XapaKTEPUCTUKH aHeMoMeTpy M-95-1M:

- Jliarmra30H BUMIPIOBAaHb IIBUIKOCTI MOBITPsiHOTO MOTOKY (1,8...55) m/c;

- MeX1 JOMYCTUMOi OCHOBHOI a0CONIOTHOI MOXWOKH TPH BUMIpIOBaHHI
+(0,5 + 0,05 V) m/c, ne V - BuMiproBaHa MIBUAKICTh TTOBITPSTHOTO TIOTOKY;

- llara30H yCTaHOBKH MOPOTiB CIIPAIlbOBYBaHHS CUTHAJI3AIII:

- MIBUJKOCTI OBITPsiHOTO MOTOKY (12...40) m/c;
- yaCcy BIUIMBY MOpHBIiB BITPY (2...5) C;

- ME&XI JOMYCTHMOI OCHOBHOI aOCOJFOTHOI IMOXHOKH YCTaHOBKH TOpOTa
CIpalbOBYBaHHS CHUTHATI3AIlli MO WIBUAKOCTI TOBITPSHOTO TMOTOKY TIPH
temneparypi (20 + 5) °C £+ 0,4 m/c;
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- MeXl JONyCTHMMOi JO0JATKOBOi MOXMOKM NpH 3MiHI TeMIlepaTypu
HaBKOJUIIHBOrO noBiTps Big (20 + 5) ° C y mexax poOoUux yMOB, B AOJSAX BiJ
OCHOBHOI TOXHOKH:

- IPY BUMIPIOBaHHI MIBUAKOCTI MOBITPSAHOIO MOTOKY: *+ 0,5;
- [pU CHpallbOBYBaHHS CHUTHAII3alli MIBUIKOCTI MOBITPSHOTO
notoky: £ 0,5;

- TOpIr CHpalbOBYBaHHA TOMEPEIHBbOI CUTHAII3aIlll  IIBUJKOCTI
MOBITPSIHOTO MOTOKY BiJ BCTAHOBJEHOTO 3HAYEHHS MOPOry IIBHUIKOCTI
MOBITPSHOTO MOTOKY (75 £ 5) %;

- JUCKPETHICTh YCTAaHOBKHM IOPOTIB CIPalbOBYBAaHHS CUTHaII3alli MO
IIBUKOCT1 MOBITpsiHOTO TTOTOKY 0,1 M/c;

- JIMCKPETHICTh BCTAHOBJICHHS Yacy CIpAIfOBaHHS CHTHaTI3aIlii 1o
IIBUKOCTI MOBITpsiHOTO TTOTOKY 0,1 C;

- no>kuBaHa notyxHicts 10 B-A: 10;

Mertposoriyde 3a0e3neueHHs MPECTaBIIsiE COO0K KOMIUIEKC OpraHi3aliifHo-
TEXHIYHUX 1 €KOHOMIYHUX 3aXOJiB, SIKI 3a0€3MeuyroTh HEOOXIIHY €IHICTH 1
TOYHICTh BUMIPIOBAaHb y BIAMOBIAHOCTI 3 BUMOTaMU HOPMATHUBHO — TEXHIYHOT
JOKYMEHTAIlil, a TaKoX BIPOBA/HKCHHSI MPOTPECUBHUX TEXHOJIOTIH, 10
3a0e3MeyyI0Th ONTUMAJIbHE 3I1HCHEHHS BUPOOHUYHX PEKUMIB. SIKICTH BUMIPIOBAaHb
3aJIeXKUTh BiJl IKOCT1 3aC001B BUMIPIOBaHb, METOIB BUMIPIOBaHb, KBamidikallii
KaJIpiB, SIKICHOT eKCILTyaTallii i 0OCIyroByBaHHS BUMIPIOBAJIbHUX MPUJIATIB.

MertposoriyHe  3a0e3MeUeHHS  OXOIUTIOE  BECh  JKUTTEBHM  ITHKI
aHEeMOMETPIB — HAYKOB1 JOCIIIPKEHHS, BKJIIOYA0UM OLIHIOBAHHS HEBU3HAYEHOCTI
BUMIpPIOBaHb, MIATOTOBKY ¥ BUPOOHMIITBO, chepy 00Iry 1 eKcruryaTarii.

B pobGori po3pobieHo mpolueaypy OIIHIOBaHHS HEBU3HAYEHOCTI
BUMIpIOBaHb, BKJIIOYAIOYM MOJEJIbHE, CKJIaJ0BlI HEBU3HAYEHOCTI, X BHECKH B
3arajibHy HeBU3HAUCHICTh 3 YpaxXyBaHHSM 3aKOHY PO3IOJLTY.

Crnucok BUKOPUCTAHUX JKEPE

1 P.B. buukiBcekuit, ILI. Cromapuyk, IL.P. T'amyna. Merpomoris,
CTaHJapTHU3aIlisl, YIPABIIHHS SKICTIO 1 cepTudikaiis. - JIpBiB: BumaBHUIITBO
HarionanpHoro yHiBepcuteTy JIbBiBCchbka nomitexnika, 2004. - 288 c.

2 boxenko JLI. Merponoria, cranmapTuszaiis, ceprudikaiis Ta
akpenurais: Hapuanpauit mocioHuk. - JIbBiB: Adwuma, 2006. - 328 c.

3 Bemnuko O.M., Konomiens JI.B., T'opmienko T.b. OrinroBaHHs
pPE3yNbTAaTIB BUMIPIOBAHB:OCHOBH 1 HOpPMATHBHE 3a0€3MeYeHHS: MIAPYYHUK. -
Opneca: BMB, 2010.- 188 c.

4 Tepemenko M./[. BumiptoBanHs mnapameTpiB pyxy. HaBuanbHwmii
nmocionuk. — Oneca: OKCMC, YkprexcHao, 1999. - 108 c.
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INPUHIIAIIN I[Ii TEIIVIOJTYNJIBHUKA YBP-T
Tumuyk [.B.
HaykoBuit kepiBHUK — K.T.H., Ipo(.. €ropos A.b.
XapKiBChKUW HalllOHAJTbHUN YHIBEPCUTET Pal0€IEKTPOHIKH
(61166,. Xapkis, npoct. Hayku, 14, xad. Metpoutorii Ta TeXHIYHOT
excrieptusu, Tei.. (057) 702-13-31)
e-mail: yegorov.rik@gmail.com
The heat meter implements an ultrasonic time-pulse method of measuring
flow. The heat meter is configured from the built-in keyboard or via the RS-
232/485 interface with a PC. There is a protection of settings and archive data from
unauthorized changes by restricting access to management using a password
system and the presence of hardware configuration protection against overwriting.
Heat meters are designed for commercial and technological accounting of
thermal energy, water and other liquids, can be included in the composition of
measuring systems, ACS systems.

JIlUMNBbHUKY TpU3HAYEH] 11 BUMIPIOBAaHHS TEIUIOBOI MOTYXKHOCTI Ta
KUIBKOCT1 TEIUIOBOI €Heprii, o0’eMy, Macu, 00’€MHUX Ta MacOBHX BHUTpaT
TEIJIOHOCIS Y JIBOX TPyOOMpPOBOJAX BIAMOBIIHO 10 JIFOUYMX IPABUI OOIIKY
CIIO’KMBAaHHS TEIUIOBOT €Heprii BOAM Ta IHIIMX PIAMH Ha TPOMHUCIOBHUX
OiAMPUEMCTBAX Ta 00’€KTaX KOMYHAJIBHOTO TOCIOAApCTBA, MOXKYTh OyTH
BKJIIOUEHI Yy CKJaJ BHUMIPIOBAJbHUX CHUCTEM, AaBTOMATU30BaHUX CHUCTEM
yIpasIiHHs TexHojaorigaumu rnpouecamu (ACY TII).

JIiuunbHUK J03BOJISIE BUMIpATH 00 €MHY BHUTpaTy BOAM Y JBOX
TpyOONpOBOIaX: «IOAABATBHOMY» Ta «3BOPOTHOMY» a00 «IIKUBICHHSI» |,
TEMIIEPATYypy 1 TUCK y TPHOX TPYOONPOBOAAX «IOAABATEHOMY» , «3BOPOTHOMY
Ta XOJIOJHOT BOIU a00 «ITIKUBIIEHH .

[IInsxom koHpirypamii JYUIBHUK aIaNTyeTbCA 0 €KCIUTyaTamii B
cucremax teronoctadanus (CTII) 3rimHo 31 cxemaMu Tertoo0iky 1 + 8, sKi
HABEJICHO y N0AaTKy b.

JlidmipHUK 3a0e31euye:

- BUMIpDIOBAaHHS Ta I1HJAMKAIIIO IMOTOYHOTO 3HAYCHHS 00 €MHHUX BUTpAT
TEIUIOHOCIS,

- BUMIPIOBaHHS Ta 1HIUKAI[IIO MOTOYHUX 3HAYCHb TEMIIEPATypH Y TPHOX
TpyOOIpoBOaaX;

- BUMIpDIOBaHHS Ta IHJIMKAII0O TOTOYHUX 3HAYEHb THCKY Y TPhOX
TpyOOmpoBOAAX;

- 00UMCTIeHHS Ta THAMKAIIII0 TOTOYHIUX MAaCOBUX BUTPAT TEIUIOHOCIS, IKUI
MPOMIIIOB MO JBOX TpyOompoBoaax 3a 311Y;

- 00YHCTIEHHS TEIUIOBO1 EHEPT1i, sIKa MEePEeTAETHCA 10 TETUIOBOMY BUXOY;

- 00YMCTIEHHS TETUIOBOI MOTYKHOCTI,

- apXiByBaHHS y €HEPro3aJie’)kKHY MaM'siTh PE3yJbTaTiB BUMIPIOBAHb Ta
00YHCIICHD,
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- apXiByBaHHS y €HEPro3ajekKHy aM'sTh B1JIOMOCTI PO aBapii;

- apXiByBaHHS Y €HEPro3ajie’kHy NaM'aThb BIAOMOCTI NPO BTPYYaHHS
oreparopa,;

- BUMIPIOBaHHS TPUBAJIOCTI May3u B OOJIIKY TETUIOBOI €HEeprii BIAMOBIIHO
10 «TumMyacoBUX mpaBuiI OOJIIKY CIIOKMBAaHHS TEILIOBOT €HEPriin;

nepenayy BUMIpPIOBAJIBbHOI, ITHOCTHUYHOI, apXiBHOI Ta 1HIIOI 1H(opMmalii
yepe3 nociifoBHi inTepdeiicu RS-232 ta RS-485, Ethernet;

- B1i1OOpaKeHHs pe3yibTaTiB BUMIpIOBaHb Ta o0uucieHs Ha PKI;

- 3aXMCT TapaMeTpiB  HajJallITyBaHb Ta  apXIBHUX  JAaHUX  BIJ
HECAHKI[IOHOBAaHUX 3MIiH IIIJISIXOM OOMEXEHHs JOCTYNy 10 YNpaBIiHHS 3a
JIOTIOMOTOI0 CHCTEMH TMapOJIiB Ta HAsSBHOCTI anapaTHOro 3aXMCTy KOHpirypaiii
BIJI IIEpE3aIucy.

Mexi 10mycTUMOI BIAHOCHOT TOXUOKHU JIUYUIIBHUKA 1] YaC BUMIPIOBaHHS
00'eMy piIUHU:

—xmac 1 (Bpizui [IEA, Bpi3Hi cekiii) — + (1 + 0.01 Q,/Q) %.

— knac 2 (maknaani [TIEA) — + (2 + 0.02 Q./Q) %.

Mexi 1onycTUMOi BITHOCHOT MOXUOKH JIYHIIbHUKA MPU MEPETBOPIOBAHH1
BXIJIHMX CUTHAJIIB Bl TEPMOIIEPETBOPIOBAUIB OMOPY Ta OOUMCIEHHI KUIBKOCTI
temna:t (0,5 + ATyin/d4T) %.

Mexi A0mycTUMOiI BiIHOCHOT MOXMOKH JIIYMJIBHUKA TPU BUMIPIOBAHHI
KUIBbKOCTI TeIa.

Mexi IomycTUMOi BIJHOCHOI TMOXWOKM JIIYMJIBHUKA TPH BHUMIpPIOBaHHI
KUTBKOCTI TeIIa - cXxeMH o0Jiky Tteria 4 — 6 Jlogatok b:

1) IIpu 3acTocyBanHi ButpaTomipis kinacy 1 —=+ (2 + 0.01 Qn/Q + 4 AT in/AT) %;
2) Ilpu 3acTocyBanHi ButpaTomipis kimacy 2 — + (3 + 0.02 Q/Q + 4 ATin/A4T) %;

JlitepaTypa:

1. ACTY 3339-96 TennoniunabHUKY. 3araibHi TEXHIYHI BUMOTH

2 Kpemnesckuii ILI1. U3mepeHne pacxoia U KOJUYECTBA KUIKOCTH, ra3a
u napa. - M.: U3n-Bo crangaprtos, 1980.

3. JlensBko A.Il. U3mepenue pacxoaa xkuakoctu u raza. Yactu 1 u 2. -
M.:ACMC, 2008.

4. Teiitmua B.I'. TexHuka u3MepeHUs pacxoja >KUIAKOCTEW, Tra3oB U
napoB. - M.: U3n-Bo ctangaptos, 1981.

5. http://energo.kh.ua/ru/
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HNCCIIEAOBAHUS TIAPAMETPOB CHETUUKA I'A3A I'YBP-011
Toxapesa M.C.

Hayunblii pykoBoauTeNb — K.T.H., Ipo(. Eropos A.b.
XapbKOBCKUM HALIMOHAJIBHBIA YHUBEPCUTET PALUOIICKTPOHUKA
(61166, Xapkos, npocn. Hayku, 14, kap. MeTposioruu 1 TeXHUYECKOI
aKkcnepTusbl, Tei. (057) 702-13-31)
e-mail: maryna.tokarieva@nure.ua,

Ultrasonic gas meters GUVR-011 are used for commercial and
technological accounting of various gases - natural, associated petroleum,
compressed air, oxygen, nitrogen, etc. The diameter of pipelines is from 50 to
4,000 mm. The main relative measurement error is from + 0.3% to + 2%. Meters
are used for gas metering, including commercial gas, at gas distribution points,
industrial facilities, energy facilities and utilities. Meters can be used to measure
the flow of clean gases, contaminated gases, on the plumes of wells, on
underground gas storages, on gas flares, etc.

B noxnazne npuBeneHbl METPOJIOTUYECKHE U TEXHUYECKHE XapaKTEPUCTUKU
npubopa, a Takxke ero npuHuun padotel. JlaHHbI mpubop pa3paboTaH Ha
npeanpustuu YAO «OHeproyyer».

VYapTpa3BykoBol pacxomomMep-cuetuuk raza tuna ['YBP-011 npennaznaden
JUIE U3MEPEHUsi B pabouuX YCIOBHUSIX CKOPOCTH TOTOKa, OOBEMHOTO pacxojaa M
o0beMa TMPHUPOAHOrO raza W JAPYrHX ra3oB, KOTOpPHIE TPAHCHOPTUPYIOTCS IO
TpyOONpPOBOAaM KPYTJIOTO CEYEHHUS B MPSAMOM WM OOpaTHOM HaIlpaBJICHUH, a
TaKKe ISl U3MEpPEHUs] BpeMeHU HapaOOTKU U MPOCTOSI.

Hpezxenm ﬂOHYCKaCMOﬁ OTHOCHUTEJIBbHOM IMOTPCIIHOCTHU CUHCTUHKA

Juanason [Ipenensl gonmyckaeMon OCHOBHOM OTHOCUTEIIBHOM
OBBEMHOLO _ nuorpeHJHOCTI/I, %
pacxoma C BPE3HOM CEKLUE ¢ Bpe3HpiMu 1IDA
2 mapsl [I9A | 1 mapa IIDA | 2 maper [IDA | 1 mapa [IDA
OT Qpyin 1O @ +2 +3 +4 +5
OT Q; 10 @ rax +1 +1,5 +2 +3

[lo mpuHnUmy paboOThl CYETUYUK OTHOCHTCS K BPEMS - HMMITYJIbCHBIM
VIIBTPA3BYKOBBIM pacxojoMepaM, padoTa KOTOPBHIX OCHOBaHa Ha W3MEPECHUH
pazHoctu BpemeHu mnpoxoxaeHus (Y3C — ynbTpa3ByKOBOTO CHUrHajia) IO
HaIpaBJICHUIO MTOTOKA raza B TpPyOOIPOBO/I€ U MPOTUB HETO.

PaGotoii cuetunka ympaBnser BcTpoeHHBIH OMK (0omHOKpHCTATBHBIN
MUKPOKOHTPOJIJIEP) COIJIACHO alropuTMy paboueil mporpaMmbl M 3HAYEHUM
HAaCTPOEYHBIX MapaMeTpoB, KoTopele 3amuchiBatorcss B OMK  mpu
KOH()HUTYpUPOBAHUU CUETUHKA.
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Jlns oOecrieueHusl MPOBEICHUS TOBEPKU CUETYMKA 0€3 BBIBOJA €r0 W3
AKCIUTyaTalluv, B KaXIbld H3MEPUTEIbHBIA KaHajdl CYETYMKAa MOXKET OBbITh
BCTPOEH KBaplLEBbIM KanmuOpaTop. B Xxoze mnoBepku KammOpaTop BHOCUT B
CUTHAJIbl, PACIPOCTPAHSIONINECSI CKBO3b r'a3 B TPyOOMNPOBOJIEC, HEOJIMHAKOBBLIE
(n711 HampaBJIEHUM «IO0» M «IPOTHB» IOTOKA ras3a) JITAJIOHHBIC 3aJCPXKKH,
KpaTHbIE 1IEJIOMY 4YHCJIy TIEPUOJOB KBapIEBOTO TeHepaTtopa CUYeTUYHKa.
Kanu6parop B xome moBepku ympasisiercss ¢ nomoiubto IIK, ocnHamenHoro
crnennanu3upoBaHHbM [10

Cueruuk, MpU €ro HUCIOJIL30BAaHUU B COCTABE Y3Jia ydeTa MPUPOIHOTO
rasa, MoJIKJIF0YaeTCsl K KOPPEKTOPY (BBIUMUCIUTENIO) IJis riepeaadun nHhopMaIuu
00 o0beMax raza, MpOIIEIIIEro Yepe3 Hero, JJIs MOCIeayole o0paboTKy.

Cuerunk MOXET OBITh MOJKIIYEH K KOPPEKTOPY JABYMS CIOCOOAMM:
100 MO0 UMIYJIBCHOMY BBIXONY, MO0 10 uHTepdeiicy RS-232 nnu RS-485.

B3pbiB0O€30NIaCHOCTh  CYETYMKOB  OOECIEUMBACTCS  CXEMHBIMU U
KOHCTPYKTHBHBIMU  PCIICHUSIMH B COOTBETCTBHM C BHJIOM  3aIlUTHI
«ckpobesonacHass  anektpuueckas  mens» 1mo  JICTY  7113:2009
«Bubyxonebesneuni  cepegoBuma. Yactmna 0.  EnmexkTpooOiamHaHHS.
3arajibHi BUMOTW.

Buenrnuit B cueTunka

.)

.o

JIuteparypa:

1. Kpemnesckuii ILI1. 3mepenne pacxoa U KOJIUYECTBA KUJKOCTH, ra3a
u napa. - M.: U3n-Bo ctangaptos, 1980.

2. Jlensisko A.I1. U3mepenue pacxona »kuakocTu u raza. Hactu 1 u 2.-M.:
ACMC, 2008.
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JOCJIIIZKEHHA METPOJIOTTYHUX XAPAKTEPUCTHK
TENVIOJIYUJIIBHUKA YBP-T
INanonenko /1.0., €poxina M., Kipko O.C.
HaykoBuit kepiBHUK — [.T.H., Ipod. €ropos A.b.
XapKiBChbKUW HalllOHATBHUHN YHIBEPCUTET Pal0€IEKTPOHIKH
(61166, Xapkis, npocn. Hayku,14, kad. MeTtposiorii Ta TEXHIYHOI €KCIIEPTU3U
tein. (057) 702-13-31)
e-mail: yegorov.rik@gmail.com

Heat meters are designed for commercial and technological accounting of
thermal energy, water and other liquids, can be included in the composition
of measuring systems, ACS systems.

The heat meter implements an ultrasonic time-pulse method of measuring
flow. The heat meter is configured from the built-in keyboard or via the RS-
232/485 interface with a PC. There is a protection of settings and archive data from
unauthorized changes by restricting access to management using a password
system and the presence of hardware configuration protection against overwriting.

HNanuit nmiuyunbHUK po3poOnenuit Ha mianpueMctBl YAO «Taxion». Y
JIOTIOBIZIl HaBEJEHI TEXHIYHI Ta METPOJIOTIYHI XapaKTEPUCTUKH, a TaKOXK
NPUHIIMIT J1i1 TPUCTPOIO.

JIYMIBHUK ~ J03BOJISIE  BUMIPATH 00’€MHY BHUTpaTy BOIU Y JIBOX
pr60np03011ax: «I10JaBaJIbHOMY» Ta «3BOPOTHOMY» a0o «HiI[)KI/IBJICHHSI» ,
TEMIIEPATyPy 1 TUCK Y TPhOX TPYOOIPOBOAX «OAABATLHOMY» , «3BOPOTHOMY»
Ta XOJIOIHOT BOJIH 200 «ITIKUBICHHS.

TexHiuH1 XapakTepuCTUKH JTiumibHUKa Y BP-T

Turm Ta KUTbKICTh KaHATIB BUMIPIOBAHHS:

KaHAJIM BUMIPIOBAHHS BUTPAT 1 abo 2
KaHaJIM BUMIPIOBAHHS TEMIIEPATyPH 1o 3
KaHAJIM BUMIPIOBAHHSI THCKY 10 3 (HaUIIKOBOTO a00 abCOTIOTHOTO)

HowminaneHuii BHYTpilHiNA giametp Tpyoonposoay (DN):
Haxmanni [TEA (nepeTBoproBaui

Bix 70 no 3200 MM

€JIEKTPOAKYCTUYH1)

Bpizui I[IEA Bix 200 mo 4000 MM

BpizHi cekii Bix 25 no 1600 MM

Komynikariitnuii kanan RS-232 a6o RS-485;

[TpoTokon 0OMiHY ModBus RTU;

HIBuaKicTh OOMIHY 4800;9600;19200;38400;57600;115200 6it/c;

g RS-232 — o 15 m;
g RS-485 — no 1200 m;
KinpkicTs mpunaziB B mepexi RS-485 o 255

JloBX1Ha JiH11 3B'SI3KYy
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JllunnpHUK OOYHMCIIOE TOTOYHI OO’€MHI BHUTPAaTU TEIUIOHOCIS, SIK
BITHOIICHHS] BUMIPSAHOI IIBUJAKOCTI IMOTOKY Ta IUIOMII BHYTPIIIHBOTO
MONEPEYHOT0 Mepepizy TpyOOmpOBOAY 3T1IHO 3 BUPA3OM:

Q = 2,827-103-5,-V - D2

Ie Q — MOTOYH1 00’ €MH1 BUTPATH, M/T;
Sy — riIpoavHaMIYHHN KOE()ILI€HT;
V  — BuMIpsHA MBUAKICTh OTOKY, M/C;
D — BHyTpiwHIN AlameTp TpyOONIPOBOY, M.

Mexi onmycTUMOi BITHOCHOT MOXMOKHU JIIYMIBHUKA M1 4Yac BUMIPIOBaHHS
00'eMy pIIUHU:

— knac 1 (Bpisui IIEA, Bpisni ceknii) — =(1 + 0.01 @, /Q) %,

— kmac 2 (maknaami [TIEA) — =(2 + 0.02 Q,/Q) %.

Butpatu piaguHu BUMIPIOIOTBCS BHUTPATOMIPHUM BY3JIOM JIIYMJIBHUKA,
NPHUHIMIT Jii SKOTO 3aCHOBAHWW Ha BHUMIPIOBaHHI Yacy pPO3MOBCIOKCHHS
yJIBTPa3BYKOBOTO CHTHAIY 4epe3 PiIuHy, sSKa MPOXOIUTh Yepe3 TPyOOomnpoBis.
Pi3HUI MK YaCOM PO3MOBCIO/KCHHS YIbTPa3BYKOBOT'O CHTHAIY Y IIPIMOMY Ta
3BOPOTHOMY HAIPSIMKax BITHOCHO PYXY PIIMHH MPOMOPIiiHA MBUIKOCTI i IOTOKY.

BumnpomiHioBaHHS Ta TNPUHOM YJIBTPA3BYKOBOTO CHUTHANY TPOXOJAThH
noueproo maporo IIEA, saxa 3MOHTOBaHa Ha BUMIPIOBAJIBHIA JUISHIN
TpyOOIIpOBOY.

I[TEA wmoxyTte Oyt HakigagHuMm  (MOHTYBAaTHCS Ha  IOBEPXHI
TpyOOnpoBoay) ab0 Bpi3HUMH (MOHTYIOTBCS Y OTBOPH, IO 3HAXOAATHCSA Y
CTIHKaX TPyOOMpOBOay a00 BPI3HOI CEKIIii).

VYrpaBniHHS JIYMJIBHUKOM MOXE 3I1MCHIOBAaTHCS 3 KiaBiaTypu abo 3a
noromororo TIK, sxuit migkmodeHo 10 intepdeiicy RS-232/RS-485.

Kiapiatypa m03Bojisie KepyBaTH BiJOOpaXKCHHSM JaHWUX Ha JUCIUICT -
THIUKATOPI 3 METOIO:

— Meperyisny NOTOYHHMX 3Ha4€Hb 00’ €MHHUX BUTpAT Ta 00'eMy, TOTOYHUX
3HauY€Hb THUCKY Ta TEMIEpaTypH, MOTOYHOI JaTH Ta Yacy, MOTOYHUX 3HAYCHD
TEIJIOBOI TMOTY)KHOCTI, TEIJIOBOI €Heprii Ta Macu TEIUIOHOCIS, JaHl apXiBiB,
3HAauYEHb MapaMeTPiB HAIAIITYBAHHS;

— cmocTepekeHHs Ha gucruiei 'y pexumi  «Ocuumorpad» dopmy
BUMIPIOBAILHOTO CUTHAY, SIKUH MPOXOAUTH MO aKyCTUYHOMY KaHajy CKpi3b
piIMHY, pEryioBaTH TIOCWICHHS TMpUHMada OKPEeMO JUIsi BHUIIPOMIHECHHS
«3a TTIOTOKOM» Ta «IPOTH MOTOKY», OI[IHIOBATH Bi3yallbHO 3MIIICHHS 32 4acOM
MDX BUMIPIOBAIBHIMH CHUTHAJIaMH, 3yMOBJICHE TTIOTOKOM PiIHHH.

JlitepaTypa:

1 JCTY 3339-96 TemmoniynabHUKH. 3arajibHi TSXHIUHI BUMOTH
2 http://energo.kh.ua/ru/
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BUITPOBYBAHHS I1IOKA3HUMKIB BE3IIEKH
PYUHOI'O EJIEKTPOIHCTPYMEHTY
Cpmak A.P.
HaykoBuii kepiBHUK K.T.H., Aou. ertsapros O.B.
XapKiBChbKUW HalllOHATBbHUN YHIBEPCUTET PAI0CIEKTPOHIKH

(61166, Xapkis, np. Hayku, 14, kap. MTE, ten. (057) 702-13-31),

e-mail: d_mme@nure.ua.

The essence, goals, tasks and content of the conformity assessment of a
hand-held power tool are considered. Regulatory documents are proposed to test
safety parameters. The program of testing of safety parameters is developed.
Test methods are proposed. Testing and testing equipment for testing safety
parameters is offered. Test results are given.

Py4HHil eneKTpOIHCTPYMEHT — MEXaHI30BaHHWH IHCTPYMEHT, Y SKOTO
NIPUBOJIHUM JIBUTYHOM € €JIEKTPOABUTYH. J[>KepesioM eHeprii Juisl eJICKTPUIHOTO
IHCTPYMEHTY MoOke OyTu enexktpuuHa mepexa (220 B, 110 B 1380 B), mxepeno
BHCOKOYACTOTHOTO CTPYMY Y TIPOMHUCJIOBOTO €ICKTPOIHCTPYMEHTY (K TIPABHIIO,
220 B, 50 I'm), abo enekTpUUHUM aKyMyJsTOpP. EJIEKTpOIHCTPYMEHT HIUPOKO
BUKOPUCTOBYETHCS B OyAiBeIbHUX poOOTax IS 3BaplOBaHHS, pi3aHHS,
CBEpMJIiHHA, UUTIQYyBaHHA, MOJipyBaHHs, (GapOyBaHHS Ta € 3arpedyBaHUM
TOBApOM Ha PUHKY YKpaiHu. BiamoBimHO 10 3akoHOJABCTBa YKpainu B cdepi
TEXHIYHOTO PETYJIIOBaHHS BBEJCHHS B OOIr MPOAYKII BUMarae OINIHKH il
BIJIMOBIIHOCT1 HAIIOHAJIBHUM TexHIYHUM peridamentam (TP) [1]. TP -
HOPMAaTUBHO-TIPABOBUM aKT, B SKOMY BHU3HAYEHO XapaKTEPUCTUKH MPOAYKIi
ab0 TOB'SI3aHI 3 HUMH MPOILIECH, METOAM BUPOOHMIITBA, NOTPUMAHHS SKUX €
000B'13k0BUM. Buxkonauus BumMor TP € o0OoB's3koBuM. Y TP HaBoasaThCA
OCHOBHI BUMOT'H O€3IEKH JI0 MOTEHIIIHO HEOE3IIEYHOro 00JI1a{HaHHS.

BignoBigno go TexHiuHoro periameHnty Oe3meku MamuH (IloctanHoBa
KMY Ne62 Bim 30.01.13 p., Haka3z Big 10.11.2016 Ne 1885 rapmonizoBaHuii 3
HupextuBoto 2006/42/EC  Machinery (Bim 2017/05/2006 p.)) pyuHuii
€JICKTPOIHCTPYMEHT IMIJIATAa€ OIIHIII  BIAMOBIZHOCTI 3a OOOB'S3KOBHUMU
BuMoramu [2,3]. OmiHka BiMMOBIAHOCTI — MPOIIEC JOBEISHHS TOTO, IO 3aJ]1aHi
BUMOTH, Kl CTOCYIOThCA MPOJIYKIIii, TIPOIECy, MOCIYTH, CUCTEMHU, OCOOM U
oprany, Oynu BUKOHaHI. BumpoOyBaHHS — BU3HAY€HHSA OJHIE]T UM KUIBKOX
XapaKTEPUCTHUK 00’ €KTa OIIHKH BiAMOBIIHOCTI 3T1IHO 3 mpoleayporo [1].

Mertoro nanoi pobotu € 3abe3medeHHs] OLIHKU BIAMOBIIHOCTI PYYHOTO
CICKTPOIHCTPYMEHTY IIUIIXOM PO3POOKH  METPOJIOTIYHOTO  3a0e3MeUeHHS
BUNPOOyBaHb. 3aBAaHHS MaHOi POOOTH: aHalli3 HOPMATUBHOTO 3a0e3MeueHHS
BUNIPOOYBaHb PYYHOTO EJIEKTPOIHCTPYMEHTY; aHAI3 TEXHIYHUX XapaKTePUCTHUK
o0'ekTa BUIIPOOYBaHb, pO3pOOKAa METPOJIOTIYHOTO 3a0e3IeueHHs] BUIIPOOYBaHb
PYYHOTO €JIEKTPOIHCTPYMEHTY.

HeoOxiaHICTh mMATBEPKEHHS BIIMOBIAHOCTI PYYHOTO E€JIEKTPOIHCTPYMEHTY
BUHUKAE 3 JBOX MIPUYNH:

1. ITixTBepKeHHs O€3neKn ISt 3M0POB'S 1 KUTTS JTIOJIMHU, HOTO MaifHa i
HABKOJIUIITHLOTO TIPUPOTHOTO CEPEAOBHINA;
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2. 3aBOIOBaHHA PHUHKY, TOOTO NIABUIIEHHS KOHKYPEHTOCIPOMOXKHOCTI
BUpPOOIB.

3aBiaHHs MPOBEJECHUX BUIPOOYBaHb MapaMeTpiB O€3MEKH - OTPUMAHHS
AKICHUX a00 KUIbKICHUX XapaKTEPUCTUK MPOAYKIli, TOOTO MPOBEAEHHS OLIHKU
3IaTHOCTI MPOJYKIIi B 3aJITaHUX yMOBaX BUKOHYBATH MOKJIaJACH1 HA Hel PyHKITI.
BunpoOyBanHs NpoBOASTHCS y BIANOBIAHOCTI O TMOJOXKEHb, IO MICTATHCSA B
3akoH1, Merogamu, BukiaageHumu B JICTY abo 1HIIUX HOPMATUBHUX
JOKyMEHTaX, IPUAHATUX BIIMOBIAHO JO YMHHOTO 3aKOHOIaBCTBA.

HopmatuBHuM 3a0e3nedeHHsIM BUIPOOYBaHb MapaMeTpiB Oe3MeKu pyqHOro
€JICKTPOIHCTPYMEHTY B YKpaiHi € Taki rapMOHI30BaHI €BPOMNEHCHKI CTaHIAPTH:
JNCTY IEC 60745-1:2010 «IHCTpyMeHT py4uHUIl eneKTpoMexaHiuyHWM. besmneka.
Yactuna 1. 3aranehi Bumoru (IEC 60745-1:2006, IDT)»; ACTY 1IEC 60745-2-
3:2010 «IucTpymMeHnT pyuHuit enexkrpoMmexaHiunuil. besnexka. Yactuna 2-3.
JlogatkoBi BUMOTM 10 UUIIQYBaJbHUX, MONIPYBAJbHUX Ta  JUCKOBUX
nutipyBaneHuX 1HCTpYMeHTiB (IEC 60745-2-3:2006, IDT)». BinnoBigHo A0 1aHUX
HOPMATUBHUX JIOKYMEHTIB pO3pO0JieHI Mporpama 1 METOJIMKa BHUIPOOYBAHb
napameTpiB 0€3MeKu PYYHOTO €JIeKTPOIHCTPYMEHTY.

[Iporpama BUTIpoOyBaHb BKIIFOYAE HACTYITHI MPOTIETYPH:

1) ITinroToBKa BUNIPOOYBAIBHOTO YCTATKYBaHHSI.

2) BukoHaHHS HEOOXITHUX BHUMIpIB 1 BUIPOOYyBaHb: BUIPOOYBaHHS Ha
CTIHKICTh O MEXaHIYHMX 30BHIIIHIX YHHHHKIB, BUIIPOOYBAaHHS Ha CTIHKICTH 110
KJIIMAaTHYHUX 30BHIMIHIX Ai04KX (haKTOpiB, BUMPOOYBaHHS Ha BiJIMOBIIHICTH
CTyNEHsl 3aXUCTy, BUINPOOYBaHHS Ha Oe3mneKky (BUMIpPIOBAHHS OTOPY 130JISITIT,
nepeBipka EJIeKTPUYHOT MIITHOCTI 130J1411i1), BHMIPIOBaHHS TeMIIEpaTypu
KOpITYCy, MepeBipka 3pa3ka B HEHOPMAJIbHOMY peXuMi poOOTH, BUITPOOYBaHHS
Ha TEIUIOCTINKICTh, MepeBipKa MAPKYBAHHSI, YIIAKOBKH, KOMIUIEKTHOCTI.

3) O6poOKka oTpUMaHUX JaHUX Ta O(POPMIICHHS ITPOTOKOJIIB BUIIPOOYBAHb.

4) OdopmieHHS TOKyMEHTAII{i.

[IepeyeHb CCBHUIOK:

1. 3akony Ykpainu [Ipo TeXHiIYHI periIaMeHTH Ta OI[iHKY BifnoBimgHOCTI //
baza manmmx «3akonomaBctBO  Ykpainm» / BP  Vkpaimm. URL:
https://zakon.rada.gov.ua/laws/show/124-19.

2. ACTY IEC 60745-2-3:2010 IacTpyMeHT py4yHUI €IeKTpOMEXaHIYHUH.
besneka. Yactuna 2-3. JlogaTkoBi BUMOTH 10 HUTI(YBaTBHUX, TOIIPYBAIBHUX
Ta JuckoBuX NuTipyBaasHUX iHCTpYMeHTIB (IEC 60745-2-3:2006, IDT) — Kuis :
Jepxcnoxuscranaapt Ykpainu, 2010. — 38 c.

3. ACTY IEC 60745-1:2010 IHCTpyMEHT pydYHUI €IEKTPOMEXaHIUHHM.
besneka. Yactmra 1. 3arampni Bumorum (IEC 60745-1:2006, IDT) — Kuis :
HepxcnoxuBctanaapt Ykpainm, 2006. — 38 c.
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BJIMSIHUE HEHYJIEBOH HEOHNPEJAEJEHHOCTH
MEXJIYHAPO/IHOI'O ITPOTOTHUIIA KUJIOTPAMMA
HA ITPOCJIEXKUBAEMOCTH U3SMEPEHUN
ITauenko A. H.
Hayunblii pykoBoguTenb — 1.T.H., npod. 3axapos U. I1.
XapbKOBCKHUM HALlMOHAJIBHBIA YHUBEPCUTET PAJUOIICKTPOHUKA
(61166, XapbkoB, np. Hayku, 14, kad. MeTponoruu u TeXHUUECKOU
skcrneptusbl, Tea. (057) 702-13-31
e-mail: sashapatsenko@ukr.net
After a new redefinition of the kilogram, the International Prototype of
Kilogram has its own uncertainty. The paper describes the impact of this
uncertainty on the global traceability. The requirements OIML R 111-1 for
weights are considered. The ability of laboratories to distribute mass at the level
of accuracy classes E1 and E2 after redefinition is analyzed.
Keywords: kilogram, uncertainty, traceability.

TouHOCTh THPH JOJDKHA COOTBETCTBOBATH CTPOTHM 3aKOHOAATEIBHBIM
METPOJIOTHYECKUM W TEXHMUYECKUM XapaKTEPUCTHKAM, YKa3aHHBIM B TaKUX
nokymenrtax, kak OIML R 111-1 [1]. B 3ToM HOpMAaTMBHOM JIOKyMEHTE
cojiep)Karcsi MOAPOOHBIE TpeOOBaHUA K THUPSIM M Ha0oOpaMm THPb, a TaKkKe
PEKOMEH/IAIUH 110 UX MPABUIBHOMY UCTIOJIB30BAHHUIO.

K xonTpomupyemMbiM u TpeOyeMbIM XapaKTepUCTHKAM OTHOCSTCS:
Marepuaj, ¢opma, MIOTHOCTh, KAYE€CTBO MOBEPXHOCTH, JIOMYCK OTHOCHUTEIBHO
HOMUHAJILHOT'O 3HAYEHUSI, HEOIIPEICICHHOCTh YCIIOBHOM MAcCChI, AJ1EKTPUUECKUE
Y MarHUTHBIE CBOMCTBA U UACHTU(DHUKAIIMOHHBIE MAPKUPOBKH.

HaubGonee crporue TpeboBaHus NPEAbSIBISIOTCS K TUPSAM KJlacca TOYHOCTH
El. Cornmacio OIML R 111-1, »>Tu rupum npemHasHadeHBbI JJisg OOCCIeUCHUS
MPOCJICKUBAEMOCTH  MEXJY HAIMOHAIBHBIMU  ATAJIOHAMU  Macchl  (CO
3HAYEHUSIMU, TOJYYEHHBIMU OT MPOBEIACHMUS CIMYEHUN ¢ MeXIyHapoaHbIM
MPOTOTUIIOM KHJIOTpaMMa) U TUPSIMU Kjlacca ToOUHOCTH E2 u Huxe.

[Tpu oGecrieueHny MPOCICIKUBAEMOCTH K HAIIMOHAJIBHBIM 3TAJIOHAM MacChl
JOMyCcTHMasi CTaHAapTHasE HEONPEIENIEHHOCTh YCJIOBHOM Macchl ISl TUPb
kiacca TouHoct E1 moimkHa ObITh OoJiee cTporoi, yem y kinacca E2, y E2, yem
U TAPh Kiacca TOYHOCTH F1 W Tak 11 BCeW LENU MNPOCIEHKHBAEMOCTH.
Homyctumast pacmupenHas HeompeneneHHocts, U (k = 2), npu onpenenenun
YCJIOBHOM Macchl JUisl TUPh KilaccoB TouHOCTU El m E2 nomkHa ObITh MEHbIIIE
WM paBHA OJHOM TPETHU MAKCUMAaJIbHO JOMYCTUMOW TOTPEIIHOCTH TMpHU
HOMMHAJILHOM 3HAaUY€HUH MACCHI.

CornacHo cTapoMy OIPECICHUI0 €IUHMIIBI MacChl — Kujorpamma [2],
MexayHapoHbIM TPOTOTUI HE MMEJ HEOIpeneseHHOCTH. Ero macca Bceraa
COCTaBJISIET POBHO OJMH KWUJIOTPAMM IOCI€ OYMCTKU, XOTSI U3BECTHO, UYTO €ro
Macca CO BPEMEHEM H3MEHSETCS MO CPAaBHEHHUIO C JIPYTMMH aHAJIOTUYHBIMU
ATajOHaMU-KonusaMHu [3].
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Haubonpmee BausHUE Ha  LEMNOYKY  MPOCIECKUBAEMOCTH  IOCIHE
NEePEoNPEACIICHUs]  OKa3bIBA€T HEHYJEBas  HEONPEJEIeHHOCTb, KOTOpas
npucsanBaercss MexayHaponHOMy nporotury kuiaorpamma — 0,020 mr.Orta
HEONPEEICHHOCTh OYyJIeT paclHpoCTpPaHATbCA IO BCEM LEMOYKE MAacCOBOIO
pacupocTpaHeHUs] W, NpHUBEAET K OoJibleld HEONpEeNeEHHOCTH KaluOpOBKH,
YeM B HACTOAIEeE BpeMs IPUCBAUBAETCA.

TpeboBanust s kanuOpoBku kiacca El BeIMonHsIOTCA B ciydae, KOrjaa
HayaJlbHasE HEOMNPENEIEHHOCTh OT MeXAyHapoJHOro MpPOTOTHUIA KHUJIOTpaMMa
paBHa 0,020 mr, u maxe g caydas ¢ 0,050 mr. 910 HE cimy4yallHO, Tak Kak
kputepun s nepeonpeneneHusi, npenacrapieHHsie CKK  CGPM, 6buin
CellaHbl TaKMM 00pa3oM, 4TO HeorpeaesneHHocTd El Bce eme mMornu ObITh
yJIOBJIETBOPEHBI MOCIIE nepeonpeaeicHus [4].

Tabmuma 1 - Pacnpoctpanenne HeompeaenenHoctn (k- = 1) ot
MexyHapOoJHOTO TPOTOTUIIA KWJIOTpaMMa TOociie MepeornpeeseHus 10 THPb
kj1acca TouHocTu El

KoMOuHupoBaHHAs CTaH apTHas
YPpOBEHb B IETIH MPOCIICKUBACMOCTH HEOTPEICTICHHOCTD (MT)
Cayuyaii 1 Crnyyaii 2

MexayHapoIHbIN MPOTOTUIT KUJIOTpaMMa 0,020 0,050
Pa6ouwne sramonsr BIPM 0,030 0,071
HanmonanbHbIe MEpBUYHBIC STATOHBI 0,030 0,071
['upu KJ1acca TOTHOCTH El apyrux 0,044 0,077
naboparopuit

VYBenuueHUe HEOMPENEICHHOCTH HE TMOBIHSICT Ha  CIIOCOOHOCTH
pacmpocTpaHiITh Maccy Ha ypoBHE Kiacca TouyHocTH El, Tak Kak ycloBwus
nepeonpeiesieHns] KUjiorpaMma ObUIM TINATEJIBHO BBIOPAHBI, TaKUM 00pa3om
IpeoTBpalas J00H «CKa40K» WU pa3phlB B MaciiTabe Macchl.

Jlutepartypa:

1. ICTY OIML R 111-1:2008 T'upi knacie tounocti E1, E2, F1, F2, M1,
MI1-2, M2 1 M3. Yactuna 1. 3arampHi TEXHIYHI BHMOTH Ta METOIHU
BunipoOyBanns (OIML R 111-1:2004, IDT)

2. Unit of mass (kilogram). Si Brochure: The International System of
Units (S1); 8th edition, 2006; updated in 2014

3. Calibration campaign against the international prototype of the kilogram
In anticipation of the redefinition of the kilogram part I: comparison of the
international prototype with its official copies. Michael Stock, Pauline
Barat, Richard S Dauvis, Alain Picard and Martin J T Milton. Published
24 March 2015, Metrologia, Volume 52, Number 2.

4. Consultative Committee for Mass and Related Quantities (CCM) Report
of the 12th meeting (26 March 2010) to the International Committee for Weights
and Measures. Bureau International des Poids et Mesures, Sevres.
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OLIHIOBAHHSA HEBU3HAYEHOCTI BUMIPIOBAHb
IIPU KAJIIBPYBAHHI ®OTOTAXOMETPIB
3acsaapko B.M.
HaykoBuit kepiBHUK - 1I.T.H., ipod. 3axapos L.I1.
XapKiBChKUW HaLllOHATBHUN YHIBEPCUTET Pal0€IEKTPOHIKH
(61166), Xapki, npocn. Hayku, 14, kad. MeTposorii Ta TEXHIYHOT €KCIEPTU3H,
ten.057(702-13-31)
e-mail: Victorybox17@ukr.net

Currently, in order to ensure the uniformity of measurements, special
attention is paid to the harmonization of regulatory documents in accordance
with international norms and standards.

To assess the accuracy of the measurement results, in accordance with
international norms and standards, uncertainty calculations are used.

Measurement uncertainty (according to VIM) is a non-negative parameter
that characterizes the scattering of quantities that are attributed to the measurand
based on the information used. Measurement uncertainty includes components
due to systematic effects, such as those associated with corrections and the
assigned values of the standards, as well as the definitional uncertainty.

Posrnspaerbest METOJIUKa KaJiOpyBaHHS doroTaxomeTpa 3
BUKOPHUCTAaHHSIM CTPOOOCKOIY SIK €TajJOHa Ta JOMOMDKHOI armapaTypy TOKapHOTO
BEpCTaTy METOJIOM 0€3MocepeIHhOro MopiBHAHHS [1].

BusHauatoTbcss ~ METPOJIOTIYHI  XapaKTePUCTHKH  (OTOTaAXOMETPY
MOPIBHSHHSAM BHUMIPIB 4acCTOTH OOEpPTIB Bajia BEpCTaTy TOKAPHOTO B 3aJIaHUX
yMOBax MPOBEICHHS KaliOpyBaHHS:

n
Af=f  —f =12fm.—f

max cmp n4s cmp !
pe f - IOKa3aHHs doroTaxomerpa;

N - KUTBKICTh CIIOCTEPEKEHD 3a JaHUW 1HTEpPBAUT,
fcmp - cepenHboapru(MeTHYHE 3HAUYCHHS Pe3yJIbTaTiB BUMIPIOBaHb CTPOOOCKOTIIA,

KU TIPUIHSTO 32 €TAIOHHY MipYy;

gy - IOKa3aHHS IS KOXKHOT cepii CrocTepekeHb KaTiOpOBAHOTO MIPHUIIATY.

[Ipu 06poOIi pe3ynbTaTiB BUMIPIB BPaxXOBYIOTh OCHOBHY TOXHOKY
€TAIOHHOTO (POTOTAXOMETpa, IO MOBMHHA OyTH y 3 pa3ud MeEHIIa OCHOBHOI
MOXUOKH (POTOTAXOMETpa, M0 KaTIOPYeEThCs, Ta BU3HAYAIOTh HA BCiX YaCTOTaX
o0epTaHHS B KOKHOMY Jiana30H1 BUMIprOBaHHS [5].

[TpoBoaUTHCS OIIHIOBAHHS HEBH3HAYCHOCTI BUMIPIOBAaHb 3a TUIIAaMU A Ta
B 3rigHO 3 KEpIBHUIITBOM 110 BUPa3y HEBU3HAYECHOCTI BUMIPIOBaHb [2].

3a THMOM A OIIHIOETHCS CTaHAAPTHA HEBU3HAYECHICTH 32 JOIMIOMOTOIO
CTAaTHYHOTO aHaNi3y Py CIHOCTEpeKeHb, TOOTO EKCIIePUMEHTAIbHUM
CTaHJIAPTHUM BiIXHJICHHSIM cepeaHboro 3HaueHus [2], [3], [4].
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3a TunoMm B oLiHIOETBCS CTaHAapTHAa HEBU3HaueHICTh. Llelt meTon, mpu
AKOMY BpaxoBYIOTh JOJIATKOBI OOYMOBIJIEHI BHYTPIIIHBOIO HECTAOLIBHICTIO
00’€KTy BHUMIpPIOBaHHS JUIsl MONPAaBKM Ha HECTAOUIBHICTh (POTOTAXOMETpa,
o0 KamOpyeThCs Ta TMOMPABKU HA HECTAOUIbHICTH POOOTH €TAJIOHHOTO
ctpobockony [2], [3], [4].

CyMapHy cTaHAapTHY HEBU3HAYEHICTh pPE3yIbTaTiB KaliOpyBaHHS
00YUCINUTH 32 POPMYIIOIO, 3T1IHO 3aKOHY PO3MOBCIOIKEHHSI HEBU3HAUEHOCTI:

-

+ “’B‘{.ﬂfnmx:l + uﬁ_(f.rmp:l

+u

. S 2 z
Ug(femp) = | Yarfman) B(femp) T WB{afenp)s

\

ne: U A(fmay) = CTAHAAPTHA HEBHU3HAYEHICTh BUMIPIOBaHb (hOTOTaxoMeTpa 3a

TUIIOM A;
Up(afmay)y - CTaHJAPTHA HEBM3HAYEHICTH JUIl IONPABKM HAa HECTaOUIBHICTH
dboToTaxomerpa 3a TUIIOM B;

u Alfemp) CTaHJapTHa HEBU3HAYEHICTh CTPOOOCKOIIA 3a TUTIOM A
u B(femp) CTaHJapTHA HEBU3HAYCHICTh CTPOOOCKOIA 3a TUIIOM B;
Ug(afemp) - CTAHAAPTHA HEBM3HAYEHICTH JUIl IONPABKM HAa HECTaOLIBHICTH

cTpoOockoria 3a Turom B.
B pesynpTaTi MmpoBOAWTHCS OIlIHKA BIAMOBIMTHOCTI (oTOTaxomerpa
3asBJICHOIT y TACMOPTi HAa MPUJIAJ] 3T1IHO TEXHIYHUX YMOB J0 MPUIaiB [4].

Cnucok Jiteparypu

1. MKYVY 07-479:2018 Metponoris. dororaxomerp. JlilicHe 3HaYeHHS
doToraxomerpa. KamiOpyBaHHS 3 BHKOPHUCTAaHHSAM CTpOOOCKONa METOI0M
3BIPEHHS.

2. JICTY-H PMI 43:2006 Metpomoris. 3actocyBaHHs «PyKkoBoaCTBa MO
BBIpKEHHUIO HeompeaeneHHoctu udmepenuin» (IDT PMI™ 43:2001) — 28 c.

3. 3axapoB LII. «Teopus nHeompeneneHHOCTH B u3MmepeHusx. - 2002,
256 c.2017-52 c.

4. ISO/IEC 17025:2005. General requirements for the competence of
testing and calibration laboratories.

5. ACTY TOCT 21339:2009 Taxomerpsl. OOmmMe TEXHUUYECKHE
ycioBus, 23 c.
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ITAPAMETPbBI BE3OITACHOCTHA
JOPOKHO-TPAHCIIOPTHBIX CPEACTB
B ITPOILIECCE HUX HUCHBITAHUM
Csunapp M. E.
Hayunblii pykoBoguTenb — 1.T.H., npod. 3axapos U. I1.
XapbKOBCKHUM HALlMOHAJIBHBIA YHUBEPCUTET PAJUOIICKTPOHUKA
(61166, XapbkoB, np. Hayku, 14, kad. MeTposaoruu u TeXHUUECKON
skcneptusbl, Tea. (057) 702-13-31
e-mail: smariya_1997 @ukr.net
The structural safety parameters of wheeled vehicles are considered.
A review of regulatory documents governing the methods for measuring these
parameters during testing is carried out. The features of the approaches used in
the tests are considered, their generality is determined.
Keywords: wheeled vehicles, structural safety parameters, methods
for measuring

beszonmacnocte gopoxkHoro aBwxkeHuss (BJIJ]) omnpenensier oxHO U3
OCHOBHBIX KayeCTB JIOPOXKHO-TpaHCHOpTHBIX cpeactB (ATC). Ssnssce
OCHOBOIIOJIaralomumM (pakTopoM oOecrieueHHus] W TOBBIMICHHUS 0€30TMacHOCTH
JITC 1 ux cOCTaBHBIX YaCTEHl HA CTaIMSAX UX MPOCKTUPOBAHUS, IPOU3BOACTBA U
AKCIUTyaTaluy, cepTU(UKAlUSg OKa3bIBaeT CyIIeCTBeHHOe BiusHue Ha BJIJI.
HMeHHO 1M03TOMY OCHOBHOM HENbIO MPOBENEHUS CEPTUDUKAITMOHHBIX UCTIBITAHUN
JATC MOXXHO CUMTATh MOATBEPKICHUE UX KOHCTPYKTHUBHOM 0€30M1acCHOCTH.

Koncrpyktusnyto 6e3onacHocts JITC ycloBHO pa3fensioT Ha aKTUBHYIO,
NACCUBHYIO U SKOJIOTHYECKYIO.

AxtuBHas Oe3omacHocth JTC obecneunBaeTcsi KOMIUIEKCOM €O
KOHCTPYKTUBHBIX M  JKCIUTyaTalMOHHBIX CBOWCTB, HAIlPaBJICHHBIX Ha
PEeAOTBPAILEHUE TOPOKHO-TPAHCIIOPTHOTO MPOUCHIECTBUI.

[Ipu mpoBepke aKTUBHOW OE30MACHOCTH HA YNPABISIEMOCTh MOXHO
BBIJICIIUTh TaKU€ BUAbl HCIHBITAHUW IS TOPMO3HOM CHUCTEMBI, CUCTEMBI
YCTOMYUBOCTH U  PYJIEBOrO  YIOPABIEHUS COOTBETCTBEHHO: HCIBITAHUE
3G ()EKTUBHOCTH TOPMOXKEHUS; HM3MEPEHUE BBICOTHI PHUCYHKA TMPOTEKTOPA;
HU3MEPEHUE PYJICBOTO YCHUIIUSL.

[Ipu mpoBepke aKTUBHOW OE€30MACHOCTH Ha WH(POPMATUBHOCTH BHUIIBI
WCIIBITAHUA IS OCBelleHus 0030pa M TabapuTOB CIEAYIOIIHE: H3MEPCHHE
OCBEIIICHHOCTH; M3MEPEHUE MPOYHOCTH OE30MaCHOTO CTEKJIOBOTO MaTepuasa
MIPUMEHSAEMOTO JUI1 M3FOTOBJICHUS BETPOBBIX CTEKOJ U Jp; HU3MEPEHUE
Hapy>KHBIX BBICTYIIOB.

OueHuBaeMble TMapaMeTpbl [ JaHHBIX BHJIOB MCHOBITAHUH — 3TO
BUJINMOCTh OCBEHIAEMOM MMOBEPXHOCTH; APOOJICHHE, MEXaHUYECKAs] TPOYHOCTD,
yAap MOJIENY F'OJIOBOM Ha BO3JEHCTBUE OKPYKAIOIIEH CPEJIbl; KOHTYP MTOBEPXHOCTH.

BcnoMorarenbabple  mapaMeTpbl MOXHO pa3[eiiuTh HAa OCHOBHBIE U
JTOTIOJTHUTEIIbHBIE.
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K OCHOBHBIM OTHOCATCSI BBICOTA OTHEM, HAKJIOH JIy4ya, KOJIMYECTBO OTHEW;
napamMeTpbl  BbICTynoB. K JOMOJHUTENbHBI:  BUOpauusd, TeMIeparypa
YCTPOMCTBA, Yrojl BUIUMOCTH, (DOTOTEpMHUECKHE MapaMeTpbl, HalpaBICHHUE
(dap; TPOTIKEHHOCTh 3aKpyrJieHUs, TBEPAOCTb MaTepHalia, YTalUlMBaHUE,
paguyc KpUBHU3HBI.

[laccuBHas 0e30MacHOCTb 00ECTIEYMBAETCSI COBOKYITHOCTBEO KOHCTPYKTHUBHBIX
ceorictB JITC, mo3BoJsAOMIMX NpH BO3HUKHOBEHHH JIOPOKHO-TPAHCIOPTHOIO
MIPOUCIIECTBUS HUCKIIIOUUTh WM YMEHBIIUTH TSKECTh €r0 MOCIEICTBUN IS
BOJUTENS, TACCAKUPOB U MEIIEXO/I0B.

Bunsl wucnbplTaHUE, KOTOpPBIE NPOBOAATCA MNPHU TNPOBEPKE IMACCUBHOU
0e30MacHOCTH — 3TO M3MEpPEHUE MPOYHOCTU CHACHMM W HUX KPEIUICHHI.
OCHOBHBIM OLIEHUBAEMBIM NAPaMETPOM SIBIIIETCSI HEMOCPEICTBEHHO MPOYHOCTH
KpEIJIEHWH, a JONOJIHUTEIbHBIMM — YIOJ HakKJIOHa, CHJa OCEBOrO CXaTusi,
NOKAa3aTEeNN YCKOPEHUS, KPUTEpUN TpaBMaTU3Ma, TUIl CUJCHUS.

DKkojnoruyeckass 0€30MaCHOCTh JOCTUTAE€TCsl OrPAHMYEHUEM HU3IYUYEHHH U
BbiaeneHui ot JTC, oka3pIBalOIIMX OTPULATENIHOE BIIMSHUE HA YYAaCTHHUKOB
JOPOKHOTO JBUKEHUS U OKPYKAIOLIYIO CPENy.

[Ipu uccnenoBaHuM BHIOPOCOB B aTMOC(epy AJisi ONPENEICHUS IBIMHOCTH,
BUJUMBIX BBIODOCOB W OKCHJ VyIiepoja M  YIJIEBOJOpPOAa HEOOXOAUMBI
UCHIBITAHUS: M3MEPEHUs! JABIMHOCTH; U3MEPEHUS BBHIOPOCA BBIXJIOMHBIX T'a30B;
n3Mepenus coaepxanusg CO;, u CHy B oTpaboTaBIIKX razax aBTOMOOUIIEH.

OneHuBaeMbIM MApaMETpOM  SBISIETCA  KO3(DPUIIMEHT  IOIJIONIEHUS.
BcnomoratenbHbie napaMerpbl: K03 @UIMEHT ocinaldiaeHusl CBETOBOIO MOTOKa,
IUIOTHOCTBH BBIXJIOIHBIX I'a30B, HOMUHAJIBHBIN pacXxo/ ra3os.

JIOTIOTHUTENBHBIE BCIIOMOTATENbHBIE NApaMETPhl: TEMIEPATYpPa, 4acTOTa
BpALLEHUs Baja JAMU3€eIs, YyBCTBUTEIbHOCTb, CBOOOJHOE YCKOPEHUE, NABIICHUE;
4YHuCcI0 000pPOTOB, MOUIHOCTh, TEMIIEpaTypa BO3AyXa, aTMOC(PEPHOE JaBlICHUE,
JaBJIEHUE B CHCTEME BIIyCKa W BBIXJIONA, CBOOOJHOE YCKOpeHHE; pabodas
TEMIIEpaTypa, 4YacToTa BpaLICHUs Bajla JBHUraTeis, I'PAHUYHO-AOIYCTHUMBIE

sHauenust CO2 u CH.

Hccnenys akycTHuYecKue IIYMBI, HU3MEPSIIOTCS BHEIIHUH W BHYTPCHHHE
ITyMBI, KOTOPBIC XapaKTepH3yIOTCS KOAD(PUIIMEHTOM 3BYKOIIOTJIOMICHHUS.
BcnomorartenbHple mapamMeTphl TP TAKOM MCHBITAHUM — YHCIO OOOpPOTOB
JIBUTATENsA, TabapuUThl TPAHCIIOPTHOTO CPEJCTBA, TEMIIEpPaTypHBIE MapaMeTphl,
rmapaMeTpbl OKPYIKaroIel cpebl, MOKPBITHE, aTMOC(EPHOE TaBJICHUE.

I[Ipy  npoBeneHWMHM  UCOBITAHUM  paguoOINIOMEX, HYXHO  HM3MEpSTh
PaIUOdTICKTPUUYECKHUE IIOMEXHU u KOHTPOJIUPOBATh 1704 YPOBEHb.
BcnomoratenbHBIME  ITapaMeTpaMu  OyayT BBICOTa aHTEHHBI, YacTOTa
W3MEpPEHMs, a JOMOJHHUTEIBHBIMH — pabodasi TemIieparypa, pacCTOSHUE OT
AQHTEHHBI 10 OJIMKHEH METAJUIMYECKOM YacTH, TTOT0O/IHBIE YCIIOBHSI.
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HIJIAXHU IIIJIBUINEHHSA ITPOAYKTHUBHOCTI IPOLECY
KAJIIBPYBAHHSA IN®POBUX MYJIbTUMETPIB
Cewmenixia B.C.
HaykoBuit kepiBHUK — 1I.T.H., ipod. 3axapos L.I1.
HanionanbHuii HayKoBHil LIEHTP «[HCTUTYT METPOJIOTIi»
(61002, XapkiB, Bys1. Muponocuiibka, 42, ten. (057) 700-34-09)
e-mail: kh1856ua@gmail.com
The development of instrument technology has led to a decrease in the
cost of manufacturing digital measuring instruments and has greatly expanded
their functionality, which has led to a significant increase in the number of
measurement tools that need to be calibrated and complicated due to the
multifunctionality of devices and the need for complex calculations.
Significantly reducing the cost of digital measuring instruments and
increasing the complexity of their calibration process in terms of cost-
effectiveness make it necessary to optimize the calibration process by increasing
its productivity.

30UTBIINTH MPOAYKTUBHICTh MpPOLIECY KajiOpyBaHHS, TOOTO 30LIBIIMTH
KUIbKICTh BIKaIOpOBaHUX 3aCO0IB BUMIPIOBaHb 332 OJMHUIIIO Yacy, Y BUMAJKY 3
MU(POBUMHU MYJBTHUMETPAaMU MOXKIIMBO JBOMa criocobamu. Ilepmumii monsrae y
TOMYy 1100 OJHOYACHO KaiOpyBaTH IeKiIbKa TPUIAAIB, APYTHH IOJATae y
OPUIIBUIIICHH]I TIpOIlecy KajaiOpyBaHHS 1 OQGOpPMIICHHS pe3yibTaTiB 3a
JIOTIOMOT'O0 aBTOMAaTH3AIlli.

Jlns Toro mo0 3’ACyBaTH Ha CKUIBKH 30UIBIIYETHCS TPOIYKTUBHICTH
npolecy KaniOpyBaHHS BHUKOPHUCTOBYIOYM HAaBEACH1 HUISAXM 11 MIJBUIIEHHS
MOPIBHSIHO 31 CTaHJIAPTHUM METOJIOM KaliOpyBaHHS YPYyYHY OJHOTO MpUIady 3a
pa3 OyJio MpOBEAEHO PO3PAXYHKOBUI €KCTIEPUMEHT.

JInst 3pyqHOCTI po3paxyHKIB eKCIEpUMEHTY Oyino oOpaHo maprito 31 100
uppoBUX MyIbTHMETPIB TUNY «APPA 505» mist AKux eKcrepuMEHTAIbHUM
IIIAXOM, 3a JOMOMOror OaratodyHkmioHanpHOoro kamiopatopa Fluke 5520A,
Oynu BHU3HAYCHI BUTPATH Yacy Ha MPOBEJICHHS BUMIPIOBaHb 1 0OpPMIICHHS iX
PE3YNbTATIB — Ha KOKHY TOYKY BUMIPIOBaHb y CTAaHAAPTHOMY PYUYHOMY PEKUMI
B cepenHboMy HeoOXimHo 10 cexyHa 6e3 ypaxyBaHHS 4acy Ha MEPEMUKAHHS Ta
BIUTUBY ONEpaTopa, Ha BHECEHHS pPE3yJbTaTIB BUMIPIOBaHb 1 PO3PaXyHKIB 0
ceprudikaty KajaiOpyBaHHS BUTPAda€ThCA B cepeaHboMy 20 XBUJIMH Ha OJUH
npunaa. Jlas  mochimpKeHHS  CrmocoOy  MIABHINEHHS TPOJYKTHBHOCTI 32
JIOTIOMOTOI0  aBTOMATH3aIlil Tporecy KamiOpyBaHHS Oyl0 BHUKOPHCTAHO
cnerianmizoBane mporpamue 3adesneuenns (nam — [13) Fluke MET/CAL® Plus.

Kani6pyBanas mpoBOAMIOCS IS BCIX BUMIPIOBATBHUX BEIMYWH, HAa BCIX
Jiana3oHax BUMIPIOBaHb, 10 BHUMIPIOE NaHW NU(PPOBUNA MYIBTUMETP — Ha
KO)KHOMY JTiana3oHi ooupayiocs 1o 3 Touku kamiopysanas (5 %, 50 % ta 95 %
BiJl Jllamia30Hy) Ha KOXKHIHM 3 SKUX OyJ10 3HATO MO 5 BUMIPIOBAHHUX 3HA4YCHb. J{aHi
PO KUILKOCT1 BUMIPIOBaHb Yy MpOIECi KaniOpyBaHHs HaBeaeHo y Tabmumi 1.
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Tabmuus 1 — KinbkocTi BUMIpIOBaHb NpU KaJliOpyBaHHI OJJTHOTO MYJIETUMETPA

) Kin-ctp Kin-ctp Kin-ctp Kin-ctpb o
BumiproBana | . . . 3arajiom KUIbKICTh
Jiara3oHiB | YaCTOTHUX TOUYOK BUMIPIOBaHb .
BEJIMYMHA . . . . . BUMIPIOBaHb(TOUYOK)
BHUMIpPIOBAHb | Jlialta30HIB | KaaiOpyBaHHS y TOUIIi
DCV 5 -
2 3
ACV 3 3
2 4
i i ; ;

ACI 5 1 (145)
R 6 -
C 7 -
T 2 -
F - 6

TakuMm ynHOM Bpy4HY Ha mpoiiec kKaniopyBanHs naptii 31 100 uudposux
MYJBTUMETPIB 3a pO3paxyHKaMu BHTpadaeTbcs 73,61 romuHu (3 HHX Ha
npoBefeHHs BumiptoBanb 40,28 roaun, Ha odopmieHHs — 33,33 roauHm),
NPOAYKTUBHICTh ckiamae 1,36 on/rox Oe3 ypaxyBaHHS 4acy NMEpEeMHKaHHS Ta
BIUTMBY BTOMH OIIEpaTopa.

TexHiyHO OJHOYACHO MOXJIMBO TMPOBOJUTU  KaliOpyBaHHS  S5-TH
MYJBTUMETPIB Yy pPEKMMaxX BHUMIPIOBAHHS HAMpPYyrd MOCTIHHOTO Ta 3MIHHOIO
cTpyMy 1 yactoTu. [Ipu BUKOpHUCTaHHI IILOTO CIOCOOY Ha Mpoliec KaliOpyBaHHS
napTii 31 100 MynbpTHMETPIB 3a po3paxyHKaMu BUTpadaeThes 47,23 roaunu (Ha
poBeJcHHST BUMIipoBaHb — 13,9 ronun, Ha odopmiieHHs — 33,33 roawHm),
NPOJYKTUBHICTh ckianae 2,12 on/ron 0e3 ypaxyBaHHS 4acy MEpEeMUKaHHS Ta
BIUTMBY BTOMH OIlepaTopa.

[HIIMM cioco0GoM 301IBIIIEHHS MPOAYKTUBHOCTI MPOIECY KadiOpyBaHHS €
BukopuctanHs I13 mns aBromarmzamii I[I3 Fluke MET/CAL® Plus, ske
JI03BOJISIE€ MIPOBOJUTH KalliOpyBaHHS ITM(DPOBOr0 MYJILTUMETPA B CEPEIHHOMY 32
0,5 rox (6e3 ypaxyBaHHS yacy Ha NEPEMHUKaHHS) Ta B aBTOMAaTUYHOMY PEKHUMI
3niiicHIOBaTH 00pOoOKYy Ta odopmieHHs pe3ynabrariB [1]. TakuM 4YuHOM mpu
BUKOPHUCTaHHI crerianizoBanoro [13 mms aBromaTusaiii mpoiecy KamiOpyBaHHS
MIPOYKTUBHICTH CKJIasla€ 2 Of/TO.

TakuM 4YMHOM TPOAYKTUBHICTH TOPIBHSHO 13 PYYHUM PEKUMOM
MIPOBEJICHHS KaTiOpyBaHHS 3 BUKOPUCTAHHSM aBTOMaTtu3allii 3poctae Ha 47 %, a
MIPY OJTHOYACHOMY KasliOpyBaHHI 5 MYJIBTUMETPIB 32 HAMPYTOIO Ta YaCTOTOIO Ha
55 %, sKu10 HE BpaxOBYBaTH BILIUB OIl€paTopa.

JlitepaTypa:

1. 3yitkoB A.A. ABromaTuzamusi pabOTBI METPOJIOTHYECKON CIYKOBI —
MPOrpaMMHOE obecrieueHne Fluke MeT/CAL OJIEKTPOHUKA.
Hayxka/Texnomorus/ousznec. 2015. Ne8 (00148). C. 127-134
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