
ДОДАТОК А

Перелік джерел посилання за науковими напрямами керівника та науковців

кафедри програмної інженерії

15. Smelyakov K., Filipov O. Comparative Analysis of the Applicability of Five

Clustering Algorithms for Market Segmentation. 2023 IEEE Open Conference of

Electrical, Electronic and Information Sciences (eStream), м. Vilnius, Lithuania, 27

квіт. 2023 р. 2023. URL: https://doi.org/10.1109/estream59056.2023.10134796 (дата

звернення: 19.04.2024).
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ДОДАТОК Б

Звіт результатів перевірки на унікальність тексту в базі ХНУРЕ
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ДОДАТОК В

Слайди презентації
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ДОДАТОК Г

Апробація результатів роботи
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ДОДАТОК Д.1

Програмний код для первинної обробки датасету «CVE»

const fs = require('fs');
const path = require('path');
const { parse } = require('json2csv');

async function generateCSV(inputDir, outputFile) {
const files = fs.readdirSync(inputDir);
let records = [];

for (let file of files) {
const filePath = path.join(inputDir, file);
if (fs.statSync(filePath).isFile() && path.extname(filePath)

=== '.json') {
let rawData = fs.readFileSync(filePath);
let jsonData = JSON.parse(rawData);

try {
const cveId = jsonData.cveMetadata.cveId;

const description =
jsonData.containers.cna.descriptions.find(desc => desc.lang ===
'en').value.replace(/\n/g, ' ').trim();

const severity = jsonData.containers.cna.metrics.find(m
=> m.cvssV3_1).cvssV3_1.baseSeverity;

if (cveId && description && severity) { // Check if
all required fields are available

records.push({ CVE: cveId, description:
description, severity: severity });

}
} catch (error) {

console.error(`Skipping file ${file}: Required data
is missing`);

}
}

}
if (records.length > 0) {

const csv = parse(records, { fields: ["CVE", "description",
"severity"] });

fs.appendFileSync(outputFile, csv + '\n', 'utf8');
console.log(`CSV data has been appended to ${outputFile}`);

} else {
console.log("No valid records found to append.");

}
}
// Example usage: node this_script.js
'./cvelistV5-main/cves/2024/0xxx' 'output.csv'
const inputDir = process.argv[2];
const outputFile = process.argv[3];
generateCSV(inputDir, outputFile);
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ДОДАТОК Д.2

Програмний код для тренування та валідації моделі за алгоритмом Gradient

Boosting Machines

import pandas as pd
from sklearn.model_selection import train_test_split
from sklearn.ensemble import GradientBoostingClassifier
from sklearn.feature_extraction.text import TfidfVectorizer
from sklearn.pipeline import Pipeline
from sklearn.preprocessing import LabelEncoder
from sklearn.model_selection import train_test_split, GridSearchCV
from sklearn.metrics import accuracy_score
from sklearn.model_selection import train_test_split, GridSearchCV,
StratifiedKFold

# Load the labeled data
labeled_data = pd.read_csv('labeled-dataset.csv')

# Check for missing values in text columns and fill with 'Missing'
text_columns = labeled_data.select_dtypes(include=['object']).columns
labeled_data[text_columns] =
labeled_data[text_columns].fillna('Missing')

# Extract features and labels
X = labeled_data['description']
y = labeled_data['tool']

# Encode the 'tool' labels
label_encoder = LabelEncoder()
y_encoded = label_encoder.fit_transform(y)

# Set up a pipeline with TF-IDF Vectorizer and Gradient Boosting
Classifier
pipeline = Pipeline([

('tfidf', TfidfVectorizer(stop_words='english')),
('clf', GradientBoostingClassifier(random_state=0))

])

#Define a grid of parameters to search (including both the vectorizer
and the classifier)
param_grid = {

'tfidf__max_features': [500, 1000, None], # Example: number of
words to consider

'tfidf__ngram_range': [(1,1), (1,2)], # Unigrams or bigrams
'clf__n_estimators': [100, 200], # Number of boosting

stages to perform
'clf__learning_rate': [0.05, 0.1, 0.2], # Learning rate

shrinks the contribution of each tree
'clf__max_depth': [3, 5, 7] # Maximum depth of the

individual regression estimators
}

# Create a StratifiedKFold object to use for cross-validation
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stratified_k_fold = StratifiedKFold(n_splits=5, shuffle=True,
random_state=42)

# Create a GridSearchCV object to evaluate the pipeline using the
parameter grid and StratifiedKFold
grid_search = GridSearchCV(pipeline, param_grid,
cv=stratified_k_fold, scoring='accuracy', verbose=1)

# Split data into training and testing set
X_train, X_test, y_train, y_test = train_test_split(X, y_encoded,
test_size=0.2, random_state=42)

# Fit the grid search to the data
grid_search.fit(X_train, y_train)

# Evaluate the best grid search pipeline on the test set
predictions = grid_search.predict(X_test)
accuracy = accuracy_score(y_test, predictions)
print(f"Best model accuracy: {accuracy:.2%}")
print("Best parameters found:", grid_search.best_params_)
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ДОДАТОК Д.3

Повний програмний код моделі класифікації за алгоритмом Gradient Boosting

Machines

import pandas as pd
from sklearn.model_selection import train_test_split
from sklearn.ensemble import GradientBoostingClassifier
from sklearn.feature_extraction.text import TfidfVectorizer
from sklearn.pipeline import Pipeline
from sklearn.preprocessing import LabelEncoder

# Load the labeled data
labeled_data = pd.read_csv('labeled-dataset.csv')

# Load the unlabeled data
unlabeled_data = pd.read_csv('unlabeled-dataset.csv')

# Check for missing values in text columns and fill with 'Missing'
text_columns = labeled_data.select_dtypes(include=['object']).columns
labeled_data[text_columns] =
labeled_data[text_columns].fillna('Missing')
unlabeled_data[text_columns] =
unlabeled_data[text_columns].fillna('Missing')

print(labeled_data.head())
print(unlabeled_data.head())

# Extract features and labels
X = labeled_data['description']
y = labeled_data['tool']

# Encode the 'tool' labels
label_encoder = LabelEncoder()
y_encoded = label_encoder.fit_transform(y)

# best_params = {
# "clf__learning_rate": 0.05,
# "clf__max_depth": 7,
# "clf__n_estimators": 100,
# "tfidf__max_features": 1000,
# "tfidf__ngram_range": (1, 2),
# }

# Create a pipeline using the best parameters found from the grid
search
pipeline = Pipeline([

('tfidf', TfidfVectorizer(stop_words='english', max_features=500,
ngram_range=(1, 2))),

('clf', GradientBoostingClassifier(learning_rate=0.05,
max_depth=3, n_estimators=200, random_state=0))
])
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# Split the data into training and test sets to evaluate the model
X_train, X_test, y_train, y_test = train_test_split(X, y_encoded,
test_size=0.2, random_state=42)

# Train the model
pipeline.fit(X_train, y_train)

# Evaluate the model on the test set
accuracy = pipeline.score(X_test, y_test)
print(f"Model accuracy on the test set: {accuracy:.2%}")

# Predict 'tool' labels for the unlabeled dataset
unlabeled_data['tool'] =
label_encoder.inverse_transform(pipeline.predict(unlabeled_data['desc
ription']))

# Save the new dataframe with predicted labels
unlabeled_data.to_csv('predicted-unlabeled-dataset.csv', index=False)
print("Predictions added and saved to
'unlabeled-dataset-with-predictions.csv'")
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ДОДАТОК Е

Експертний висновок нормоконтроль


