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AHami3 NpeaAMETHOT 001aCTl Ta AKTYalIbHICTh JTOCHTIIKCHHS

- 3pocradus kinbkocTi [T-crapranie ta X BaHBa - 3pocTanya KUIbKICTh BIIOMEUX BpasivBocTed ¥
pomLIHO y CYHACHOMY TEXHOIOTIHHOMY fazax «CVE», «VulnDB», «NVD» - KmoHoBHI
CEepeIOBMILL; thaxTop nas igeHTH(IKALIl TAa aHANI3Y CYYacHHX

- zabesmeweHHs Ta miaTpumka inQopmariiteoi kibepsarpos;

2 . - HeOOXIAHICTH CTBOPCHHA MOJICI] 3arp03 Ha OCHOBI
0e3nekH — KPHTHYHHMI YHHHHK U1 YCIIIHOTO A p A p

: DevSecOps € npocTHM Ta e)eKTHBHUM PillIeHHAM
PO3BUHTKY Ta KOHKYPEHTOCIIPOMOKHOCTI;
. s IT-crapramis — 1€ /[103BOJUTL CHCTEMHO
- DevSecOps NpaKTHKH BCC qacTime
. NUUATH 710 1JeHTH]IKANIT Ta OLIHKH 3arpos3, a
BHKOPHCTOBYIOTHCS /U151 €(DEKTHBHOIO YIIPABIIHHA o .
TAKOK BHM3HAYATH HaiOinem edexTHeHI 3axonn
pu3HKaMH Ta 3a0e3neveHHs BiAMOBIIHOTO pPiBHA R A
s 1X Hel1TpﬂJ'I13ﬁLllL
idopmariinol Oe3mexm;
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KAPKIBCHK A
HALIOHANBHHR
YHIBEPCHTET

NURE PARIOENEKTPOHIKK

Amnami3 npeamMeTHol 00J1acTl Ta aKTYaJdbHICTh JTOCIKEHHS

MeTo0 1i€i pod0TH €: T0CITIKEHHS
MeToiB Ta iHcTpyMeHTIB DevSecOps i
IXHBOro 3B'SI3KY 3 KOHKPETHUMHU
CLIEHAPIAMH PU3UKY /U1 e)EKTUBHOTO
BIIPOBA/KCHHSA Ta MiATPUMKH
iHopmaniitHoi Oe3neku B opraxizaii

po3pobku IT-crapramis.

- MIHICTEPCTBO
OCBITH | HAYKW
. YEKPAIHW

IlocTanoBKa 3aaui

= Jnocaixenus icuywunx meroiis DevSecOps:

O0’exkTOM  [JOCHiIKEHHd €  [polec
3abe3neuenHs iHQopManiiiHoi Oe3nekH B
opraxizariii PO3po0KH IT-crapranis,
BK/IIOUAIOYM BUKIMKM Ta 3arposu, sKi
BHHHKaAHOTh BHaCHi)IOK HIBUIKOTO PO3BHUTKY

i 0OMexeHHX pecypciB.

KAPKIBCHKHA

HALIIOHANBHHR

YHIBEPCHTET
NURE PANDEMEXTPOHIKH

- O/ ICHYHOUHX MeToJiB Ta iHcTpymeHTiB DevSecOps, npukiiajiiB yCIiHOIO BIPOBA/KEHH

- HOpaKTH4He JocaikeHHs 3arpo3 iHdopmaniiinoi Oeznexn Ha ocHoBi Mmozeni manux «Common

Vulnerabilities and Exposures» ta inctpymentis DevSecOps:

- Mojeik MallMHHOTO HaBYaHHA 1Is Kiackdikamii 3arpos 3 6asn CVE Ha ocHOBI MapKyBaHHs JaHHX 3a

incrpymentamu DevSecOps

- aHani3 pe3ynbTaTiB, BUCHOBKH 1010 AKTYAILHOCTI BUKOPHCTAHHSA Pi3HHX Ta iHcTpyMeHTiB DevSecOps;

- po3podka pexoMenaaiiii moao sactocysanus Merodie Ta incrpymentis DevSecOps y IT-crapranax

- chopmysarn Moaens 3arpos s [T-craprary, mo 6a3yeTbest Ha OTPUMaHUX PE3YIBTaTax
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[Tpunnunu ta metoau DevSecOps

KAPKIBCHK A
HALIOHANBHAR
YHIBEPCHTET
PARIOENEKTPOHIKK

3 po3BuTkoM DevOps Ta IIBUAKHUM pPO3rOPTAHHAM MIPOrpaMHOTO 3a0e3MeueHH s, BHHHKIA

HeOOXi/IHICTb iHTerpyBarTH Oe3reky 0e3rnocepe/IHbO B IIPOLEC PO3POOKH.

[Tpuaimnu DevSecOps

- 3mimenns Ge3mexn Biiso (Shifting Security Left) -

- Tpeninru 3 Ge3nexu
- Kyastypa podouoro micua

- Cnocrepexenns (observability) Ta MmoniTopuur -

- Visibility
- Traceability

- Auditability

- MIHICTEPCTBO
OCBITH | HAYKH

. YEKPAIHW

Meroan DevSecOps

MOJeNOBAHHA 3arpo3;

- TecTyBaHHs Gesnexw;
- amnani3 i BH3HAYenHs NpiopHTeTiB;

YCYHeHHS HAcaiKiBn;

- MOHITOPHHI.

Inctpymentu DevSecOps

MeTton

[HCTpYMEHT

Hpugnan THeTpyMeHTy

MogenosasHs 3arpos

IHCTPYMEHTH JUlsl CTBOPEHH: MONIEN 3arpo3

IriusRisk, Microsoft Threat
Modeling Tool, Pyim

IHeTpyMenTH 30epiraHis Ta MOHITOPHHTY Pe3VIBTATIE

AHATIS | BUIHATECHHA NPIOPUTETIE | TecTYBAHHA Delneku SIEM
Teetysanna besnern IHeTpyMenTH ckanyBamHa oGpasis koHTeHHEpIB Snyk Container
TecrTyraHud besnekn IHCTPYMEHTH CKAHYBAHHA ONEPAIAHNX cHeTEM OpenVAS
TectTyranna besneku THCTPYMEHTH CKAHYBAHHA KOTY Snyk Code
Teerysanna besnekn [HCTPYMEHTH CRaHYBaHHA HDPacTPYETYD ScoutSuite
Tectysanus besnexn IHCTPYMEHTH CKAHYBAHHA KOIY THQPACTPYKTY) Chekhov
TecTypania besnekn IHCTPYMEHTH TECTYBAHHA HA NPOHHKHEHHA Pentester
YoyHeHHA HACTI KB THCTPYMEHTH 3aXHCTY Mepesi Cloudflare
YeyHeHH:A Haciakis IHCTPYMEHTH BHABNEHHSA AHOMAII Ta BIOPIHEHHA Snort
VeyHeHHA HACTIIKIR IncTpymenTh s0epiraHis cekpeTin Vault
YeyHeHHA HACTIIKIB IHCTPYMEHTH OOMEREHHA TOCTYITY RBAC model
MoniTopiHr THeTpyMenTH 30epiraHHs Ta NEperiiiy Toris ELK Stack
MoHiTOpHHT IHCTpYMEHTH 30CPITaHHA Ta NEPErIaly METPHK Grafana

KAPKIBCHKHA
HALIOHANBHHR
YHIBEPCHTET
PARIOENEKTPOHIKK
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Hocnimkenns 3arpos indopmauiitnoi 6e3nexu: CVE ta inctpymentn DevSecOps

DEVSECOPS INSTRUMENTS
DEVSECOPS INSTRUMENTS CVE ITEM

CLUSTERED THREATS DATASET

{LABELING
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CVE DATABASE

GBM CLASSIFICATION MODEL

TRAINING DATASET
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YHIBEPCHTET

B yxeainm NURE

Jocuipkenns 3arpos indopmaniinoi 6e3nexku: CVE ta inctpymentn DevSecOps
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CTpyKTypa JaHUX KIHIICBOTO JaTaceTy (PO3MOLICHA 32 POKAMH)

result-dataset-2024.csv

CVE

CVE-2024-0007

CVE-2024-0008

CVE-2024-0009
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Description

A cross-site scripting (XSS) vulnerability in Palo
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Alto Networks

AHami3 pe3ynbTaTiB A0 CH1HKCHHS

SEVERITY

CRITICAL
HIGH
MEDIUM

LOW

2020

572
4422
2843

4793

2021

756

7089
3831
7535,

YEAR

2022

896

7896
5039
8880

2023

1323
10107
8215

11728

2024

318
2658
2672

2909

Web sessions in the management interface ..

An improper verification vulnerability...

Severity Tool
MEDIUM Code scanning tools
MEDIUM Network protection tools
MEDIUM Access restriction tools
| KAPKIBCLKHMA
@ | HALIOMANBHMA
YHIBEPCHTET

CVE SEVERITY over 2020-2024
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AHauni3 pe3yasTariB 10 CIJIKCHHS

CVE SEVERITY BY DEVSECOPS TOOLS/METHODS

T i T i hoi B CVELOW @ CVEMEDIUM [ CVEMIGH [l CVE CRITICAL
DevBecOps Toolsmethods Critical  High | Mediom | Low | TOTAL
Sccrets and credentials storage tools 514 4406 2041 2419 GH20
(Code scanning tools 508 840 L] 4572 G628
(Merwark profection tools 479 32n 354 naz 132
[Log storage and viewing tools 439 naz 2395 2148 014
Tools for storing and viewing metrics 395 e 1939 1528 i1
[Penetration testing tools 36l 2606 1859 1912 073K
[ Access restriction wols 336 1544 479 3145 6504
| M'HICTEPCTBO XAPKIBCHRMA
| OCBITH | HAYKH | mumwua
B yxeainm NURE | Pamoenecrromm

3acTocyBaHHS pe3y/IbTaTIB A0CITIIKEeHHS - Mojenb 3arpo3 (TOII 5)

Jarpoza Bpaimmicre

Peiirimr 1a crpokn | IHCTpyMeHTH Ta METOmN I8 Inrerpamis

BTUCHHA VCYHCHHR

Bpasmmocti & Heng ; ity npoTarom  Code seanning tools (Snyk  ABTOMETIRIEE SiuHY BRSOy

POTpEMHOMY Ko BRI AasIG, ypasmeoeTi  mepunec ianis  Code) A e O KOy B
Timy X588, SOLi penosuTopill

Mepeseni arakn (DD0S,  Hesaxumumeni mepesseni Bacoksi, npo ; profection tools BHEOPHCTALI MEpEALINK

Maninthe-Midlo) s sepus wicauin  (Cloudflare) dimrpin, VPN, cucrew

Henucmmri MOHITGPITHT 1 ;hemﬂmxm'ysma mmi .Illllcunﬁvnpmu :Lugaiumgeandwiewing tools flie‘arrpmmu:mum:nnﬁxs

ayauT MEPUIY THAHHIS (ELK Stack)  MOBCTHBICTIO 1% IEPETEAAY 1

ananisy

Bincyraicts giactesenns  Tloaii, mo
CTAHY CHCTCMH | IArPOEYIOTE (YHKIIEM
fcﬂﬂt\ﬂ!

Bucoksiil, npotarom  Tools for storing and viewing  Hanaurryrasss sawBapais ans

TCPOIY MICRILE ‘metrics (CGrafanay MEOHITOPEHTY KPUTIHAX MCTPHE
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BucHoBkH

e o

Y pesyasrarti poboTy, 3aNpONOHOBAHO ULIAXH NiABHINEHHS PiBHA iHdopmauiiinoi Ge3nexu IT-crapranis.

- BHABJIEHO KJIHOYOBI BHKIMKH iH(popMauiiinoi 6esnexu ans IT-crapranis;

- TPOBENCHO AHAMI3 CYHACHHX JUKEPEI 3aTPo3 Ta BPa3IHBOCTEH;

- BHKOHaHO TeopeTHuHe AocaimkeHHs MetoaiB DevSecOps na ocHori myOnikartiii Ta ctareii;

- pO3MISAHYTO NPHKIAAH YCMiIHOTO BrpoBadxeHHs Metolie DevSecOps;

- BUBUEHO IHCTPYMEHTH Ui BrpoBakeHHs merolis DevSecOps;

- MPOBEJAECHO MPAKTHYHE JAOCILLKEHHS 3arpos indopmartiiinoi desnexn na ocnosi mozeni aanux CVE ta
incTpymentis DevSecOps;

- MpoaHaNi30BaHO 3aCTOCYBAHHA MOZeNi [UIsS PealbHOro JaTaceTy U1 BU3HAUCHHS AKTYalbHOCTI MeTOIB
DevSecOps;

- po3pobieHo pexoMeHIaLil oo 3actocyBanHs Metozie DevSecOps y [T-crapranax Ha OCHOBI NPaKTHYHOTO
Ta TeUpCTl‘l‘-III(]l'U ,U.OCJ'[i,‘],H(CHHSI;

- 3anponoHOBAHO HOBHMH miaxia no inrerpanii DevSecOps MeTois y nporec po3pobKu MporpaMHoro
3abesneqeHna i [T-craprani.
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IMINTEMEHTANIIA METO/JIB DEVSECOPS B PO3POBKY
IMPOI'PAMHOTI'O 3ABE3IIEYEHHS B CBITJII CYYACHHX 3AI'PO3
ITpuxonexo £. O.
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XapKiBCbKHI HalllOHAILHUN YHIBEPCUTET pajioeieKTpoHiky, kad. I11
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This work is devoted to the analysis of the key information security
challenges for IT startups and consideration on the implementation of the
DevSecOps methods and instruments to ensure secure development and data
security. It analyzes the modern threats database in order to find the correlation
to the DevSecOps instruments that mitigate corresponding security risks which
provides a possibility for IT-companies to concentrate on specific aspects of
security measures implementation based on the limitations caused by modern
company environments and teams.

Y cyuacHomy iH(opmaniiinomy cepenosuui, ne IT-crapranu craroTh
KIIOYOBHM €IIEMEHTOM 1HHOBAaIlIHHOTO PO3BHUTKY, THUTaHHA iHGOpMAIliiHOL
Oe3neku HaOyBawTh OCOOMMBOI aKTyalnbHOCTI Ta 3Ha4YeHHA. [H(opmariiiHa
Oe3neka He JIMIIe 3aXUINAE KOH)IEHIiHHI JjaHi Ta IHTeNeKTyaJbHy BIIACHICTb,
aJie ¥ BIUIMBAE HA JOBIpY KJII€HTIB, IHBECTOPIB Ta MApPTHEPIB. Y CBITJII Cy4aCHHX
3arpo3, 3a0e3neuyeHHs HAIEKHOro piBHA Oe3nekn BuUMarae 0O0I3HAHOCTI,
e(heKTHBHOTO BUKOPHCTaHHA pecypciB 1 BIIOBIAHUX cTpaTerii [1].

Bianosiae Ha cyuyacHi Kibep3arpo3u CTae HaA3BUYaiHO BaXKJIMBOIO Y CBITII
Cy4acHHX 3arpo3 indopmarniinii 6esnewi. g BupoBakeHHs Ta 3a0e3neueHHs
BIIIOBITHOTO piBHA iH(opManiiHoi Oe3nexku B [T-cTtapramax, po3poOHuKU Bce
gacTiue 3BepraroThess 10 DevSecOps mpaktuk. OnHi€0 3 KIIOYOBHX IepeBar
DevSecOps € MOXIMBICTH BHUSBIEHHS Bpa3zIMBOCTEH Ha pPaHHIX CTagisfix
po3poOKH, MmO J03BOJIAE 3anobiratd cepitozHuM mpobiemam Oe3nekd B
MaiibytHeoMy. OcHoBHI npunuunu DevSecOps BkmodawTe [2]: 3MillcHHA
Oe3nekH BIIiBO (HA IMOYATOK XXMTTEBOTO LHUKIY PO3POOKH); TPEHIHTH 3 Oe3leKku
Ta KyJlbTypa pobodoro Micud; cnocrepexeHHns (observability) Ta MoHiTOpHHT;
MOJICITIOBAHHS 3arpo3 Ta TCCTYBaHHs OC3MEKH; aHATI3 1| BU3HAYCHHS MIPIOPUTETIB
Ta YCYHEHHSI HaCIIi/IKiB.

3 Merow imenTudikamii Ta Kimactepusaimii MeTow imeHTHdikamii Ta
KIacTepu3alli  3arpo3  MOKHAa  BHUKOpUCTaTH  0a3y  3arajbHOBLIOMHX
BpaznuBocTed  iHGopmamiiiHoi Oe3nekn (Common  Vulnerabilities and
Exposures) [4]. Lle n103BouTh NOB'A3aTH 3arpo3u 3 iHCTpyMeHTaMu DevSecOps
[3], mo MaroTh HaHOLIBIY aKTyalbHICTh Ta 3pPO3YMITH i MPIOPUTE3YBATH 3aX0IU
Oe3neku, HeOOXiTH1 115 iHPOPMAIIHHIX CHCTEM.

Jns anami3y BuxopucroByiorhest naracer Kaggle “CVE (Common
Vulnerabilities and Exposures)” [4] Ta ocHOBHI ocoOnmBocTi 3 naracery CVE:

10



YWCJIOBHH PEUTHHI BpasJIMBOCTI (CVSS) Ta TEKCTOBHHM OIMC BpPa3IMBOCTEH
(summary). BHKOHY€TbCS OYMILEHHA Ta MIArOTOBKA AaHMX. TEKCTOBI maHi
NCPETBOPIOIOTECA B yHcIoBHMA (hopmar 3a momomororo TF-IDF Bextopu3arii,
106 BOHH MorH OyTH mpoaHasTiz30BaHi 3a AOMOMOTOK aIrOPHTMIB MAITMHHOTO
HaBuaHHs. 3acTocoByeThes MeTo]] Principal Component Analysis (PCA) [5] ansa
3MCEHILIEHHS! PO3MIPHOCTI KOMOIHOBaHMX JaHMX (TEKCT + CVSS), MO0 CIPOCTUTH
Bizyaurizarito Ta anamis. ®opmymna PCA:

Xp(‘a = XW, (1)

ne X — BUXiJHI naHi, W — MaTpHIs Bar TOJOBHHX KOMIIOHEHT.
BukopuctoBytoun Metop kiacrepuzanii K-Means, naHi po3auisioThes Ha
KIacTep, 10 TMPENCTABISAIOTh TPYNH  BPa3IMBOCTEH 3  HOAIOHUME
xapakrepuctukamu. @opmyna k-cepesHix:
k

)

argmin ) X ”\ = B .
i=1 _r(-:S: )

)

ne S; — i-THH KJIacTep, X — TOYKH JaHHX, L — IEHTPOI] 1-TOro Kiacrepa.

Bisyanizauis Knactepie CVE

0.6 1 12
0.5 1
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2
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~ 0.2 ®
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. $
0.1 3
=
4
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L ]
-0.1 ® 5
-0.2
T T 0

-2 -1 0 1 2 3
pra

Pucynok 1 — Bizyauizanis pe3ynsTaTiB KilacTepu3anii

Hani, mo Oynd po3noaisieHi Ha KJIACTePH, MApKOBaHI JJs BiJNOBIJHOCTI
iHcTpyMeHTaM DevSecOps[3] Ha 0cHOBI O3HaK Bpa3jMBOCTEH (KiIr04iB) i3 6asu
3arajibHOBIJOMUX BpAa3JIMBOCTEH, BIiICOPTOBaHI 3a piBHEM aKTyaJlbHOCTL
BijoOpakeHo y Tadmnumi 1:
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'1'abmi 1 — Pe3ynpTaTH KiacTepu3alii Ta BLANOBIIH] IHCTPYMEHTH

Knactep |AxTyajbHiCTh Kinpkictb IncTpymeHT (Ha3Ba)
Bpa3IMBOCTEH

5 10.000000 4504 [HCTpYMEHTH 30epiranHsa
CEKpeTiB

2 9.224815 7577 IHcTpYMEHTH CKaHyBaHHS
Komy

8 7.582385 9479 [HCTpyMeHTH 3aXHCTy Mepexi

12 7.501287 4847 IncTpymenTn 30epiraHHs Ta
HeperisLy JIoriB

0 7.171997 3375 IncTpyMentn 30epiranHs Ta
TIEPETIISY METPHK

6 6.716870 12930 [HCTpYMEHTH TecTyBaHHA Ha
[IPOHUKHEHHS

Takum umHOM, 3a pe3ylbTaTaMH KIacTepHu3allii, BUIMOBIIHO [0
aKTyaJbHOCTI 1HCTPYMEHTIB, L0 MOKPHBAIOTh BENUKY KulbkicTh DevSecOps,
JUIA YCYHEHHS Ta 3amo0iraHHs 3arajJbHOBLIOMHX 3arpo3 IpU BIPOBAIKEHHI
iHpopManiiiHoi Oe3reKH IPOeKTy IMPOrpaMHOro 3ade3neueHHss 0COOIUBY yBary
CIIiJ 30CEPEeHTH Ha IHCTPYMEHTaX AJs 30epiraHHsA CEKpeTiB, CKaHyBaHHA KOAY,
3aXUCTy MEpEXi, MOHITOPHHIY, a TaKOX IHCTPYMEHTaX TECTYBaHHS Ha
npoHukHeHHs. lle nomomarae BCTaHOBUTH IIPIOPUTETH B I1HBECTHLIAX Y
iHcTpyMeHTH Oe3nexu Ta crparerii DevSecOps.

Crnrcox BUKOPHUCTaHUX IKEpen:

1. Ayman Elsawah. “5 Problems With Startup Security” : BeGcaiit URL:
https://www lastweekasavciso.com/p/5-problems-with-startup-security (mara
3BepHeHHA 04.02.2024).

2. Microsoft. “What is DevSecOps?” : BeGcait. URL:
https://www.microsoft.com/en-us/security/business/security-101/what-is-
devsecops (aara 3sepHenns 04.02.2024).

3. Bright Security. “DevSecOps: Quick Guide to Process, Tools, and Best
Practices :  BeGcaiit. URL:  https://www.hackerone.com/knowledge-
center/devsecops-quick-guide-process-tools-and-best-practices (aara 3BepHEHHS
04.02.2024).

4. Kaggle. “CVE (Common Vulnerabilities and Exposures)” : BeGcaiiT
URL: - https://www kaggle.com/datasets/andrewkronser/cve-common-
vulnerabilities-and-exposures?select=cve.csv (nata 3Bepuenns 04.02.2024).

5. Christopher M. Bishop "Pattern Recognition and Machine Learning":
Ist ed. 2006. Corr. 2nd printing 2011; Springer New Y ork publisher. — 738 p.
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TIOJTATOK JI.1

IIporpamumii koja aJ1s1 nepBuHHOI 00po0ku naracetry «CVE»

const fs = require('fs');
const path = require('path');
const { parse } = require('json2csv');

async function generateCSV (inputDir, outputFile) ({
const files = fs.readdirSync(inputDir) ;
let records = [];

for (let file of files) {
const filePath = path.join(inputDir, file);
if (fs.statSync(filePath) .isFile() && path.extname (filePath)
=== '_json') {
let rawData = fs.readFileSync(filePath) ;
let jsonData = JSON.parse (rawData) ;

try {
const cveld = jsonData.cveMetadata.cveId;
const description =

jsonData.containers.cna.descriptions. find(desc => desc.lang ===
'en') .value.replace(/\n/g, ' ').trim();
const severity = jsonData.containers.cna.metrics.find(m

=> m.cvssV3_1) .cvssV3_1l.baseSeverity;
if (cveld && description && severity) { // Check if
all required fields are available
records.push({ CVE: cveld, description:
description, severity: severity });
}
} catch (error) {
console.error( Skipping file ${file}: Required data
is missing’);
}
}
}
if (records.length > 0) {
const csv = parse(records, { fields: ["CVE", "description",
"severity"] });
fs.appendFileSync (outputFile, csv + '\n', 'utf8');
console.log( CSV data has been appended to ${outputFile}’);
} else {
console.log("No valid records found to append.");
}
}
// Example usage: node this_script.js
'./cvelistV5-main/cves/2024/0xxx' 'output.csv'
const inputDir = process.argv[2];
const outputFile = process.argv[3];
generateCSV (inputDir, outputFile) ;
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JOJATOK /.2
IIporpamumii Ko AJIA TPeHYBaHHA Ta Bajigaunii Moxedi 3a aaropurmom Gradient

Boosting Machines

import pandas as pd

from sklearn.model selection import train test split

from sklearn.ensemble import GradientBoostingClassifier

from sklearn.feature extraction.text import TfidfVectorizer

from sklearn.pipeline import Pipeline

from sklearn.preprocessing import LabelEncoder

from sklearn.model selection import train test split, GridSearchCVv
from sklearn.metrics import accuracy_score

from sklearn.model selection import train test split, GridSearchCV,
StratifiedKFold

# Load the labeled data
labeled data = pd.read csv('labeled-dataset.csv')

# Check for missing values in text columns and fill with 'Missing’
text columns = labeled data.select_dtypes(include=['object']) .columns
labeled data[text_columns] =
labeled data[text_columns].fillna('Missing')

# Extract features and labels
X = labeled data['description']
y = labeled data['tool']

# Encode the 'tool' labels
label encoder = LabelEncoder ()
y_encoded = label encoder.fit transform(y)

# Set up a pipeline with TF-IDF Vectorizer and Gradient Boosting
Classifier
pipeline = Pipeline([

('tfidf', TfidfVectorizer (stop_words='english')),

('clf', GradientBoostingClassifier (random_state=0))

1)

#Define a grid of parameters to search (including both the vectorizer
and the classifier)
param grid = {

'tfidf max features': [500, 1000, None], # Example: number of
words to consider

'tfidf ngram range': [(1,1), (1,2)], # Unigrams or bigrams
'clf n estimators': [100, 200], # Number of boosting
stages to perform
'clf learning rate': [0.05, 0.1, 0.2], # Learning rate
shrinks the contribution of each tree
'clf max depth': [3, 5, 7] # Maximum depth of the

individual regression estimators

}

# Create a StratifiedKFold object to use for cross-validation
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stratified k fold = StratifiedKFold(n_splits=5, shuffle=True,
random state=42)

# Create a GridSearchCV object to evaluate the pipeline using the
parameter grid and StratifiedKFold

grid_search = GridSearchCV (pipeline, param grid,
cv=stratified k_fold, scoring='accuracy',6 verbose=l)

# Split data into training and testing set
X train, X test, y train, y test = train test split(X, y_encoded,
test_size=0.2, random state=42)

# Fit the grid search to the data
grid search.fit(X train, y train)

# Evaluate the best grid search pipeline on the test set
predictions = grid search.predict (X test)

accuracy = accuracy_score(y_test, predictions)

print (f"Best model accuracy: {accuracy:.2%}")

print ("Best parameters found:", grid_search.best params )
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JOJATOK 1.3
IloBHu# mporpamMHuii kKoa MoaeJi kiaacudikauii 3a anropurmom Gradient Boosting

Machines

import pandas as pd

from sklearn.model selection import train_ test split

from sklearn.ensemble import GradientBoostingClassifier
from sklearn.feature extraction.text import TfidfVectorizer
from sklearn.pipeline import Pipeline

from sklearn.preprocessing import LabelEncoder

# Load the labeled data
labeled data = pd.read csv('labeled-dataset.csv')

# Load the unlabeled data
unlabeled data = pd.read csv('unlabeled-dataset.csv')

# Check for missing values in text columns and fill with 'Missing’
text columns = labeled data.select dtypes(include=['object']) .columns
labeled data[text_columns] =
labeled data[text_columns].fillna('Missing')

unlabeled data[text columns] =
unlabeled data[text_columns].fillna('Missing')

print (labeled data.head())
print (unlabeled data.head())

# Extract features and labels
X labeled data['description']
y labeled data['tool']

# Encode the 'tool' labels
label encoder = LabelEncoder ()
y_encoded = label encoder.fit transform(y)

best params = {
"clf learning rate": 0.05,
"clf max depth": 7,
"clf n estimators": 100,
"tfidf max features": 1000,
"tfidf ngram range": (1, 2),

HH 3

# Create a pipeline using the best parameters found from the grid
search
pipeline = Pipeline([
('tfidf', TfidfVectorizer (stop words='english', max features=500,
ngram_range=(1l, 2))),
('clf', GradientBoostingClassifier (learning rate=0.05,
max depth=3, n_estimators=200, random state=0))

1
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# Split the data into training and test sets to evaluate the model
X train, X test, y train, y test = train test split(X, y_encoded,
test_size=0.2, random_state=42)

# Train the model
pipeline.fit(X train, y train)

# Evaluate the model on the test set
accuracy = pipeline.score (X test, y test)
print (£f"Model accuracy on the test set: {accuracy:.2%}")

# Predict 'tool' labels for the unlabeled dataset

unlabeled data['tool'] =
label encoder.inverse_ transform(pipeline.predict(unlabeled data['desc
ription']))

# Save the new dataframe with predicted labels

unlabeled data.to_csv('predicted-unlabeled-dataset.csv', index=False)
print ("Predictions added and saved to
'unlabeled-dataset-with-predictions.csv'")



JTOJIATOK E
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