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The given work is devoted to the study of economic security of  

a business for economic industry development and principles and approaches  

for its implementation. 

 

Security remained a long time at the level of security and fire risks, which 

made it a neglected sector of the companies. Recently, it was discovered that 

companies were led to seek out as much information as possible about their 

competitors. Thus, we had to learn to protect ourselves as much at the level of 

data as of processes, strategy or management elements. It was then that the 

economic security of businesses emerged, in a world where digital and 

cyberspace with big data, the internet and social networks made the situation 

even worse. In this work, we will try to understand this theme, to know the 

principles and approaches for its implementation. 

Economic security can be defined as all active and passive means for 

safeguarding the information heritage of the company as well as its activities 

and resources. It can manifest itself by monitoring companies in their process of 

conquering new markets [1]. The desire to ensure the economic security of  

a company stems from a deep and necessary understanding of the conditions of 

competitiveness, and the need to protect their assets: 

- all businesses have important information and know-how that must be 

protected in some way. The loss or disclosure of this information can have 

serious consequences, particularly in terms of image, turnover or market share; 

- the protections fall under both the legal strategy (filing of patents, 

protection of brands, etc.) and security (measures to protect strategic knowledge 

through information systems, raising awareness among company personnel, 

observation of competitors' practices and behavior, etc.); 

-  with the development of electronic commerce and the increasing use of 

the Internet, more and more information is shared by business partners, and 

stored all over the world on servers ... which can prove to be vulnerable; 

- the question of technology transfer is of paramount importance: 

consented and controlled, in the event of technological uptake resulting from 

improper methods, it can prove to be catastrophic for a company whose 

development is based above all on its creativity and its research and 

development potential. 

../Форум%20РИМ-2020/Сборники%20тезисов%20верстка%202020%20ч.2/Сборники%20тезисов%20верстка%202020%20ч.2/Конференция%207,%209,%2010/gohimozer@gmail.com
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As a principle, economic security consists in assessing the risks that the 

actors, the company, may incur. The company's heritage can be the target of 

various predations (cyber-attacks, theft, destruction, identity theft, etc.) targeting 

its data, its know-how or its reputation. It is about analyzing, identifying the 

risks and potential threats. Risks affect many fields: human, digital, scientific, 

technological, competitive, legal, environmental, financial [2]. 

However, the goal of economic security is not to monitor the whole world 

and protect ourselves from everything that is possible and imaginable. Putting in 

place an economic security approach makes it possible above all to provoke 

awareness of the risks and threats to the company by all employees and  

a reduction in uncertainty for the manager. 

Identify threats: All companies are looking for strategic information about 

their competitors in an attempt to gain market share at their expense. It is 

necessary for the company to regularly take the time to analyze the main threats 

that may weigh on it (Unlawful actions exploiting loopholes in the security 

policy, disinformation campaign, Exploitation of loopholes, Lack of prudence.  

Determine your degree of exposure to IT risks: What place does IT have 

within the company? Which services use computers? What types of information 

do they handle? Is this information strategic for the development of the 

company? Are strategic documents accessible on the servers of the company? 

Based on the answers, you can map your company's exposure to these risks. 

Put in place pragmatic measures: Certain information and certain know-

how constitute an intangible asset that the company must know how to protect, 

in the same way as it protects its premises: customer capital; technological 

capital; shareholder capital; information systems capital.  

Before setting up security gates or equipping yourself with specialized 

software, protecting corporate information first requires common sense: discretion. 

At the end of this work, let us remember that economic security is a major 

issue for any company that wants to ensure longevity, an impact on the market. 

It is the means by which the company secures its future in this world where 

competition is becoming increasingly fierce given the desire for customer 

satisfaction and the evolution of digital. However, to carry out this approach, the 

company must impose a certain number of rules at the organizational level, as at 

the behavioral level. 
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