JIOJATOK A

['padiunnmii matepian kBamidikaiiifHoi poooTH
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BCbKWA HALIOHANBHUN YHIBEPCUTET PALIOENEKTPOHIK

KBAJI®IKAIIMHA POBOTA

HA TEMY: Meton HaHeceHHs1 IIM(PPOBUX BOJASTHUX 3HAKIB HA
TPUBHMIPHI 00'€KTH 3 BUKOPUCTAHHIM HEYITKOT JIOTIKH

BIIKOHAB:
*Crygent rp CIIm-22-5 T"amumeka O.0.

XAPKIB
2024p.

AKTYa/IbHICTb 40CNIAXKEHHA

3pocTtanHd 3Ha9ymocTi 3D-TexHoI0TIH
3axHCcT iHTeIeKTYaIbHOI BJAACHOCTI
BHcoki BHMOTH 10 MeTOiB 3aXHCTY
Heo0xigHicTh aJanTHBHAX MIAX0NIB
InHOBamiiiHICTE TA NEPCHEKTHBHICTH

Baxaueicts AA pizHEX ramyseii

KEPIBHIIK:
nou. MaproBunbkwii B.O.
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MeTa Ta 33 BAAHHA

Mertoro el kBamidikartiitaoi po6oTH € po3pofka MeToly HaHeCeHHS IMM(PPOBHX BOIAHHX 3HAKIE HA TPHBHMIpHL
00'eKTH 3 BHKOPHCTAHHAM HEWITKOI JIOTIKH, IO 3a0e3MeudTh BACOKY CTIHKICTE BOAAHHX 3HAKIB /10 aTak i MIHIMATBHHI
BIUTHB Ha CTPYKTYPY Ta (PYHKIIOHATBHICTE 00'€KTIB.

3aBmaHHA poGOTH:

- OIIAM CYYACHHX METOMIB HaHeCeHHs IMHPPOBHK BOMIHUX 3HAKIB HA 3D-00'eKTH;

- BH3IHAUEHHA TIePeBar Ta HeJIOMKIB ITHX MeTOIB;

- BHBYSHHA OCHOB HEUITKOI JIOTIKH Ta il 3aCTOCYBaHE B 06pOOTI TPHEHMIPHIX TAHX;

- aHaI3 MOKIHBOCTEH BHKOPHCTAHHA HEYITKOI JIOTIKH [UIA aNalTalii MeTOIIB HAHeCeHH BOIHUX 3HAKIB;

- CTBOPEHHS ATTOPHTMY HaHeCeHH: ITH(POBHX BOMHIX 3HAKIE HA 3D-06'€KTH 3 BHKOPHCTAHHAM HEWITKOl TOTIKH;
- 3a0e3reYeHHA aJAlTHBHOCTI &ITOPHTMY JO PI3HHX THIIB TPHBHMIPHHX 00'€KTIB;

- peamizamig po3pofIeHOro aNTOPHTIMY B IPOrPAMHOMY CepPeIOBHIIL;

- IpOBeJeHE TeCTYBAHHA aATTOPHTMY Ha PI?HHX THIAX 3D-06'eKTIB 14 OIHKH HOTo eeKTHRHOCTI;

- aHalI3 BIUIHBY HaHeCEeHHX BOJIHHX 3HAKIBE HAa CTPYKTYPY Ta (pyHKITIOHAIBHICTE TPHBHMIPHHX 00'€KTIR;

- OIIHKA CTIHKOCTI BOIAHHX 3HAKIE O PI3HHX BHIIE ATaK. 3

TexHonoris HaHeceHHsA UMdpPoBOro BOAAHOMO
3HaKy

OPHTTHAJLHHI BHIVUEHHA
1A EPOBHIA — B [HPPOBOTO
BOJISHOTO 3HAKY
T KOHTEIT 3 — - !
s R A
L 1 SHAKOM I3 SHAKY TIOPIBHS
BOISHOTO SHAKY BOIAHMAM 3HAKOM 5 Eo;zm-loo HAK :
|
| OPITTH!

ABO R | LA $POBHEL

¥ [SPOBI BOIAHMH 3HAK
‘ @ BOIAHMH 3HAK
6 : -

CXOBHIIE CHOBHIIE
Cngo% KJIIOUIB Llli?t])l v
e HAKIB

BOMAHIX
3HAKIB
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Knacudikauis anropuTtmis 3a NOKONTHHAMM Ha
OCHOBI JOMEHY BCTaBKM

METOTH
HAHECEHHA
LIH®POBHX
BOIAHMX 3HAKIB

L Y
TIEPIIE ITOKOIHHA ‘ JPYTE ITOKOIITHHA TPETE ITOKOIHHA ‘
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Cxema a/iftopPUTMIB HaHeCeHHA BOAAHMX 3HAKIB
TPEeTbOro NOKONIHHA Operinansaa 3D

MOZIeTb
~y

OpHriHaTbHa 3D . mepe0y IOBYBaHHA .
] TPaHTyJIANLA L monepenHs oGpolka
XMapa TOI0K . CiTKH
TeOMeTPHIHE BHIy9eHHS ONTHMI3anif/
| I IpeICcTaRIeH s O3HAK KracHGi Kartis
I

L » TpaHcdopMalis

AIT0LaN
010I0WOLIOY
ve £ enge1dg

ALMararH1

QIOHILBEOIL DHRQO

3D monens 311B3



[Mpouec BuayvyeHHa LIB3

OpuriHaTbHa mepeGyI0ByBaHHA JIe TEKTOP BOJAHHX .
P €peOy OBy i [P Bo/ISHHIT 2HAK
3D momens CITKH 3HAKIB

Kmow/

OpHTiHAITbHA
MOJENE

MeToa, HaHeceHHA UMPPOBUX BOAAHMX 3HAKIB Ha
TPUBUMIPHI 00'EKTU 3 BUKOPUCTAHHAM HEYITKOI
NIOTIKMN

B! €]
B HJI)'TIE HHSA m CucTema

- z . = o

03HAK HETiTKOTO BHBOIY MacmTabos aHmi
. ! =
obmacri koedimenT eHeprii

OpHrizatsEa .
3D Mozers BeiBIeT-
[EPETBOPEHHA

3BOpOTHE

.
BeHBIeT- ’

IIEPETBOPEHHA
3D moners 31B3

8
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Kpok 1 - [lekomno3suuia 3D mogeni.

OpuriHaibHa BelBIIEeT- BeHBIIET
P —_—p ..
3D mouenn IEPETBOPECHHS Koo(dimeHTH

Kpok 2: ObymncneHHs HeYiTKMX BXigHWX AaHWNX

urvature
High Density Watermarkil
Bumpiness /

XX =
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Kpok 3: ObymncneHHs HeYiTKOI MaCKM.

FIS Variables Membershi function plots  Plot ponts o1

£ XN

Curvature Weight

High

Input variable “Curvature™

Membershi function plots Pt ponts: [~ 1g1
Ldw Medum Wiph

e
' e

~
// / -
nput varisble "Bumpness”
FIS Varisbles Mombershp functon pote PRt ponte: [~ 781
Ldw Medum Wb

V/// /\\\ ‘ /

Inout variable “Area”

FIS Variables WMombership function plots  Plot points: [~ 1g1
77 m Lowest  Lower Low Medum High Higher Highost

c@ -

output variable “Weight"

Kpok 3: ObymncneHHsa HeYiTKoi MacKM.

1. IF [Curvature] is Low AND [Bumpiness] is Low THEN [Weighting factor] is Lowest

2. IF [Curvature] is Low AND [Bumpiness] is Medium THEN [Weighting factor] is Lower

3. IF [Curvature] is Low AND [Bumpiness] is High THEN [Weighting factor] is Low

4. IF [Curvature] is Medium AND [Bumpiness] is Low THEN [Weighting factor] is Lower

5. IF [Curvature] is Medium AND [Bumpiness] is High AND [Area] is Low THEN [Weighting factor] is Medium
6. IF [Curvature] is Medium AND [Bumpiness] is High AND [Area] is Medium THEN [Weighting factor] is High
7. IF [Curvature] is Medium AND [Bumpiness] is High AND [Area) is High THEN [Weighting factor] is Higher
8. IF [Curvature] is High AND [Bumpiness] is Low THEN [Weighting factor] is Low

9. IF [Curvature] is High AND [Bumpiness] is Medium AND [Area] is Low THEN [Weighting factor] is Medium
10. IF [Curvature] is High AND [Bumpiness] is Medium AND [Area] is Medium THEN [Weighting factor] is High
11. IF [Curvature] is High AND [Bumpiness] is Medium AND [Area] is High THEN [Weighting factor] is Higher
12. IF [Curvature] is High AND [Bumpiness] is High THEN [Weighting factor] is Higher

13. IF [Curvature] is Medium AND [Bumpiness] is Medium AND [Area] is Low THEN [Weighting facter] is Low
14. IF [Curvature] is Medium AND [Bumpiness] is Medium AND [Area] is Medium THEN [Weighting factor] is Medium
15. IF [Curvature] is Medium AND [Bumpiness] is Medium AND [Area] is High THEN [Weighting factor] is High



OuiHKa HEeYITKMX NpaBu/

Curvature = 0.1 Bumpiness = 0.1 Area=06 Weight = 0.317
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BI/IJ'IyLleHHﬂ BOOAHOIO 3HAKRY

OpHurinaisHa

3D MoaeTs BeHBIET-

MIepeTBOPEHEA

BH3HAICHHA
pe3yasTaT
KOp &ALl

Monupikosana 3D

MOICIb =
BEHBIIET-

IIepeTBOPEHHA

Bopsauui 3HaK
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Moaeni, o BUKOPUCTOBYIOTbLCA AN1A
TeCTyBaHHA

15

Moaeni, Lo BUKOPUCTOBYIOTbLCA AN1A
TeCTyYBaHHA HeYITKOI IOTIKK

Mopens Kitpxicts Kinpkicts KinpkicTs BepmmH 3
BEpILIH MOJITOHIB BOIIHIMH 3HAKaMH
Smiley 1026 2048 576
Super Pyraimd 16386 32768 10346
Doughnut 23040 46080 11780
Super Smiley 16386 32768 12046
Bumpy 23040 46080 12364
Doughnut
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OGepranss, 3rnauKyBaHHA it
Mozens nepeMIIeHHs Ta Honapanms (HC Laplacian | Bomammii |OGpizamms
MacrTabypamms | VMY 0.2 Filter) SHaK
Smiley 1 0.9829 0.9913 0.9995 0.9891
Super Pyramid 1 0.9919 0.9989 0.7108 0.9442
Doughnut 1 0.7988 0.9586 0.8365 0.9264
Super Smiley 1 0.8671 0.8985 0.8323 0.8011
Bumpy Doughnut 1 0.7144 0.8168 0.8332 0.9409
NOISE (0.2%) SMOOTHING CROPPING FUZZY ATTACK
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BMCHOBKM

'V pe3yIbTaTi BHKOHAHHA KBamipikamiiiHol poGoTH GyIo DOCSTHYTO HH3KY HAyKOBHX | NMPAKTHYHHX Pe3yIbTaTiB. OCHOBHI BHCHOBKH JOCITIIKEHHS

HﬂHe,Z(eH.l HHAE!

MPOBe/IeHO JeTATHHH aHali3 CyJacHHX MeTO/IiB HaHeceHHs MH(POBHX BOISHHX 3HAKIB Ha TPHBHMIpPHI 00'eKTH. BH3HaYeHO OCHOBHI [IepeBard Ta HeIOTIKE
KOKHOTO METOIY, IO I03BOMHI0 BHABHTH AKTYAIEH] MPOGIeMH B Hilf TATy3] Ta OKPECIHTH HANMPAMKH [UTS TOJATBIIHX J0CTITKEHb.

OCTTKEHO OCHOBH HewiTKOI 7TOTiKH Ta 11 MOTEHIHAT 1T 3acTOCYBaHHS B o6poOIi TPHBHMIpHHX 00'ekTiB. IlokasaHO, IO HewiTKA JOTika MOXKe GyTI
e)eKTHBHHM {HCTPYMEHTOM [T ANANTHBHOTO HAHECEHHA BOIAHHX 3HAKIB., JO3BO/AKYH BPAXOBYBATH Pi3HOMAHITHI ()AKTOPH. AKi BILTHBAIOTh HA AKICTB T¢
CTiHKiCTh BOISHHX 3HAKIB.

po3pobIeEo HOBHI MeTOI HaHeCeHHs ITH(POBHX BOIAHHX 3HAKIE Ha TPHBHMIPHI 06'¢KTH 3 BHKOPHCTAHHAM HETITKOL JOTIKH. ATrOPHIM 3a0e3Medye BHCOK
CTIHKICTh BOMAHHX 3HAKIB J0 PI3HHX BHIIB ATaK, BKTIOTAIOYH TeOMETPHIHI MIePeTBOPEHHS, KOMIPECio Ta IOTABAHHA IIYMY, IO € BAKTHBHM JUIT 3aXHCTY
3D-00'eKTiB.

peaTizoBaHO 3aNPONOHOBAHHI ATTOPHIM ¥ MPOrPAMHOMY CePeIOBHIN| Ta IPOBEIEHO HOro TeCTYBAHHA HA Pi3HHX THIIAX TPHBHMIPHHX 06'€KTiB. Pe3yIbraTt

TeCTYBaHHA MiATBePIHTH e(eKTHBHICT Ta HANIHHICTD PO3PO5ISGHOrO MeTOIY. JeMOHCTPYIOH BHCOKY CTIiHKICTh BOISHHX 3HAKIB Ta MiHIMaIbHHH BILTHB H:

CTPYKTYPY i OYHKIOHATBHICTE 05'€KTIB.

AnpoGauisn pe3yIsTaTis

0.0. TATHIBKA, maz., B.O. MAPTOBHIIBKHHE, xand. mexn. nayk, O.B. CKHBA mae.," OTJISL TIIOXOMIB JC

3AXIICTY TPHBHUMIPHIIX MOMIEJIEH BIT HECAHKIIIOHOBAHOTO PO3IIOBCIOKEHHS Padiomexnika, 2024.
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