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@Api ( = "auth",
= MediaType.APPLICATION_JSON_VALUE,
= MediaType.APPLICATION_JSON_VALUE)
@RequestMapping ( = "/api/auth", = SwaggerConfiguration.HEADER VERSION)
@RestController
@Lazy

public class AuthenticationRestController extends BaseSpringMvcController {

/**
* access token ttl = 24 hours
*/
public static final int TIME BEFORE EXPIRE = 1440;

private final AuthTokenService authTokenService;

private final AuthorizationValidator wvalidator;

private final LoginStatisticsService loginStatisticsService;
private final RefreshTokenValidator refreshTokenValidator;

@Lazy
public AuthenticationRestController (AuthTokenService authTokenService,
AuthorizationValidator validator, LoginStatisticsService loginStatisticsService,
RefreshTokenValidator refreshTokenValidator) {
this.authTokenService = authTokenService;
this.validator = validator;
this.loginStatisticsService = loginStatisticsService;
this.refreshTokenValidator = refreshTokenValidator;

@ApiOperation ( = "Authorize",

= "authorize",

= "guth" ,

= AuthorizeResponse.class)
@PostMapping ("/authorize")
@HeaderPreferredLocale
public ResponseEntity<AuthorizeResponse> authorize (HttpServletRequest request,

@RequestBody AuthorizeRequest authorizeRequest) {

ErrorManager errorManager = new ErrorManager () ;
return super.handleException (cryptoBundle -> {
AuthorizeResponse response = new AuthorizeResponse();
validator.validate (new BaseFormValidationContext<>(authorizeRequest,
errorManager) ) ;
if (errorManager.isErrorsPresent ()) {
response.setErrorManager (errorManager) ;
} else {
LoginBean loginBean = LoginManager.get();
loginBean.setLoginInput (authorizeRequest.getUsername () .getValue()) ;

loginBean.setPswd (authorizeRequest.getPassword () .getValue()) ;

loginBean.checkLogin () ;

ErrorManager localErrorManager = loginBean.getLoginResult() ;

LoginStatistik loginStatistik =
loginStatisticsService.createDefaultlLoginStatistik (loginBean, request.getRemoteAddr()) ;

if (localErrorManager.isErrorsEmpty()) {

response.setAuthToken (authTokenService.authenticate (loginBean.getLoginInput (),
loginBean.resolveBenutzerVornameNachname (), false, TIME BEFORE EXPIRE)) ;

loginStatisticsService.saveSuccessfullloginStatistik (loginStatistik, loginBean);
} else {
errorManager.appendErrorsAndHinweises (localErrorManager) ;
loginStatisticsService.savelLoginStatistik (loginStatistik) ;
response.setErrorManager (errorManager) ;

}

return response;
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}, errorManager) ;

@ApiOperation (
= "Refresh token",
= "refreshToken",
= "guth" ,
= AuthorizeResponse.class)
@PostMapping ("/refresh-token")
@HeaderPreferredLocale

public ResponseEntity<AuthorizeResponse> (@RequestBody
RefreshTokenRequest request) {
ErrorManager errorManager = new ErrorManager () ;
return super.handleException (cryptoBundle -> {
AuthorizeResponse response = new AuthorizeResponse();

refreshTokenValidator.validate (new BaseFormValidationContext<> (request,
errorManager) ) ;

if (errorManager.isErrorsPresent ()) {

response.setErrorManager (errorManager) ;
} else {

response.setAuthToken (authTokenService.refreshToken (request.getRefreshToken () .getValu
e (), request.getSignature().getValue()));

}
return response;
}, errorManager) ;
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public class ContentElementUploadFileUrlControllerAction extends
AbstractContentElementUrlControllerAction {

@Autowired
private FileDataService fileDataService;

@Override
public int execute (HttpServletRequest request, HttpServletResponse response) throws
IOException, JSONException ({
ContentElementFileUploadForm fileUploadForm = new
ContentElementFileUploadForm() ;

CsrfGuard.getinstance() .restorePrevToken (request) ;
PostResult postResult = PostUtil.doPostMultipart (request, fileUploadForm) ;

boolean shouldFileBeSavedAsNew =
fileUploadForm.getContentFormExternalFile2Upload () .getInputBytes().length > 0;

if ((shouldFileBeSavedAsNew &&
fileUploadForm.getContentFormExternalFile2Upload() .getSize () .getInt () >
StandardConstants.getMaxUploadFileSizeBit()) || postResult.getErrors().containsKey("size"))
{
JSONObject result = new JSONObject () ;
result.put ("errorMessage",
StandardErrors.DOCUMENI_UPLOAD_FILESIZE;ERROR_TEXT);

response.getWriter () .println (result.toString()) ;
return TagSupport.SKIP PAGE;

if (!shouldFileBeSavedAsNew && !new NotNegativeAllowedRange<Long> (new Long(l),
AllowedRange.MIN,
0l) .validate (fileUploadForm.getContentFormExternalFile2Upload () .getFileId (), "fileId",
"Datei", Genus.FEMININUM, Measure.KEIN, new HashMap<String, String>())) {
JSONObject result = new JSONObject () ;
result.put ("errorMessage", "Bitte wdhlen Sie eine Datei aus.");

response.getWriter () .println (result.toString()) ;

return TagSupport.SKIP PAGE;

}

FileDataInfo fileDataInfo = shouldFileBeSavedAsNew ? new FileDatalInfo ()
fileDataService.getById(fileUploadForm.getContentFormExternalFile2Upload().getFilelId() .getNa
tivevalue()) ;

if (shouldFileBeSavedAsNew) {

fileDataInfo.setFilename (fileUploadForm.getContentFormExternalFile2Upload () .getFilena
me () .getValue()) ;

fileDataInfo.setSize (fileUploadForm.getContentFormExternalFile2Upload() .getSize () .get
Int()):

fileDataInfo.setMimetype (fileUploadForm.getContentFormExternalFile2Upload () .getMimety
pe () .getValue())
fileDataInfo.setOwnerType (PortalOwnerType. FAQINFO) ;

fileDataInfo.setOwnerId(LoginManager.get () .doGetBenutzer () .getPkbenutzerid()) ;
}

fileDataInfo.setDescription(fileUploadForm.getContentFormExternalFile2Upload() .getDes

cription () .getValue()) ;
fileDataService.save (fileDataInfo) ;

if (shouldFileBeSavedAsNew) {




return

fileDataService
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