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INTEGRATION OF CLOUD TECHNOLOGIES INTO MODERN SCADA SYSTEMS: 

PROSPECTS AND CHALLENGES 

 

М. S. Achkan, S. V. Sotnik 

Kharkiv National University of Radio Electronics  

Ukraine, 61166, Kharkiv, Nauky av, 14  

Е-mail: mykhailo.achkan@nure.ua, svetlana.sotnik@nure.ua 

Annotation: The paper considers the integration of cloud technologies into modern SCADA 

systems, which is an important step in the digital transformation of industry. The main advantages of 

such systems are analyzed, including flexibility, scalability, centralized monitoring, and the ability to 

integrate with IoT and artificial intelligence. Cloud-based SCADA systems allow enterprises to 

optimize costs, increase the efficiency of production process management, and provide access to data 

from anywhere in the world. Special attention is paid to the challenges associated with the 

implementation of cloud solutions. Examples of successful application of cloud-based SCADA 

systems are provided. The paper emphasizes that the further development of such systems requires 

the development of innovative approaches to data protection, improvement of information processing 

algorithms and integration with other digital technologies. This will allow to maximize the potential 

of cloud SCADA systems and ensure their effective use in the context of modern challenges of 

Industry 4.0. 

Keywords: SCADA, cloud technologies, cybersecurity, automation, IoT. 

 

ІНТЕГРАЦІЯ ХМАРНИХ ТЕХНОЛОГІЙ В СУЧАСНІ SCADA СИСТЕМИ: 

ПЕРСПЕКТИВИ ТА ВИКЛИКИ 

 

М. С. Ачкан, С. В. Сотник 

Харківський Національний Університет Радіоелектроніки  

Україна, 61166, Харків, пр. Науки 14 

Е-mail: mykhailo.achkan@nure.ua, svetlana.sotnik@nure.ua 

Анотація: У роботі розглянуто інтеграцію хмарних технологій у сучасні SCADA-системи, 

що є важливим кроком у цифровій трансформації промисловості. Проаналізовано основні 

переваги таких систем, зокрема гнучкість, масштабованість, централізований моніторинг та 

можливість інтеграції з IoT та штучним інтелектом. Хмарні SCADA-системи дозволяють 

підприємствам оптимізувати витрати, підвищити ефективність управління виробничими 

процесами та забезпечити доступ до даних з будь-якої точки світу. Окрему увагу приділено 

викликам, пов’язаним із впровадженням хмарних рішень. Наведено приклади успішного 

застосування хмарних SCADA-систем. Робота підкреслює, що подальший розвиток таких 

систем потребує розробки інноваційних підходів до захисту даних, удосконалення алгоритмів 

обробки інформації та інтеграції з іншими цифровими технологіями. Це дозволить 

максимально реалізувати потенціал хмарних SCADA-систем та забезпечити їх ефективне 

використання в умовах сучасних викликів індустрії 4.0. 

Ключові слова: SCADA, хмарні технології, кібербезпека, автоматизація, IoT. 

 

RELEVANCE OF THE WORK. In today's world, where data processing speed and availability 

play a crucial role, the integration of cloud technologies into SCADA systems is becoming a key step 

to improve the efficiency of managing production and infrastructure processes, opening up new 

perspectives and posing a number of technical and organizational challenges [1-6]. This topic is 

especially relevant in the context of the rapid development of Industry 4.0, where the requirements 

for automation, scalability, and remote access to data are growing. SCADA systems integrated with 
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cloud technologies allow for real-time monitoring, analysis, and control of processes, which is critical 

to increasing the competitiveness of enterprises in today's global market. 

SCADA (Supervisory Control and Data Acquisition) is a control and data acquisition system used 

to monitor and control industrial, infrastructure, or technological processes. Integration of cloud 

technologies into SCADA systems is one of the most important trends in industrial automation. The 

use of cloud computing allows enterprises to increase the efficiency of production process 

management, minimize infrastructure costs, and improve data availability [7-11]. The introduction of 

such technologies is a key factor in the transition to digital transformation of production. However, 

despite its many advantages, cloud-based SCADA solutions are accompanied by certain challenges 

related to cybersecurity, data transfer speeds, and Internet connection stability. 

MATERIALS AND RESEARCH RESULTS. To begin with, let's look at the features of cloud 

SCADA systems. Cloud-based SCADA systems combine traditional technologies for data collection, 

analysis, and processing with the modern capabilities of cloud platforms (Table 1). 

 

Table 1 – The main advantages of cloud SCADA systems 

Name Description 

Flexibility and scalability Companies can quickly change the system configuration to 

adapt it to changes in production processes. 

Centralized monitoring and 

availability 

Production management is possible from any device connected 

to the Internet. 

Cost optimization Reducing the need for on-premises server solutions reduces 

maintenance and infrastructure upgrade costs. 

Integration with IoT and artificial 

intelligence 

The use of the Internet of Things and artificial intelligence can 

improve the quality of real-time decision-making. 

Despite its many advantages, the integration of cloud technologies into SCADA systems is 

accompanied by a number of challenges and risks that require careful analysis and consideration. 

These include cybersecurity, stability of the Internet connection, data transmission delays, and 

compatibility with the existing infrastructure. Let's look at these aspects in more detail (Figure 1). 

 

 
Figure 1 – Main challenges and risks of integrating cloud technologies into SCADA systems 

 

Thus, in Fig. 1 defines: 

- cybersecurity – the need to protect production data from potential threats such as unauthorized 

access, cyberattacks and malicious modification of data; 

- delays in data transmission – in critical industrial systems, even small delays can cause 

disruption of the technological process; 

Challenges and 

risks 

Cybersecurity Dependence on the Internet 

connection 

Delays in data 

transmission 

Legal and regulatory 

restrictions 
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- dependence on the Internet connection – in case of loss of connection to the cloud, downtime or 

incorrect functioning of automated systems is possible; 

- legal and regulatory restrictions – issues of data storage and processing in the international 

environment. 

Cloud-based SCADA systems are already successfully used in the following areas 

- energy – control and monitoring of energy facilities in real time; 

- oil and gas industry – efficient management of oil and gas production, transportation and 

processing; 

- water supply and sewage – centralized management of pumping stations and water treatment 

systems; 

- food industry – control of food production, packaging and logistics processes; 

- smart cities – automated systems for managing transportation, lighting and other urban resources. 

This diagram shows the integration of cloud technologies into modern SCADA systems with the 

following key components: industrial zone, user access, cloud platform, security (Fig. 2). 

 

 
Figure 2 – Integration of cloud technologies in modern SCADA systems with the following key 

components 

 

CONCLUSIONS. Integration of cloud technologies into SCADA systems is a key element of the 

digital transformation of modern industrial enterprises. The use of cloud platforms can improve 

process control, increase system flexibility, and reduce infrastructure costs. At the same time, it is 

important to take into account the risks associated with security, communication stability, and 

compliance with legal requirements. Further research should focus on developing advanced security 

methods, improving data processing algorithms, and expanding the possibilities of integrating 

SCADA with other digital solutions. 

One of the key areas should be the introduction of innovative approaches to cybersecurity, such as 

the use of blockchain technologies to protect data and the development of adaptive systems to counter 
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cyberattacks. It is also important to develop Edge Computing technologies that will reduce 

dependence on the stability of the Internet connection and ensure on-site data processing. 

In addition, it is necessary to take into account the specifics of various industries, such as energy, 

oil and gas, water supply, and smart cities, to create specialized solutions that best meet their needs. 

Integration of cloud-based SCADA systems with IoT and artificial intelligence opens up new 

horizons for automation and optimization of production processes, which is an important step in the 

development of Industry 4.0. 

Thus, the integration of cloud technologies into SCADA systems is not only a promising direction, 

but also a necessity for enterprises seeking to remain competitive in the modern digital world. 

Overcoming the challenges associated with security, stability, and regulatory requirements will help 

to maximize the potential of such systems and ensure their effective use in various fields of activity. 
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