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INTEGRATION OF CLOUD TECHNOLOGIES INTO MODERN SCADA SYSTEMS:
PROSPECTS AND CHALLENGES

M. S. Achkan, S. V. Sotnik

Kharkiv National University of Radio Electronics

Ukraine, 61166, Kharkiv, Nauky av, 14

E-mail: mykhailo.achkan@nure.ua, svetlana.sotnik@nure.ua

Annotation: The paper considers the integration of cloud technologies into modern SCADA
systems, which is an important step in the digital transformation of industry. The main advantages of
such systems are analyzed, including flexibility, scalability, centralized monitoring, and the ability to
integrate with loT and artificial intelligence. Cloud-based SCADA systems allow enterprises to
optimize costs, increase the efficiency of production process management, and provide access to data
from anywhere in the world. Special attention is paid to the challenges associated with the
implementation of cloud solutions. Examples of successful application of cloud-based SCADA
systems are provided. The paper emphasizes that the further development of such systems requires
the development of innovative approaches to data protection, improvement of information processing
algorithms and integration with other digital technologies. This will allow to maximize the potential
of cloud SCADA systems and ensure their effective use in the context of modern challenges of
Industry 4.0.

Keywords: SCADA, cloud technologies, cybersecurity, automation, 10T.

THTETPAIISI XMAPHUX TEXHOJIOT'TH B CYUACHI SCADA CUCTEMU:
HEPCIIEKTUBU TA BUKJIUKHA

M. C. Aukan, C. B. CoTHuK

XapkiBcekuii Harionanpauil YHIBepcuTeT PaioenekTpoHiku

VYkpaina, 61166, Xapkis, np. Hayku 14

E-mail: mykhailo.achkan@nure.ua, svetlana.sotnik@nure.ua

Anomayia: Y po0OOTi po3IIISIHYTO 1HTETPAIliI0 XMapHUX TeXHOJori y cydacHi SCADA-cucremu,
0 € BaXJIMBUM KpPOKOM Yy Iu(poBii Tpancdopmalii nmpomucioBocti. [IpoaHanizoBaHO OCHOBHI
nepeBaru TakuxX CHUCTEM, 30KpeMa T'HYYKiCTh, MAacIITaO0OBaHICTh, LIEHTPai30BaHUNH MOHITOPUHI Ta
MoxuBicTh iHTerpamii 3 IoT Ta mryynaum inTenektom. XmapHi SCADA-cucremu 103BONSIOTH
MIMPUEMCTBAM OINTUMI3yBaTH BUTPATH, MMIJABUIIUTH €GEKTUBHICTh YIPABIIHHSA BUPOOHUYNMU
npouecamMu Ta 3a0e3NMeyuTH AOCTYI 10 AaHUX 3 Oyab-akoi TO4YKu cBity. OKpeMy yBary HpuJIiIeHO
BUKJIMKAaM, MOB’SI3aHUM 13 BIPOBAPKEHHAM XMapHHUX pilleHb. HaBeneHo MNpUKIaad YCHIITHOTO
3actocyBaHHs XxmapHux SCADA-cucrem. PoboTa mimkpecnroe, MO MOJANBIIMA PO3BHUTOK TaKHX
cucTeM MoTpedye po3poOKH IHHOBAIIMHUX MIIXO/IB J0 3aXUCTY JaHUX, YIOCKOHAJICHHS aIrOpUTMIB
00poOku iHdopMamii Ta iHTerpamii 3 IHmMKUMH TUQpoBUMH TexHOJOTIsIMU. Lle m03BONHTH
MakKcUMalbHO peanizyBaTu mnorteHuian xmapHux SCADA-cuctem Ta 3a6e3nednTd ix edeKTuBHE
BUKOPHUCTAHHS B YMOBaX Cy4aCHUX BUKIHKIB 1HIyCTpii 4.0.

Knrwowuosi cnosa: SCADA, xmapHi TeXHOJIOT11, KibepOe3neka, aBromartu3ariis, [oT.

RELEVANCE OF THE WORK. In today's world, where data processing speed and availability
play a crucial role, the integration of cloud technologies into SCADA systems is becoming a key step
to improve the efficiency of managing production and infrastructure processes, opening up new
perspectives and posing a number of technical and organizational challenges [1-6]. This topic is
especially relevant in the context of the rapid development of Industry 4.0, where the requirements
for automation, scalability, and remote access to data are growing. SCADA systems integrated with
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cloud technologies allow for real-time monitoring, analysis, and control of processes, which is critical
to increasing the competitiveness of enterprises in today's global market.

SCADA (Supervisory Control and Data Acquisition) is a control and data acquisition system used
to monitor and control industrial, infrastructure, or technological processes. Integration of cloud
technologies into SCADA systems is one of the most important trends in industrial automation. The
use of cloud computing allows enterprises to increase the efficiency of production process
management, minimize infrastructure costs, and improve data availability [7-11]. The introduction of
such technologies is a key factor in the transition to digital transformation of production. However,
despite its many advantages, cloud-based SCADA solutions are accompanied by certain challenges
related to cybersecurity, data transfer speeds, and Internet connection stability.

MATERIALS AND RESEARCH RESULTS. To begin with, let's look at the features of cloud
SCADA systems. Cloud-based SCADA systems combine traditional technologies for data collection,
analysis, and processing with the modern capabilities of cloud platforms (Table 1).

Table 1 — The main advantages of cloud SCADA systems

Name Description

Flexibility and scalability Companies can quickly change the system configuration to
adapt it to changes in production processes.

Centralized monitoring and | Production management is possible from any device connected
availability to the Internet.

Cost optimization Reducing the need for on-premises server solutions reduces
maintenance and infrastructure upgrade costs.

Integration with 10T and artificial | The use of the Internet of Things and artificial intelligence can
intelligence improve the quality of real-time decision-making.

Despite its many advantages, the integration of cloud technologies into SCADA systems is
accompanied by a number of challenges and risks that require careful analysis and consideration.
These include cybersecurity, stability of the Internet connection, data transmission delays, and
compatibility with the existing infrastructure. Let's look at these aspects in more detail (Figure 1).

Cybersecurity Dependence on the Internet
connection
Challenges and
risks
Delays in data Legal and regulatory
transmission restrictions

Figure 1 — Main challenges and risks of integrating cloud technologies into SCADA systems

Thus, in Fig. 1 defines:

- cybersecurity — the need to protect production data from potential threats such as unauthorized
access, cyberattacks and malicious modification of data;

- delays in data transmission — in critical industrial systems, even small delays can cause
disruption of the technological process;
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- dependence on the Internet connection — in case of loss of connection to the cloud, downtime or
incorrect functioning of automated systems is possible;

- legal and regulatory restrictions — issues of data storage and processing in the international
environment.

Cloud-based SCADA systems are already successfully used in the following areas

- energy — control and monitoring of energy facilities in real time;

- oil and gas industry — efficient management of oil and gas production, transportation and
processing;

- water supply and sewage — centralized management of pumping stations and water treatment
systems;

- food industry — control of food production, packaging and logistics processes;

- smart cities — automated systems for managing transportation, lighting and other urban resources.

This diagram shows the integration of cloud technologies into modern SCADA systems with the
following key components: industrial zone, user access, cloud platform, security (Fig. 2).

Industrial Zone

[Sensors H SCADA Server }\ ‘Web CIientJ [Dashboards

{ PLC H loT Gateway J- --l

- . APls & Protocols 5
Cloud Platform

Mobile App} { Reports

T
T
’
L
()
I

Security [ Data Collection [ Analytics
[ Encryption }
Storage ’ Visualization
[ Authentication ]
Legend
[ ] Local Infrastructure [ | Cloud Platform Integration User Access| | Security

Figure 2 — Integration of cloud technologies in modern SCADA systems with the following key
components

CONCLUSIONS. Integration of cloud technologies into SCADA systems is a key element of the
digital transformation of modern industrial enterprises. The use of cloud platforms can improve
process control, increase system flexibility, and reduce infrastructure costs. At the same time, it is
important to take into account the risks associated with security, communication stability, and
compliance with legal requirements. Further research should focus on developing advanced security
methods, improving data processing algorithms, and expanding the possibilities of integrating
SCADA with other digital solutions.

One of the key areas should be the introduction of innovative approaches to cybersecurity, such as
the use of blockchain technologies to protect data and the development of adaptive systems to counter
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cyberattacks. It is also important to develop Edge Computing technologies that will reduce
dependence on the stability of the Internet connection and ensure on-site data processing.

In addition, it is necessary to take into account the specifics of various industries, such as energy,
oil and gas, water supply, and smart cities, to create specialized solutions that best meet their needs.
Integration of cloud-based SCADA systems with loT and artificial intelligence opens up new
horizons for automation and optimization of production processes, which is an important step in the
development of Industry 4.0.

Thus, the integration of cloud technologies into SCADA systems is not only a promising direction,
but also a necessity for enterprises seeking to remain competitive in the modern digital world.
Overcoming the challenges associated with security, stability, and regulatory requirements will help
to maximize the potential of such systems and ensure their effective use in various fields of activity.
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