MiHicTepcTBO OCBiTH | HAyKH YKpaiHu
XapkiBCbKHUil HALLIOHAJILHUH YHIBepCHTET pajioe/IeKTPOHIKH

Kadenpa komn'ioTepHo-iHTerpoBaHUX TEXHOJIOTii, aBTOMAaTH3aLil Ta pO0OTOTEXHIKHI

VIl Misxknapoana Kondepenuis
BUPOBHUITBO

&

VIl International Conference

MANUFACTURING
&
MECHATRONIC SYSTEMS 2024

2024

VIl International Conference

25-26 October
Kharkiv

M&MS 2024, 25-26 October, Kharkiv, Ukraine



YJK: 005:004.896:62-65:338.3

Bupobuuurso & Mexatponni Cucremu 2024: marepiamu VIII-oi MixHapoaHoi koH(epeHIii,
XapkiB, 25-26 xoBTHs 2024 p.: te3m nomoBineit / [penkon. LIII. HeBmomoB (BimmoBimaabHUI
penakrop)].-XapkiB: [enekrponHuii Apyk], 2024. — 135 c.

VY 30ipHHK BKJIIOYEHI TE3W JOMOBIJCH, SKi MPUCBAYCHI CyYaCHUM TEHJCHIISIM PO3BUTKY TEXHOJOTH
Ta 3ac00iB BUPOOHMIITBA Ta MEXATPOHHHX CHCTEM, IEPEIOBOMY JOCBily Ta BIPOBAPKEHHIO iX B
rajy3sx CHCTEM IPOMHCIOBOI aBTOMAaTH3allil Ta KepyBaHHS BUPOOHUIITBOM; CHCTEMHIN 1H)KEHepii;
CAD/CAM/CAE cucremax; MexaTpoHilli (€IEKTPO-MEXaHIYHUX CHUCTeMaX, EJICKTPOHHUX
iHCTpyMeHTax cucteM KepyBaHHsg, MexaHidHMX CAD cucremax); pobGoToTexHili Ta 3acobaxm
inTenexryamzamii; MEMS (cydacHmx wmarepianiB Ta TexHonorisx BurotoBieHHs MEMS) Tta
KOMITOHEHTax 1 TEXHOJOrisX aBTOMaTu3alli BUI0OYTKY, MepepoOKH Ta TPaHCHOPTYBaHHS HaQTH Ta
rasy.

Penaxiiina xonerisa: 1.11. Hesmronos, B.B. €Bcees.

Manufacturing & Mechatronic Systems 2024: Proceedings of VIII st International Conference,
Kharkiv, October 25-26, 2024: Thesises of Reports / [Ed. 1.Sh. Nevlyudov (chief editor).] .- Kharkiv
.. [electronic version], 2024. - 135 p.

The collection includes the thesises of reports on modern trends in the development of technologies
and means of production and mechatronic systems, top experience and implementation of them in
fields of: industrial automation and production management systems; systems engineering;
CAD/CAMI/CAE systems; mechatronics (electrical and mechanical systems, electronic control tools,
mechanical CAD systems); robotics and intellectual toolls; MEMS (modern materials and
manufacturing technologies MEMS) and components and technologies for the automation of oil, gas
and oil extraction, processing and transportation.

Editorial board: Igor.Sh. Nevludov, Vladyslav.V. Yevsieiev

© Kadgenpa KoMI'tOTEpHO-IHTETPOBAHUX TEXHOJIOT1H, aBTOMAaTH3aLli{
ta pobortorexHiku (KITAP), XHYPE,2024

M&MS 2024, 25-26 October, Kharkiv, Ukraine



MiHnicTepcTBo ocBiTH i Haykn Ykpainu (MOHY)

XapkiBchbKui HalioHaJbHUH yHiBepcuTeT paaioesekTpoHiku (XHYPE)
BapmaBcbkuii yHiBepcuTeT cisibebkoro rocnoaapersa (WULS - SGGW)
AzepOaiiKaHCHbKHUIl 1ep:;KaBHUI YHiBepcHTeT HA(TH | MPOMHUCIOBOCTI
HanionanbHuii yniBepcurer «JIbBiBCbKa noJjitexHika»

Festo Didactic Ykpaina
Jabil Circuit Ukraine Limited
TOB «HaykoBo-Bupoonuye niznpueMctso «Y KPIHTEX»»
daKkyjabTeT ABTOMATUKH i KOMII'10Tepu30oBaHux TexHoJoriii (AKT)

Kadenpa xomn'roTepHo-iHTerpoBaHUX TEXHOJIOT i, aBTOMaTH3allii Ta podoToTexHiku (KITAP),

JepxaBHe NiAnpueMcTBo «XapKiBcbKHII HAYKOBO-A0CTiIHUH iHCTUTYT TeXHOJIOTIl
MAIIMHOOY/yBaHHSD)

JepxaBHe nignpuemcrBo «IliBaeHHNI NepxaBHUI NPOEKTHO-KOHCTPYKTOPCHKHMI Ta
HAYKOBO-I0CJTiIHUI iHCTUTYT aBiallililHOI MPOMMCJIOBOCTI»

MATEPIAJIN
VI1ll-oi Mizknapoaunoi Kondgepenmuii

BUPOBHUILITBO
&
MEXATPOHHI CUCTEMM 2024

(25-26 :xoBTHS 2024)
XapkiB, Ykpaina

M&MS 2024, 25-26 October, Kharkiv, Ukraine



3MICT

Svitlana Alyokhina
System Approach to the Positive Energy District Analysis .....................

Dmytro Gurin

Po3po0Oka AMHAMIYHOTO MPEACTABICHHS MapaMeTpiB MOJAENl  OINUCY
HABKOJUIITHBOTO CEPEIOBHUIIA KOJIOOOPATUBHOTO POOOTA ..'vvvveneveennanenn..
Artem Hubar

Automation of Power Grid Element Management to Enhance Energy
B ICIENCY .o
Apmem bponnixos, Cmeyenxo Kamepuna

ABtoHOMHHIT poOoT Ha Raspberry Pi 3 anamizom o6inu Ta emouid B
PEATTBHOMY TACT 1ttt teentteentteenteette e eteeeaeae e eanaeeasaeeaseesanneeannens
Andrii Lvov, Svetlana Sotnik

Analysis of electronic locks existing Systems .............ccoovviiiiiiiiiann...

Artem Tverdokhlib, Svetlana Sotnik
Intelligent tools for optimizing information and search engines ...............

Igor Zarubin, Svetlana Sotnik
Basic principles of building aerial robots ...

Pavlo Sukhno, Svetlana Sotnik
Critical review of GSM Network StrUCTUIE ......oveeee e,

Oleksii Shevchenko, Nataliia Furmanova, Vadim Yakovenko, Yaroslav
Lukash

Assessment of the quality of brushless DC motors ...............ccooeeeennn...

Artem Zhulai, Nataliia Furmanova
System for monitoring and alerting inacoal mine .....................oonl.

Cuixcana Buuyscanina, Onexcanop Manuii

Orisig o0 BUKOPHMCTAHHS pajioaMaropaMH pPaaiodacTOTHOTO CIEKTPY
14 0¥ 0 < | RPN

M&MS 2024, 25-26 October, Kharkiv, Ukraine

12

15

19

22

24

28

32

37

42

45

48



Boponoes /lenuc, Cezonosa Ipuna

Po3pobka MeTony BU3HAYEHHS MIBUAKOCTI MEPEMIIIICHHS 00'€KTIB HA OCHOBI
AHAITIZY B00PAMKEHD .. ueteennteenentteenteeeeeneeeanneeenneeanaeeeenneeennneeennens
Oleh Hurtovyi

Features of Functional Testing for Low-Power Consumption Devices with
BUilt-In Batteries ... ... ..o
Bapsapa Kapmawosa, Apmem Bponnikos

Ponb ekcnmepTHUX CHCTEM Ta TOJIOCOBOIO KEPyBaHHS B Cy4aCHOMY
BUPOOHMIITBI . .vtnntteenteteenteeenateeaneeeenneeenneeseaneeeaneeeenneeananneeanes
Anmon Ilanvros

[HHOBAIIHMM TIAX1 10 Bi3yasi3allii: po3po0ka aBTOMaTu30BaHOTO MOIYJIS
1S 300Dy, 00pOOKM Ta 30epEKEeHHSI TOTOUHHUX JTAHUX

Onee Iocawrxos, Onexcanop L{umban

AHani3 ICHYIOUUX METOJIB MIATPUMKU MPUUHSATTA PIIIEHb Y BiJAJICHOMY
YIPABITTHHT BUPOOHUIITBOM .. .vunesseenntsennseenneeannseeaseesannneennnneannens
Jmumpo Maxcumos, /[mumpo Hikimin

Bunu 3BaproBaHHs 1JIs1 BEPCTATYy TOYKOBOIO 3BaproBanHsA 3 UITY .............

Onexciti @apagonos, Hamaniss @ypmarnosa, Onexcandp Manuii
Po3pobOnieHHst TexHOJIOTT TapajenhbHOTO KEpPyBaHHS 3a JIOIMIOMOTOIO
BeOiHTEpPeiicy MOOLTBHIM poOOTOM i KepyBaHHsM ROS ...................
JImumpo Anywxesuu, Jleonio leanos, leop Toakynos

3acTocyBaHHS METO/IB BepOAJIbHOTO aHaJ3y B IHTEJEKTyaIbHUX CHUCTEMax
YIPaBIIHHA Y c(hepi TyMaHITAPHOTO POSMIHYBAHHS ...vvvvrenrreeennneennnnnnn
Jlanuno Acup

Bubip maremarnyHoi Mozemi sl yIpaBiIiHHS SKICTIO MPOAYKIli B yMOBax

0E3MEPEPBHOTO BUPOOHHUIITBA .. ..vveenereeennneennreeannneeanneeeanseennnneanness

JImumpo /punvos

BuxopuctanHs eneMEHTIB WITYy9HOTO IHTENEKTY Il BHPIIMICHHS 3aaad
MOJICTTIOBAHHS TUHAMITHHX TIPOTICCIB .t vvttntentenetenneenneeenneanneenneennns

Tauna Camouinenxo

JlociKeHHsT METO/IIB OMKCY JUHAMIKH TYMaHOIJTHOTO pOo0O0Ta ..............

M&MS 2024, 25-26 October, Kharkiv, Ukraine

o1

55

58

62

65

69

71

75

79

83

85



24

Analysis of electronic locks existing systems

Andrii Lvov, Svetlana Sotnik

Department CITAR, Kharkiv National University of Radio Electronics, Ukraine,
Kharkiv, av. Nauki. 14., email: svetlana.sotnik@nure.ua

Anotation: The aim of this work is to develop locking device
control system that includes personalization function. Such
solution is especially relevant for managers who want to
conveniently control attendance of workspaces or restricted
areas. Owners of warehouses, archives, laboratories, or ordinary
offices often need information about who visits these premises
and when, but do not always have ability to obtain such data
promptly.

The proposed system not only provides this opportunity, but
also ensures convenient control through use of modern
technologies. This project has created system that, although it
has analogues on market, is easy to use and affordable. The
study focused on introduction of personalization technology and
replacement of traditional keys to open doors using radio
frequency identification (RFID), which is already widely used
in modern world.

Key words: Radio Frequency IDentification, door lock,
optimizing, information.

I. INTRODUCTION

In today's digital age, security and access control issues
are becoming increasingly important [1-5]. As humber of
users and their needs increase, modern electronic locks
are becoming increasingly complex, which poses new
challenges for developers of such systems, particularly in
context of ensuring reliability, security, and ease of use.

One of areas of development of electronic locks is
integration of intelligent tools, such as artificial
intelligence, machine learning, and natural language
processing, which are becoming prerequisite for
optimizing these systems. The use of such technologies
makes it possible to create automated access control
systems that significantly increase work efficiency,
minimizing impact of human factor and reducing risk of
errors.

Automation of lock management processes can
increase speed of response to user requests and reduce
time spent on their maintenance. Robotic solutions, in
turn, contribute to development of autonomous systems
capable of performing complex access control tasks in
real time. The integration of these technologies creates
new, more adaptive and flexible electronic lock systems
that not only perform task of opening or closing doors,
but are also able to anticipate user needs based on
analysis of their behavior and context of use.

It's also worth noting that automation itself is key trend
in modern technology that can significantly improve
management of electronic locks. The use of automated
solutions helps to reduce cost of operation and
maintenance, while increasing level of security and
system performance [6-10]. Automation makes it possible
to efficiently manage large networks of locks, coordinate
their operation, and provide instant access to system
status data, which makes lock management more
transparent and controlled.

Therefore, in face of increasing security and
automation requirements, relevance of analyzing existing
electronic lock systems becomes obvious. The integration
of intelligent tools, automation, and robotics opens up
new horizons for increasing reliability, speed, and
efficiency of electronic locks while providing maximum
user convenience.

I1. ANALYSIS OF PRINCIPLES OF
OPERATION OF ELECTRIC LOCKS

At its core, electric lock is executive element of access
control and management system (ACS), which is
designed to prevent unauthorized persons from entering
premises. In general, electric lock is almost no different
from regular one. Suffice it to say that electric locks can
also be mortise and padlocks, can be operated with push
or fixed handles, and can be opened with key. Most of
these devices have popular dimensions of conventional
mechanical locks — backsets, center spacing, and bar
sizes. The main difference is additional control method.

To operate electrical part, lock must be supplied with
power source, which is connected to control device on
other side. These devices can be various elements of
access control system that person interacts with to get
into room: magnetic card reader, biometric sensor, code-
entry keyboard, key fob, button, or even remote control
with smartphone. The lock opens or closes when electric
current is applied or turned off. This creates main
advantage and reason why such locks are used — they
allow you to open door remotely and without using
mechanical key. The principle of electric locks operation
in Fig. 1.

AT ——
53 Controller
3 o
Reader ﬁ [ Exit.bunon
Electrigc| fl@ Hlectri
Lock Lock
Power source

Outs‘x'dg// Inside

Fig. 1. Principle of electric locks operation

The main thing you need to know about operation of
electric locks depending on power supply or removal is
that they are divided into “normally closed”, “normally
open” and “universal”.

Normally closed means that lock is unlocked when
electrical signal is applied. In its absence, lock is closed.

Normally unlocked. When electrical signal is present,
lock remains closed, and when signal is stopped, it opens.
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Universal. Such devices havea switch that allows you
to independently set desired operating mode.

[11. INSTALLATION FEATURES OF
ELECTRIC LOCKS

When installing electronic locks, it is important not
only to choose reliable system, but also to perform
installation work correctly. The quality of installation
directly affects functionality and durability of lock, as
well as its security and ease of use. Failure to comply
with technological requirements during installation can
lead to system malfunctions, reduced security, or
premature equipment wear. In this section, we'll look at
key features of installing electric locks that will ensure
optimal operation of access control system and avoid
common mistakes.

To begin with, let's consider first option, Scheme 1 —
simplest electromechanical lock switching scheme, which
can be used to provide remote door opening (Fig. 2) [11-
13]. Among peculiarities, it should be noted that
sufficiently powerful power supply is required for stable
operation. Also note that long press on button (more than
3-5 seconds) will in most cases cause lock's retraction
relay to burn out.

Button to open lock

Electromechanical lock

<, F

Fig. 2. Connecting electromechanical lock using power supply
unit for remote door opening

Power source
+12V
General

Next, let's review Scheme 2 for electromechanical lock
in more correct version, using lock control unit (LCU)
(Fig. 3) [11-13]. This option allows you to use
conventional power supply, and also limits duration of
voltage supply to lock itself. In this case, lock control
unit is placed in lock body or in close proximity to it.
Among disadvantages of this installation is failure of
security lock, which is common due to their low cost and
quality of assembly, which, however, depends on
delivery batch.

Lock control unit

<)
Electromechanical lock
Power source |
+H12V «,
General L\ ol :)‘»

Button to open lock

Fig. 3. Connecting electromechanical lock using power
supply unit and remote control unit for remote door opening

The third option is Figure 3, and here you can see
“classic” (and already outdated) connection scheme for
video intercom and electromechanical lock (Fig. 4) [11-
13]. This type of connection was widely used before
appearance of lock control units (LCUs) on market, and it
has same design flaws as option shown in Scheme (Fig.
2) [11-13]. It should be noted that most modern intercom
systems control lock using call panel.

Intercom momtor

Video Call bar
Audio
‘B General
com | | Nno

Power source
12V
General

‘ Electromechanical lock

l“‘.} }

Fig. 4. Connecting electromechanical lock to intercom for
remote door opening using power supply unit

The fourth option — Scheme 4 reflects modern (and
most correct) option for connecting video intercom and
electromechanical lock (Fig. 5).

Intercom monitor

P Video
Audio
f General

Call bar

TOM

Electromechanical lock

| < f

Fig. 5. Connecting electromechanical lock to intercom for
remote opening of door using LCU

Lock control umt

Vi

The advantage of this scheme, in addition to those
described in explanation to scheme 2, is that there is no
need to lay additional cable from intercom to call panel —
to provide power to lock.

IV.OVERVIEW OF TYPES OF
ELECTRONIC LOCKS

In modern access control systems, electronic locks
play key role, offering wide range of solutions for
different needs. The choice of appropriate type of lock
depends on many factors, such as security requirements,
type of room, and features of use.

There are several main types of electronic locks, each
of which has its own advantages and scope of
application.

So, let's review most common types of electronic locks
to determine their functionality and capabilities, as well
as analyze which of them are most suitable for specific
operating conditions.

One of the most common types of electronic locks are
combination locks (Fig. 6) [14, 15]. They work on basis
of entering pre-set code. This is fairly easy-to-use option,
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as user doesn't need to carry physical key or other media
to access. For most part, these locks are used in buildings
where speed and ease of access are important, such as
apartment buildings or offices with large number of
users. However, combination locks also have their
drawbacks. For example, there is risk that attackers may
pick up code or otherwise obtain it, so it's important to
change codes regularly to provide additional protection.

Fig. 6. Code lock

Another type of electronic locks are systems that use
radio frequency identification (RFID) or magnetic cards
(Fig. 7). In this case, user attaches card or key fob to
special reader to open lock. This approach is very popular
in hotels, offices, and facilities with large number of
people. RFID-based locks are convenient because they
provide quick access and can be configured for specific
duration of card, for example, for guest access. However,
these systems also have their drawbacks, including risk of
losing or copying card, which can pose threat to security
of facility.

Fig. 7. RFID lock

One of most modern and secure options for electronic
locks is biometric systems (Fig. 8). They work based on
recognition of person's unique characteristics, such as
fingerprints, face, or iris. The main advantage of such

26

locks is high security, since biometric data cannot be lost
or copied, as is case with cards or keys. In addition, such
systems are often used in conjunction with other access
methods, such as passwords or RFID cards, which
increases overall level of protection. However, biometric
locks are more expensive than traditional electronic
systems and may have limitations due to recognition
errors, such as skin damagor change in user's appearance.

Fig. 8. Biometrical lock

In recent years, smart locks (Fig. 9), which work
through mobile applications using Bluetooth or Wi-Fi
technologies, have become very popular. Such locks
allow user to remotely control access to room via
smartphone, which is especially convenient in cases
where it is necessary to grant access to another person or
track use of lock in real time. Smart locks integrate into
smart home systems, ensuring synchronization with other
devices such as surveillance cameras or alarm systems.
However, they also have their weaknesses, as they need
constant access to Internet or battery power to work
correctly, which can lead to temporary loss of access due
to technical failures or exhaustion. Additionally, these
systems can be targeted by hackers, making them
vulnerable to cyberattacks.

Fig. 9. Wi-fi lock

In addition to basic types of locks, there are combined
systems that combine several authentication methods,
such as entering code, attaching card, or using biometric
data. Such solutions allow for increased security, as users
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need to go through several layers of protection to gain
access to premises. These systems are most often used in
facilities with increased security requirements, such as
banks, government agencies, or large corporate offices.

In general, choice of electronic lock system depends on
specifics of object, security needs, and ease of use. Each
type of lock has its own advantages and disadvantages,
and final solution must consider balance between cost,
convenience, and level of protection required for
particular situation.

V. CONCLUSIONS

In this analysis, principles of operation and features of
installation of electric locks were considered, as well as
overview of different types of electronic locks was
provided. This comprehensive review serves several
important purposes. Firstly, it helps to understand basic
mechanisms and advantages of electric locks in access
control systems. Second, it highlights critical installation
considerations to ensure optimal functionality, safety, and
longevity of these systems. Finally, by researching
different types of electronic locks — from combination
and RFID locks to biometric and smart lock systems — we
have provided framework for selecting most suitable lock
based on specific security needs, usage scenarios, and
technological preferences. This research is critical to
making informed decisions in implementing efficient and
effective access control solutions in variety of
applications, from residential to commercial high-
security environments.

Additionally, this study emphasizes importance of
balancing security, convenience, and cost when
implementing electronic lock systems. We've discussed
how different types of locks can be integrated into
broader security ecosystems, such as video intercoms and
smart home networks, showcasing versatility and
adaptability of modern access control solutions. The
analysis of installation schemes and common pitfalls
serves as practical guide for professionals in field,
helping to avoid potential issues and ensure reliable
system performance.
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