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This article is devoted to the importance of data sccurity in the
LoRaWAN network. This report describes the principles of encrypting session
keys using the AES algorithm, over-the-air activation and activation by
personalization.

LoRa — owia 3 nepunx Texuonoriii cysacunx wepex LPWA, ska
npiwaiena s obenyrosysams loT-npuctpoin. LoRa - ne wactorme
posumpens criexrpa, sxe Gy10 sanaTenTonaro 5 2008 poui xownaricio Cycleo
(@panuin) 1]

Beariexa ¢ ocHOBIN 384N 13 GYA8-SK0TO MGCOROTO POSTOTAMI
10T, a creundixauis LoRaWAN snaviac xa pissis kpumrorpadi

Vuixaomti 128-pospumtic kmos  mepemenoro ceancy, ki
KopHeryIaTsen i Kirmiesi mpcTpoN Ta ceppepon (NwkSKey)

Vuixamomti 128-Gimmii o ceancy nonara (AppSKey), st
xopuerytorses na pisni zozaTxy [2].

NwkSKey ~ Km0% MepeacBoro ceancy, awiii BHKOPHCTORYCTLES 1
Bsacuom'TIKY Mi BYAIOM | Mepeenn cepaepou. Horo sarata — nponipimit
Aocroipuicrs nosizoems (nepepipxa MIC).

Kniow AppSKey nixopnctonycrocs A1e mipysamis i seunppysans
xoprcioro masaaxcinis. Kopcie nasanTacHn nosHico saunposaie
Mk BYSI0M | KowmONCHTOM 0GpOGINKA/Cepsepa 7ozaTKis lrepnery peacii
(s woana samyCTHTH o cooeMy nTaCHOMY CepBEpi)

Jlo nowrxy OTAA axmumauii » inuesowy Byati e nosmi
aGepirarica Taxi aani:

DevEUL - (S Gaiiromii, EUIG) raobamno  ymisamssmi
inenmudsixarop npucrpoio. (End-device identifier). Mose Gy mpicaociuit
BupoGHIKoM MpHCTPOI0, B oGeCHil KiTLKOCTI MOXE Gyrin OTpNaMI 3
octynmoro. myzy inewTnpixaropin onepatopa, abo orpuMaNi BrACHHKON
Bywna b cxazi nyny b [EEE

AppEUL (S Gaiiomi, EUIGH) riobamuo  yixamsinic
iACHTHIKITOp TORATKE AN MADWIPYTISALIi OTMMAII AGX  CeBEPON
siepei (Network Server)

AppKey ~ yixamsmni (16-n Gaitromii, AES-128) o umpysas,
areneposari cepnepon 0aTrin (AppServer) cave A1 wsoro mpcTporo.[3]

ABP (Activation by Personalization) - cnpowtena mpouezypa, npw i
cecilini KOt BiAPIY SAUAOTLCR B pasioMoTYTY | BiAPEY X MpomHCaI 3
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cepaepnoi cropoms [4].

Haiiinicrs. mnipysania sazexims. six cecifin Kmovin Mepeesoro
cepnepa i cepsepa 07aTKy. Crpouewiil THOPHTM WHPYSIHAA HACTYHHIL
niposane noBAONIENHA osCHBaCTECs Ha 128-Gitosi Groww. Koxen Gaok
umgpycrien oxpeno AES-kmovies. Ilpiiowy, i umpysaiii apyroro
610Ky, Kpist K7I0YA, BKOPHCTORYCTLCA PeSyILTAT WHpYBAIA NEPUIOTQ. A
npH wpyBaHi TPETLOTO - PESYALTAT APYTOTO i (OOCEPEAKOBANO) MEPLIOTO.
Tasai winow rawor yoxaamoeTses [5].

AL

e i

Pucynox 1 - punusn wndpysanis AES-CMAC

Bya-sxi i 5 wepexi LoRaWAN magifino savsueni six
HecankuionOBaHOr0 foctyny. Taksi pisens Gesiexi CTa MOKTHBHM 5ABIH
umpysamo yuixamunx AES-CIOtiS Ha MePEACEOMY 1 NPHKIAHOMY
pisusx. [lnppysania muxonyerues sianosiamo A0 RFC-4493. Baxcmsi nani
(payload) umdpyiorscs Gesniocepemubo wa inuesowy sysni (end-node) i
HPOXOASTS Bect WX BiA BUPABHMKE 7O OAEPEYBaA 5 SauHGpOBaHONMY
ucasi

JLna Toro, ni0 SHAMETH CHCTEMY SHAIOGHTLCA BeHKA BUGIPKa MaKeTiB, 5
Kima Tucsu. Ase wa npaxnug sa 10, poKis HeszaNX cnpos 3 cTOpoi
XaKepiB-SIOBMHCHKD, CTATO SPOSYMIO, WO HPOGAEM iawy Gimsut
Teoperma.

Mpencrantena Texwonoris wmpysamis asowa piswmisn AES-128
KTOWIDMM OSBOIAC  YWMKNYTH CHOTEOpeHMS, 300  minwimm jam,
nepexonzenns nosizosens, 5 LoRaWAN mepexi Taox stpasac cenc i

AGcomoro Gesneumix criocoGis nepeaaui jawnx me icuye, ane
Kownenuii Gesnexs npotoxony LoRaWAN, poGusms wiaw npaktiano
HOMOKIMBHA, OGWICIORATLI MOTYAKHOCT] AXTHI NEIGPATH KOMILICKT 3 80X
AES-128 criouis 5a onTHA@ILIIE YaC SABIATLCA e AVAE HE CKOPO.

Tepei nocians:

1. hitp://orion-m2m kz/ru/news/lorawan-shirokic-vozmozhnosti-seti-dal-
nego-radiusal

2. hitps://deps ua/knowegable-base-ru/spravochnaya-informatsiya fitemy/6-
6633 himl

3. hitps://sww.thethingsnetwork org/docs/lorawan/security himl

4 hitp:/lo-ra.rwlorawan-end-node-activation-and-sceurity/

5. hitps://habr.com/ru/post/413103/
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Abstract— Thin article describes a principle of operation
and main technical characteristics of modern open network
LoRaWan on the example of Pycom modules.

on distance in conditions of epen terrain and in urban
conditions. Based on the results of exploratory studies, the
‘mavimum range of more than 10 floors in the building and in
free space up to § km.

Keywords—LoRaWAN; Pycom: Signai-to-noise ratio;
received signal level

L INTRODUCTION

The lack of a huge number of cables and wires in
wireless data transfer tec! ics makes life casier for any
user of digital and mobile devices. Wircless technologics
use the surrounding space instead of a cable as a medium
for data transmission. Their wide range of action provides
excellent mobility o the user. The stability of the signal,
the range of data transmission and cnergy costs arc
constantly being improved.

An important achicvement in the field of wircless
technologies in the open energy efficient network peotocol
LoRaWan, which is the development of the IBM Research
and Semtech Corpocation. The subsequent development of
this protocol required the creation of a special alliance
LoRa (LoRa Alliance), the demand for which is
continuously increasing in direct proportion 10 the number
of registered users. The advantage of the LoRa standard is
the efficient and high-quality data transfer at a low level of
power consumption. The communication range in the open
space can reach 18 km [1]

The goal of the LoRa Alliance is the joint use of
software and hardware based on the LoORsWAN standard to

difficulties in the process of connecting a huge number of
devices with different functional capabilities: security

systems, wircless sensors in  industrial  automation,
consumer chectronics.

The use of the new protocol over time led to a
hardware-software solution, which is a software package
development of Mote Runner from IBM and Semtech

m lemented at the hardware level.
Asa le 1o create systems capable of
w-dasmmwulm;dm(wlols
k), the range of which directly depends on the terrain [2]

The maximum radio range climinates the need 1o use
auxiliary signal repeaters, which in tum minimizes costs
and simplifics the network topology. In tum, the quality of
communication is achicved by increasing the sensitivity of
the receiver, which is the main characteristic of LoRa
devices of the company Semtech, obtained as a result of
using the same modulation method.

In peactice, the LoRSWAN standard was able to find

cq‘ko!m—.mmmm

The involvement of LoRa devices in certain arcas of
activity is of significant importance [3]:

*  health protection - sensors remotely controlling
bealth status; systems that report serious changes in
the state of the human body: products of the fitness
industry, measuring the pulse. pressure, number of
steps, etc

power engincering - automated smart power grids
to improve energy cfficiency in buildings and
manufacturing plants;

o smant city - wircless modules for monitoring
mechanical, electrical and electronic systems that
do not depend on cither communications of power
systems;

o Housing and utilities — the wse of intelligent
wircless meters.

In paper [4] showed deployed a 6-node LoRaWAN
network on the university campus, in [S] rescarched free
lpwe range measurements with Semtech Lora technology

um[é]pmvidnmc.iyml‘h-h

LoRa signal propagation of 433 MHz
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‘modulation in tropical foliage environments, but there is no
result on the potential range of communication in urban
development.

I SPECIFICATIONS OF USED EQUIPMENT

The Gloviey compomens wero med fr he
experimental studics: Expansion Board Pycom v 2la.
Mother Board Loy OEM V1.0r, Reference Board LOT
OEM and two antennas LoRa & Sigfox Antenna Kit

Size: 65 % 50 x 8mm

Lo boteery
prave)

User pusn
o

Feature seichon
hasgers
Micro USB comector
for omer wnd e
commun s
Fig 1. Expansion Board Pycom v 2 1a
Pmyaw.s(n:
o using Pymakr IDE - the simplest code editor
unummrymnm

®  operational check- you can perform operational
debugging using an interactive shell, accessed via
serial ports or telnet;

o fast and casy download of the code, as well as any
other data that the developer will want 10 use via
the FTP server.

o the reset of the microcontroller can be performed,
cither locally or remotely via telnet.

A USB or LiPo batiery powers the expansion board.
There is a microSD card slot, charge status indicator and
power indicator, battery voltage control via WiPy ADC,
LiPo charger with options for two different currents
(100mA and 450mA).

The motherboard has a powerful processor with ultra-
low power consumption in comparison with other
microcontrollers. Supports MicroPython.

*  Additional properties:

o ultralow power usage (a fraction compared to

other connected microcontroller).

o supports Wiefi;

o canalso double up as a Nano LoRa gateway:

o fits in a standard breadboard.

Operating Frequencies:

o 868 MHz (Europe) at +14dBm maximum;
© 915 MHz (North and South America, Australia and
New Zealand) at +20dBm maximum.

The LOI OEM card (Fig2) is part of the LoRa
«component and | am the reference for LOI and WOI. This
allows you to have a single PCB design capable of
delivering two OEM modules. The board includes:
*  resetbutton;
*  LED indicator series WS2812B RGB:
o integrated antenna at 24GHz, designed for Wi-Fi
and Bluctooth;
o there is the possibility of switching through the
U.FL connector to an antenna.
o low current consumption in DC-DC input switch
mode.
The LOI board does not provide a SIM cand slot, nor does.

it have a connection 10 a dual antenna. This indicates that
for LO4 or GO it is absolutely not suitable.

e 40men x L6men x 2 Tmen

Fig. 2. Mother Bosnd LoPy OEM V1.0v

Fig. 3. Reference board L0 OEM

This complex can be used with the development boards
LoPy, SiPy, LoPyd. The antenna set includes: an cxtemal
antenna: radio-frequency cable assembly RP-SMA; angled
swivel antenna. The technical characteristics of the LoRa &
Sigfox Antenna Kit [8] fully meet the requircments for use
with the motherboard of the sample.

Semtech offers SX127x transceiver chips for end nodes
that have ultra-low sclf-encrgy consumption (9.7mA -
receive  mode, 200mA - mode with an
instantancous transition t0 operating mode). That's why
these components arc most suitable for devices with battery
power. A typical mechanism for sclecting the data transfer
rate makes it possible o cxtend the battery life, improve
capacity, improve throughput, and also scalability of the
network.
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Fig 4 LoRa & Sigfox Astcnea Kit

Today, the SX127x family of microcircuits consists of
six transceivers that are in the public domain for developers
of wircless devices. The main part of the SX1272 / 3
transceivers is adapted to the frequency in the range from
868 10915 MHz

Transccivers of this scrics can be called universal in
use: intemnal memory registers are sble to change the
Mammqﬁw as well as bit rate,

1o set the mode of operation of any peripheral device (unit).
which in tum allows one module 1o be used to solve 3
variety of tasks. The power consumption of the transeeiver
in the reception mode is approximately equal to 13mA. at a
supply voltage of 3.3V and a bandwidth of S00KHz.

L. RESULTS OF MEASUREMENTS

Connecting the module to a PC and their further

carried out with the Atom program. To program

these modules, the official Pycom plug-in "Pymake” was

installed. The function of this plug-in is not oaly the ability

to connect and configure modules but also the presence of

a status bar that allows you to receive data sbout changes in
the course of the study.

Using a program developed in Python, the operation of
the LoRaWan network was checked. Two identical
modules were used for experimental studies. Afier the
power supply they automatically started to interact with
cach other, transmitting the code messages, the LED of the
built-in LED signaled the presence of the communication.
Device 1 periodically broadcasts the word "ping”, then
receives data from the air and displays them on the scroen.
Device 2 receives data from the air and if there is a word
“ping” in it signals it with the RGB LED and sends the
word “pong” in response.

The purpose of the first smdy was to establish a
conncction between two devices located on different floors.
of the building. taking into account the height between the
floor and the ceiling. as well as the thickness of the floor
between the floors themselves. With a height between the
ceiling and floor of 2.6 m and a thickness of 30 cm overlap.
the following data were obtained for cight floors.

During the rescarch, both devices were tuned 1o a
Siacncy.of 866 Mt e Womaicsion pawer waa 14

Based on the results of the data obtained, graphs arc
constructed (Fig. 5).

Fig. 5. Dependeace of received signal level msi (the Jevel of the
roceived signal). dBm on differcat flooes of a building

The graph shows a gradual decrease in the level of the
received signal, with an increase in the number of obstacles
floors. The minimum value of rssi = -52 dBm - devices are
located in close proximity. The data transfer rate was 183 b's.

Fig 6. The Signabto-noise ratio sar, dB ca different flooes of the
buiding

The following studies were conducted in an open and
dense urban environment. After the measurements, the
following results were obtained.

The measurement were carried out in an open field at 3
distance of up 10 1000 m.

Oistance (m}

© 100 200 300 &0 %0 00 700 80 300 1000

i

-
12 308109 137
28 %

100 127 430428

g 7. Dopendene of mosived gl keve e on dice in
conditions of open termain st & distance up to 1000 m

Just as in the case of measurements between floors,
there is a drop in the level of the received signal as the
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distance between the devices increases. The maximum
value is rssi = -66 dBm.

—im

“
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Olance ju)
Fig. &, The Signal-to-noise ratio in open fiekd conditions up 1o 1000 m.

The measurements was carried out in conditions of not
dense development for a distance of up to 4km (near there
was a road with heavy traffic of cars).

Oisance pom)

23938383
s®g%g% 22

— i B

s D)
10 S g it 14y

Fig 9. Dependence of recaved signal level i, dBm on distance
combtaons of not dense developmest a a distance wp 10 4 ki

There is a drop in the value of the received signal level

The transmitter was at the window of the Sth floor of
the building. The receiver was located at an altitude of 2 m.
transmitter. As obstacles, there were cars, garages, trees.

» N

wTEL

Fig 11.The range of commemication between devices in wrban
conditsons

The received signal level was -112 dBm, the signal-to-
noise ratio -3 dB, the range in the building conditions was
191 m.

In the next study, the data rate was changed to 11 kb/'s.
If the transmission speed changes to a higher one, the
communication range is much lower.

Measurements were carried out in conditions of not
dense building at a distance of 800 m (ncar there was a

minimum value is rssi = -92 dBm. road with an intensive traffic of cars).
© Cisance pom)
0 °
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» 2
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The minimum value of risi = -84 dBm. During the
‘measurement, there was light rain outside.
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Fig. 13. Signal-so-ooisc rato in conditoms of » not dense buikding (slong
the rood) a a distance of 300 m.

Based on the results of exploratory studies, the
maximum range of more than 10 floors in the building.
800m in conditions of urban construction and in free space
upto Skm

—

In future works an study of the range of
signals

mmﬁlhmo[\mm
‘will be out.
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«/ocAiag)KeHHA 3axXHMILEeHOCTL
LPWAN mepex»

+ AKTyanbHicTb  Temu. TexHonorii  LPWAN MOXyTb
BUKOPUCTOBYBATUCH B [AESKUX HAABKNUBMX AOAATKAX, Takux sk
BiAICTEXXEHHA akTUBiB abo BigAaneHuit MOHITOPUHL Y TaKux
cLeHapisix BaXnusi SK HafiiiHiCTb, Tak i rapaHTii ©esneku gaHux i
3B'A3Ky. YenilWHa ataka Ha nepefjavy [AaHuX Moxe NPUBECTU A0
biHaHCOBUX BTpaT (CI‘IOTBOpeHHiI abo 3MiHa nokasaHb NIYUNbHYKIB) i
HeBeanekn AN NoAeil (3NOBMUCHE DYHKUIOHYBaHHS  MiCbKUX
06'ekTiB @60 HaBiTb aBapis Ha TpaHCMopTi).

+  MeToto po6oTi € PO3MNAHYTY Ta AETanbHO NpoaHaniysatu
npuHUMnu 3abesneyeHHn Geaneku gaHux B npoTokonax Sigfox,
LoRaWAN Ta NB-IoT.

Pisenb Geaneku NoTpiGHO NpoaHanisyBaTi B HACTYMHNX NaHKax:
- KIHLEBUIA BY3€N - LUMH3;

- LLMto3 — CEpBEP;

- cepBep — 4oaTOK KopucTyBaya.





