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ENTERPRISE ECONOMIC SECURITY SYSTEM: THEORETICAL
ASPECTS OF FORMATION

In the context of economic, environmental, social and political dangers
enterprises today are facing tasks of providing the effectiveness of their activities,
concerning by the fact that emerging phenomena and trends of the development in
external environment can be negative for defined firm. Some changes in the
environment result in dangers and threats to an enterprise and, sometimes, act as
catalysts for development. That is why the necessity to protect enterprise activity as
well as its position on competitive markets, which support the economic security of a
firm, as a counteraction to negative external changes.

Such categories as «danger», «risk», «threat», «challenge» have different
levels of analysis and attention from scientists. In the situation of uncertainty, the
higher level of opportunities related businesses with higher levels of danger.
Danger — a situation in which the probability of causing property damage and its
possible dimensions are greater than limits, according to the decision maker
(manager) estimations. So safety (absence of danger) is a situation in which the
possibility of causing property damage estimated as insignificant entity [4].

Nowadays the concept of «security» has become widely used in all areas and
m any activity. The economic security of enterprises is closely related to the
production of goods, works and services. The economic activity of the whole country
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depends on the efficiency of their functioning. Today, a large number of Ukrainian
companies are experiencing a decline in production, are at a critical financial state or
even 1n a state of bankruptcy. This situation poses a threat to the economy of the
region and to the potential of the enterprise. After all, any enterprise as an element of
the economy provides a livelithood for many people, bears social responsibility, and
performs a productive function.

Theoretical aspects of enterprise economic security were discussed in the
works of many authors. Among Ukrainian scientists we can mention such authors as:
V.V. Evdokimov [1], O.I Zakharov [3], S.V. Kavun [4], LP.Fomichenko,
S. O. Barkova [8], Z.B. Zhivko [2], N.V. Kasyanova [11], Ye. I. Ovcharenko [6],
O.A. Kyrychenko, S. M. Laptiev [7], T.V. Polozova [13] and many others.

Based on a review of scientific literature, 1t can be noted that the economic
security of the enterprise i1s a complex concept and contains a set of factors related to:

— contragents, contact audience: entities with which the company interacts;

— the internal environment of the enterprise;

— the influence of environmental factors.

Enterprise security as a system — the ability to be, to keep his state in the
presence of negative mfluences in the safe range. On the one hand, the existence of
risk the economic interests actualize the formation of the security on the other -
creating an effective system of economic security refers to the essential interests of
the company. From this position enterprises inherent desire to achieve static and
dynamic security.

Being based on methodology of system thinking of the American scientist
Jamsheed Garayedagi, who combines four elements, namely: beauty of interactive
modeling, magic of iteration of structure, function and process, power of planimetric
thinking and understanding of the hidden sense of self-organizing behavior [10],
applied 1terative approach to research of enterprise economic security.

Basic theories of industrial security by Chinese scientist Menggang L1 [12]
illustrate the security outlook of «trinity» of industrial security, national economic

security and enterprise security and analyze differences and connections of industrial
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security and industrial development, industry risk, industry opening-up, mdustry
protection.

By K. Raczkowski and S. Schneider opinion «... the economic security means
of the solvency of the home or business. It is the ability to balance the obligations in
relation to the needs in the medium term...» [14]. So, authors were limited in defining
economic security of enterprise only from a position of solvency.

According to V. Yarochkin [9] security system — is «... organized collection of
special, services, tools, methods and measures that protect the vital interests of
individuals, enterprises, the state from internal and external threatsy.

G. Minaev reveals security organization: «The security of a process of
continuous Interaction and confrontation vital interests of the company threats to
those 1nterests, both outside and mside. In this interaction and confrontation mterests
and threats are constantly experiencing the effect of the management system. At the
same interests and threats are constantly experiencing the effect of the management
system. Security System creates environmental factors, functional system (own
security system) and organizational control system (security system)» [5].

S.V. Kavun proposed such definition: «... a system of economic security entity
mcludes a set of sequential, interrelated blocks of steps, systematic and adapted to
these objectives, techniques, methods, models that allow to detect, assess and reduce
the immpact of economic risk to an acceptable level with minimal corporate
resources» [4].

A. Zakharov [3] defines a system of economic security as «... a set of
mterrelated organizational, legal and technical measures aimed at reducing and
countering real and potential intemal and external risks and threats of the company,
which could lead to significant economic losses, stop or slow down the development
of the company».

O. A. Kirichenko, S. M. Laptev, P. Ya. Prygunov [7] interpret the system
enterprise economic security as «... an organizational complex, which consists of a
set of organizational, managerial, technical, legal and other measures to provide
economic security, protect the legitimate interests of its management and investors,

promoting the sustainable development of the company» .
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The contemporary approach to the definition of enterprise economic security
reveals Ovcharenko E.: «.. a combination of selectively involved in the socio-
economic interaction of subjects and objects enterprise economic security; rules,
principles and procedures of such interaction is determined safe needs, abilities and
functions of security» [6].

Economic security of the enterprise 1s a state of stable functioning and
development of the enterprise and also protection of its financial and material
resources from external and internal dangers and threats.

The system of enterprise economic security 1s a set of interdependent and
mteracting internal and external subjects for supporting economic security, that have
the same goals, material and technical resources, technologies, forms and methods for
counteracting real and potential dangers and threats of internal and external
environment. The internal subjects of the economic security system include the heads
(owners) of the enterprise, the staff of economic security department, managers and
staff of all its structural units. External subjects of the economic security system
mclude public authorities and administration, law enforcement agencies, subjects of
the non-state security system (security companies; consulting firms with
specialization in mmformation and analytical support of the security system; producers
of special equipment and clothing etc.); security systems of partner companies; mass
media, socio-political organizations and political parties.

The system of economic security of a particular company formed taking into
account the objective requirements of the system, due to the peculiarities of maternal
socio-economic system (enterprise) component which acts system of enterprise
economic security (SEES). These features Ovcharenko E. considers common,
accepted order management system, traditionally used management tools, traditional
for this company approaches to management decisions adopted personnel policy of
the company, and specific: to take the enterprise concept of security (security as a
form of protection or security as a form of development), the role, authority, and a
service of economic security in the organizational structure [6].

In a general sense systematic factor — an element of the system, this depends

on the functioning of all other elements and viability of the system as a whole.
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Systematic factor drniving the system, it makes it unique concretized in reality a
combination of environment, needs, system properties, laws and principles of
functioning within the riparian system. In the general theory of systematic main
factor considered objective. Thus, there 1s specificity and distinguishes certain
approaches to understanding the basic concept of «economic security», which change
depending on the purpose of creating and functioning of economic security. In
theory, the development of safety already exists on the allocation of different
approaches, each of which involves the creation of the enterprise system of economic
security operation which should help to achieve a certain goal. Due to these, possible
goals for enterprise security system creation can be:

— saving values (personnel, technology, equipment) from potential dangers
and losses are not renewable;

— the harmonization of economic interests through effective operation and
resource allocation using risk estimation;

— usage of priority opportunities and competitive advantages in the prevention
of and protection from negative impact of threats

— sustainable development, economic freedom, independence in terms of
destabilizing challenges

According to the approach to understanding economic security, the main
objective of the establishment and functioning of economic security is to ensure its
stable, maximize performance and safeguard against threats of internal and external
environments. Therefore, to achieve the main goal of the system of economic security
should act in the following areas: securing the enterprise from threats to the
environment by minimizing the negative impact of market factors like uncertainty,
competition, opportunism, asymmetry of information and maximize the effectiveness
of the company through efficient distribution and use of resources i1s inextricably
linked with the production function of the company. Thus, the system of economic
security it provides close interaction with interal and external environment of the
company.

Successtul activities to prevent and counter internal and external threats to the

enterprise depend on the effective operation of the service (staff unit) of economic
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security. The economic security department of the enterprise 1s a full-time structural
subdivision, which reports directly to the first head (owner) and organizes the process
of mitigating, reduction and counteraction of treats and risks in cooperation with
other structural departments, as well as external entities of the state and non-state
security system and this create conditions for sustainable activity and development of
the enterprise.

At the present stage, large domestic enterprises create specialized departments,
designed to ensure the economic security of these enterprises. However, in practice, a
significant number of heads of these newly created units have not yet formed an
understanding of the principle of security providing as one of the basic in economic
activity. Also the problem of absence of effectively functioning scientific system for
assessing and ensuring economic security, the theoretical basis of security providing,
and this reduce the effectiveness of security department functioning.

At present, a large proportion of the national enterprises, working in an
unstable economic environment, are unprofitable, facing a deep decline in production
and being 1n a critical condition. In the times of crisis. the most dangerous threat to
the development of an enterprise is the destruction of its potential. In this case, the
ability to restore the enterprise potential using i1ts own funds (depreciation and
profits), as well as external borrowings is not provided. Both of these sources in a
crisis situation are blocked [2].

From all existing types of threats, it 1s necessary to identify those which can
lead to the destruction of potential of the enterprise under the influence of the factors
caused by lacks or weakness of a scientific and industrial policy of the state in real
sector of economy. After all, 1t 1s important to study the factors that are responsible
for the creation of such external economic environment that contribute to trends in
production opportunities and meet its interests [8].

The following functions are assigned to the security department of the
enterprise: in the premises — the organization of the regime unit; development of
documents in order to organize the protection of trade secrets; development and
implementation of measures to ensure work with documents related to trade secrets,

control of compliance with the requirements of instructive materials; identification of
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leakage channels for information with limited access and development of measures to
eliminate these channels; accounting for violations of the security regime among
employees of the enterprise, customers and competitors; organization and conduct of
official investigations into the facts of disclosure or loss of documents and other
violations of the security of the enterprise; development, updating and replenishment
of the list of information constituting a trade secret and regulations, that govern the
security organization and information protection; ensuring compliance with the
requirements of standards of trade secrets protection; organization and regular
training of employees of the whole firm and security department in all areas of trade
secret protection; keeping records of safes and metal cabinets in which permanent or
temporary storage of confidential documents i1s allowed, as well as accounting and
protection of special premises and technical means in them; maintaining contacts
with law enforcement agencies and security services of neighboring enterprises in the
mterests of studying the criminal situation in location of the firm.

Thus, one of the important conditions for increasing the efficiency and
sustainability of enterprises in a volatile environment i1s to improve the management
system, taking into account the factors of economic security [11].

The system of economic security can be seen as a coherent framework within
which conflicting interests are implemented organizational and economic forms of
management in conjunction with the relevant ownership. Creation of an effective
system of economic security, in our opinion, 1s to assess the safety factors of
economic entities and the creation of a set of measures that include as tools for the
prevention or reduction of damage from intemal and external threats, as well as

compensatory arrangements with their negative manifestations.
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