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ANALYSIS OF MODERN METHODS AND MEANS OF ELECTRONIC 

INTELLIGENCE FOR SPECIAL PURPOSES FOR MONITORING 

THREATENING STATIONARY AND MOBILE OBJECTS 

 

Abstract. Electronic methods and means of reconnaissance are a set of methods and 

organizational structures for conducting intelligence activities using electronic equipment and 

radio-technical devices (systems). The development of modern element base and computing 

facilities allows us to miniaturize modern facilities, introducing into them previously 

inaccessible algorithms and methods for processing the information received. This allows real-
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time monitoring of potentially dangerous (threatening) stationary and mobile objects, promptly 

responding to emerging terrorist threats and other dangerous phenomena. On the paper briefly 

discusses the main modern methods and means of electronic intelligence for special purposes, 

used in practice. 

Keywords: electronic intelligence, radio electronic intelligence, radioprospecting, radiotechnical 

intelligence, radar intelligence, optoelectronic intelligence 

 

Introduction. The emergence of electronic devices has aroused wide interest 

in their use in various fields of human activity. Research has begun on their 

application, primarily in areas requiring large physical expenditures of a person or 

causing serious harm (damage). Thus, methods and means of electronic 

reconnaissance began to develop, the main of which include methods and means of 

radio electronic (radio, radiotechnical, radar) and optoelectronic intelligences. 

Moreover, each of the components of electronic intelligence had both its advantages 

and disadvantages. Most of the shortcomings were associated with limitations 

arising from the imperfection of the element base and the ability of computing and 

other means of processing, transferring and storing information. Most of the 

available theoretical solutions were physically quite difficult to implement, and the 

physical samples of products often very crudely and primitively implemented the 

ideas of the designers. At this point in time, the development of science and 

technology makes it possible to implement devices and systems that allow obtaining 

information of interest in real time in an acceptable size quite fully. First of all, most 

of the modern developments of special-purpose electronic intelligence tools are 

aimed at monitoring threatening (potentially dangerous) stationary and mobile 

objects. One of the reasons is a rather serious terrorist threat that poses a challenge 

not only to individual countries, but also to entire regions. Thus, terrorist groups 

attempted to create their own state in the Middle East and Africa, carried out actions 

in many parts of the world. In this regard, the work devoted to the study of methods 

and means of detecting and preventing possible threats is of interest. 

Literature review. In general, the methods and means of electronic 

intelligence can be reduced to active, passive, active-passive (combined). The main 
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advantage of active methods is the ability to adjust, within certain limits, the 

capabilities and structure of the emitted signals, the predictability of the expected 

response of the signal reflected from the object, deliberately predictable methods 

and processing algorithms. However, in modern conditions this leads to the rapid 

opening of intelligence assets, and, as a rule, to intensive counteraction. The main 

advantage of passive methods is the possibility of covert observation of objects of 

interest, the possibility of long-term accumulation of statistical information and, as 

a result, theoretically high enough secrecy, noise immunity and information content. 

However, the main disadvantage is the a priori unknown structure of signals emitted 

by objects, the dependence of the information received on the radiation properties 

of the object, a larger number of equipment and computing facilities involved for 

processing signals in the possible radiation range of the object. Active-passive 

methods allow combining the advantages of each method and leveling their 

disadvantages. Their essence about the general form is as follows. There is a certain 

number of electronic means combined into a single system. part of the funds works 

for radiation and reception, part only for receiving signals. In this case, the structure 

and the intended methods of signal processing are known. The secrecy and security 

of the objects of such a system lies in the "flickering" mode of operation of the 

emitting devices and their quasi-chaotic radiation, with a constant change of location 

during the period of "silence". The reconnaissance object, even determining the 

position of the emitting means, does not have time to quickly react and neutralize 

the threat that has arisen for it. However, the use of active-passive methods impose 

rather stringent requirements on the means of communication, topographic reference 

and orientation, methods of monitoring and predicting the technical state of the 

system's components [1-50]. 

The purpose of the work is a brief overview and analysis of modern methods 

and means of electronic intelligence for special purposes for monitoring threatening 

stationary and mobile objects 

Main material. Radioelectronic intelligence refers to technical specification 

and implies collecting information based on acceptance and analysis of 

electromagnetic radiation. Uses both intercepted signals from communication 
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channels and the signals of the working radar, RES stations and other devices. 

Moves in the wavelength range from micrometer units to tens of thousands of 

kilometers. 

Radioelectronic intelligence includes the following types of exploration:  

– radio exploration - interception of communication channels (usually between 

people);  

– radio engineering intelligence - interception of communication channels 

between radio-electronic means, as well as RLS signals and other devices; 

– radar intelligence - mining information about objects (purposes), including 

the definition of their coordinates or motion parameters using radar. 

When radio access, the discovery and interception of open, classified, coded 

gears of connected radio stations are detected, the direction finding their signals, 

analysis and processing of the mined information in order to open its content and 

locate the radiation sources. Information of radio communications on stations, 

systems of their construction and the content of the transmitted messages allow you 

to identify plans and plans of the objects of interest, their composition and location 

(location). The main methods used by methods and means of radio visor are:  

− selection and analysis of the signal from broadband communication lines; 

– filtering, processing and analysis of faxes; 

– traffic analysis, keyword recognition, receipt of text and analysis of topics; 

– speech recognition systems; 

– continuous speech recognition;  

– identification of the speaker and other methods for selecting voice messages;  

– load reduction or undermining cryptographic systems. 

Using secretive methods, is a fairly reliable and effective means. Used by 

special services of almost all states to obtain the necessary intelligence 

information. Basically, the work is carried out in passive mode, but options for 

obtaining information using narrow-controlled radiation (for example, laser), 

which is in some cases a demuscating factor. A distinctive feature of radio repairs 

is its sufficient subjectivity, which consists in the need for a critical assessment of 

the data obtained. This is primarily due to the fact that information issued by an 
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intelligence facility can be intentionally distorted, which causes the need for its 

multiple recheck. 

To solve the problems of radio engineering intelligence to determine the 

structure of the signal received from the object and the coordinates of the radiation 

source, the methods of spectral analysis, as well as triangulate, difference-distance 

(hyperbolic) tall-difference and low-leveling methods for determining the location 

are widely used. If there are broadband communication channels between receiving 

items, the correlation processing of received signals is used at a high or intermediate 

frequency, provided that the phase ratios are saved when the frequency is 

transferred. Radiotechnical intelligence means must be broadband, to provide work 

in the entire reconnaissance frequency range, as well as ensure the direction finding 

an exploited source of radiation with the necessary accuracy. An additional 

restriction is the need for minimal lateral petals at the antennas of radio engineering 

exploration. This is due to the requirement of excluding false definitions of 

directions for pea and sources. To satisfy all the requirements in the presence of one 

antenna is physically impossible, liaison with which several antennas are usually 

used, overlapping a fully exploded frequency range. The receiving devices of radio 

and radio engineer reconnaissance stations are characterized by: 

– reconnaissance frequency range;  

– the restructuring time, which characterizes the efficiency of intelligence in 

the reconnaissance range; 

– sensitivity;  

– resolution;  

– how to search for a signal of an exploration object for the carrier frequency 

and the likelihood of its detection. 

In fact, the most important technical characteristic of the reconnaissance 

receiver is the full frequency range in which the search and detection of intelligent 

signals is carried out. In this connection, when designing means of radio engineering 

intelligence, they try to achieve overlapping by one reconnaissance receiver if 

possible as widely as possible frequency range. The variety of tasks solved using 

radiotechnical intelligence means determines the multi-performance receiving 



 
SCIENTIFIC COLLECTION «INTERCONF» | № 81 

 

255 

devices used. Many system of direct support for radio-electronic counteraction work 

under conditions when only the detection of working radio-electronic means is 

required from radiotechnical intelligence funds (alerting of the aircraft crew about 

radar irradiation, for example). In this case, single-channel broadband receivers can 

be used, the bandwidth overlaps the entire frequency range in which the radar means 

of intelligence objects operate. For more detailed exploration, devices with 

narrowband receiving channels are used - scanning and multichannel receivers. 

These receivers are configured on the program for all frequencies in the intelligence 

range. Basically, the restructuring program is reduced to the serial view of all the 

frequencies of the reconnected range (panoramic sequential frequency analysis), but 

the operation of the work algorithms are also possible. For example, restructuring 

with the skipping of the range of ranges in which non-informative means for 

exploration. Portable scanning receivers used in the introduction of communication 

systems (for example, in a mobile communication system) are capable of reconnafer 

in the frequency band from 100 kHz to 2 GHz. For receivers of radiotechnical 

intelligence, this range is wider, since it overlaps all possible operating frequencies 

of the RES, that is, it extends to 30 GHz and above, in the range of millimeter waves. 

One of the specific problems of radio engineering intelligence when 

determining the location of objects is the high dependence of the accuracy of the 

estimates obtained from the distance between the reception points (system bases) 

and the accuracy of its measurement, which requires increased attention when 

solving top acceptance and orientation tasks. As shown in the sources given in the 

analysis of the literature, to achieve acceptable results of the assessment of the 

coordinates of the radiation source, the accuracy of measuring the bases should be 

an order of magnitude more accurate accuracy of measuring the primary 

coordinates. 

Radar intelligence, being one of the oldest types of electronic intelligence, is at 

the moment one of the most informative. This is mainly due to: 

– a sufficiently long history of the development of the theoretical school; 

– "more direct" methods for obtaining coordinate information (measurement 

errors are proportional to, in contrast to the methods of radiotechnical intelligence, 
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errors of measurement of primary coordinates); 

– known characteristics of the emitted signal; 

– simpler construction of information reception and processing systems.  

Currently, the potential accuracy of the coordinate measurement in the 

implementation of certain conditions, for example, a phase method, reaches the 

equity of the wavelength of the radiated signal. The popularity and widespread 

multi-position (separated) radar reconnaissance systems are gaining, allowing more 

fully to extract information from the space-time structure of the received signal. The 

development of the element base leading to the cheapening of the components 

allows you to form the required diagram of the orientation of active and digital 

antenna arrays. The use of modern antennas on their base, in addition to a significant 

reduction in losses, allows you to more fully implement digital signal processing 

methods. This, in turn, makes it possible to the practical implementation of the 

"super-defense algorithms", providing the separation of signals of several sources in 

the needle diagram of the orientation. An essential feature is a weak or well-studied 

dependence of the propagation of signals depending on the environment. In a 

number of sources, radar exploration include exploration using optical (laser) 

radiation, provided that the processing of the received signals is similar to the 

methods taken in modern radar. At the same time, a demasking factor due to 

radiation is a significant disadvantage of this type of exploration. 

Optoelectronic exploration refers to technical types of intelligence and implies 

collecting intelligence information on the basis of admission and analysis of 

electromagnetic waves of the optical spectrum range by devices that perceive and 

transform the energy of the corresponding radiation first into an electrical signal and 

then into a visible image. 

Optoelectronic exploration tools are used to detect and recognize ground, air 

and maritime objects, ensuring tasks in night and complex meteo conditions. 

Optoelectronic means include:  

– optical devices of direct observation;  

– optoelectronic cameras,; - thermal imaging stations;  

– optoelectronic television cameras;  
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– optoelectronic navigation and target systems. 

Specified equipment allows you to conduct visual intelligence in the day and 

night. They have a linear resolution on the ground up to 10 cm (separate samples - 

2-3 cm). Photographing the objects in the range of wavelengths of the 

electromagnetic emission spectrum (spectral range) 0.5-0.8 microns from a height 

of 10 km is up to 50 km, optical telescopes allow you to detect the start of ballistic 

missiles at a distance of up to 500 km. The thermal imaging stations provide a 

solution to a wide range of tasks. It is usually working in one of two (3-5 or 8-14 

μm) or both areas of the spectral range. At the temperature resolution of 0.1-0.3 and 

an angular resolution of 0.5-2.5 mrad, they provide reconnaissance at a distance of 

up to 10 km. Optoelectronic television chambers are included in the complex 

intelligence and detecting systems or are established as a separate unit, operate in 

the spectral range (0.3-0.5 μm) and used, as a rule, to conduct intelligence in daytime 

conditions and at low levels of illumination. Optoelectronic television and thermal 

imaging stations, as well as optoelectronic chambers have a linear resolution of 

about 40 cm and allow you to recognize small-sized stationary and moving targets 

for a distance of up to 10 km. Optoelectronic control stations provide reception, 

processing and displaying on the screen of shooting results, have a modular design. 

Exploration is carried out in a completely autonomous or semi-autonomous mode. 

The disadvantage is the impossibility of performing the functions of natural or 

deliberately supplied optically opaque noise. 

Conclusions. 

1. The modern development of the element base and computing facilities 

allows the implementation of most modern methods and algorithms for obtaining 

information by means of electronic intelligence for special purposes for monitoring 

threatening stationary and mobile objects. 

2. The most promising direction for obtaining information about threatening 

objects is the creation of combined active-passive systems with joint information 

processing. 

3. None of the components of electronic intelligence can provide a full-fledged 

constant receipt of information about an object of interest in any conditions of the 
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situation. Elimination of this drawback is possible by using systems using data from 

radio electronic (radio, radiotechnical, radar) and optoelectronic intelligences. 
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