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Abstract—The presented work analyzes the effect of 

random loss of received signals due to the finite availability 

factor of aircraft responders of requesting radar surveillance 

systems on the optimal algorithm for processing response 

signals. It is shown that the optimal detection algorithm when 

the detector and the device for estimating the parameters of 

the received signal data work together is reduced to comparing 

the likelihood ratio averaged over the measured parameter 

with the threshold level. Its value is determined not only by the 

costs of errors of the first and second kind, but also by a priori 

data on the measured parameter, as well as by the results of 

processing the adopted implementation in the meter. 

Keywords—Airspace Control Systems (ACS), Air Traffic 

Control (ATC), Secondary Surveillance Radar (SSR), 

Identification Friend or Foe (IFF), Air Object (AO) 

 

REFERENCES 

[1] Armed Forces of the United States, "Joint Airspace Control. Joint 
Publication 3-52", United States. Joint Chiefs of Staff, 2014. 

[2] B. Stevens, F. Lewis and E. Johnson, Aircraft Control and 
Simulation: Dynamics, Controls Design, and Autonomous. John 
Wiley & Sons, 2016. 

[3] W. Young, M. Tsai and L. Li-Min Chuang, "Air traffic control system 
management", Proceedings of the IEEE 2000 National Aerospace and 
Electronics Conference. NAECON 2000. Engineering Tomorrow 
(Cat. No.00CH37093), 2000. doi: 10.1109/naecon.2000.894952. 

[4] N. Ntombela and P. Umenne, "Access Control with Automated on 
Duty Notification Tool in air traffic Services", 2020 International 

Conference on Artificial Intelligence, Big Data, Computing and Data 
Communication Systems (icABCD), 2020. doi: 
10.1109/icabcd49160.2020.9183828. 

[5] "Airport Surveillance Radar (ASR-11)", Faa.gov, 2014. [Online]. 
Available: https://www.faa.gov/air_traffic/technology/asr-11/ . 

[6] G. Jiang, Y. Fan and H. Yuan, "Assessing the Capacity of Air Traffic 
Control Secondary Surveillance Radar System", 2019 Cross Strait 
Quad-Regional Radio Science and Wireless Technology Conference 
(CSQRWC), 2019. doi: 10.1109/csqrwc.2019.8799146. 

[7] I. Svyd, I. Obod, O. Maltsev, I. Shtykh, G. Maistrenko and G. 
Zavolodko, "Comparative Quality Analysis of the Air Objects 
Detection by the Secondary Surveillance Radar," 2019 IEEE 39th 
International Conference on Electronics and Nanotechnology 
(ELNANO), 2019, pp. 724-727, doi: 
10.1109/ELNANO.2019.8783539. 

[8] X. Du, K. Liao and X. Shen, "Secondary Radar Signal Processing 
Based on Deep Residual Separable Neural Network", 2020 IEEE 
International Conference on Power, Intelligent Computing and 
Systems (ICPICS), 2020. doi: 10.1109/icpics50287.2020.9202372. 

[9] I. Svyd, I. Obod, O. Maltsev, I. Shtykh, G. Zavolodko and G. 
Maistrenko, "Model and Method for Request Signals Processing of 
Secondary Surveillance Radar," 2019 IEEE 15th International 
Conference on the Experience of Designing and Application of CAD 
Systems (CADSM), 2019, pp. 1-4, doi: 
10.1109/CADSM.2019.8779347. 

[10] T. Schuck, B. Shoemaker and J. Willey, "Identification friend-or-foe 
(IFF) sensor uncertainties, ambiguities, deception and their 
application to the multi-source fusion process", Proceedings of the 
IEEE 2000 National Aerospace and Electronics Conference. 
NAECON 2000. Engineering Tomorrow (Cat. No.00CH37093), 2000. 
doi: 10.1109/naecon.2000.894896. 

[11] M. Garcia, J. Hoffman, J. Rowley and D. Stone, "Test for Success: 
Next Generation Aircraft Identification System RF Simulation", 2007 

https://doi.org/10.1109/UKRCON53503.2021.9575235
https://ieeexplore.ieee.org/document/9575235


Integrated Communications, Navigation and Surveillance 
Conference, 2007. doi: 10.1109/icnsurv.2007.384161. 

[12] I. Svyd, I. Obod, O. Maltsev, I. Shtykh and G. Zavolodko, "Model 
and Method for Detecting Request Signals in Identification Friend or 
Foe Systems," 2019 IEEE 15th International Conference on the 
Experience of Designing and Application of CAD Systems 
(CADSM), 2019, pp. 1-4, doi: 10.1109/CADSM.2019.8779322. 

[13] M. Garcia, J. Hoffman, J. Rowley and D. Stone, "Test for Success: 
Next Generation Aircraft Identification System RF Simulation", 2007 
Integrated Communications, Navigation and Surveillance 
Conference, 2007. doi: 10.1109/icnsurv.2007.384161. 

[14] I. Svyd, I. Obod, G. Zavolodko and O. Maltsev, "Interference 
immunity of aircraft responders in secondary surveillance radars," 
2018 14th International Conference on Advanced Trends in 
Radioelecrtronics, Telecommunications and Computer Engineering 
(TCSET), 2018, pp. 1174-1178, doi: 10.1109/TCSET.2018.8336404. 

[15] I. Obod, I. Svyd, O. Maltsev and B. Bakumenko, "Comparative 
Analysis of Noise Immunity Systems Identification Friend or Foe," 
2020 IEEE 40th International Conference on Electronics and 
Nanotechnology (ELNANO), 2020, pp. 751-756, doi: 
10.1109/ELNANO50318.2020.9088856. 

[16] E. El-Badawy, W. EL-Masry, M. Mokhtar and A. Hafez, "A secured 
chaos encrypted mode-S aircraft identification friend or foe (IFF) 
system", 2010 4th International Conference on Signal Processing and 
Communication Systems, 2010. doi: 10.1109/icspcs.2010.5709756. 

[17] I. Svyd, I. Obod, O. Maltsev, T. Tkachova and G. Zavolodko, 
"Improving Noise Immunity in Identification Friend or Foe Systems," 
2019 IEEE 2nd Ukraine Conference on Electrical and Computer 
Engineering (UKRCON), 2019, pp. 73-77, doi: 
10.1109/UKRCON.2019.8879812. 

[18] S. Zhironkin, S. Bliznyuk and A. Kuchin, "Jamming Resistance of the 
Inbound Channel of an Identification System with Broadband Signals 
and Error Control Codes in the Conditions of Pulse Noise and Intra-
System Jamming", Journal of Siberian Federal University. 
Engineering & Technologies, pp. 673-682, 2019. doi: 10.17516/1999-
494x-0166. 

[19] O. Strelnytskyi, I. Svyd, I. Obod, O. Maltsev, O. Voloshchuk and G. 
Zavolodko, "Assessment Reliability of Data in the Identification 
Friend or Foe Systems," 2019 IEEE 39th International Conference on 
Electronics and Nanotechnology (ELNANO), 2019, pp. 728-731, doi: 
10.1109/ELNANO.2019.8783397. 

[20] S. Pleninger and M. Strouhal, "Activities for 1030/1090 MHz 
Spectrum Saturation Alleviation", MAD - Magazine of Aviation 
Development, vol. 1, no. 2, p. 7, 2013. doi: 10.14311/mad.2013.02.02. 

[21] S. Ozeki, T. Otsuyama, T. Koga and Y. Sumiya, "Error 
Compensations for 1030 MHz Signal Environment Estimation : The 
format of Technical Report", IEICE technical report, The Institute of 
Electronics, Information and Communication Engineers, vol. 110, no. 
250, pp. 205-210, 2010. 

[22] A. Matveev and A. Savkin, "The problem of state estimation via 
asynchronous communication channels with irregular transmission 
times", IEEE Transactions on Automatic Control, vol. 48, no. 4, pp. 
670-676, 2003. doi: 10.1109/tac.2003.809771. 

[23] R. Raekow, M. Kuhn and B. Wenning, "A novel approach to emulate 
and detect packet loss on surveillance radar channels", 2020 IEEE 
91st Vehicular Technology Conference (VTC2020-Spring), 2020. doi: 
10.1109/vtc2020-spring48590.2020. 

[24] I. Obod, I. Svyd, O. Maltsev, G. Maistrenko, O. Zubkov and G. 
Zavolodko, "Bandwidth Assessment of Cooperative Surveillance 
Systems," 2019 3rd International Conference on Advanced 
Information and Communications Technologies (AICT), 2019, pp. 1-
6, doi: 10.1109/AIACT.2019.8847742. 

[25] Z. Jiang and B. Cui, "Estimation of spatially distributed processes 
using mobile sensor networks with missing measurements", Chinese 
Physics B, vol. 24, no. 2, p. 020702, 2015. doi: 10.1088/1674-
1056/24/2/020702. 

[26] Z. Wang, D. Ho, Y. Liu and X. Liu, "Robust H∞ control for a class of 
nonlinear discrete time-delay stochastic systems with missing 
measurements", Automatica, vol. 45, no. 3, pp. 684-691, 2009. doi: 
10.1016/j.automatica.2008.10.025. 

[27] Z. Wang, B. Shen and X. Liu, "H∞ filtering with randomly occurring 
sensor saturations and missing measurements", Automatica, vol. 48, 
no. 3, pp. 556-562, 2012. doi: 10.1016/j.automatica.2012.01.008. 

 


