JOIAATOK A «JIICTHUHI" ITPOI' PAMMN»

#include "cryptlib.h"
#include "integer.h"
#include "nbtheory.h"
#include "osrng.h"
#include "rsa.h"
#include "sha.h"
#include <iostream>
#include <stdexcept>

int main(int argc, char* argv[])

{

using namespace CryptoPP;

// Bob artificially small key pair

AutoSeededRandomPool prng;

RSA: :PrivateKey privKey;

privKey.GenerateRandomWithKeySize(prng, 64);

RSA: :PublicKey pubKey(privKey);

/// Integer description

/// Multiple precision integer with arithmetic operations

/// The Integer class can represent positive and negative integers

/// with absolute value less than (256**sizeof(word))*(256**sizeof(int)).

/// Internally, the library uses a sign magnitude representation, and the class

/// has two data members. The first is a IntegerSecBlock (a SecBlock<word>) and it
is

/// used to hold the representation. The second is a Sign (an enumeration), and it
is

/// used to track the sign of the Integer.

/// For details on how the Integer class initializes its function pointers using
// Convenience

const Integer& n = pubKey.GetModulus();

const Integer& e pubKey.GetPublicExponent();

const Integer& d = privKey.GetPrivateExponent();

// Print params

std::cout << "Pub mod:
std::cout << "Pub exp:
std::cout << "Priv mod:
std::cout << "Priv exp:

<< std::hex << n << std::endl;

<< std::hex << e << std::endl;

<< std::hex << privKey.GetModulus() << std::endl;
<< std::hex << d << std::endl;

// For sizing the hashed message buffer. This should be SHA256 size.
// Bytes number for the SHA256
const size_t SIG_SIZE = UnsignedMin(SHA256::BLOCKSIZE, n.ByteCount());

// Scratch
SecByteBlock buffl, buff2, buff3;

// Alice original message to be signed by Bob
SecByteBlock orig((const byte*)"secret", 6);

// Bob's message
Integer m(orig.data(), orig.size());
std::cout << "Message: " << std::hex << m << std::endl;

// Hash message
buffl.resize(SIG_SIZE);
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SHA256 hashil;

/// Updates the hash with additional input and computes the hash of the current
message

/// digest a pointer to the buffer to receive the hash

/// digestSize the length of the truncated hash, in bytes

/// input the additional input as a buffer

/// length the size of the buffer, in bytes

/// Use this if your input is in one piece and you don't want to call Update()

/// and CalculateDigest() separately.

/// CalculateTruncatedDigest() restarts the hash for the next message.

/// digestSize <= DigestSize() or digestSize <= HASH::DIGESTSIZE ensures

/// the output byte buffer is a valid size.

hashl.CalculateTruncatedDigest(buffl, buffl.size(), orig, orig.size());

// H(m) as Integer
Integer hm(buffl.data(), buffl.size());
std::cout << "H(m): " << std::hex << hm << std::endl;

// Alice blinding
Integer r;
do {
/// Integer::0One
/// Integer representing 1
/// an Integer representing 1
/// One() avoids calling constructors for frequently used integers
/// prng - used for generation random numbers
/// Integer::0ne(), - minimal bound for randomization
/// n - Integer::0One() - maximal bound for randomization
r.Randomize(prng, Integer::0ne(), n - Integer::0ne());

/// Determine relative primality

/// a the first term

/// b the second term

/// true if a and b are relatively prime, false otherwise.

while (!RelativelyPrime(r, n));

// Blinding factor
/// Modular exponentiation
/// x a reference to the base
/// e a reference to the exponent
/// m a reference to the modulus
/// an Integer (a ~ b) % m.
Integer b = a_exp_b_mod_c(r, e, n);
std::cout << "Random: " << std::hex << b << std::endl;

// Alice blinded message
/// Modular multiplication
/// x a reference to the first term
/// y a reference to the second term
/// m a reference to the modulus
/// an Integer (a * b) % m.
Integer mm = a_times_b_mod_c(hm, b, n);
std::cout << "Blind msg: " << std::hex << mm << std::endl;

// Bob sign
/// Calculates the inverse of an element
/// rng a RandomNumberGenerator derived class
/// x the element
/// the inverse of the element in the group
Integer ss = privKey.CalculateInverse(prng, mm);
std::cout << "Blind sign: " << ss << std::endl;
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// Alice checks s(s'(x)) = x
/// Applies the trapdoor
/// x the message on which the encryption function is applied
/// the message x encrypted under the public key
/// ApplyFunction is a generalization of encryption under a public key
/// cryptosystem. Derived classes must implement it.
Integer ck = pubKey.ApplyFunction(ss);
std::cout << "Check sign: " << ck << std::endl;
if (ck != mm)
throw std::runtime_error("Alice cross-check failed");

// Alice remove blinding
//InverseMod
/// Calculate multiplicative inverse
/// n a reference to the modulus
/// an Integer *this % n.
/// InverseMod returns the multiplicative inverse of the Integer *this
/// modulo the Integer n. If no Integer exists then Integer © is returned.
/// a_times_b mod_c() and a_exp_b_mod_c()

/// Modular multiplication

/// x a reference to the first term

/// y a reference to the second term

/// m a reference to the modulus

/// an Integer (a * b) % m
Integer s = a_times_b_mod_c(ss, r.InverseMod(n), n);
std::cout << "Unblind sign: " << std::hex << s << std::endl;

/// Applies the trapdoor
/// x the message on which the encryption function is applied
/// the message x encrypted under the public key
/// ApplyFunction is a generalization of encryption under a public key
///  cryptosystem. Derived classes must implement it.
Integer v = pubKey.ApplyFunction(s);
std::cout << "Verify: " << std::hex << v << std::endl;

// Convert to a string

/// Minimum number of bytes to encode this integer
/// sign enumeration indicating Signedness

/// The MinEncodedSize() of © is 1.

size_t req = v.MinEncodedSize();
buff2.resize(req);

/// Encode in big-endian format

/// output big-endian byte array

/// outputLen length of the byte array

/// sign enumeration indicating Signedness

/// Unsigned means encode absolute value, signed means encode two's complement if

negative.

/// outputLen can be used to ensure an Integer is encoded to an exact size (rather

than a

/// minimum size). An exact size is useful, for example, when encoding to a field

element size.

v.Encode(&buff2[0], buff2.size());
// Hash message
buff3.resize(SIG_SIZE);

SHA256 hash2;

/// Updates the hash with additional input and computes the hash of the current

message

/// digest a pointer to the buffer to receive the hash
/// digestSize the length of the truncated hash, in bytes
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/// input the additional input as a buffer

/// length the size of the buffer, in bytes

/// Use this if your input is in one piece and you don't want to call Update()

/// and CalculateDigest() separately.

/// CalculateTruncatedDigest() restarts the hash for the next message.

/// digestSize <= DigestSize() or digestSize <= HASH::DIGESTSIZE ensures

/// the output byte buffer is a valid size.
hash2.CalculateTruncatedDigest(buff3, buff3.size(), orig, orig.size());

// Compare
bool equal = buff2.size() == buff3.size() && VerifyBufsEqual(buff2.data(),
buff3.data(), buff3.size());

if (lequal)
throw std::runtime_error("Verified failed");

std::cout << "Verified signature" << std::endl;

return 0;
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JNOIATOK b «MATEPIAJIU 1J151 HAYKOBOI KOH®EPEHIIID»

HasBa xondepenmii: «I Beceykpaincbka CcTyJeHTChbKa HayKoBa KOH(eEpeHITis
«HAYKOBUM IIPOCTIP: AHAJI3, CYYACHUU CTAH, TPEHIU TA
[HEPCIIEKTUBW»»

Tema nonosiai: «CydacHi MEXaHI3MH 3aXUCTY KOHPIACHIIIHHOCTI 1H(pOpMaIrii
B JICIIEHTPAII30BaHUX CHCTEMAaX)

Texct nmomoBimi: «ChOTroJiHI BUKOPHUCTAHHS aHAJITUYHUX MOYKJIMBOCTEH
JI03BOJISIE KOMIIaHIsIM HE JIMIIE BPaXOBYBAaTH 3BUYKH KOPHCTYBAdiB, a W BIIUBATH
Ha IXHIO TOBEAIHKY. Bce 11e cTano MoKIMBUM 3aBJISIKK 00pOOIIl JaHUX PO NOKYTKU
Ta 1HII1 J11i KOpUCTyBaviB y Mepesxi. Lli JaHl IpUHOCATh KOMITaHIsIM BEJIHKI JOXO/IH.
binbime TOro, SKIMIO NpOaHaIi3yBaTHU OTPHUMAaHy KOMIAHIAMH IH(QOpMALI, TO
OuTbIIICT 3 Hel MOXIMBO BIIHECTH 10 KOH(piAeHIiHHOI. ToMmy mnuTaHHS
MPUBATHOCTI Y IIMGPOBOMY CBITI 3aiiMa€ OJHE 3 MEPIIUX MICIb CepeJ] THX, Ha Kl
CIi 3BepTaTH yBary. A BpaxOBYIOUHM PO3BUTOK TEXHOJIOTIM Ta aHATITHYHUX
IHCTPYMEHTIB, 1I€ MUTAHHS CTA€ JeAall aKTyaJbHIIIUM.

[Ipu BUBYEHHI JICLICHTPAJII30BAHUX CUCTEM Ha PiBHI MPOTOKOIY BiJpa3y cTae
3p03yMiJI0, 110 BOHU OLbIIE OPIEHTOBAaHI Ha KOH(DIACHIIINHICTh, HIXK TPaAUIlIiHI
u@poBl MIATDKHI cUCTeMH. PiBeHb KOH(IACHIIIHHOCTI, KU 3a0e3MeuyeThes,
CUJILHO 3MIHIOETBCS 3aJIEKHO BiJT BUOOPY KOPUCTyBaue€M KPUITOBAIIOTH Ta
BUKOPUCTAHHS JOTIOMI>KHUX TE€XHOJIOTIH.

Mo)xHa BUIUIUTH JEKUIbKA OCHOBHHX TEXHOJIOTIYHUX AacCHEKTIB IIOJ0
3a0e3neueHHs] KOH(IACHIIHHOCTI KOPUCTYBAYiB, SIKI BIPOBAKEHI B CYy4YaCHHX
JICIICHTPATI30BaHUX cucTemax [1]:

— TIJIXOAW, 3acHOBaHI Ha KOMOiHyBaHHI jgaHux. Jlani migxonau
BUKOPUCTOBYIOTh BXIJHI Ta BHXIJTHI JaHi MPO Pi3HI omepaii 3 MOJANBIINM iX
00'€THAaHHSM B €IMHY BEJIMKY OIEPAIlito Ul MPUXOBYBAHHS 3B'S3KIB MK aJjpecamu
BIIMPABHUKIB Ta ojep>KyBadiB. Taki miaxoau A0 MIABHUINEHHS KOH)1ACHIIIHHOCTI

peanizoBano B mpoTokosax: CoinJoin, Mimblewimble Ta Monero.
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— KoOH(DIAEHIIHHICTh, 3aCHOBaHA Ha HYJbOBOMY po3rojomieHHi. [le
TEXHOJIOT1sI, B sIKIM KOpUCTYyBayl HaAAIOTh JOKA3U 3 HYJbOBUM PO3TOJIOLICHHSIM —
JaHi1, SIK1 CB19aTh PO 3HAHHSA AKOICh 1H(OpMaIrii 6€3 po3kpuTTs camoi iHpopmarrii.
[Ipn npaBuUIBLHOMY BHUKOPHCTaHHI JaHa KpumnrorpadiuyHa TEXHOJIOTiS 3/aTHa
3a0e3neyyBaTu KOH(DIIEHIIWHICT, TpaH3akKIid Ta cTaHiB Mepexi. [lpukmagom
peamizanii € Meroau Blind Signature, zk-SNARK.

— IPOTOKOJIM JIpyroro piBHsA, Taki sk Lightning Network, State Channels a6o
Plasma, mo (yHKIIIOHYIOTh TOBEpX 0a30BOTO PiBHS KPUITOBATIOTH, JO3BOJISIOTH
HEBCJIIMKUM TpylaM KOPHCTYBadiB 3MIMCHIOBATH MiX CO0O0I0 omepalii Imo3a
omokueiiHoM. Lle o3Haudae, MmO BCl NMPOMDKHI CTaHW OJIOKYEWHY 30epiraroTbCs
TaKUMU KOPHUCTYyBayaMH, a B OCHOBHMM OJIOKYEHH BHOCSTBCS JUIIE MEPIOTUYHI
3aIKCH PO 3MiHY CTaHy Mepexi. B pe3ynbTaTi mpoMiXKHI CTaHU € HEBUAUMHUMU JIJI5
30BHIIIHIX CIOCTEpIrayiB, OCKUIBKA BOHW B3arajli HIKOJM HE 3'SBISIOTHCA B
OCHOBHOMY OJIOKYEITHI.

Takoxx He MoOXKHa 3anmumaTd 0e3 yBard BHUKOPUCTAHHSA JOTOMIXKHHX
TEXHOJIOT1H 3 METOIO 3a0€3MeUYEHHs JJOJIaTKOBOI'O PIBHS 3aXUCTY KOH(D1IEHIIIIHOCTI
JTAHUX KOPHUCTYBAuiB JeIeHTpalli3oBaHuX cucteM [2]. Jlo Takux TEXHOJIOTIH
HAJIeKaTh:

— JIOCBIJl KOpUCTyBauiB. HaBiTh Mpu BUKOPHUCTAHHI KPUIITOBATIOT 0€3 OY/Ib-
SAKUX JOJATKOBHUX (PYHKIIIHA KOH(IIEHIIIHHOCTI KOPUCTYBa4dl MOXYTh MiIHIMI3yBaTu
JIesIK1 3 HACJIIJIKIB aHalli3y Mepexl Ta Ojokyeiny. [ 3ano0iranHs 3aCTOCYBaHHIO
MEeTaJaHuX Mepexi NSl JeaHOHIMi3allli MOKHAa MPUXOBYBATH MICIle MPOBEACHHS
oreparliii 3a JOMOMOrow Takux TexHojorik sk Tor ado 12P. Jlna 3amoOiranHs
aHami3y OJIOKYEHHY pEKOMEHIYEThCS BUKOPUCTOBYBATH HOBY aJIPECy ISl KOXKHOTO
HOBOTO TUIATeXKy. Taki KPUNTOBAIOTH, K Monero 1 Verge, NMponoHYIOTH IO
(GyHKIIIIO 32 3aMOBUYBaHHSIM.

— noBipue cepenoBuiie Bukonanus (Trusted Execution Environment, TEE) —
e mpouecop (sk, Hampukian, Intel SGX), sxuii mpereHaye Ha 3a0e3MeUYCHHS
KpuntorpadiuHoro 3aXMCTy MUTICHOCTI Ta KOH(1ACHIIMHOCTI JaHUX Ta KOJY B HUX.

Hesixi mportokonu, 3o0kpema FEkiden, mnpomnonytots BukopucroByBatu TEE.
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Hanpuknaa, naHi mpo 3aluIIKKM Ha paxyHKax MOXyTh OyTu 3ammdpoBaHi
NPUBATHUM KJIrO4YeM, sKui 30epiraerbcsi B TEE, 1 TakuM 4YWHOM MOXKHa
po3mmdpyBatn abo 3minuTd TiMkkn B TEE. B ganomy Bumaaky rapaHTii
KoH(iaeHiiHoCcTI nepekianaoThes Ha TEE.

Y BHCHOBKY MOXKHa CKa3aTh, M0 TEXHOJOTIS OJOKYEHH MIHUPOKO
BUKOPUCTOBYETHCS B PI3HUX O00JACTAX 3aBIASKM TAaKUM BIACTUBOCTSAM SIK
JeLICHTpalIi3allisg, HE3MIHHICTh JaHUX Ta HaaiiHICTh. OHAK Yepe3 MPO30pICTh Ta
JENEHTpATI3aIlil0 BHHUKAE HOBa TMpobjaeMa — 3aXUCT KOH(DIICHIIHHOCTI
KOPHCTYBauiB, 110 pOOUTH 30epeKeHHs KOH(PIACHIIIHHOCTI B OJIOKYEIHI BayKJIMBOIO
TEMOIO JUIS HOJAIBIINX JOCIIKEHE.»

Cnucok BUKOPUCTAHUX JKEPE:

1. 30epekenns KoHbIACHIIIHHOCTI B OMoKkueiHi. [Emexrponnuii pecype] —
pexxuM jgoctymy a0 pecypcy https://www.sciencedirect.com/science/article/pii/
S2352864819303827.

2. AHani3 Ta oIiHKa MOJITUKHA KOH(DIACHIIIHHOCTI. AHOHIMHI KPUIITOBAJIIOTH
Ha OCHOBI OJokdeiHy. [EnekTpoHHUi pecypc] — pekuM JTOCTYIy J0 Pecypcy

https://arxiv.org/pdf/2012.10563.pdf.
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