JIOJATOK A

['padiunnmii matepian kBaniikaiiiHoi poooTH
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XapkiBCcbKWMH HaUioHaNbEHWHA YHIBEepCHTET pafioeneKTpPoHIKKW

PDakynLTET KOMN'KTEPHOT iHXeHepil Ta ynpaBniHHA

Kadenpa enekTpoHHUX 0DUYUCTIOBANBHWUX MALLIWH

KeanithikauiiHa poboTta Ha Temy:
«MeToan AnA MOHITOPUHIY Ta onTuMi3aull dyHKLIoHyBaHHA OC»
Apyroro (MaricTepcbKOro) piBHA

KepigHWKE poGoTi:

Buronag: 0oL, kadegpn EOM

apobyeay rp. CMm-23-5

. Tkauoe Bitanii Mukonaioemy
LllegyeHKo INNA ONekcaHOopoeMy

META POBOTHU

MeTow kBanigikayiiHol poboTn € nigEMWeHHA ed@eKTMBHOCTI  @YHKLIOHYEaHHA
onepaviiHMX CWUCTEM 33 paxyHoK BNpPOBag¥eHHA METOMIE MOHITOPWHIY Ta oNTUMIZaL|T

BHEODHUCTAHHA CHCTEMHWX pecypc iB.

AxtyaneHicTe pobotw nonArae B HeobxigHocTi  3abDeanmeuyeHHA  MOHITOpMHMY Ta
onTUMIZauilHuK  3axogie  QyHkuioHyeawHA OC Ha THI 3pocTaHHA  BAMOT 40
NPoOAYKTHEHOCTI, HaniAHocTi Ta iHhopmauiiHol  Deanekd, WO CYNpoBOLXYETBCH
YCKNaOgHEeHHAM apxXiTeKTypW CWCTeM, nNILBWLLLEHWM HABAHTAMEHHAM Ha pecypch,

30INELIEHHAM KINBKOCTI QIOHOBWX MPOLECIE | 3DOCTAHHAM PU3MKIE BTPATH 0aHW}.
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MeTtoau onTumisauii pecypcis OC

MeToan ynpaBniHHA: BoynoBaHi IHCTpYMEHTH:

. CTaongHH Ta 3aBeplleHHA e Windows — "[lucnetyep 3aBaaHL"
npouecis

» [InaHysaHHA
o CWHXpOHI3aLiA NOTOKIB e Linux —komaHnau top, htop, ps

e macOS —"MoHiTop cuctemn”

dakTopu, WO BNNIMBAKOTE Ha NpoAYKTUBHICTE OC

[NapamMeTpw anapartHoro 3abfeaneyeHHs;
HanawTyeaHHA Ta KOHGNIYpaLia CHCTEMM;
BcranoeneHe nporpamie 3afeaneyeHHs,

HaeaHTaxeHHA Ha NpoLEeCcop, ONepaTHEHY

Nam'ATe, OWCKOBY CUCTEMY Ta MEDEXY,
CnoM¥ueaHHA eHepriiTa De3Neka CHCTEMMN.
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Tunosi npobneMmn nepeBaHTaXXeHHA CUCTEMHUX pecypciB

Bucoke 3aBaHTaMeHHA npolecopa
Hecrtauya onepatvBHOI nam’ATI
HaBaHTa®eHHA Ha QMCKOBY
nacucTemy

[NepeBaHTaMeHHA Mepexi
[lepenoBHEHHA Yepru
BBeeHHA/BUBEASHHA

Butokn nam'ATi

HenpaBunkHe nnaHyBaHHA 3anad

METOOW MOHITOPUHTY OC
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METOA NIABUWEHHA E®EKTUBHOCTI PYHKUIOHYBAHHA
UNIX-NMoAIBHUX CUCTEM

ANropuTM 3anponoHoBaHOND MeToOy OICHOEHI KOMNOHERTH ONEPAYIRKCT CRCTEMKA, RE NIGNATEIOTE MOKTOPHHNY

1. IHiLianizayiAa CHCTEMHOMD MOHTODKHTY.
ot

pecypCamMi. kiosopsss CPU MosTOpe nasaT Hnnmlnm

VITSLM, [t B ol SMART

2. ABTOMATWA0EAHE YNPaBMNiHHA

3. KOHTpOMNE CHCTEMHOMND ¥YPHAaMNKEaHHA.
4. MexaHiam cnogileHHA Ta pearygaHHA.
5. LiMkniyHKiA aHania Ta apanTawia.

EderTneHicTe meTogy

KomnoHeHTH onTumizauiiiHol 3apadi

Oyikka cTabinekoCTi CHCTEMR ExeproederTneHicTE

OyiHka HEEIMROCTI CHOTEMKM WehnkicTs pearyEaks

]
]
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Anpobauifa pesynbraTtiB

KBanicikauinHoi pobotun

Bt 5 ol omaTE W  Nap

o " L
Tl BT T [ e S——— S —
o, B, A T g TR [ R
M SVRTTMR STV RTRL ke ey gy 0L
.
S p— st ¥ [ ———

PR T -
s Napass., poamms @a reosd s Irum s e B B8
Fovem Vs

T P P S S—— P T I
bearemeer |- CF =01 O 0T P e KT R 11 5 MRS BAITHA
VA B ENNY, CHCTEM. by prismes spassers sy Sl
% 3 - ¥ e T

HenypHa, |.C., Wesvenko [.O. (2025).
MeTog nigBELLLEHHA efeKTHEHOCTI
tyHELIoHYEaHHA Unix—nogibHux
CHCTEM.

BicHuk Xepconceroro HauioHaneHoro
TexHiunoro YHieepcwureTy, MNa2/2025

Thar [0 WRERITH

NMPOEKTYBAHHA TA PO3POBKA OOOATKY ONA MOHITOPUHIY

ApxiTektypa nonatky nobynoeaHa 3a
NPUHLMMOM KNIEHT-CepBepHol Moaeni

MonaTtok cknafaceTsLCca 3 TPhOoX
OCHOBHWX KOMMNOHEHTIB:

» Frontend
» Backend
» AP

3arankHa apxiTeKTypa 3acTocyHKY 4nA
MOHITOPUHIY
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PEANISALIA 3BOPY OAHUX

_ : - - N
OTpumaHHA 3aBaHTaMeHHA npoluecopa yepes stat OTpUMaHHA iHEopMaLii npo onepatneHy Nam'aTes

with open('/proc/stat’, 1') as f: import psuil

cpu_stats = f.readline()

memary = psutil.virtual_memaory()
print{"Total Memory:”, memaory.total)
Pﬁ“t["CPU S'HIE:", CF‘U_SIHISJ print("Used Memory:”, memory.used)

. print("Available Memory:", memory.available)
OTpUMAaHHA CTATUCTHEN Mepeski yepes dev

with open(’/proc/net/dev’, 'r) as f: OTpUMAaHHA IHEOpMALIT Npo OQUCKK
network_stats = f.readlines() import psutil
for line in network_stats[2:]: | disk_usage = psutil.disk_usage{'")
print("Network Interface Stats:", line.strip()) print("Total Disk Space:", disk_usage.total)
print{"Used Disk Space:", disk_usage.used)
print("Free Disk Space:”, disk_usage.free)

Peanisauis Beb-iHTepdency

[ —— ] Status
S =

HTTP-3anut OHoBNEeHHs Ul
\ / ) @ 2“01."'(

’ Frontend J

-
Vg A0 GB oot of B4 CD

\ o oo
T Vg WSl sut of 190 G

AJAX-zanut JSON-BIigNosigbL
i

A MHest
HE Fedorn Lives 48 (warkes st Lt

Cxema pobotu Beb-iHTepheiicy lonostie mekio nporpamy
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ABTOMaTU30BaHUA MeTO4 MOHITOPUHIY Ta ONTUMI3aLii
(pyHKUIOHYBaHHA

MNepeeipka BCiX NPOLECIE Ta 2YNUHKA HEAKTUEHNX
npouecie
def optimize_cpu(salfl:
for proc in psutil.process_iter(['pid’, ‘name’, 'cpu_percent |k
if proc.infol cpu_percent’] < 1:
ry:
proc. erminate])
prinn ["3asepuweno npotec | procinfol name’]) (F1D:
{proc.info[pkd’]§)")
except psutil. AccessDenied:
print{ {"BigMosaeso ¥ 30Ty 400 JIRePIISHHA NpHpCy
{ proc.infol name’]} ")
Norika poGoTH CACTEMA MOHITODWHIY Ta ONTWMIZAUT 13

TecTyBaHHA Beb3acTocyHKy ons MmoHitopuHry OC

AnapaTHI kondinypayll, Ev TEHI ANA TECTYESHHRA EE038CTOCYHEY

Mgwwaimea

TTCRATEE S T RS G, IR T
L1 CETERE RN CACT e
Tlgsiderrese 010 O s e
T3 PECYIIGIME TEMCTRCOE

e s awesem  rgs podari

o MR MY ORI




76

TectyBaHHA Beb3acToCyHKY Ansa MoHiTopuHry OC

PexyneTaTh TECTYESHHR ePEKTREROCT BEKEHDY NpKW PIZHOMY HEESHTEMEHHI

KinesicT s 3armria % M 51T, %

PexyneTaTH TECTYESHHR EHANDIKTIE

BUCHOBOK

® B rEanipikayifivii poGoTi sgiicHeds BcefiyHWi  aHanis CyyacHX METOGE MOHTOPWHTY Ta ONTHMIsaul
PYHELOHYBaHHA 0nepauiifHu CHCTEM.
PozpofneHo METog NOBWWEHHA eHEerTUBHOCTI BYHELIOHYBAHHE OnNepauiiHol CWCTEMW B YMOBEX [HTEHCWEHOMD
HABAHT &#EHHA Ta 0GMEHEHIN ANaPaTHIX pECYpPCE. JanponoHoSaHWi Nigxig GasVETLCA Ha aBTOMAETWSALT YNpaEniHHA
KNIOYOEWMH CHCTEMHUMW DECYRCEMW Ta BNPOBAMHEHHI ONTHMIZAUIRHNK 3aX0gE, W0 PEanisywTeCA HA OCHOBI
PESYNLTATIE MOHTOPUHIYTA AiarHoCTHEN 33 A0NoMOrok B6Ya0BaHWX YTUNIT onepauiiHol cHCTEMI.
PesynbTarW NPOEEOEHOND aHanisy NgTEepOunyM, WD 3anponoHOEaHWA METOS Q0SE0NAE CEOSYECHD BWIENATH Ta
NOKANIzyYEETH NOTEHLIHI 3607 ¥ BWHELIOHYEaHHI CUCTEMM, MIHIMIZYESTH PHIMEM HAOMIPHOMD EMKDPUCTAHHA anaparHuX
pecypcE Ta zabfesneynTd cradinbHicTE Ta DesnepepeHicTE poloT cepeepHol IHBPaCT pYETY DM B YMOEEX NIDEULWEHOMD
HABAHT A&AEHHA.
OTpuMadi pesynsTard MERYTE OYTH BUKODUCTAHI gna nobyaoEd aganTHEHMX CMCTEeM MOHITODWHIY Ta OMTHMisaLyl

PYHELIDHYEAHHA CEPESPHNX DNEPALIHIE CHCTEM B KEORPNOPATUEHOMY CEPEa0EMLY.
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JOIATOK b
JloBiaKa mpo MPUIHATTS CTaTT1
«Meron niaBuiieHHs epekTuBHOCTI GpyHkIionyBanHs UNIX-noaiOHux cuctem»
70 myOumikartii B )KypHaii «BicHUK XepCOHCHKOTO HAI[IOHAIBHOTO TEXHIYHOTO

YHIBEPCUTETY»

BYA. lHrAesi, 6/1, Crauionap: 048 709 38 69

m:Capan; Sxpan; 63101 Vodafone: 095 934 48 28
www. helvetica.ua

mailbox@helvetica.ua Kyivstar: 097 723 06 08

FEABEETUKA
EMAABHWUNUA aIM

JOBIJIKA

BupaBauumit nim «['enbBeTHKa» 3a JOMOBICHICTIO 3 XEPCOHCHKMM HAlLliOHaIbHUM
TEXHIYHUM YHIBEPCHTETOM € o(illiifHUM BH/IaBLIEM HayKOBOTO )ypHaily «BicHuk XepcoHChbKOro
HAalllOHAJbHOTO TEXHIYHOTO YHIBEPCHUTETY» Ta 3aiiMa€Thesl yciMa BHAABHHYO-NONIrpadiyHUMU
npolecaMy, 10 SKUX Halle)KHTh: Haip cTaTeil 10 4eproBoro BUIYCKY; pelleH3yBaHHs; epeBipKa
Ha IUlariaT; KOPEeKTOpCchbKa BHUMTKA; BepCTKAa; HPUCBOCHHS KoxHOMY Marepiany DOIL;
PO3MIILICHHSI EIEeKTPOHHOI Bepcii BuAaHHA Ha odilifHOMY caifTi JKypHaly; HaJCHIaHHS
eJIeKTpOHHOI Bepcii BuzaHHs 1o HaiionanpHoi 6i6niotekn Ykpainu iMeHi B. 1. Bepnazncbkoro Ha
perno3uTapHe 30epiraHHs Ta Npe/CTaBICHHS Ha MopTaii B iHpopMaliiiHomy pecypcei «HaykoBa
nepioguka YKpaiHu»; po3cHiIKa 00OB’S3KOBOro O€30IUIATHOrO MNPHMIPHHKA JI0 HAYKOBHX
ycTaHOB YKpaiHH.

Llieto noBigKoro TOBiJOMISEMO, 10 HaykoBa ctarTd aBtopiB Yemypua I. C. Ta
Illeuenxo 1. O. «<METO/I NIIBUIIEHHA E®EKTHUBHOCTI ®YHKIIOHYBAHHS
UNIX-MIOAIBHUX CHUCTEM» npuifHiTa pelakliclo HayKoBOro KypHaly «BicHHK
XepCcoHCHKOT0 HALIIOHAIBHOTO TeXHIYHOTO YHIBEPCHTETY» JUIsl po3MillieHHs y Ne 2 3a 2025 pik.

Jlupektop

Bunasuuuoro gomy «I enbBeTHKa» \ Oner 'OJIOBKO




JIOJIATOK B

JlictuHT IICCBAOKOAY 3aIIpOIIOHOBAHOI'O METOAY

START MonitoringSystem
INIT monitoring scripts
EVERY 5 min:
RUN “free', ‘vmstat , “uptime’
SAVE to /var/log/perf metrics.log
INIT crontab tasks
DAILY:
DELETE files in /tmp, /var/tmp
RUN ‘df -h°, “du -sh /var/*°
IF disk usage > threshold THEN
REMOVE oldest files from /var/log/
ENDIF
CHECK services [sshd]
IF service down THEN
RESTART service
ENDIF
INIT log analyzer
EVERY hour:
SCAN dmesg for errors
SCAN /var/log/syslog, auth.log, kern.log
FOR keywords [fail, error, panic, unauthorized]
IF found THEN
LOG to security alerts.log
SEND alert to admin (email/Telegram)
ENDIF
INIT notification dispatcher
IF alert generated THEN
FORMAT message with timestamp + error
SEND to:
— Email address
- Telegram Bot
— Monitoring System API
ENDIF
INIT weekly analysis
EVERY week:
PARSE /var/log/perf metrics.log
BUILD baseline using mean, stddev
IF deviation > threshold THEN

APPLY:
— renice high-CPU tasks
— lonice disk—-heavy processes
- background non-critical daemons
ENDIF

END MonitoringSystem



JIOJIATOK T

Jlictunr xony ¢aiay main.py 3acTOCyHKY aJisi MOHITopuHry OC

import traceback

from aiohttp import web
import ssl

import os

import asyncio

import time

from lib.config import config

from lib.machine import Machine

from lib.cache import Cache

from lib.optimizer import Optimizer

from lib.backend efficiency import backend efficiency

machine = Machine ()
cache = Cache()

working dir = os.path.dirname (os.path.realpath( file ))

async def get status():
1f cache.should update() :
info = await machine.get full info()
cache.update (info)
return cache.get ()

routes = web.RouteTableDef ()

@routes.get ("/")
async def index (request) :
return web.FileResponse ("html/index.html")

@routes.get ("/api/status")
async def api (request):

try:
return web.json response (await get status())
except:
report =
traceback.format_exc().replace(f"{working_dir}/", ")

return web.Response (text=report, status=500)
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@routes.get ("/api/processes") # Add a new endpoint for
processes
async def api processes (request):
try:
return
web.Jjson response (machine.processes.get processes())
except:
report =
traceback.format exc().replace (f"{working dir}/", "")

return web.Response (text=report, status=500)

@routes.get ("/api/backend efficiency")
async def api backend efficiency(request):
return web.Jjson response (backend efficiency.get metrics())

@web.middleware
async def redirector (request, handler):
try:
resp = await handler (request)
i1f config.get ("server", "enable cors"):
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resp.headers["Access-Control-Allow-Origin"] = "*"

return resp

except (web.HTTPInternalServerError, web.HTTPForbidden,
web.HTTPNotFound) :
raise web.HTTPFound (location="/")

@web.middleware
async def efficiency middleware (request, handler):

start = time.time ()
response = await handler (request)
elapsed = time.time () - start

backend efficiency.record request (elapsed)
return response

optimizer = Optimizer (
app|['optimizer task']
asyncio.create task(optimizer.monitor and optimize())

async def start optimizer (app) :
)

routes.static ("/", "html")

app = web.Application(middlewares=[redirector,

efficiency middleware])

app.logger.manager.disable = 100 * config.get ("misc", "debug")
app.add routes (routes)

app.on_startup.append(start optimizer)



81

ssl context = None

if config.get ("server", "domain"):

ssl context =
ssl.create default context (ssl.Purpose.CLIENT AUTH)

ssl dir = f"/etc/letsencrypt/live/{config.get ('server',
'domain') }"

pubkey = config.get ("server", "tls cert path")
if not pubkey:
pubkey = f"{ssl dir}/fullchain.pem"

privkey = config.get ("server", "tls key path")
if not privkey:

privkey = f"{ssl dir}/privkey.pem"
ssl context.load cert chain (pubkey, privkey)

def main() :
web.run_ app (

app,
host=config.get ("server", "address"),
port=int (config.get ("server", "port")),

ssl context=ssl context

if name == " main ":
main ()

import os
import psutil # TloTpiBHO momaTu mo requirements.txt
import asyncio

class Optimizer:
def init (self):
self.cpu threshold = 50 # Ilopir 3araHTaxeHHa CPU (%)
self.memory threshold = 50 # Ilopir BukOpmMCTaHHA nam'ATi

o°

(%)

self.network threshold = 100 * 1024 * 1024 # Ilopir
MepexeBoro Tpabiky (BamnT/cex)
self.cleanup interval = 60 # IHTepBajy OUMIEHHA (CeKyHH)

async def monitor and optimize (self):
while True:
await self.check cpu()
await self.check memory ()
awalt self.check network()
await asyncio.sleep(self.cleanup interval)



async def check cpu(self):
cpu usage = psutil.cpu percent (interval=1)
if cpu usage > self.cpu threshold:
print (f"High CPU usage detected: {cpu usage}5%.
Taking action...")
self.optimize cpu()

async def check memory (self):
memory = psutil.virtual memory ()
if memory.percent > self.memory threshold:
print (f"High memory usage detected:
{memory.percent}%. Taking action...")
self.optimize memory ()

async def check network(self):
net io = psutil.net io counters ()
if net io.bytes sent + net io.bytes recv >
self.network threshold:
print (f"High network traffic detected. Taking
action...")
self.optimize network()

def optimize cpu(self):
# [punMHEHHS HEaKTUMBHMUX [IPOLECiB
for proc in psutil.process iter(['pid', 'name',
'cpu percent']):
if proc.info['cpu percent'] < 1:
try:
proc.terminate ()
print (f"Terminated process
{proc.info['name']} (PID: {proc.info['pid']l})™)
except psutil.AccessDenied:
print (f"Access denied to terminate process
{proc.info['name']}"™)

def optimize memory (self) :
# OumMIeHHHA Kely
os.system("sync; echo 3 > /proc/sys/vm/drop caches")
print ("Memory cache cleared.")

def optimize network (self):
# i1 noms onTuMizauii mepexi (Hamnmpukal, OOMEXeHHS
WBMUOKOCT1)
print ("Network optimization not implemented yet.")

# Ina sanycky OnTuUMiszaTopa
async def main() :
optimizer = Optimizer ()
awalt optimizer.monitor and optimize ()

if name == " main ":
asyncio.run (main())
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from time import time

class Cache:

def init (self, seconds: int=1):
self.cache = None
self.seconds = seconds

0

self.updated

def get (self):
return self.cache

def should update (self):
t = time ()
diff = t - self.updated
if diff >= self.seconds:
self.updated = t
return True
return False

def update(self, cache):
self.cache = cache

import time
import threading
import psutil

class BackendEfficiency:
def  init (self):
self.request count = 0
self.total response time = 0.0
self.lock = threading.Lock ()
self.start time = time.time ()

def record request (self, response time):
with self.lock:
self.request count += 1
self.total response time += response time

def get metrics(self):
uptime = time.time() - self.start time
avg response = (self.total response time /
self.request count) if self.request count else 0
cpu = psutil.cpu percent ()

mem = psutil.virtual memory () .percent
return {
"uptime sec": uptime,

"requests": self.request count,
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"avg response time ms": avg response * 1000,
"cpu percent": cpu,
"memory percent": mem

}

backend efficiency = BackendEfficiency ()
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