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ДОДАТОК А 

Графічний матеріал кваліфікаційної роботи 
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ДОДАТОК Б 

Довідка про прийняття статті  

«Метод підвищення ефективності функціонування UNIX-подібних систем» 

до публікації в журналі «Вісник Херсонського національного технічного 

університету» 
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ДОДАТОК В 

Лістинг псевдокоду запропонованого методу  

 

 

1. START MonitoringSystem 

2. INIT monitoring_scripts 

   EVERY 5 min: 

       RUN `free`, `vmstat`, `uptime` 

       SAVE to /var/log/perf_metrics.log 

3. INIT crontab_tasks 

   DAILY: 

       DELETE files in /tmp, /var/tmp 

       RUN `df –h`, `du –sh /var/*` 

       IF disk_usage > threshold THEN 

           REMOVE oldest files from /var/log/ 

       ENDIF 

       CHECK services [sshd] 

       IF service_down THEN 

           RESTART service 

       ENDIF 

4. INIT log_analyzer 

   EVERY hour: 

       SCAN dmesg for errors 

       SCAN /var/log/syslog, auth.log, kern.log 

           FOR keywords [fail, error, panic, unauthorized] 

           IF found THEN 

               LOG to security_alerts.log 

               SEND alert to admin (email/Telegram) 

           ENDIF 

5. INIT notification_dispatcher 

   IF alert_generated THEN 

       FORMAT message with timestamp + error 

       SEND to: 

           – Email address 

           – Telegram Bot 

           – Monitoring System API 

       ENDIF 

6. INIT weekly_analysis 

   EVERY week: 

       PARSE /var/log/perf_metrics.log 

       BUILD baseline using mean, stddev 

       IF deviation > threshold THEN 

           APPLY: 

               – renice high–CPU tasks 

               – ionice disk–heavy processes 

               – background non–critical daemons 

       ENDIF 

7. END MonitoringSystem 
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ДОДАТОК Г 

Лістинг коду файлу main.py застосунку для моніторингу ОС 

 

 

import traceback 

from aiohttp import web 

import ssl 

import os 

import asyncio 

import time 

 

from lib.config import config 

from lib.machine import Machine 

from lib.cache import Cache 

from lib.optimizer import Optimizer 

from lib.backend_efficiency import backend_efficiency 

 

 

machine = Machine() 

cache = Cache() 

 

working_dir = os.path.dirname(os.path.realpath(__file__)) 

 

 

async def get_status(): 

 if cache.should_update(): 

  info = await machine.get_full_info() 

  cache.update(info) 

 return cache.get() 

 

 

routes = web.RouteTableDef() 

 

 

@routes.get("/") 

async def index(request): 

 return web.FileResponse("html/index.html") 

 

 

@routes.get("/api/status") 

async def api(request): 

 try: 

  return web.json_response(await get_status()) 

 except: 

  report = 

traceback.format_exc().replace(f"{working_dir}/", "") 

  return web.Response(text=report, status=500) 
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@routes.get("/api/processes")  # Add a new endpoint for 

processes 

async def api_processes(request): 

 try: 

  return 

web.json_response(machine.processes.get_processes()) 

 except: 

  report = 

traceback.format_exc().replace(f"{working_dir}/", "") 

  return web.Response(text=report, status=500) 

 

 

@routes.get("/api/backend_efficiency") 

async def api_backend_efficiency(request): 

    return web.json_response(backend_efficiency.get_metrics()) 

 

 

@web.middleware 

async def redirector(request, handler): 

 try: 

  resp = await handler(request) 

  if config.get("server", "enable_cors"): 

   resp.headers["Access-Control-Allow-Origin"] = "*" 

  return resp 

 

 except (web.HTTPInternalServerError, web.HTTPForbidden, 

web.HTTPNotFound): 

  raise web.HTTPFound(location="/") 

 

 

@web.middleware 

async def efficiency_middleware(request, handler): 

 start = time.time() 

 response = await handler(request) 

 elapsed = time.time() - start 

 backend_efficiency.record_request(elapsed) 

 return response 

 

 

async def start_optimizer(app): 

    optimizer = Optimizer() 

    app['optimizer_task'] = 

asyncio.create_task(optimizer.monitor_and_optimize()) 

 

 

routes.static("/", "html") 

app = web.Application(middlewares=[redirector, 

efficiency_middleware]) 

app.logger.manager.disable = 100 * config.get("misc", "debug") 

app.add_routes(routes) 

app.on_startup.append(start_optimizer) 
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ssl_context = None 

 

if config.get("server", "domain"): 

 ssl_context = 

ssl.create_default_context(ssl.Purpose.CLIENT_AUTH) 

 ssl_dir = f"/etc/letsencrypt/live/{config.get('server', 

'domain')}" 

 

 pubkey = config.get("server", "tls_cert_path") 

 if not pubkey: 

  pubkey = f"{ssl_dir}/fullchain.pem" 

 

 privkey = config.get("server", "tls_key_path") 

 if not privkey: 

  privkey = f"{ssl_dir}/privkey.pem" 

 

 ssl_context.load_cert_chain(pubkey, privkey) 

 

 

def main(): 

    web.run_app( 

        app, 

        host=config.get("server", "address"), 

        port=int(config.get("server", "port")), 

        ssl_context=ssl_context 

    ) 

 

 

if __name__ == "__main__": 

    main() 

 

 

import os 

import psutil  # Потрібно додати до requirements.txt 

import asyncio 

 

class Optimizer: 

    def __init__(self): 

        self.cpu_threshold = 50  # Поріг завантаження CPU (%) 

        self.memory_threshold = 50  # Поріг використання пам'яті 

(%) 

        self.network_threshold = 100 * 1024 * 1024  # Поріг 

мережевого трафіку (байт/сек) 

        self.cleanup_interval = 60  # Інтервал очищення (секунд) 

 

    async def monitor_and_optimize(self): 

        while True: 

            await self.check_cpu() 

            await self.check_memory() 

            await self.check_network() 

            await asyncio.sleep(self.cleanup_interval) 
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    async def check_cpu(self): 

        cpu_usage = psutil.cpu_percent(interval=1) 

        if cpu_usage > self.cpu_threshold: 

            print(f"High CPU usage detected: {cpu_usage}%. 

Taking action...") 

            self.optimize_cpu() 

 

    async def check_memory(self): 

        memory = psutil.virtual_memory() 

        if memory.percent > self.memory_threshold: 

            print(f"High memory usage detected: 

{memory.percent}%. Taking action...") 

            self.optimize_memory() 

 

    async def check_network(self): 

        net_io = psutil.net_io_counters() 

        if net_io.bytes_sent + net_io.bytes_recv > 

self.network_threshold: 

            print(f"High network traffic detected. Taking 

action...") 

            self.optimize_network() 

 

    def optimize_cpu(self): 

        # Припинення неактивних процесів 

        for proc in psutil.process_iter(['pid', 'name', 

'cpu_percent']): 

            if proc.info['cpu_percent'] < 1: 

                try: 

                    proc.terminate() 

                    print(f"Terminated process 

{proc.info['name']} (PID: {proc.info['pid']})") 

                except psutil.AccessDenied: 

                    print(f"Access denied to terminate process 

{proc.info['name']}") 

 

    def optimize_memory(self): 

        # Очищення кешу 

        os.system("sync; echo 3 > /proc/sys/vm/drop_caches") 

        print("Memory cache cleared.") 

 

    def optimize_network(self): 

        # Дії для оптимізації мережі (наприклад, обмеження 

швидкості) 

        print("Network optimization not implemented yet.") 

 

# Для запуску оптимізатора 

async def main(): 

    optimizer = Optimizer() 

    await optimizer.monitor_and_optimize() 

 

if __name__ == "__main__": 

    asyncio.run(main()) 
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from time import time 

 

 

class Cache: 

 def __init__(self, seconds: int=1): 

  self.cache = None 

  self.seconds = seconds 

  self.updated = 0 

 

 

 def get(self): 

  return self.cache 

 

 

 def should_update(self): 

  t = time() 

  diff = t - self.updated 

  if diff >= self.seconds: 

   self.updated = t 

   return True 

  return False 

  

 

 def update(self, cache): 

  self.cache = cache 

 

import time 

import threading 

import psutil 

 

class BackendEfficiency: 

    def __init__(self): 

        self.request_count = 0 

        self.total_response_time = 0.0 

        self.lock = threading.Lock() 

        self.start_time = time.time() 

 

    def record_request(self, response_time): 

        with self.lock: 

            self.request_count += 1 

            self.total_response_time += response_time 

 

    def get_metrics(self): 

        uptime = time.time() - self.start_time 

        avg_response = (self.total_response_time / 

self.request_count) if self.request_count else 0 

        cpu = psutil.cpu_percent() 

        mem = psutil.virtual_memory().percent 

        return { 

            "uptime_sec": uptime, 

            "requests": self.request_count, 
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            "avg_response_time_ms": avg_response * 1000, 

            "cpu_percent": cpu, 

            "memory_percent": mem 

        } 

 

backend_efficiency = BackendEfficiency() 

 

 


