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This document illustrates a considered approach for analyzing the security
considerations for components, systems and operational environments related to
Clinical ToT Data and Devices. The determination of wusefulness and
applicability of this approach and the viability of the resulting recommendations
for a specific component, device, system or operational environment is the joint
responsibility of the parties who engineer the systems and devices; the parties
who determine the suitability of components, devices and systems in a given
operating environment.

Cranmapt P2733 Bcranosmoe pamku 3 npuammmamu TIPPSS ([losipa,
Inentnanicte, Koudinenmiinicts, 3axuct, besmeka, besmeka) mma ganmx
kimiHigHOTO [HTepHETY peueit (IOT) Ta mepeBipkM Ta CyMICHOCTI TIPUCTPOIB.
Cromm Bxomath kimiHIgHI [OT Ta CyMICHICTB 13 CHCTEMaMu OXOPOHH 3J0POB s,
Bkirouatoun Enexrponni 3anucu 310pos's (EHR), Enekrponni meanuHi 3anucu
(EMR), 1 kmiatgai npuctpoi [OT, Ha mikapHIHAX TPUCTPOSX Ta MarOyTHI
MPUCTPOT Ta MAKIIOYSHI CUCTEMH OXOPOHH 310poB 4 [1].

Meroro maHoi poOOTH € aHami3 MIPKyBaHb O€3MEKH IS KOMIIOHCHTIB,
CUCTEM Ta OIEPaIllMHUX CEPEJOBHIN, IOB'S3aHUX 3 KIIHIYHAMH JaHUMH 1
MIPUCTPOSIMHU THTEPHETY PEUCH.

3IIOBMHCHUMH CY0'€KTaMM MOXXYTh OyTH abo moanm, abo TLIIO HE €
oco0amu, HaNMpUKIaj], KOMI'IOTepHI OO0TH, BIpyCH, XpoOakd TOIIO. 3JOBMHUCHI
cy0'eKTH 3A1MCHIOIOTH aTaKH Ha CBOI IIl. 3JIOBMHCHA ITOBEAIHKA 3a3BHYAM Mae
onvH 3 ABOX TUIAXiB: (1) 37IOBKMBAHHS MPOIECOM, TEXHOJIOTIEI0 ab0 NTaHWMHU
moneid; abo (2) BWKOPHWCTAHHA BPA3JIMBOCTCH 1 HEMONIKIB B JIW3AiiHI,
KoH(pirypairii 1 eKCruTyartairii MpuCTPOiB Ha K1 0a3yIOTHCS TPUCTPOT.

AHammiz Oe3meku CKIIaJaeThes 3 IepepaxyBaHHSA aTak, CICHApPIiB aTak,
KaMTaH1i aTak Ta OMIHKK PEJICBAHTHOCTI IUX aTak, CIEHAPIiB aTak 1 KaMIaH1A
aTaKk i KOHKPETHOTO TPHUCTPOIO, CHCTEMH Ta OMNEPAIIfHOTO CEPeIOBHINA.
AKTyajpHICTh Oy/b-SKOi aTaKu 3aCHOBAHA HA OIHIT CEPHO3HOCTI, HMOBIPHOCTI
Ta BIJTUBY aTakW HA mependadyBaHy OTMepaiiio 1 mepeadadyBaHuil pe3ysibTatr
pOOOTH KOMIIOHEHTA Ta CHUCTEMH.
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3MOBMUCHUK 3apaka€ TMPHUCTPOi 3 METOK MAaCOBOTO 3JI0MY TMPHUCTPOIB
JUTSL OTPUMAHHS JOCTYMY /IO BHYTPIMIHIX KOPTOPATUBHUX MEPEK VIS OTHOTO
3 HACTYITHUX:

— BCTAaHOBUTH TPOTPaMHE 3a0€3TMEUCHHS /T BUMAraHHs B KOPIIOPATHBHIM
MEPExI;

— IJTA BAJTyYCHHSI TaHUX,

— JJTA 3apaKEHHSA CHCTEM, ITI0 32 KOPITOPATHBHOIO MPOIIMBKOIO;

— 3JIOBMHCHE TIepeHacTpotoBana pucTpoiB [oMT mst maxpaiichkux 1TiIei.

[lpuknan mepemiky kammaHid Hamamie Ha KmiHIYHT cuctemu [OT:
MOPYIICHHAS JUTOBAX OTEpAIllid; MaxpalChkuii Cy0'eKT MPOHWKAE B KITIHIUHE
IoT-onepartiiiHe  CEepeOBHINE 3  METOKD  HETaTHBHOTO  BIUIMBY  HA
(dbyHKIIIOHYBaHHA OAHOro abo JACKLIbKOX Ol3Hec-mporeciB;, (piHaAHCOBUIMA
npuOyTOK depe3 BUMAaraHHA: IMaXpalChKuii Cy0'€KT TPOHWUKHYB Y KITIHIYHE
omeparttiine cepenosuiie [oT 3 MeTOO yTpUMaHHS MaHWUX IS TTOJATBIIIOTO
BUKYITy, KpadikKKa IHTEJIEKTyaJbHOI BJIACHOCTI: MIAXpalChkhuii CyO'eKT
MIPOHUKHYB y KIIHIYHE omepamiiiie cepenopume loT 3 meroro 3060py 1
BAJTyUEHHS MPOTPAMHOTO 3a0€3TMCUCHHS Ta ONIEPAIHHNX JaHUX.

Cuenapii aTaku:

— HecnpaBHUI 200 MOTAHO HAAIMTOBAHUN MPHUCTPIN Ma€ MOPTH, IMiATaH1
noctyny no Iateprery. Harinmene 3moBMHCHE mporpamHe 3a0e3nedeHHs
BHA3HAUAE Ta PO3IMI3HAE HOTO Ta 3apakae Horo;

— HecnipaBamii ab0 moraHo HanamToOBaHWN MPUCTPIA Mae TIOPTH, MiIIaH1
HagliiHOMY 3’€mHaHHIO. Haruiene 370BMHCHE TIporpamMHe 3a0e3nedeHHs
BH3HAUAE Ta PO3IMI3HAE HOTO Ta 3apakae Horo;

—IIK ab6o nHoOyrOyk y wMepexi skl OynM 3apakeHl 3JIOBMHCHUM
MporpaMHUM 3a0e3medeHAsM ad0 I1HIMAM YUHOM MIAAAI0ThCA PU3HKY. [loTiM
el TPUCTPIA BUKOPUCTOBYETHCS JJIA TOMTYKY BPa3JIMBUX MPUCTPOIB [2].
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