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NOAATOK A

I"pathiuHMIA MaTepian KeanigikayiinHoi po6oTn

Kadeapa EOM

KBanidikaujina pobora Ha TeMy:
Moaeni Ta MeToan niasuiLeHHs dyHkujoHyBaHug BIOS
KOMN’l0TEPHOI CUCTEMM

Bukonas: ¢r.rp Glm-20-1 3amuubkuid E.C.
KepiBuuk: gou. Nonybunynid [1.10.

Meta pobotu

Anaji3 6a3oBoi CHCTeMH BBeAESINIA-BUBEENIs, ii Kolihirypalii Ta IoKpamens
3aCTOCYHKa, AKH JTOTIOMArae TIepeBIPHTA CTaH KOH(ITYpariii cuctemMmn
KOPHCTYBada.

O6’exToM nocnimkeHHs € 6a30Ba cHcTeMa BBEeICHHA-BUBEIICHHS, il apXiTeKTypa,
(GyHKII1, Ta CTaH Oe3IeKn.

Pe3ypraroM Mae OyTH 3MEHIISHHA KUIBKOCTI 3JIOMIB Ta PO3YMIHHS KOPHCTyBada
II0JI0 MOXIMBHX BPa3JIMBOCTEH Y KOH(Iryparii.




Anania npobnemu

BIOS xomm’rotepn

HE?BI[KUP HCTaHHA
UEFI npu HasBHOCTI
“KomGiHoBaHmMiT”
PEXHM

Hambinrma

BIPOTLIHICTE 3T0MY

Auanis npobnemu

OHOBIICHHA

e PerymwipHicTs
OHOBIEHB
e IlimicHicTh

Kongiryparris

Fast/Quick boot
Secure boot
ITapoxs Juist
anMiHICTPYBAHHSA
CHCTEMOTD)
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National Vulnerability Database

2021 2020

Ha jianwit MomeHT OyI10 RusRIeHO 11 CTOCOBHO MHHYJIOTO POKY:
3momiB UEF] cuctemu, sixi . .
e Insufficient authenticity check
BKJIFOUAIOTE: , i
e Overwrite vulnerability

Adjacent access e (allback functions

Bufter overflow

Certificate validation

Boot logic

BIOS

PesyabTarn cTaTECTHKH 3JI0MiB 32 OCTaHHI pOKHA ]
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UEFI

PEi%y.]'ll)TﬂTH CTATHCTHKM 3JIOMIB 32 oCTanHI poKn

JE]
12
| I
2018

?
2019 2020 2021 2022

[porpamHuii Aoaatok
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[lepesipka KoHirypau,ii Ha piBHi OC

B ' Security check X

OuikyBaHa KoHQirypallis KopuctyBaya

Secure boot VBIMKHEHHI! 38 HASBHOCTI I ITPHUMKIT

Hemoxnsuil v BHIaaky “myo-cucteMm”
Fast boot .
Brvxuennii

OmnoBiieHHT KOPHCTYBaua PO HOBE OHOBIEHHS
Ornopnenig .
Perynapri oHOBICHHS

HasBHICT CTPOTOTO IIapoIIo 10 HATAIITYBaHb
koHpiTypartii




7

OuikyBaHi pe3ynbratv nepeBipku KoHirypauil

BucHoBku

B pe3ynsrari BUKOHaHHS KBali(iKariitHoi poboTh OyIl0 IpOBeIeHO aHAII3
MeToAIB yupasiiHHs komi'tworepiux cucreMm BIOS ta UEFI, sikuii BKio4aB y
ceOe mpuHITHIIH poOOTH 000X CHCTEM, pI3HHUI MiX cucTeMaMH. I1a ocHOBI
TIeTOJIIKIB O/IIICT 3 cHeTeM OyB OIMcal Iiepexi BLJI IICT CHCTEMH JI0 OLILIII 1TOBOi,
MOKpAaIeHHS HAJAITYBaHb KOH(ITypaIliif JaHUX CHCTEM, TA OHOBJIEHHS
MPOTPAMHOTO 3aCTOCYHKY 3a/UTS JIOMOMOTH 3RHYaifHOMY KOPUCTYRAYERI

MepPEeBIPKY HaBaJIMBIIINX HAJIAIITYBaHb 31 CTOPOHU KiDepOe3ImeKu.
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NOJATOK B

[MporpaMHuii Kog

5.1 OTpyMaHHA CUCTeMHOT IHopmaLLiT

6.1.1 Peanizauia knacy Sysinfo

include "sysinfo.h"

SysiInfo::Sysl nfo(QObject *parent)

:Q0bject(parent), infoObject(),
settings(""HKEY_LOCAL_MACHINE\\HARDWAREN\\DESCRIPTION\\System\\BI10S",
QSettings: :NativeFormat)

{
}

QString SysiInfo::cpuArchitecture() const

{

return
QString: :fromStdString(std: :string(infoObject.currentCpuArchitecture().tolLoca
18Bit().constbData()));

}

QString SysiInfo::product Type() const

{

return
QString: :fromStdString(std: :string(infoObject._prettyProductName() .tolLocal8Bit
() -constbata()));

}

QString Sysinfo::kernel Versi on() const

{

return
QString: :fromStdString(std: :string(infoObject.kernelVersion().toLocal8Bit().c
onstData()));

QString SysiInfo::product Nane() const

return
QString: :fromStdString(std: :string(settings.value("'SystemProductName",
"0") .toString() -toLocal8Bit().-constData()));

}

QString SysiInfo::bi osVersion() const

return QString::fromStdString(std::string(settings.value("'BIOSVersion",
"0") .toString() -toLocal8Bit().-constbData()));

}

QString Sysinfo::bi osVendor () const
{
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return QString::fromStdString(std: :string(settings.value(''BlI0SVendor",
"0") .toString() -toLocal8Bit().-constData()));

}

QString SysiInfo::bi osRel easeDat e() const

{
return
QString: :fromStdString(std: :string(settings.value(*'BI0SReleaseDate",
"0"™) .toString() -toLocal8Bit().constData()));
}

QString SysiInfo::netwr k() const

foreach(QNetworklInterface networklnterface,
QNetworklInterface: :allInterfaces())

{
if (networklnterface.flags().testFlag(QNetworklnterface::IsUp) &&
InetworkliInterface.flags() -testFlag(QNetworklInterface: : IsLoopBack))

foreach (QNetworkAddresskEntry entry,
networklInterface.addressEntries())

{
if ( entry.ip()-toString().-contains(".")){

return
QString: :fromStdString(std: :string(entry.ip() -toString() -toLocal8Bit().constD
ata(Q)) +
' &&&
+
std: :string(networklInterface.hardwareAddress() .toLocal8Bit().constData()));}}

13}

QString SysiInfo::cpul nfo() const
{

QProcess process_system;
QString cpu_output;

if(QSysiInfo::kernelType() == "winnt')
QString cpuname = "wmic cpu get name';

process_system.start(cpuname);
process_system.waitForFinished();

cpu_output = process_system.readLine();
cpu_output = process_system.readLine();
}
return

QString: :fromStdString(std: :string(cpu_output.toLocal8Bit().constData()));
}

6.2 Onuc iHTepdeicy 3acTocyHKa

6.2.1 Peanizauia hparmeHTy Main

MyFrame {
id: nyf

Flickable {



20}

anchors.fill: parent

contentHeight: control sCol utm_height
clip: true

bottomMargin: 50

}

Grid {
id: control sCol um

anchors{left: parent .left; right: parent .right;

columns: 2

spacing: 20

topPadding: 20

MyLabel {text: "Product name: ";}

Rectangle {
width: 550
height: nyText .contentHeight + 20
color: "transparent"
border {color: "turquoise'; width: 2}

Text {
id: nyText
anchors._fill:parent
font {family: "Helvetica"; pointSize: 15;}
text: sys.productType
color: "white"
leftPadding: 20
horizontalAlignment: Text.left
verticalAlignment: Text.AlignVCenter

MyLabel {text: "CPU architecture: ' ;}

Rectangle {

}

width: 550

height: nyText1.contentHeight + 10
color: "transparent"

border {color: "turquoise'; width: 2}

Text {
id: nyText1l
anchors._fill:parent
font {family: "Helveticeca"; pointSize: 15}
text: sys.cpuArchitecture
color: "white"
leftPadding: 20
horizontalAlignment: Text.left
verticalAlignment: Text.AlignVCenter

MyLabel {text: "0S version: " ;}
Rectangle {

width: 550

height: nyText 2_contentHeight + 10
color: "transparent"

border {color: "turquoise"™; width: 2}

Text {
id: nyText?2
anchors._fill:parent
font {Ffamily: "Helvetica'; pointSize: 15}
text: sys.kernelVersion

leftMargin:

80



}
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color: "white"

leftPadding: 20

horizontalAlignment: Text.left
verticalAlignment: Text.AlignVCenter

MyLabel {text: "BIOS vendor: * ; }
Rectangle {

}

width: 550

height: nyText 3.contentHeight + 20
color: "transparent"

border {color: "turquoise"™; width: 2}

Text {
id: nyText3
anchors._fill:parent
font {family:"Helvetica"; pointSize: 15}
text: sys.biosVendor
color: "white"
leftPadding: 20
horizontalAlignment: Text.left
verticalAlignment: Text_.AlignVCenter

MyLabel {text: "BIOS version: " ;}
Rectangle {

}

width: 550

height: nyText4.contentHeight + 10
color: "transparent"

border {color: "turquoise"™; width: 2}

Text {
id: nyText4
anchors._fill:parent
font {family:"Helvetica"; pointSize: 15}
text: sys.biosVersion
color: "white"
leftPadding: 20
horizontalAlignment: Text.left
verticalAlignment: Text.AlignVCenter

MyLabel {text: "BIOS release date: " ;}
Rectangle {

width: 550

height: nyText5.contentHeight + 10
color: "transparent"

border {color: "turquoise"™; width: 2}

Text {
id: nyText5
anchors.fill:parent
font {family:"Helvetica"; pointSize: 15}
text: sys.biosReleaseDate
color: "white"
leftPadding: 20
horizontalAlignment: Text.left
verticalAlignment: Text_.AlignVCenter



Row

11);

MyLabel {text: "CPU: " ;}
Rectangle {
width: 550
height: nyText 6.contentHeight + 10
color: "transparent"
border {color: "turquoise"™; width: 2}

Text {
id: nyText6
anchors.fill:parent
font {family:"Helvetica"; pointSize: 15}
text: sys.cpulnfo
color: "white"
leftPadding: 20
horizontalAlignment: Text.left
verticalAlignment: Text.AlignVCenter
}
}
MyLabel {text: "IP &&& MAC: " ;}
Rectangle {
width: 550
height: nyText 7.contentHeight + 10
color: "transparent"
border {color: "turquoise'™; width: 2}

Text {
anchors._fill:parent
id: nyText7

font {family:"Helvetica"; pointSize: 15}
text: sys.network

color: "white"

leftPadding: 20

horizontalAlignment: Text.left
verticalAlignment: Text.AlignVCenter

3}
{
id: nain_row
Xz 32
y: 524

spacing: 170
MyButton {

+
}

id: _btn_bi osCheck
text: "Check BIOS"
//button_ma.onClicked: msg_dial.open()
button_ma.onClicked: {
var conponent = Q .createComponent(**Popup.qgml™);
if (component .status === Component.Ready) {
var di al og = conponent .createObject(par ent ,{popupType:

di al ogConnecti on.target = di al og
di al og-show();}

Connections {

}

id: di al ogConnecti on
onVisibleChanged: {
if(1target.visible)
consol e.log(target.returnvalue);

MyButton {text: "Download"}
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MyButton {text: "About'"}
}

5.2.2 Peanizauia parmeHTy Features

MyFrame {
Flickable{
anchors._fill: parent
contentHeight: control sCol um.height
clip: true
Column{
id: control sCol um
spacing: 10
anchors{
left: parent .left
right: parent .right
margins: 5

Yourltem{ text: "+ Standard CMOS Features'; /*item_color:
"turquoise';*/ source: "Features_standard.gml'}

Yourltem{ text: "+ Advanced BIOS Features'; /*item_color:
"turquoise";*/ source: "Features_advanced.gml'}

Yourltem{ text: "+ Integrated Peripherals'; /*item_color:
"turquoise';*/ source: "Features_peripherals.gml'}

Yourltem{ text: "+ Power Management Setup'; /*item color:
"turquoise;*/ source: "'Features_powerSetup.gml™}

Yourltem{ text: "+ PnP/PCl Configurations'™; /*item_color:
"turquoise";*/ source: "Features_pci.gml'}

Yourltem{ text: "+ PC Health Status'; /*item_color:
"turquoise';*/ source: "Features_health.qml'}

Yourltem{ text: "+ Frequency/Voltage Control"; /*item color:

"turquoise";*/ source: "Features_voltage.gml™;}

ScrollBar.vertical: ScrollBar{}

}
}
5.2.3 Peanizauia parmeHty POST
MyFrame {
id: ny_frame
Flickable{

anchors.fill: parent
contentHeight: control sCol utm_height
clip: true

Column{
id: control sCol um
width: parent .width

spacing: 10
Text {
id: txt

//anchors {fill: parent; topMargin: 10;}
color: "white"
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text: BI10S BEEP CODES</u> <br><br>\nBelow are the AMI
B10S beep codes.
However, because of the wide variety of different computer manufacturers with
this BIOS, the beep codes may vary."

wrapMode: Text.WordWrap

font {bold: true; pixelSize: 15; }

height: Text.paintedHeight

leftPadding: 50

topPadding: 20

bottomPadding: 20

""<u>AMI

}
MyTableView {
id: tabl eView
width: ny_franme.width - 50
height: 888
model: ListModel {
id: |istMdel
ListElement {beep: "1 short'; description: "DRAM refresh
failure"}
ListElement {beep: "2 short"; description: "Parity circuit
failure"}
ListElement {beep: "3 short'; description: '""Base 64K RAM
failure"}
ListElement {beep: "4 short'; description: "System timer
failure"}
ListElement {beep: "5 short"; description: "Process failure'}
ListElement {beep: "6 short"; description: "Keyboard

controller Gate A20 error'}

ListElement {beep: "7
exception error'}

ListElement {beep: "8
Read/Write test failure'}

ListElement {beep: "9

short"; description: "Virtual mode

short"; description: "Display memory

short"; description: "ROM BIOS checksum
failure"}

ListElement {beep:
Read/Write error'}

ListElement {beep:

10 short'; description: "CMOS shutdown

"11 short"; description: ""Cache memory

error"

ListElement {beep: "1 long, 3 short"; description:
"Conventional/Extended memory failure'}

ListElement {beep: "1 long, 8 short"; description:

"Display/Retrace test failed"}
ListElement {beep: "Two-tone siren";
fan speed, voltage level issue”

description: "Low CPU

}

Text {
id: txt0
text: "<u>Award BIOS beep codes</u> <br><br>
Below are Award BIOS beep codes. However, because of the
wide variety of different
computer manufacturers with this BI0S, the beep codes may
vary."
color: "white"
wrapMode: Text.WordWrap
font {bold: true; pixelSize: 15; }
leftPadding: 50
topPadding: 50
bottomPadding: 20



}

MyTableView {
id: tableViewl
height: 470
width: ny_frame._width
model: ListModel {
id: |istMdell
//DELL beep codes
ListElement {beep: "1
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beep'; description: "BIOS ROM corruption or

failure"}
ListElement {beep: "2 beeps'; description: "Memory (RAM) not
detected"}
ListElement {beep: "3 beeps'; description: "Motherboard failure'}
ListElement {beep: "4 beeps'; description: "Memory (RAM)
failure"}
ListElement {beep: "5 beeps'; description: "CMOS battery
failure"}
ListElement {beep: "6 beeps'; description: "Video card failure"}
ListElement {beep: "7 beeps'; description: "Bad processor (CPU)"}
}
}
Text {
id: txtl
text: "<u>DELL BEEP CODES</u> <br><br>"
wrapMode: Text._WordWrap
color: "white"
font { bold: true; pixelSize: 15; }
leftPadding: 50
topPadding: 50
bottomPadding: 20
}

MyTableView {

is ok}

issue"’

id: tabl eView

height: 650

width: ny_frame._width - 50
model: ListModel {

id: |istMdel2

//1BM BIOS beep codes

ListElement {beep: "No beeps'; description: ""No power, loose
card, or short"}
ListElement {beep: "1 short"; description: "Normal POST, computer

ListElement {beep: "2 short"; description: "POST error, review
screen for error code"}
ListElement {beep: "Continuous beep'; description: "No power,
loose card, or short'}
ListElement {beep: "1 repeating short'; description: "No power,
loose card, or short'}
ListElement {beep: "1 long & 1 short'"; description: "Motherboard

ListElement {beep: "1 long & 2 short"; description: "Video
(Mono/CGA display circuitry) issue'}
ListElement {beep: "1 long & 3 short"; description: "Video (EGA)
display circuitry"}
ListElement {beep: "3 long"; description: "Keyboard or keyboard

card error'}

circuitry"}

ListElement {beep: "Blank display'; description: "Video display

}
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Text {
id: txt2
text: "<u>1BM BIOS beep codes</u> <br><br>
Below are general IBM BIOS beep codes. However, because of
the wide
variety of models shipping with this BI0S, the beep codes
may vary."
color: "white"
wrapMode: Text.WordWrap
font { bold: true; pixelSize: 15; }
leftPadding: 50
topPadding: 50
bottomPadding: 20
}

MyTableView {

video error
display any

id: tabl eVi en3

width: ny_frame._width - 50

height: 350

model: ListModel {

id: |istMdel 3

ListElement {beep: "1 long, 2 short"; description: "Indicates a
has occurred and the BIOS cannot initialize the video screen to
additional information'}

ListElement {beep: "1 long, 3 short"; description: "Video card

not detected (reseat video card) or bad video card"}

problem™}

ListElement {beep: "Repeating endlessly.’; description: "RAM

ListElement {beep: "Repeated high frequency beeps while PC is

running'; description: "Overheating processor (CPU)"}

frequency"';

}

ListElement {beep: "Repeated beeps alternating high & low
description: "lIssue with the processor (CPU), possibly damaged'}

Text {

}

id: txt3

text: "AMI BIOS BEEP CODES™

color: "white"

font {underline: true; bold: true; pixelSize: 15; }
leftPadding: 50

topPadding: 50

bottomPadding: 20

ScrollBar.vertical: ScrollBar{}

1}

6.2.4 Peanizauia pparmeHty FAQ

MyFrame {

Flickable{
anchors.fill: parent
contentHeight: control sCol unm.height
clip: true
Column{

1d: control sCol um
spacing: 10
anchors{
left: parent .left
right: parent .right
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margins: 5

}

Yourltem{ text: "Kak 3aiitu B BI0S?'; source:
IIQ1 . qm I ll}

02 qml™}

Yourltem{ text: "Kak c6bpocutb BIOS?'"; source:

Yourltem{ text: ""He paboTaeT kKnasuatTypa npu
3anycke KowmnbkTepa?'; source: "Q3.gml™}
Yourltem{ text: '"He 3anyckaetca Windows?'; source:

"Q4.gml*}

Yourltem{ text: "TlOCTOAHHO cOumBaeTCs BpeMsA Ha
KoMnblTepe?'; source: "Q5.gml™}

Yourltem{ text: "KomnbTep He BUAUT Mbilb?"";
source: "Q6.gml'"}

Yourltem{ text: "XecTKuii gNCK u3gaeT 3BYKu?";
source: "Q7.gml"}

}

ScrollBar.vertical: ScrollBar{}

1}



