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Abstract  
The article considers the issues of digitalization of Ukrainian industry. The experience of 
European countries in the formation of digitization policies at the national level is analyzed, as 
well as the first results of the implementation of such policies are evaluated. Prospects for the 
development of digital technologies in the industry of Ukraine are considered. It is noted that 
the main challenges to digital development are the high level of corruption in the country, 
external threats, political risks, low level of investment by foreign investors. The impact of the 
pandemic on the growth of the information technology sector in Ukraine is also assessed. Thus, 
the development of Ukraine's digital economy is a crucial factor for the success, 
competitiveness of Ukrainian business on the global market, as well as for attracting investment 
to the country. But also a necessary condition is the state support of digitalization processes 
without attempts of over-regulation.  
Keywords    
Digitalization, industry 4.0, productivity, IT sector, COVID-19 pandemic, cybersecurity. 
 

1. Introduction 

Digitalization becomes the frontier of 
innovations in industry and social services. All 
countries at global level provided actions to 
improve their digital development. The global 
economy is rapidly becoming digital. Information 
and Communications Technology (ICT) is no 
longer a specific sector but the foundation of all 
modern innovative economic systems. The 
Internet and digital technologies are transforming 
production process worldwide. Industry 4.0 or 
Manufacturing Internet of Things (IoT) systems 
connect the components of a production process 
in a factory. Their purpose is to enable “smart 
manufacturing”. In smart factories, cyber-
physical systems monitor physical processes and 
make decentralized decisions. Via their IoT 
connection, these cyber-physical systems can 
communicate and cooperate with each other and 
with humans in real time. Connected devices 
include manufacturing equipment and robots. 

 That is why it is important to analyze the 
current perspectives of Ukrainian business sector 
in digitalization global processes.  

In this paper we analyze the digitalization 
trends in EU members, including digital industry 
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policies and summarize the main perspectives and 
challenges for Ukraine in global digital 
production. It is also important to conduct an 
impact of COVID-19 pandemic in intensity of 
digitalization worldwide and in Ukraine. 

2. Current tendencies in Digital 
industry policies  

Three industrial revolutions have led to 
changes in the domain of manufacturing – 
mechanization through water and steam power, 
mass production in assembly lines, and 
automation using information technology. 
However, over the past years, industries together 
with researchers and policy makers worldwide 
have increasingly advocated an upcoming fourth 
industrial revolution. 

Scientists pay a lot of attention to the impact of 
information technology and digitalization on 
economic development.  

C. Foster & S. Azmeh [8] investigated national 
digital policies, with a focus on China, they 
proved that these policies often aim at facilitating 
global integration and linkages.  

Author's analysis shows that, under certain 
conditions, more interventionist approaches can 
be vital in countering structural challenges, such 
as power of digital platforms, limitations of 
domestic digital firms, limited ability to leverage 
digitalization for broad-based national 
development. 
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Bart Van Ark et al. [1] confirmed that in the 
90s of XX century, European economies were not 
able to utilize the potential of the digital economy 
so effectively as Canada or United States, mostly 
due to the restrictive regulations, that made the 
obstacles to a quick proliferation of the digital 
economy infrastructure in the sectors that were the 
users of ICT. 

Biagi F. [2] provides literature review 
concerning ICT and productivity. The author 
concludes that ICT had a major role in the U.S. 
productivity acceleration observed in the period 
1995-2005. Biagi also pointed out, that ICT is 
largely responsible for the divergence in 
productivity paths observed between 1995 and 
2005 for the U.S. and the E.U. 

T.Polozova et al [22] analyzed digital gaps 
between EU-members and found out, that 
Scandinavian countries has greater digital potential 
than Eastern and Central Europe countries. 

World Economic Forum [20] and authors of 
Network Readiness Index 2020 [17] put attention 
to the importance of digital development for 
readiness of future production and post-COVID 
recovery. 

Literature review shows the actuality of 
digitalization problem and importance of digital 
progress for economic development. But COVID-
19 consequences on digitalization are less 
investigated due to short period of time for 
studying effects of pandemic on digital 
development. Also the results of digitalization in 
Ukrainian industrial sector did not receive 
sufficient coverage in economic press. That is 
why it is actual to analyze digital development in 
Ukraine business sector and attempts to activate 
digitalization by different state agencies.  

2.1. Digital Industry in European 
Union  

In recent years, the European has paid a lot of 
attention to the development of digital technology 
in Industry 4.0 under the slogan "Advanced 
Production". The formed working group, 
established in 2013, presented a working 
document [10], which mainly addressed the 
problem of reducing the share of industrial 
production in the GDP of the European Union. 
European Commission emphasized that digital 
technologies such as cloud computing, big data, 
the new industrial Internet, applications, smart 
factories, robotics and 3D printing had become 
prerequisites for increased productivity in the 
industry of the EU. The European Commission 
has identified three objectives to support the 

development of digital technologies [10]: faster 
commercialization of advanced production 
technologies; reducing the deficit of demand for 
advanced production technologies; promotion of 
advanced production skills. 

However, the relative contribution of industry 
to the EU economy is declining. Over the last 40 
years, the European economy has lost  one third 
part of its industrial base. By the third quarter of 
2014, the value added of production in the EU 
economy was only 15.3% of total value added, 
which is 1.2 percentage points less than at the 
beginning of 2008. This "deindustrialization" is 
common to all developed economies, in part due 
to increased production in other parts of the world 
(including China), the relocation of labor-
intensive labor to lower labor costs, and 
participation in global supply chains with 
suppliers outside the EU. Moreover, the growing 
services sector accounts for an increasing share of 
the overall European economy, leading to a lower 
relative share of industry [10]. 

Large investments are needed for companies to 
move to Industry 4.0. It is projected, that by 2020 
Germany alone will need € 40 billion a year. 
These investments may be unaffordable for small 
and medium-sized enterprises (SMEs). Therefore, 
in 2014 a new EU research program "Horizon 
2020" was launched - by 2020 the Commission 
planned to allocate 77 billion Euros of funding, 
including 24.4 billion Euros for "research 
excellence" and 17 billion Euros for industrial 
innovation and so-called key technologies [10]. 

The concept of i4.0 is based on linkage of 
virtual and physical parts of business processes 
along a supply chain. The virtualization is gained 
by Internet of Things (IoT), Internet of Services 
(IoS) and Internet of people (IoP). [20]. 

The European manufacturing industry is 
responsible for 15% of GDP. Countries with an 
especially large manufacturing sector include 
Germany and Ireland, as well as various Eastern 
European countries. However, for a market to be 
promising for Industry 4.0 services it also needs 
to be ready for these techniques. This depends on, 
for example, production process maturity, degree 
of automation, degree of innovation, industry 
openness and internet use [10]. 

Industry 4.0 readiness is considerably greater 
in western and northern Europe than in other parts 
of Europe. As the founder of the movement, 
Germany scores particularly high. 

National Industry 4.0 initiatives in European 
Union have yielded numerous qualitative and 
quantitative results at the country level. 

For example Germany since 2010 has 
contributed € 200 million to the Industrie 4.0 
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initiative (one of ten projects under the German 
High Technology Strategy 2020 Action Plan) to 
encourage the development of "smart factories" 
[12]. 

The United Kingdom has initiated several 
policies to make production more sensitive, more 
sustainable, more open to new markets and more 
dependent on skilled workers. The most well-
known are high-value production centers, called 
"catapult centers", which help companies to gain 
access to research and experience in specialized 
areas such as advanced production and innovation 
processes. The goal of these centers, which have 
received more than £200 million in public funding 
since 2011, is to double the contribution of 
production to GDP (about 10% in previous 
decades) [12]. 

In April 2015, France launched the Industry of 
the Future plan (Alliance pour l'Industrie du 
Futur) to set up demonstration centers to 
demonstrate new products and services. This 
program has implemented more than 800 loans to 
companies and drawn up 3,400 business plans, 
while the Swedish P2030 project has financed 30 
projects involving more than 150 companies [12]. 

In Poland the Future Industry Platform was 
announced as part of the Responsible 
Development Plan (‘Morawiecki Plan’) by the 
Ministry of Finance and Development in 2016 [7]. 
Providing industrial financing over a 25-year 
period, the Morawiecki Plan pursues an agenda of 
reindustrialisation through new partnerships, 
export-oriented support measures and 
comprehensive regional development. With a 
total planned investment of €235 billion over the 
next 25 years, the Plan seeks to unleash the 
potential of the economy to achieve development 
that improves the quality of life in Poland [21]. 

Průmysl 4.0 (Industry 4.0) is a national 
initiative aiming to maintain and enhance the 
competitiveness of the Czech Republic in the 
wake of the Fourth Industrial Revolution. The 
national innovation fund (€1.87 million) brings 
together financial resources from the European 
Structural and Investment Funds, and additional 
€1.2 million from the private sector and it is 
considered as a possible source of a refundable 
form of financial support, of which part would be 
reinvested in the new projects [3]. 

European experience in the operation of 
programs to support the development of 
digitalization in industry can serve as a basis for 
modernizing the industrial base of the Ukrainian 
economy and to create an action plan to support 
the development of innovation and advanced 
technologies. Analysis of digitalization processes 
and their regulation in EU-members can be basis 

for comparing digitalization intensity in Ukraine 
and European countries.  

To investigate impact on digitalization 
processes on economic development and labor 
productivity such data were used: cross-section 
data for European Union countries (EU-28), 
published by statistical office of the European 
Union [11]; Digital Economy and Society Index 
(DESI) [5], KOF Globalization Index [14], the 
Global Competitiveness ranking [6-7]. 

On the basis of EU-28 data for 2015-2020 the 
correlation between DESI index and labour 
productivity was found (fig. 1) 

 

 
Figure 1: Relation between DESI Index and 

Labour Productivity level for EU-28 countries  
Source: constructed by authors 
 
Also on the base of EU-data with the data of 8 

global countries (USA, China, Korea Rep., Japan, 
Australia, Canada, Norway and Brazil) the 
influence of digital development on improvement 
of country’s competitiveness ranking was studied 
(Fig. 2) 

 

 
Figure 2: Correlation between DESI 

International Index and Global Competitiveness 
Index 

Source: constructed by authors 
 
Due to multiple regression  modeling on the 

base of EU-members and 8 global competitors 
(USA, China, Korea Rep., Japan, Australia, 
Canada, Norway and Brazil) on the newest 
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available data (KOF Globalization Index, revised 
in 2020, is based on 2018 data) such equation was 
received:  

 
IDESIKOFCOMP _537.0213.034.28   (1) 

 
where COMP - Global Competitiveness Index 

[6-7]; 
KOF – KOF Globalization Index [14]; 
DESI_I - DESI International Index [5] 
 
Multiple regression modeling proved that 

together International DESI and KOF Index 
provide significant impact on the value of global 
competitiveness score, due to second multiple 
regression model. The multiple correlation 
coefficient regression models is above 0.84 that 
prove the significant quality of results. Adjusted 
coefficient of determination (R-square) is about 
0,70: we include significant factors, that allows to 
explain the most part of variability of dependent 
variables, the rest 30% of variety is explained by 
residuals.  

The further investigations need to find 
additional factors to increase the quality of 
regression results. Also additional studies are 
need to measure the impact of digital technologies 
on post-pandemic recovery to international 
business, international trade and transforming of 
global value chains into some "new normal" form.  

Future studies, possibly with longer time 
series and another methodical approach, should 
better explore the interaction of digitalization with 
indicators of labor market (such as education, 
structural change, labor demand, human capital 
rating) and allows to explain differences between 
European countries towards digitalization 
policies.  

 

2.2. Digital Challenges in Ukraine 

In Ukraine, the regulatory framework for the 
development of the high-tech industry is 
represented by the following documents: draft 
order of the Cabinet of Ministers of Ukraine "On 
approval of the strategy for the development of 
high-tech industries until 2025 and approval of the 
Action Plan for its implementation" [19]; Action 
plan for the implementation of the strategy for the 
development of high-tech industries until 2020 
[18]; orders of the Cabinet of Ministers of Ukraine 
"On approval of the Concept of development of 
the digital economy and society of Ukraine for 
2018-2020 and approval of the action plan for its 
implementation" [19], "Digital Agenda of 
Ukraine 2020" [4], Strategy on integration of 

Ukraine into the European Union Digital Single 
Market (“Roadmap”), prepared by Ministry of 
Digital transformation of Ukraine [16]. 

The concept of the Strategy for the 
Development of the High-Tech Industry until 
2020 also envisages the development of an 
export-oriented innovation ecosystem, 
implementation of a program to involve world 
high-tech leaders in production and R&D 
developing in Ukraine and promotion of new 
technologies among young people (High-Tech 
Nation) [7]. 

The “Digital Agenda 2020” project defines 
the main goals of digitalization in Ukraine as: 
stimulating the economy and attracting 
investments; laying the foundations for the 
transformation of sectors of the economy into 
competitive and efficient ("digitalization" of 
business); availability of digital technologies; 
creating new opportunities for the realization of 
human capital, development of innovative, 
creative and "digital" industries and businesses; 
development and world leadership in the export of 
"digital" products and services. The document 
also identifies the necessary steps for the 
digitalization of Ukraine in the fields of health, 
infrastructure, ecology, e-commerce, e-
government, etc. [4]. 

According to experts’ opinion from the 
initiative "Digital Agenda of Ukraine" [3], to 
reach a GDP of 1 trillion USD in 2030, it will take 
3-4 years to actively stimulate the penetration of 
technology and innovation into the economy of 
such sectors that could potentially show 
significant growth, namely: mechanical 
engineering; military-industrial complex; 
transport and logistics; agricultural sector; food 
and processing industry; woodworking; 
metallurgy. 

Also Digital Agenda of Ukraine initiative 
experts pointed out, that digitalization can brings 
such effects for Ukrainian business [4]: 

– growth of high-tech segments up to 20% per 
year; 

– increase of production capacity - up to 60%; 
– an increase in the number of orders 

executed on time - up to 95%; 
– reduction of stocks - up to 20%; 
– increase of efficiency of installed 

equipment - up to 15%; 
– reduction of equipment downtime - up to 

22%; 
– savings in procurement costs - up to 30%; 
As for machine-building industry, due to 

digitalization production lines will reconfigure 
themselves automatically in order to optimize 
productivity. Some of that will be driven from 
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above, with production lines responding 
dynamically to new or amended production 
orders, tying in seamlessly with logistics and the 
wider business. Some will be driven from the 
product itself, communicating with the line to 
determine the optimal route through the 
production process. For example, if there is a 
bottleneck at some point the production line, the 
product will recognize this and look to see if there 
are other processes that might be accomplished 
first, and instruct the line to reroute its progress 
[4]. 

High developed traditional sectors can be a 
good basis for providing elements of 
digitalization. For Ukraine, machine building is 
one of the most priority and export oriented 
industries, where it already has world recognition. 
At the same time, our enterprises are critically in 
need of modernization and construction of 
modern digital models in management. Therefore, 
the sooner the machine-building enterprises will 
understand the importance of the development 
and implementation of: enterprise resource 
planning systems, supply chain management 
systems, production process control systems  and 
other enterprise management systems, the sooner 
Ukraine will take a step towards a strong industry. 

Digital Agenda argues why now and in the 
next 5 years in Ukraine there are no conditions for 
any positioning among the leaders - the advanced 
20-30 post-industrial countries in the world. 
Instead, Ukraine can be at least a regional leader 
in the field of complex and science-intensive 
engineering services as [4]: 

 programming in the field of industrial 
high-tech / creation of new software products, 
including new technologies 4.0; 

 design (electrical, mechanical, electronic, 
technological, construction, etc.); 

 industrial automation and complex 
engineering (including commissioning of 
industrial facilities); 

 development and production of complex, 
small-batch or unique products. 

Special attention should be paid to the 
creation of industrial clusters with the presence of 
high-tech areas, such as: robotics; bioengineering; 
3D printing; artificial intelligence with a focus on 
the world market [4]. 

In analytical report [15], prepared on request 
of the Ministry of Digital Transformation of 
Ukraine, Composite Digitalization Index and 
Digital Services Trade Restrictiveness Index for 
Ukraine for 2016-2018 was calculated. The 
results of the calculation of the Digitalization 
Index show that the current level of digital 

development in Ukraine is far below the EU 
average and  behind the new EU Member States.  

The dynamics of the Digitalization Index in 
2016-2018 indicates a widening in the gap 
between Ukraine and the EU over this period. In 
particular, the digitalization of the neighboring 
EU countries has grown faster than that of 
Ukraine. As a result, Ukraine has lost traction 
even compared to the EU countries with the 
lowest the Digitalization Index (Croatia, Bulgaria, 
and Romania) (Fig. 3)[15]. 

 

 
Figure 3: Comparison of the Digitalization 

Index of Ukraine and EU countries, 2018 [15] 
 
Also authors of the  report [15] had found out 

that the level of digital services trade 
restrictiveness in Ukraine is much higher than the 
EU average. For Ukraine, most barriers and 
regulatory differences in the digital sphere are 
related to cross border electronic payments and 
settlements, protection of intellectual property 
rights on the Internet, lack of practical 
mechanisms for the application of the electronic 
digital signature in foreign trade contracts, lack of 
mutual recognition of electronic identification and 
electronic trust services between Ukraine and 
major trading partners. 

A case of successful digitalization of 
domestic machine-building enterprise is 
represented by state enterprise “FED” (Kharkiv) 
[13]. In 2011, the company launched a large-scale 
project on the implementation of an automated 
system for planning, accounting and analysis of 
Enterprise Resource Planning (ERP) business 
processes. And in 2013, FED launched a new 
project for the implementation of information 
technologies. Digital transformation of the 
business using the elements of Industry 4.0 helped 
the enterprise to increase the capacity of the 
equipment and improve delivery time. The first 
results of implementation were obtained during 
the year. Stability and reliability in terms 
management already then allowed the enterprise 
to guarantee the fulfillment of new orders from the 
world's leading aircraft manufacturers in the 
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amount of more than hundreds of millions of 
dollars [13]. 

However, the development of the digital 
economy depends largely on the regulatory policy 
of the state and the creation of favorable 
conditions for all major stakeholders - innovators, 
investors, corporations. The field where the state 
can influence is quite wide - from legal protection 
to direct funding. The main tasks of the state on 
the way to the digital economy are: standards - 
significantly increased efficiency and 
productivity of all staff. 

 

2.3. Impact of COVID-19 Pandemic 
on Digital Development in Ukraine 

The IT sphere in Ukraine is one of the most 
dynamic and promising. It has long been called 
the locomotive of the Ukrainian economy. In 2018 
alone, IT services brought almost UAH 10 billion 
in taxes to the Ukrainian budget. 

However, the Covid-19 pandemic has made 
adjustments to the development of information 
technology around the world. Many clients of IT 
companies before the start of quarantine in 
anticipation of the crisis cut all their capital 
expenditures on IT solutions, leaving only 
operating. That is, they decided to abandon 
investment in "hardware", physical IT solutions, 
such as servers and data warehouses, in favor of 
services under the model of licenses [23]. 

But according to expert opinions [15,23], the 
IT sector in Ukraine has suffered less than other 
industries. In Ukraine, more than 1,600 
companies provide IT services. A feature of this 
industry is also the presence of a large number of 
self-employed professionals. Outsourcing has 
suffered the most in the field of information 
technology, especially that related to tourism. 
Companies focused on team optimization, 
operating costs, and business processes. Most IT 
professionals worked at home. Exceptions were 
technical specialists who ensure the operation of 
the company's infrastructure. 

One of the negative factors that significantly 
affected the industry was that the field of 
information technology in Ukraine focused on 
customers in Western countries, actively growing 
with them. Now that these countries are 
experiencing a decline in production, the 
Ukrainian IT industry may also face a drop in 
orders. 

Another response to the Covid-19 pandemic 
experience in the medium term is to increase the 
use of machines, robots and other digital 

technologies in production processes. By 
replacing human labor, automation and robotics 
reduce dependence on it. This trend is already in 
full swing, as digital technologies significantly 
increase productivity and reduce costs. The use of 
such technologies to increase resilience to crises 
affecting production is an additional incentive. 
However, not all industries and companies have 
the same opportunities to use digital technology to 
reduce their vulnerability to crises. 

The COVID-19 pandemic, among other 
things, has raised up cybersecurity issues, as crisis 
situations have traditionally provoked the 
intensification of various hacker groups. The main 
factors that potentially contributed to the increase 
in destructive cyberactivity were: an increase in 
the number of potentially vulnerable connections 
that could compromise information or the 
organization itself or its employees; 
intensification of electronic payments, which 
causes increased attention of cyber criminals to 
fraudulent activities; increase in the number of 
phishing attacks - increase in fake emails (with 
malware attachments) and fake sites (to collect 
personal and banking information of citizens); 
further escalation of panic may be one of the goals 
of influence operations by other states that may 
wish to take advantage of the situation [23]. 

The biggest potential danger can be a rapid 
increase in the number of employees who work 
remotely and use IT for this purpose - often such 
people do not have the appropriate skills, and the 
state of cybersecurity of home devices is not too 
high. This leads to a potential increase in the 
number of cyber incidents (including acts of cyber 
espionage and compromising information). 

Some organizations have completely 
abandoned cybersecurity tools and policies in 
order to somehow continue their activities. 

Although the future is uncertain and no one has 
a clear idea about what the "new normal" state 
looks like, there is a high probability that many IT 
companies will look for an acceptable format of 
work, combining remote form, online meetings, 
team meetings in the office at a certain time. 

In a changing environment, those who best 
adapt to new conditions win. This is especially 
true of the leading sectors of the IT sector, which 
must meet the needs of business in the 
organization of online and remote work, and 
society in the organization of interpersonal 
communications, education and entertainment. 

3. Conclusions 

The development of Ukraine's digital economy 
is a crucial factor for the success, competitiveness 
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of Ukrainian business on the global market, as 
well as for attracting investment to the country.  

An important aspect: thanks to the introduction 
of the digital economy, small and medium-sized 
businesses have became global. Ukrainian 
companies can integrate into international value 
added networks, some of them are already 
successfully implemented. This is a way to 
increase exports and produce more complex and 
value added products. Such way Ukraine can 
significantly diversify country’s export structure 
and geography.  

Ukraine’s integration into the EU’s digital 
single market is a tool to facilitate Ukraine’s 
digitalization in line with European and 
international standards. Approximation of 
Ukrainian legislation and standards to EU 
legislation and standards will reduce regulatory 
differences between Ukraine and the EU in the 
digital sphere and accelerate Ukraine’s digital 
development.  

As the role of digital technologies in 
international trade and economy is getting 
increasingly more significant, Ukraine is 
interested in integrating into the European digital 
space, because the development of Ukrainian 
trade and economy as a whole depends on it in all 
areas of economic activity. 

Digital development in Ukraine should be 
based on high-developed Ukrainian IT sector. 
Ukraine has high chance to repeat the success of 
the domestic IT sector and become at least a 
regional leader in complex and high-tech 
engineering services as  programming in the field 
of industrial high-tech,  design (electrical, 
mechanical, electronic, technological, 
construction, etc.); industrial automation and 
integrated engineering (including the 
commissioning of complex industrial sites), 
development and production of complex, small-
scale or unique products.  

More than 100 companies on the Fortune 500 
list are clients of Ukrainian IT firms Cisco, IBM, 
Atlassian, Travelport, OpenText, Fluke 
Corporation, Oracle, Boeing. Jooble, 
DepositPhotos, Grammarly, GitLab, PetCube, 
Mobalytics, Preply, Attendify are only a few of 
the big names that got started in Ukraine. Global 
market leaders have already shown their interest 
in  Ukrainian startups which lead to a number of 
big acquisitions.  Concentrating on such areas 
makes the most of the existing strengths of 
Ukraine and preserves the engineering schools at 
the corporate level and the state system of 
technical higher education. The impact of the 
COVID-19 pandemic on the global economy 
could provide an additional incentive for 

companies to make greater use of digital 
technologies. Digital solutions can compensate 
the employee’s remote work, their 
communication and team working. 
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