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Abstract 
 

A set of innovative scientific and technological 

solutions, including for solving social, human, 

economic and environmental problems associated with 

creation and use of a cloud for monitoring and 

management is developed. All of these technologies 

and tools are integrated into the automaton model of 

real-time interaction between monitoring and 

management clouds, vehicles and road infrastructure. 

Each car has a virtual model in a cyberspace - an 

individual cell in the cloud, which is invariant with 

respect to drivers of vehicles. 

 

1. Introduction 
 

Where does it go real cyber world? Corporate 

networks, personal computers, as well as individual 

services (software), go to the "clouds" of a cyberspace, 

which have an obvious tendency to partition the 

Internet for specialized services, Fig.1. If today 4 

billion users are connected in the Internet (1 zettabytes 

= 
7021 210 = bytes) by means of 50 billion gadgets, in 

five years each active user will have at least 10 devices 

for connecting in cyberspace. Use of personal 

computers without replicating data to all devices 

becomes impossible. But even simple copying requires 

more non-productive time for servicing systems and 

projects, which can reach 50% if several devices or 

servers with identical functions are available. 

Unprofessional (bad) service of such equipment creates 

problems reliable data retention, as well as 

unauthorized access. Also, there is a problem of remote 

access to the physical devices when migrating users in 

the space, and obtaining the necessary services and 

information from gadgets left at home or in the office 

is difficult. Economic factor of effective use of 

purchased applications installed in gadgets and 

personal computers, force the user to give up their 

purchase in favor of almost rent free services in the 

clouds. All of the above is an important argument and 

undeniable evidence of imminent transition or the 

outcome of all mankind to cyberspace of virtual 

networks and computers, located in reliable service 

clouds. Advantages of the virtual world lie in the fact 

that the micro-cells and macro-networks in the clouds 

are invariant with respect to numerous gadgets of each 

user or corporation. Cloud components solve almost all 

of the above problems of reliability, safety, service and 

practically don't have disadvantages. So far as the 

corporations and users go to the clouds, protection of 

information and cyber components from unauthorized 

access, destructive penetrations and viruses is topical 

and market appealing problem. It is necessary to create 

a reliable, testable and protected from the penetrations 

cyberspace infrastructure (virtual PCs and corporate 

networks), similar to currently available solutions in 

the real cyber world. Thus, each service being 

developed in the real world should be placed in the 

appropriate cloud cell that combines components 

similar in functionality and utility. The above applies 

directly to the road service, which has a digital 

representation in cyberspace for subsequent modeling 

all processes on the cloud to offer every driver quality 

conditions of movement, saving time and money. 

The goal of the project is improving the quality and 

safety of traffic through creating intelligent road 

infrastructure, including clouds of traffic monitoring 

and quasi-optimal motion control in real-time by using 

RFID-passports of vehicles, which allow minimizing 

the time and costs of traffic management and creating 

innovative scientific and technological solutions of 

social, humanitarian, economic and environmental 

problems of the world. 

2. System model 

Automaton model of cloud and vehicles interaction 

is shown in Fig. 1, where the cars send on-line their 

identifiers (personal data), the motion parameters and 

the current coordinates to the cloud, and in return 

receive in real-time services of optimal route (by time, 

cost, and quality) and motion mode to achieve final 

destination. Integrated analysis of road conditions 

based on processing operational data from vehicles and 

infrastructure monitors makes it possible to optimal 

manage road controllers for switching traffic lights on-

line. 
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Fig. 1

The interaction of the real world (car and 

infrastructure) with a cloud forms two types of 

relationships defined by the automaton models (Fig. 

1) transport infrastructure with a cloud for monitoring 

and manag

and providing efficiency of movement. Here the 

following signals are represented: 

X,Y,X 11

are necessary to ensure the ordered services; the output 

warning signals, 

operations; input control signals, forming queries for 

executing services; output variables, which form and 

identify state of management system; the signals of 

intelligent driving or road infrastructure; warning 

signals about execution of operating service. Automata 

models of road and car management system

represented in the form of variable interaction by the 

functions of transitions and outputs of the automaton of 

first kind:

Here, each of the

infrastructure and transport with the cloud has two 

input variables (services order and state of managed 

object) and two outputs signals for monitoring the 

automaton (cloud) state and management of cloud 

services. 

Fig. 2. Interaction of infrastructure, transport and cloud

More detailed representation of the interaction 

between real, virtual components and the cloud system 

for transport monitoring and control is shown in Fig. 

(vehicle computer, road infras

smart dust, RFID

location, car, electronic map, ID of a car with a 

1. Structure of vehicle and cloud interaction

The interaction of the real world (car and 

infrastructure) with a cloud forms two types of 

relationships defined by the automaton models (Fig. 

1) transport infrastructure with a cloud for monitoring 

and management; 2) a car with a cloud for optimization 

and providing efficiency of movement. Here the 

following signals are represented: 

M,C,Y,X 22 –

are necessary to ensure the ordered services; the output 
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5) The developed distributed road management 

system in large and major cities is based on highly 

reliable Siemens computing equipment [37-41]. 

4. Objectives of research 

1) Make an overview and analysis of existing 

technologies for monitoring and road management, 

based on interaction of embedded RFID vehicles, 

cloud services and road infrastructure. 

2) Investigate the necessity, possibility and 

inevitability of creating intelligent cloud service for 

monitoring and road management that optimizes 

realization of transport routes by all road users. 

3) Create an intelligent road controller for managing 

traffic, based on programmable logic controller S7-

1200 from SIEMENS. 

4) Develop metrics and engines to analyze data on 

the quality and effectiveness of virtual road 

infrastructure when realizing routes by vehicles.  

5) Create intelligent models, methods for synthesis 

and analysis of virtual infrastructure for evaluating the 

quality of road traffic, traffic modeling, generation of 

the optimal route based on the technical, climatic and 

social factors, the quality of roads, the number of 

traffic signals, left turns in order to create new and 

reconstruction of existing road infrastructure. 

6) Develop RFID block and equipping transport by 

tools for access to cloud services, as well as equipping 

the critical points of road infrastructure by sensors for 

stationary traffic monitoring. 

7) Provide cloud services for transport corporations 

to improve the quality of passenger service and 

optimize time and cost within taxi, bus, freight and 

other transportation companies. 

8) Provide cloud services for the driver in order to 

improve the quality of travel for a given route and 

optimize the time and cost. 

9) Ensure the collection of traffic information of 

road infrastructure through the use of «smart dust» (car 

RFID, traffic lights, video cameras) to monitor traffic. 

10) Collect the statistical information 

(intellectualize global, corporate and personal 

infrastructure) by accumulating traffic history, 

changing its parameters in time and space in order to 

route the quasi-optimal paths for future trips. 

11) Create a virtual intelligent cloud infrastructure, 

which map and simulate movement of vehicles in 

space and time for service road in real time. 

12) Creation of information security and authorized 

access to personal and corporate data in the cloud. 

Each user can only see his car in the cloud and 

anonymous traffic flows. All vehicle identifiers are 

available only for special transport public services. 

5. The benefits of implementing cloud 

services are the following: 

1) For government agencies (the police, traffic 

police) they include the exact vehicle identification, 

monitoring the positioning of vehicles in time and 

space, including theft; significant reduction of 

accidents, reducing the impact of road traffic accidents, 

increase of safety and comfort of road users; 

2) For transport companies – monitoring locations 

and movement of vehicles, quasi-optimal 

transportation of passengers and cargo for minimizing 

the material and/or time costs; 

3) For the driver – providing services associated 

with generating of quasi-optimal routs and timetable 

under the negative factors of the existing infrastructure 

in order to minimize the financial and time costs in real 

time; 

4) For the passenger – providing services to monitor 

the locations and movement of passenger vehicles on 

bus stops or transportation terminals through the use of 

stationary computer display or mobile gadgets to 

communicate with the corresponding cloud services; 

visualization on the car screen of critical points of the 

route for a vehicle in real time through the use of 

surveillance cameras. 

6. Components of cloud road services  

“Smart dust” is a set of interconnected autonomous 

functioning components, which form the microsystem 

with the transceiver and monitoring tools, designed for 

collecting information about the environment state. 

The problems, which are solved by “smart dust”: 

1. Monitoring environmental conditions 

(temperature, pressure, humidity, precipitation). 

2. Monitoring the movement of transport, frequency 

of movement, speed, size of moving objects. 

3. The interaction between moving objects for 

positioning, identification of moving objects, 

transmitting information about objects, moving 

towards each other, to the management cloud. 

4. Creating e-passport of moving object. 

5. Preventing theft of vehicles. 

6. Ensuring a high level protection of electronic IDs 

from unauthorized access. 

The cost of RFID tag is usually less than 1% of the 

value of the object identification. Its functionality is to 

maintain one-to-one correspondence between the label 

and object during the life cycle of a product. 

The real world is in need of advanced and precise 

monitoring and management of cloud. It has long 

recognized the need for an absolutely precise radio 

frequency digital identification of all produce and 

natural sites on the planet, including humans and 
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animals. The next steps are creating cloud virtual 

digital models of entities (objects) of the real world for 

accurate modeling, monitoring and management by all 

possible relations (natural, social, technical, 

technological) between them. 

7. Problems solved by RFID  

1. Identify product (object or subject) in a local or 

global coordinate system. 

2. Save the parameters, which are characterized the 

basic properties of the object. 

3. Accumulate and store the history of the object 

life cycle. 

4. Transfer this information to the management 

cloud on the authorized request. 

5. Receive the confidential information, making it 

possible to modify the individual properties of the 

e-passport of the object. 

6. Interact with e-passports of other objects in the 

field of radio-frequency visibility of the object. 

7. Transfer information about all interactions of an 

object with other ones within the radio visibility. 

Thus, the object ID is stand-alone digital system-on-

chip with low power transceiver, up to 200 meters, 

which is able to store information about object, modify 

it by command of control center, and store information 

about all the interactions with the surrounding 

environment to transmit the interaction data to 

management cloud. Other ID modifications are 

associated with: 1) mobile phone network; 2) satellite 

systems for receiving and transmitting information. 

The advantages of smart dust, based on low-power 

active RFID transmitter are: 

1) Low cost of microsystems, implemented in car 

electronics.  

2) Sufficiently low cost of transponders for digital 

spectrum monitoring of road infrastructure nodes. 

3) High accuracy and speed of reading digital 

information from moving vehicles, including speed, 

license plates, data about the driver. License plates are 

not needed, as well as many of the functions of traffic 

police. 

4) Monitoring and prediction of traffic through the 

analysis of statistical information in the areas of roads 

and intersections. 

5) The possibility of mutual communication by 

using microsystems of vehicles moving towards each 

other, providing information about the traffic on the 

road sections of the route. 

6) Detection of stolen vehicles through global or 

local monitoring vehicles. 

7) Monitoring and alarm of accidents with 

indicating the exact coordinates of the place and time 

of the incident. 

8) Lock the car engine in case of car theft through 

the access code of the owner. 

8. Corporate transportation management 

system  

The system is already being used for optimal 

planning routs to deliver goods to reduce time and cost 

due to: 1) reduce the cost of fuel; 2) the optimal 

distribution of orders between cars; 3) forecasting the 

supply of goods to reduce the storage costs; 4) saving 

staff time or reducing staff; 5) reduce the number of 

vehicles for a given volume of traffic; 6) monitoring 

and operational management of the vehicles when 

delivering goods in real time. 

The market appeal of cloud service of transport 

logistics is determined by the following: wholesalers, 

regional distributors of food and industrial goods 

(bakeries, dairies, meat processing plants, brewing 

plants, industries, transport companies, retailers, 

logistics service providers, freight forwarding 

companies, vending companies, ambulance, cash 

services, courier services, online shopping, cleaning 

companies) – more than 7,500 companies in Ukraine 

only. 

Logistics technology is in follows. Transportation of 

goods is a complex, multi-criteria problem that 

includes a large number of parameters determining the 

effectiveness of performance of the contract with the 

customer, and thus profits. Transportation problem is 

NP-complete, where the number of cases is in the 

exponential function of the number of input values. 

The exact solution can be obtained by complete 

enumeration of all possible variants. For real business 

problems quasi-optimal methods are used, which do 

not provide the exact solution, and hence the maximum 

possible cost savings. It is proposed the optimal 

method for solving the transport problem based on the 

original algorithm that significantly reduces the time. It 

becomes acceptable for the analysis of most practical 

situations on maps of the region [28]. 

Business models are: 1) the sale of licenses to use 

the software with post-paid service maintenance; 2) the 

sale of services in accordance with the subscription fee 

for using the road cloud. 

9. Organization of the communications 

“cloud – car” and “cloud – infrastructure”  

The most important aspect of technological 

(technical) IRI implementation is organization of 

communications between four system components 

(Fig. 4), integrated with the cloud: Cloud Servers for 

creating a cloud of long-term storage of distributed 

data and services; Buffer Computers for collecting data 

from infrastructure monitors and delivering 
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is running; 3) service directly at the place of object 

location; 4) high performance about 
510  instructions 

per second under a clock cycle time 15 ns; 5) high 

accuracy of cyclic commands; 6) programming 

language STEP-7 Basic with integrated fuzzy logic. 

12. Conclusion 

Cloud on-line monitoring RFID tags of vehicles 

eliminates the license plates from the accounting 

system and has the following benefits: 1) exclusion of 

the direct participation of the traffic police in commit 

traffic violations (speeding, travel to prohibit traffic 

lights, improper maneuvering); 2) saving thousands of 

tones of metal to produce numbers and simplify 

registration of cars when buying from a few days to a 

few minutes; 3) automated completing written reports 

about an accident without the traffic police by means 

of digital monitoring digital map of the incident that 

has been copied from the cloud; 4) considerably (×2-

×5) reducing the staff of the traffic police, because the 

history of car movement and its traffic violations is 

completely transparent for the cloud, which will make 

it possible to automatically pay the penalties for 

violations in accordance with country laws; 5) 

completely eliminate corruption in relation between the 

driver and traffic police due to inability to erase 

information about the violation in the cloud; 6) 

virtually eliminate criminals in car theft, thanks to use 

built-in car RFID block that provides on-line twenty-

four-hour observability of vehicles, on condition that a 

car is not physically destroyed; 7) simplify the 

legalization of driver by adding the driver's license to 

the list of authorized persons of car RFID block via 

“Bluetooth”, which eliminates necessity of special 

papers and power of attorney for others; 8) reducing in 

several times the number of accidents and considerably 

improving the quality of life for drivers and passengers 

due to total monitoring of violations and the certainty 

of punishment for them; 9) decreasing by 30% 

automotive carbon emissions by reducing the idle time 

at intersections and selecting the optimum mode of 

transport and routes of movement; 10) ensuring high 

market appeal of cloud services through selling the 

services to companies and individuals that guarantees 

high profits – from hundreds of millions up to tens of 

billions of dollars – which is scalable depending on the 

area of service coverage: cities, states, countries, entire 

world. In the presence of 10 million cars in the country 

and if the value of one RFID tag equal to $ 100, the 

cost of equipping the entire fleet is equal to 1 billion 

dollars. The cost of creating a scalable IRI prototype is 

$ 10 million dollars plus the overhead of technical 

support and maintenance of infrastructure – $ 10 

million dollars a year. The annual cost of sales for 

cloud service is not more than $ 100 dollars for each 

car. This amounts to nearly $ 2 billion dollars in profits 

after three years of the cloud maintenance. Payback 

period IRI is 1.5 years. 11) Near future. The real world 

is in need of advanced and precise monitoring and 

management of cloud. The problem can be solved only 

by using radio frequency digital identification of all 

produce and natural sites on the planet, including 

humans and animals. The next steps are creating cloud 

virtual digital models of entities (objects) of the real 

world and all possible relations (natural, social, 

technical, technological) between them to create 

services for precise digital modeling, monitoring and 

management of processes and phenomena in the world. 
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