NOAATOK A

["padhiuHMIA MaTepian aTecTauiiHoT po6oTK

CKAQAHI cHUcTtemm

PucyHok A.1 — Cnaiig Ne2 npeseHTauit

[ToOBAEMIM CKAQAHMX CUCTEM

» Po3poBka CTPYKTYPHOIO  OMMCY  CKAGAHOI  CUMCTEMM  AAS

BM3HOYEHHS ©AEMEHTIB, MIACUMCTEM CKAGQAHOI CHMCTEMM TC 3B'43KIB
MIK HAMM.,

» PO3pOGKA MiAXOAY AAS BUSHQYEHHS TG MPOTHO3YBAHHA NAPAMETPIB
CKACIAHMX CUCTEM, LLIO XAPCKTEPU3YIOTh CTPYKTYPY TG MOBEAIHKY
MEPENKEBUX CUCTEM.

» [POEKTYBAHHA TO E©KBIBAAEHTHI MEePETBOPEHHs  TOMOAOTMYHOI
CTRYKTYPW CKAQAHOI CUCTEMM,

PucyHok A.2 — Cnaing Ne3 npeseHTauil



MeTa poDOoTH T MOCTOHOBKA
30BACHHS

MeTolo poboTh € AQHAAI3 METOAIB 3IMEHLLEHHA PO3MIDHOCTI MEPEXKEBUX

CUCTEM TA 3ACTOCYBAHHS Arperaul CTRYKTYPHO! MOAEAI AAR 3MEHLLIEHHS
PO3MIPHOCTI MEPEKEBUX CUCTEM.

30AQHI AOCAIAKEHHS:
arperauis CTRYKTYPHO! MOAEAI CUCTEMM

pPO3poBKA NPOrPAMHOI NAATCROPMKM  AAR  OUIHKKM  edPEeKTMBHOCTI
arperauii CTRYKTYRHOI MOAEAI

OLHKO eDEKTUBHOCTI 3MEHLLEHHSA PO3MIPHOCTI MEREKEBUX CUCTEM

PucyHok A.3 — Cnain No4 npeseHTauil

AKTYQABHICTb

Aeaki npobAaemm  BUPILLYIOTECA LUAAXOM MNEPETBOPEHHA  ICHYHOYOI
CTPYKTYPW CUCTEMMK Y TOKMKM BUA, KM AO3BOASE AOCAITW BUPILLEHHS
30BACHb, AKi MOCTOBAEHI NEPeA AOCAIAXKEHHAM. ToBTo ui npobaemm
BMPILLYIOTECH HO BiAbLL BUCOKOMY PIBHI IEPAPXIl CUCTEMM.

BHOCAIAOK  3MEHWEHHA  PO3MIPHOCTI  CUCTEMM  3MEHLUYETLCH
MATEMATHUYHA CKACAHICTb TA HYOC PILLUEHHS 30ACQH.

PucyHok A.4 — Cnaing No5 npeseHTauil
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Co

Arperawiga CTPYKTYPHOI MOAEAI
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MepLumii piBeHb CUCTEMM
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PucyHok A.5 — Cnaing Ne6 npeseHTauil

Arperawlig CTPYKTYPHOI MOAEAI

=

Onepatop CnoAyYeHHI BAEMEHTIB!
v :
Ag X — BXIAHI KOHTOKTH eaemenTa C;

(1)

Y\~ BLxiAHI KOHTOKTH eaemenTa C,.

Apyrvin pieeHb CUCTEMM

1,254 2523

¥

¢ BPRN 02103 1359 1,117

. m-nnnl-

T

0148 21560 23460 2228 2441

Cnepatop CNOAYHEHHA NMIACHMCTEM!
N = Ry x")

PucyHok A.6— Cnaing Neo7 npeseHTauii
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MporpamHa NAATGOPMA

MOAYAb arperawil

CTPYKTYPHOI MOAEAI

MoOAYAb reHeparopd
MEPEXKEBUX

CTRYKTYP

MOAYAbL QHAAI3Y MOAYAb MOLLIYKY
XAPAKTEPUCTHK MOKCHMMAABHOTO
PEAAbHMX CUCTEM NOTOKY

N _/

PucyHok A.7 — Cnaing Ne8 npeseHTauil

PeaAaizauis nporpamHol
NAQTCDOP MM

Generator

- -graph: GraphSinctere
1 1 -SySiem: SysemSirciure | 1
Graphstructure SystemsStructure

= e -elements: ArrayList
'vemce_s Ayl By 1 |-connections: ArrayList
-edges. ArrayList
-matrixCfCannections: Aray
) : Kl 1
1

Element
[ v T -fumisar: ing
e -AmountOAnGates: int
i:‘—:luznl.ler: i 1. -amountOfoutGates; int g
| <degree: int
| E— Edi :
g Connection

-wertexin: int

z ) Lint
ANTeRC it numberofinElement; in

-numberCfinGate: int
-mumberCfCutElement: int
-numberQOuGate: int
-weight: int

PucyHok A.8 — Criaing Ne9 npeseHTauil
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OUiHKO e EKTUBHOCTI MPOTPAMHOT
NnAQTdoOpPMU —

Hac poboTth moayas reHepatopa Hac poboth nporpamHOl
te MEDEXKEBUX CTPYKTYD gy SO naaTchopmi
; 1,4 % 12
g 1.2 5 10
g 1 8 x
= 3 08 = T
e L 2 6
L = 53
T % 06 O &
C o I = 4
& o4 2]
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= 02 o 8
& s 9]
3] s
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= 12 100 250 400 500 N 12 100 250 400 500 N
KiABKICTE EASMEHTIB B CUCTEMI KiabKiCTE EAEMEHTIB B CHCTEMI

PucyHok A.9 — Cnaing Nel0 npeseHTauii

OUIHKA eDEKTMBHOCTI 3MEHLLEHHS
PO3MIPHOCTI MEPEXEBUX CMCTEM 10

Mepwwi piBeHE CHMCTEMM

MOKCHMOABHMIN NOTOK BU3HOYOETLCS 30 (DOPMYACHKD:

f= B @)

/-

17 /Q
I,l'l |
/( / \ |

A N — KiABKICTE AYT
f; — BEAMYMHA NOTOKY AYTH

u.hﬁ | \
1

\ (}'}w wb 3323 3HO4EHHA MOKCHMMOABHOTO MOTOKY AAR

0. NEePLUOTO PIBHA CHCTEMM
: 54/54 fi=17+45+6 +9=77 (4]
APYTIOro PiBHS CUCTEMM

fo=54+23=77 (5)

Apyruia piseHs cuctemm

10323

PucyHok A.10 — Cnaiig Nell npeseHTauil
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MpobAaema BTpATH IHADOPMALLl

Brpata  iHdbopmaull  moxe  po3rasacamcs

arperauii f :
J = M(N)— M(N),

=

A A fi=f

] =M(N)-M(@{N)=0

MOABAI HEMOE BTRATH IHGDOPAMALULI.

PucyHok A.11 — Cnaiig Nel2 npeseHTauil

BMCHOBKMU

Y xoal poBotm OyAM BUKOHQHI TAKI 3QBACHHA: Qrperawis

MOAEAI CUCTEMM, PO3POOKA NPOrPAMHON
€dOEKTUBHOCTI 3MEHLLIEHHA PO3MIPHOCTI MEPEXEBUX CUCTEM.

- B pesyabtati arperauil CTRYKTYPHOI MOAEAI 3MEHLLYIOTLCS

MEMHMEME  3HOYEHHS  MOKCHMOABHOTO

Qi D | > N/ incbopmaio m.

s s Mo doopayai (6] 3HaMAEBMO BAPRTICTE arperawii /:

NAQTOOPMM
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AK  BApPTCTh

(6)

A€ M — ue iHdhopMmaLis, Lo MICTMTBECR Y CTRYKTYRI mepexi.

I ; i
i o i B pesyabTat NoOWYKY MAKCHMOABHOIO NOTORY AAf NEPLUOTO (4)
| [ i 70 APYIOro (5) pisHa CUCTEMM OTRMAMYEMO BHUPO3:

(7)

notoky f K

(8)

Tomy Y LBOMY BMNOAKY B PE3IYALTAT Qrperauil CTpykTypHOl

CTRYKTYRHOI
TA OLIHKQ

PO3MIPHICTb

MEPEXEBUX CHCTEM, OBYMCAIOBOABHO CKAGAHICTE TA 4AC BMDiLLIEHHFI

npotaemm,.

B pesyabtati Byaa AOCATHYAQ meTa pobOoTM: 3MEHLLEHHS PO3MIPHOCTI
MEPEXEBUX CHUCTEM 3i 3DEepeKeHHIM KOPEKTHOCTI X NapameTpiB.

PucyHok A.12 — Cnaiig Nel3 npeseHTauil



[loaaAbLLO poboOTO

Po3p0o6Ka edpekTMBHOIO ONMUCY CTRYKTYPU MEPEXEBUX CUCTEM

3ACTOCYBOHHA aArperaull CTPYKTYPHOI MOAEAI AAS  3MEHLLUEHHS
PO3MIPHOCTI MEPEXEBUX CUCTEM 3 AYXKE BEAMKOK KIABKICTIO
EAEMEHTIB TA 3B 'A3KIB MK HKMAM

PucyHok A.13 — Cnaiig Neld npeseHTauil
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Abstract—This  paper is  devoted o the  formal
tramyformaiions of the structural models of complex systems.
We consider the method of the formal transformations using
an aggregation of the system structural model. That reduces
the sysiem to @ smaller dimension. It leads to decreasing the
time of evalwating system merrics and modeling time. Theve
parameters play an important role in sohing problems when
the time af maodeling the system is o critical parameter. A
maltilevel aggregation afgorithm has been developed. The
software implementation of the develaped algorithm s
demonstrated by the example.

Keyrwords—complex svstem,  strucwiral  moded,
aggregation, efement conmection scheme, UML diagram

I, INTRODUCTION

Modem technical and technological ohjects and their
control systems are characterized by a large number of
elements, varicty of links and a significant amount of
processed information. Such syvstems are called complex,
large or they may be called systems with a complex
structure. Three groups of problems have to be solved for
them: the analysis of the properties and behavior of the
system, depending on its structure and the value of its
parameters; the selection of the structure and values of the
parameters based on the properties of the system and the
construction of complex systems,

A special place is occupied by large systems. Large
systems are systems where the number of states
determined by the states of elements or by the
interrelations betwesn elements is combinatorically large
or uncountable. It provides the system with essential
properties and imposes a number of restrictions on the
study of such systems. Large systems require specific
methods for analysis and design. The main purpose of
these methods is that they reduce the system to a smaller
dimension, using its ageregation or decomposition.

This work is devoted to the problems of formal
transformations of the structural models of complex
systems with the purpose of reducing the dimension of the
system, when the time of evaluating the system metrics
plays an important role in solving real-time control
problems, and when the time of modeling the system is a
critical parameter.

G78-1-5386-5902-1

1. LITERATURE REVIEW

Over the past decade, the number of papers devoted to
the study of so-called “comiplex networks” or, in other
words, complex systems with network topelogy. has
increased. The following classification of complex
networks is widely used at present [1]: technological,
biological, social and informational. Much anention is
paid to the theory of networks. network modeling [2]

It is known that the mathematical model of a complex
system consists of a description of its elements and the
structure of the system. The formal technics describing the
relationships between the elements of the structure is well
studied and includes: Petri nets, process algebra, aggregate
theory and set theory.

A number of problems of the system analysis require
an investigation of the structural model of a complex
system. At the same time, some of them are solved only
by transforming the existing structure into a kind that
allows to achieve the solution of the tasks assigned to the
research,

The authors in [3] apply the composition of a complex
network with the purpose of reducing its dimension and
deceasing simulation time. The main point of the
composition consists in dividing the network into two
parts - the main nodes, being of interest, and the remaining
nodes. It is claimed that the method is effective only in a
limited range of statistical characteristics of the nodes.

The authors in [4] consider the method of investigating
a complex network system based on its decomposition.
The method reduces the dimension of the system model
and improves the performance of the modeling system on
parallel platforms.

In the article [5], the authors demonstrate how
structure model metrics of a complex network can be used
to create random networks. The developed random
networks estimate the types of network failures and their
associated consequences.

The tasks of twopological analysis of the systems
represent a range of complex problems, the solution of
which requires large computer resources and the
development of mathematical methods. They can be
combined into such groups:
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+  Development  of an  appropriate  structural
description of @ complex system. The tasks of this
group are those in which it is necessary to
compose the topological structure on the base of
the original specification of a complex system,
that is, to determine the elements and subsystems
of a complex system and the connections between
them.

+  Determination of the characteristics of a complex
system with a specified topological structure, For
example, the definition of strongly connected
components, shortest paths, eyeles. races, ete. In
addition, the system structure model is used to
analyze the quality metrics of the structure, For
example. the number of links (elementary
channels) between subsystems; weighted number
of links. whose weights are usually the functions
of length, transmission capacity or other
characteristics of the channels, the rate of message
transmission over channels, and so on; the relative
number (proportion) of inter-subsystem and intra-
subsystem relations in the system, etc.

*  Optimal design, equivalent transformations of the
topological structure of a complex system. Most
of the tasks of the third group are tasks of the
increased complexity,

The task of & structure design. for example, for
compuier networks, is one of the main tasks and consists
in choosing the optimal scheme for connecting nodes,
selecting the transmission capacity of channels and
optimal routing. The choice of the topological structure is
carried out using various criteria and taking into account
the constraints for time delay, the reliability of
information wansfer, etc.

It is necessary to specify the problem of equivalent
transformations of the initial topology of a complex
system, for example, with the purpose oft

*  Redistribution of links of the established structure.

s Agp ion and d position of the system
components.

*  Analysis of the model structure for detecting
parallelism, deadlocks and solving the problem of
mutual exclusions.

*  Reducing the dimension of the system, when the
time of metrics evaluation plays an impartant role
in solving real-time control tasks, and also when
the time of modeling the system is a critical
parameter.

. ConsTRUCTION OF TiE FORMAL MODEL OF THE
SYSTEM STRUCTURE AND MULTILEVEL
TRANSFORMATION ALGORITHM

This section is devoted 1o the construction of a set-
theoretic model of the structure of a complex system and
the development of an algorithm for its muli-level
composition. Here we consider the problems related only

474

[[e] formations of the connection scheme, The
dynamic of the system is not considered.

The complex system S contains the elements Ci, Ca,
ey Cw, where N is a fixed number, and the external
environment is denoted by Co. Let’s consider the formal
model of & complex system structure [6, 7].

The first assumption we formulate as follows. The
input of the element C, consists of m, input contacts; the
contact X, receives the elementary signals x®); i = 1,
2, ....m, Similarly, the output of the element C, consists
of 1, output contacts; the contact Y\’ gives out the
elementary signals w®f) which are accepted by one or
more elements, Then the mathematical model of the
element C; wsed for ihe formal description of its
connection with other elements is a pair of sets:
[x7"and [v{*]" ., where for simplicity we use the
notations m=m,, =T,

The second assumption. Not more than one
elementary channel is connected to the input contact of
any element of the system; amy finite number of
elementary channels can be connected to the output
contact.

We introduce the single-valued operator:

YH=E{x¥), (1)
where the definition area is the set Dl’x:.-- T and the
1 i i "I ikl
domain of function is the set _L:!L\- 1

This operator matches the input contact X to the
output comtact Y™ .
connected to the contact X!" in the system under
consideration, then the operator R is not defined for this
X". The operator (1) we will call the operator of
element connections.

The operator of element connections with the
definition area and the domain of function we will call
the el [ i h of the system or the
formal model of the system structure. The interface
circuit contains  exhaustive information about the
connections of the system elements by elementary
channels.

The operator of element connections can be specified
in tabular form, where at the intersection of the rows,
with the numbers of the elements of the system j, and the
columns, with the numbers of its input contacts I, there
are pairs of bers (k, 1} indicating the ber of the
element K and the number of its output contact 1, to which
the contact X|"is connected. For the system considered
in the paper, the Table | represents the operator of
element connections.

Let's represent the system S as an aggregate of &
cerlain number of the subsystems S, where pu =
(Muobtiybze . oopina),  containing  at  least one  element.
Moreover, the element C,, must enter only one of the

If no elementary channel is

models of complex network systems»
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subsystems Su. The subsystem Su. will include only one
element Cy representing the external environment.

The asuregation of the considered system on the
subsystems can be realized as follows: Spa = §Cujz Spy =
1C1.0:h Sz = [0 Cels Sps = (Calili S = {Cr.Ca}i
Sps = fCuCials Spe = {C0.Cizf.

It is obvious that the subsystem S.. en the one hand,
can itself be a complex system, just like the system S. and
on the other hand, it can be an element of the system S.
Let's construct the element connection scheme for the
second case.

TABLE | THE GPERATOR OF ELEMENT R FOR THE SYSTEM 5
i | 2 3 4
12 | 61 14 -
3.0 1 33 - -
0.3 | 0.1 8.1 -
1.l 1 41 102 =
Ll | P ] {114}
6.2 | [N 21 s
s | 121 [ -
T [
0.3 | 124 &
3z |03 103
1] [ | 33 12.3
11 [X] | 122 7.1 |
12 1Ll | W] 03 | |

In the second case, when the system is divided into
scveral subsystems S, cach of the subsysiems is
considered as an element of the system S. It is invisible for
the external subsystems what is inside. Each subsystem
(on the boundary) must contain fictitious input X" and
fictitious output Y/*' contacts for communication with
other subsystems of the system 5. The fictitious contacts
play the role of male-to-female connectors on the
electrical circuits that connect the blocks of complex
electronic devices. It is obvicus that the input and output
fictitious contacts of the subsystem S, arc defined as the
elements of two sets:

[X}"], - the set of the input contacts of all elements C,,
where C &35, , connecled by elementary channels to the
output contacts of the elements i, where € €S, . as well
as w the outpul contacts of the fictitious element Ce

[¥{"u - the set of the output contacts of all elements
C, where C €5, connected by elementary channels to

the input contacts of the elements Ci. where C, 5., a5

well as to the input contacts of the fictitious element Co:
The set [Y{""], consists of:

vy = v cd ovtm @
€e5, e,

According to the Idempotent Law of union of sets, the
same comacts ¥, are not repeated. Thus, for each
Y," e[Y,"],it is sufficient 1o have only one fictitious
contact Y,

475

Therefore, for each Y e[¥]"], we will put in

compliance the output fictitious contact Y(*, using the
operator:
Y =Q (Y") (3)

The operator (3) we will call the numbering operator
of the putput fictitious contacts of the subsystem Sp. The
operator defines the output fictitious contacts Y/ of the
subsystem Sy The operator ( can be specified by a table
of numbering the fictitious contacts.

Similarly, we consider the formation of the set

(X",
o, = ey X7t @
€55,

€35,

According to the Idempotent Law of union of sets,
only various contacts X;’" enter the set[X] "],, . For

numbering of the fictitious contacts X', we introduce

the numbering operator of the input fictitious contacts:
X =P (X)) (5)

The operator P, defines the input fictitious contacts
X !# of the subsystem S, and can be represented in the
1zbular form.

Having determined the algorithm for the formation
and numbering of the fictitious contacts, we construct a
second-level interface circuit.

To construct the element connection scheme of
subsystems S, in the system S, we introduce the operator

Y%= Rn (X') 16)

with the definition arca on the set U X", and

B

with the domain of function on the set | | [Y/*']; .
B=e

By definition, the operator Ry matches the input
fictitious contact X" of the subsystem Sy to the output
fictitious contact Y\ of the subsystems Sv, where V €
{ b bh1aHz,. - Jina), if such a connection exists in the system
s

The operator Ry will be called the operator of element
connections of the subsystems Sy in the system S. In fact,
the operator of element connections Ry is a two-level
element connections scheme of the system S.

The procedure of constructing the operator Ry for
some fictitious contact X.*' is based on the analysis of the
chain that contains the comtacts X,* and Y{". The
operator Ry is defined by the expression:

o |0YLifk20.C €S,

Lk (7
| Yllutu =Q,:n [Ylunu l “- k o 0‘
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where Y*'= R[Py(N).

The values of the operator Ry for the considered
example of the system 5 are given in Table 2.

Construction of a three-level element connections
scheme for the system S, It is obvious that generally the
subsystems of the second level Sp can be combined into
larger subsystems. and those, in their turn, into even larger
ones, etc. Then it is necessary to consider a three-level
element connections scheme with the operator R at the
appropriate levels of the hierarchy, Such consideration,
obviously, can be carried oul recursively.

TABLE it THE OPERATOR Ry FOR THE CONSIDERED EXAMPLE OF
THE SYSTEM S
1 1 2 3 ] 4
1] 1.2 3.1 4 ] ==
] 21 3 0.1 | 42
2 [N 5.3 14 ] 52
3 [H] 13 6.1 | 3
4 14 | 0,3 K] ] .
3 23 | 02 = | [
] 32 ] 4.1 LI | 0.3

Similar 10 the Table 1, the Tables 2 and 3 show the
values of the operator of element connections,
respectively, Ry and Ry The row numbers in these tables
correspond 1o the subsystem numbers of the second and
third level, respectively. The column numbers in these
tables correspond 1o the numbers of fictitious input
contacts of subsvstems of the second and third level,
respectively. Al the intersection of the rows and the
columns there are pairs of numbers (k. 1) indicating the
number of the subsystem K and the number of its fictitious
output contact | to which fictivous input contacts of
subsyslems are connected.

Let's demonstrate this on the example of the sysiem
considered in this work. The aggrepation of the third level

can be realized as follows: S'w, = [CO}: S'wy = {Spy,
S s S'a = {Spz, Sps)s S = {Sps, Spe).

Table 3 shows the values of the operator Rin for the
considered example of the system S.

TABLE 11l THE OPERATOR Ry FOR THE CONSIDERED EXAMPLE OF
THE SYSTEM §
m T 1 = 3 ] 5
[ Pl | 31 25 = =
1 2.1 03 1,1 3 -
= ] ¥ 03 F]
3 1.1 1.3 a2 -] {3

Thus, the application of the multilevel aggregation
algorithm shows that, in comparison with the first level, at
the third level of the system the number of elements has
decreased by sixtv-nine per cent and the number of
connections has decreased by fifty-eight per cent.

It is easy 1o show that for the system S all the element
connection schemes (one-level, two-level and three-level)
are equivalent from the point of view that 1o each
elementary channel connecting the contacts X' and Y/
= R(X') in one-level element connection scheme
commesponds an elementary channel connecting these
contacts in two-level and three-level element connection
schemes,

IV. PROGRAM IMPLEMENTATION

This section is devoted to the description of the
program implementation. The algorithm of multilevel
aggregation of the network system has been programed.
The program is written in the Java programming language
and consists of fourieen classes, ten of which display the
structure and functionality of the program, four are test
classes. Simplified UML diagram with class names and
fields is represented in Fig. 1.

| _ i ConmecnonElememowe | |

< _‘i=ﬂ = L:....:.- Eesininn

Figure | Simplified UML diagram with class names and fields
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For the practical implementation of this task, it was
necessary 10 construct classes that would reflect the
structure and behavior of the system, The following
structural parls were identificd: a system that contains
components; component; componenl port: connection
between components. On the basis of this division such
classes as SystemOfComponents, Component, Gate,
Connection were constructed.

This system is a multilevel system, and 1o represent its
levels the LevelOfSystem class was created. To store the
lavers of the system a collection was created in the
SvstemOfComponents class,

To create a hierarchical structure, the components
were combined inte subsystems, The component is both a
component and an independemt sysiem. For the software
implementation of this aspect, the inheritance mechanism

of structures with specified structural characteristics;
aggregation and decomposition modules of the siructure
model; a module for evaluating the quality characteristics
of the system structure in real time, for example, such as
detecting bottlenecks, parallelism, as well as solving the
problem of mutual exclusion and deadlocks in the system.
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Absrac—Widespread omtsourdng of integrated circmits
fabrication mcreases the volnerability to security threats. In
this paper, we address approach that incorporates hardware
design obfoscation scheme fo protect a design agamst varons
forms of attacks Hardware obfuscation is a technique by
which an integrated circwit = modified to intenfionally
conceal ifs fomchomality amd schematic. We comsider
hardware security through the reference momitor
obfuscation. We obscure the commectivity of referemce
monitor 5o that an attacker cannat gaim its fonctonakity and
ariginal stroctore.

Enywords—hardware  secwriny;
hardware design alfuscadon

rgferemce momitor;

L INTRODUCTION

Hardware Trojan (HT) insertion mi¢ an miesrased
crowt (IC) can ocow at any stage durng development
cycle. In order to perform protection against HTs, it is very
important to analyze the specific HT threats exisang in the
whole development cycle of ICs.

The Fig. 1 depicts the main steps of development cycle
of an IC, considered im [1].

3% Party IP

|

Fig I. Development cycle of an IC. Comter boxes showr the different
stages. (Cubar bomes show poawdhle velseabibition

Hare we analyze the existence of HT threats dunng the
inferactions between parties mvolved in the devalopment
cycle of an IC [2].

Durine the specification stage, system characteristics
such 2z msape model and expected Smctonality are
defined

Desipning an IC imwlves procuring  intellectaal
property desizms (IPs) and standard cells fom outside
desizn houzes, desizming in-houss components, combining

2018 International Scienfific-Practical Conference

Problemn: of Infocommunications, Science and Technolozy

them  and genstating the layout through several synthesis,
simmlation and verification steps. Desiens at the fimctional,
lomical and gate level are camed ow for different
components in the system . Trojans can'be mserted at any of
these levels.

Fabmcanon imvolves prepanng masks and  wafers
preparation. The masks snd wafer uwsed are beyond the
conirol of the desizners, and can be a means of atacking
by chanming process paramefers, geomeiries of the masks.
Untrusted staff or third parties to whom the fabricanom
process is accessible may thresten chips fabricated in
foumdries. During the fSbricaton process, ther is no
guarantes that foumdries do not insert a cerain type of HT
in the chips.

In the testing phase, test vectors are applied 1o the
fabricated ICs by using sutomatic test equpment (ATE).
Test vectors and the ATE can be consmacted to mask the
effact of Trojans.

The tested chip and other hardware compopents are
assembled on a printed circwit board (PCB). Trojans may
e insened o the interfaces during packaging.

The authors [3] smte that such stages s specificaton,
packape testine and deployment are not vulnerable to the
insertion of Hardware Trojans. All other stages, in practice,
are valnerable to secomity sttacks Maintaining orhs contmol
ovar the IC design development cycle is very costly.

Many researchers have already proposed vanous
hardware Trojan detection and prevenfion methods. The
detziled classification is given im [2], [4]. An effectve
technique to prevent theft, reverse-enginesning, cloming and
illegal use of ICs 15 obfscation of the desizn In meneral
case obfuscation is proposed s a possible solnton to
prevent piracy of ICs.

In the paper we comsider the recomfizurshle-based
obfiscanon [5] n the post-fSbrication stage of IC. We
address the need o 2dd reconfizurable-logic sage to the
development cycle This approach may be considered as a
pIEvVentstive measure concealing some of the desipn fom
an attacker. In other words, it hides the exact fumctionality
and schemaric of an IC wmil after the reconfisarable logic
has been programmed.

The mam sdvantags of the obfoscation based om
reconfizurable logic is that, when used, it becomes possible
1o separate the design of the IC and IC foundry. This
separstion mesns that the desizn can be developed almost
completely i a mosted exvironmens, with the exception of
some peripherzl fimctions added to the basic elements.
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In this paper, we demonsirate an approach that
incorporate hardware desizn obfiscaton to protect & desizn
against various forms of attacks. We obsome the
comnectivity of FM so that an aftacker cannot gain its
functionality and original smocmre.

I HARDWARE OBFUSCATION BACEGROUND

Hardware obfioscation is 3 techmique by which the
descripticn or the stuchme of electromic hardware is
modified to intentionally conceal its fimcdonality, which
makes it significantly more diffioalt to piracy. In other
words, hardware obfiscation modifies the design in such a
WAV Lhrattn.emsulhngarch]:ectumbemm&lm:bmmﬂs 141
an adversary [6].

To better understand obfuscation techniques, consider
the classification scheme of obfuscaton [5]. Hardware-
based obfiiscation can be classed imbo passive hardware
obfiscation,  active  hardware  obfuscation, and
m:onﬁgmable logic-based obfuscation. In its fEm, active
hardware obfuscation schames can be firther classified into
comrhinstional logic and finite state machine (FEMM)-based
obfiscation

In passive handware obfuscation, the desizn description
iz encrypted wsing coypiographic techmgues, before
distmibuting it to ummasted stages in the development cycle
of an IC. The desizmer provides the comect key to legal
customers  to decrypt the dasizn.

Active hardware obfuscation is to obfimcate the
IC fonctionmslity to protect the design agsinst reverse
engineening, clones andor m‘Bthdmg, Hardware
obfuscation [2] modifies the desism by incorporating
additional gates. FSM-based obfiuscation [7] is another way
to obfuscate IC desizns by modifiing the cironit design and
locks each IC using a nnigue state transition path that can
only be mnlocked when the chip receives the comect key
from a key management authority or design house.

Feconfizrable logic-based obfuscation techmique
exploits reconfi puration features to obfiiscate a design [5].
It suggests o make 2 small compeonent of the desimm
reconfisurable in the IC. This approach hides the fimctional
mnd'or schemsatic detmils @ unbusted stges of the
development cycle.

II. OBEFISCATION OF REFERENCE MONITOR
Unfl some time, in the decizn of most critcal systems,
the first objective is o desizn 3 “working™ system. Then if
it is possible, developers of the system meert some seCUTLLY
mechanizms. It 1= evident this concept cause major
breaches in the defense and does not allow mmplementing
medemn seqEity requirernents for a system
Techniques of secuwme system design should be based
om [8], [#]:
» Mlodem methods of secure system desizm that
imvolves 8 security mechsmism as an obligatory
element

* Fommal secmnty models that enswre the system’s
resisiance  to  unauthonzed access, m the
conditions of an ocowTence within its components

CIC SKT 2018
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malicious inusions camying om  desmuctive
ACtions.

# Decign  technologies, based om  theorencally
proofed suarantees of the system security.

o Application of mathermatical modeling o
evaluating the theorstical results related to the
security of systems.

Theoretical researches related o secumty policy

mdels, oriented only o sofiware systems, are given in
[109. [11].

A bazsic concept in the desizm and development of
secuTe systems 15 the coocept of a reference monitor
(FMM) — refierence validation mechanicm [17].

A BM is an access control comcept of an abstract
machine that medistes all accesses to objects by subjects
[13]. The BM allows developers to infegrate the security
aspect closer into design process of the system mstead of
trying to add it later

The properies of a FM are considered in [14]:

# The FM pmst be non-bypassable, so that an
artacker camnot bypass the mechanism and vielste

o The BM mmst be Evalusble, ie, amenable to
amalysis and tests, the completensss of which can
be assured (verifiable). Without this property, the
mechanism might be flawed in such a way that the
security policy is not enforcad.

» The FM mmst be Always imvoked. Withowut this
property, it is possible for the mechanism to oot
perform when infended allowing an attacker to
violate the secumity policy.

o The FM mmst be Tamper-proof Without this
property, an  atacker can undermine the
mechanizm itsalf and thence viclate the secomity
policy.

The absmact model of & FM has been widely applied to

any fype of system that needs o enforce access Cconmol.

The work is devoted to the BM obfiscation, snsumng
the key property of B0 the BA nmist be non-bypaszable

Niow we demonstrate the BM obfioscation approach. A
complex system 5 is divided into the subsystens: 5., where
p=1, 2 ., M It is obvious that the subsystem 5, on the
m:mha.nd._ can ifself be a complex system just like the
system 5, and on the other hand it can be an element of the
system 5 [15]. Let’s comstruct the element comnection
scheme for the frst case.

In the first cass, the subsystem 5. as 3 system 5 hac to
have the external emvironment, which is denoted az a
Octtdous element Cp* or the subsystem 5. This external
eqvironment inferacts with epy subsystem 5. through ifs
impue contacts "=, which are commected o oculpus
contacts of the elements of the subsystemn Sy, and throush
the output contacts Y%, which are commected to inputs
contacts of the elements of the sobsystem 5.. The
subsystem 5, a5 an independent system connected to the
external environment is represented on the Fig. 2.
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We inroduce the single-valued operator:
= r(x™) (1]

where the definition area is the sez (] [xe7 s

the domain of function is the sat || Fr®T-

This operator masches the inpot contact X7 to the
output comtact ¥V If no elementary charmel i= conmected
to the comtact X' in the system under consideration, then
the operator B is not defined for this 300" The operator (1)
we will call the operator of elaments connections.

The following axample of the system is used in order o
demonstration of the main peints of considered method. An
operator of the elements connections of the system is
showm in Table 1.

TAELEL THE OFFRaTOR OF THE BLEMENT COMKBCTHME OF THE
EYVETEM &

i 1 2 3 3

0 12 61 104
i 3.1 12 o
] 1.3 0.1 B.L =

3 L1 %1 3
[ & 13 32 161
3 8.2 L1 31
7 3.1 R 51
7 13 i3 B2 =

B 03 FEL]
] 12 0.2 103
0 5.2 ] 123
I 53 i) T
[E] L1 L1 03

At the mtersection of the rows, with the mombers of the
clements of the system j, and the columms with the
mumibers of its input contacts i, there is a pair of mumbers
(k, I) indicsting the momber of the element k and the
nomber of its oot comtact 1 to which the comtact § s
connected.

2018 International Scienfific-Practical Conference
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Thms, the system 5 comsists of 13 elements. The
aggrepation of the sysiem is realized as  follows:
5, ={C;.Cs} and 5= C*={Ce.Cs - Cis}.

We asoume that the subsystern 5, will perform the
access contol fimctions, in other words, it will be the BAM
of the system.

The considered obfiscation method of BM consists of
the following steps: definition of the Sctitions contacts on
the border of the subsystem 5, and 5,; constmacton of the
infernal operator of the elements conmections of the
subgystem 5,

The defimition of the Gcutious contacts. There are two
sats of the contact of the elements of the subsystem 5,.:

o the set of the owpuot comtacts [Y/]. of all
elements €, where C;ES,, which are connected o
the input contacts of elementz O, where C#5,;

s the set of the input contacts [3.". of all elements
C;, where CES5,, which are compected to the
omiput contacts of elements Ck, where CeESp.

Fictiions contacts of the subsystems 5, have o be

dafined for 2]l slements of these sets.

Consider the elements of the set [¥i*]s. Deermine the
sat [,

prmg = U gy (U ey, (1)

©ym, o

where [¥0+1] is the set of oulpat comtacts of the element
C; comnected to the comesponding mput comtacts of the
alement .

Now, infroduce an operator ), called the operator of
numbering fictiious conmcts. The operator ), determines
the valus of the fictitions contact X/"¥ depending on the
outpat comact Y- E[Y14.

oaim

X =ann™ 2)

EIC SKT 20158
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Consider the elements of the set [3[17,. determine the
sat [0,

A

gty = WMo ™ e U x™ e, i2)

whese [XU-] ic the set of inpie contacts of the elament
C; comected to the comesponding owtput contacts of the
element C;.

ttnwfuenfﬂeﬂcummmnmctw““dmﬂﬂmgmdn
inpt comsact JRE,

e

o e 4]

Consimoction of the conmection scheme of the
subsystern a5 a0 independent system Thiz scheme is
described by the opemator & . It is necessary to considar

inpat and oEpuat Ccontacts ufﬂnalmunﬂ.,wt&m{'ﬁs
Cnlul

In the first case, the sets of the contacts [X0M7™ and
[¥i0," of the elements C;, where Cjs5y are given The
oparator of theelements connectons for this case is:

Y aR(X M ard k=R {5)

In the secomd case, the subsystem 5, has to commect
with the fictitions element Co'™' i the following manmer:
input comfacts of the fctitous element C™' o cuipat
contacts of the elements of the subsystem 5y and outpuat
contacts of the fictitious element Co'* to ioput contacts of
the elements of the subsystem 5. The operators (2) and (4)
define the contacts 33"" and Y™ respectively.

Finally, the operator of the elements compections B,
determines the scheme of the elements commections of the
subsystem Sy,

¥Wau (X)), (8)
with the definition ares on the set:
Jixmme w (U ol \y
|

l o,
and with the domain of function on the set:

[ s P |
) S ETRN L AW Y {8)
|_ [ _|
The procedure of comstucting the operator B, i
defined by the expression:

CIC ST 2018

October 9-12, 2018

-R[I:"]i’or XM e LU |'x"“]

R A

‘.:'I'“'—EP:(IE"]forIi:'e U U=y @&

LY (X1 for X" e [

The comecmess of the mtemal operator of the element
connections () has been tested throurh the program
experiment [15].

The vales of the operator B for the considersd
example of the system 5 are given in Table 2.

TABLEL THE, OFERATOR OF THE ELEMENT COMNECTIONS OF THE

EURYETEM §,
4 1 F: 3 ]
] Ll 12 21 23
1 0.1 12 -
2 0z [FE] 0.4 -

Similar to the Table 1, the Table 2 shows the values of
the operator By. The row 0 in this table comesponds to the
element Cy'**. The rows 1 and 2 comespond to C and Cs,
respectively. The fctitious comtscts X%  and W=
commespond o the input and owpmt comfacks of Cg,
Tespectvely.

The mmber of colmnns in this @ble is equal to the
meeinmmm mumaber of input contacts among the Cy, C; and
Cy* and is equal to 4.

Ar the intersection of the mows snd the columms there
are the pairs of mumbers (k, I) indicating the mumber of the
element k (where CyE5,) and the mmmber of its owput
contact 1, to wiich the imput contact i is connected.

The Tshle I conmins informastion associated with the
connectivity of the BM (5,) =md the mam design (Sps).
Information of the Table 2 is used for programming the
subsystem 5, at later stages of the design Practically, we
hide the fimctionality and schematic details af R

Conchesion.

* Proposed method of seome systemm design

involves the access comirol mechanizm as an
obligaory element

# The obfuscaon of FM ensuores the mom-
bypassable property of the sccess coofmol
mechanizm

* The formalism used i the work allows to
sutpmate a  secure  system desigm amd
mathematical modeling to evahating its resistance
against varnous forms of attacks.

IV. PHYSICAL IMPLEMFMTATION
Ph}sll:almdﬂmg for the purpese of sinmlation and
hardware implementstion of the proposed method nsing an
application-specific System-on-chip (50C) design platform
is beyond the scope of this paper. Here we consider only
the concept of the obfoscation BM method for desipning
electronic systems on a 50O platform.
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A SoC device is loosely defined to be amy bus-
structured device that confains mmltiple cores — supplisd
either from within an oreanizaton (legacy core) or from a
third-party [P supplier, or both — and which also contzine
multiple instances of ambedded memory, along with nses-
defined “glne” logic [16].

Such complex systems are desipned in accordance with
the IEEE 1500 Stndard Testebility Method for Embeddad
Core-based Integrated Cirounits [17] for Sol. The IEEE
1687 Standard for Access and Conrol of Insmimentstion
Embedded within & Semiconductor Device is an extension
of the IEEE 1504} standard for Mol

The IEEE 1500 szandard describes hardware for
providing access to embedded cores for tesung and
prosramaming nsing the in-system programming (I5F) ol
This topl allows a Sol developer, in the process of
desining and intesrating embedded cores mfo @ single
desizn to provide access to all its pars and cores. Each
such core is considered as 2 separate umit with a
standardized interface, regardless of its mannfachmer and
fimctions performed. A confrolled bus comnects the cores
with other S0 components.

The application of the reconfimurable-based obfiscation
of BM for Sol is as follows. The FM can be inplementad
n 3 separate soff type core of SoC. The rest of the SoC
cores are wsed for other project components. All cores are
connectad through the ports of the fimctions] imputs and
owiputs and the comoolled bus. To obscure the BB
comesponding core can be progprammed using the
confipuration information (the Table ) in later stages of
the desimn

V. COMCLUSION AND FUTURE WORK

In this paper, we have presented the approach thar
incorparate hardware desizn obfilscation to prosect 3 desizn
apainst various forms of attacks. Hardware obfilscation is a
technique by which an IC is modified o imtenfionally
concesl its fimctionality and schematic. This appreach may
becom:&reda:apre&memammﬂmgm
of the desizn from an stacker. We comsider hardware
sequmity throngh the reference momiter cbfuscation. We
obsoure the connectvity of reference monitor so that an
attacker cannot gain its fimctionality and original souchme.
The reference monitor obfuscation is performed nsing the
multilevel aggrepation alporitim of the stuchmal model
mansformation. In order to obfiuscate & reference mondtor,
our approach mequites monfime  feld-programmshla
hardware feamures. Thus, we enswe one of the basic
propertes of the reference monitor:  the reference
validation mechanizm mmst be tanper-proof Without this
property, an attacker can undermine the mechanism itself
and then violates the secunity policy.

The formalism proposed m the work will allow 1o
desizn complex electromic systems, especially Sol and
MNoC-based pladorms, opersting in the presemce of
Hardware Trojans.

Within the framework of the filmwe smdy in this feld,
we can present such ideas:
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# Pesforin theorefical amslysis to evaluate the
resilience of the proposed obfiuscation scheme.

# Develop 3 desizn methodology to mtegrate it in
the SoC desizn and manufschmng.

# Performn physical modeling of the proposed
method, using a specific handware platform. with
the aim of evaloating the effectiveness and
stability of the method.
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Absrac—Networls are nsed a5 a common model of a wide
variety of complex systems incledimg socal biological,
information, and tec B domains. MNodes represeat
components of the system and linkx indicate interactions between
them Network monmitormng, fast decision maling and modeling
techmiques are fomdamental te topology research of mefwork
systems. Topological amalysis of perworks & meeded to develop
pefwork planning and betwork management botfeneck and
failure defecton alporithms, svstem performance evaloaton. The
main ohjective of this paper is to research on network topology
amd wse 3 software platform to evalmate the effectiveness of
topology formal transformations for i the system
dimension. The platform includes the set of modules: evaluation of
topological metwork parameters, equivalent topological
transformations, maximem flow searching and topology
generator. The experiment allowed to evaluate the effectiveness of
bath the petwork fopolegy formal tramsformations and the
effectiveness of the platform itself.

Enworde—large scale gystem, topological mongbrmatons,
pftware plagform, tepology pemerarer, moamum Tow problom,
ML diggram

I INTRODUCTERT

Orver the past decade, representations and snadies of conmplex
systems have been associsted with so-called coniplex nensworks,
which are network-based representations of complex systems.
Complex systems are systems in which the patemn of
inferactions betwesn 2 system’s constiment paris is itself
complex and is evolving togeder with the system’s dynamics.
In the comext of metwork theory, 3 complex metwork is a
network (graph) with non-trivial topological feanmres and witha
mmitinade of nom-mivial statistical challenges [1]. [Z].

It is mot MmCommon now to see networks with millions or
even billions of vertices. An increase in the size of networks
leads to the development of new analyncal approaches for their
presentation and performance evilostion. Whea developing
such approaches, researchers face varous kinds of problems.

For nemworks consisung of even several dozens of vertices,
1t 15 quite simple to draw a pictare of the network and answer

S78-1-TXE1-1003-5/10.331.00 £2019 IEEE
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specific questons shout the stucme of the oetwork by
smdying this picture. This kas been one of the primary ways to
gain an understanding of network smucnme. Mowadays, a
wvanety of preat visualization tools are available, which helps 1o
struchure and to visualize the networks [3]. However, they are
usaless for an analysis of networks consistng of a million or 2
billion verticas.

In recent years, complex network theory becomes more and
more popular. This theory is based on a solid mathematical
framework that aims to solve a range of complex problems.

1. Dievelopment of an sppropriate souciral descripton of 8
conplex system to determine the elements, subsystems and
connecions amony them

2. Development of spproaches of determinatiom and
predicion of statstcal properties, that charactenze the
struciure and behavior of networked systems. For example, the
definidon of swongly commected components, shortest paths,
cycles, races, etc. In additiom, the system stachre model 1=
used to amalvze the quality memcs of the souchme. For
exsmple clustering problems, network comrelations.

3. Implementaton of aggregstion snd decomposidon
technologies to reduce the dimension of the system when the
me of performance evaluztion plays an mportant role.

4. Optimal smucnmal desizn. Most of problems of this group
are the problems of incressed complexity, such as, evaluation
of the effects of struchme on system behavior, equivalent
mansformations of the topological stucmre reducine the
dimenszion of system, redistribution of links of the established
smuchure, bottlenecks detecting.

Metwork systems require specific methods for analysis and
design. The main objectve of this paper is to mesearch on
netaork topology and nse 3 software platform to evaluate the
effsctiveness of varions systems analysis technologies inclnding
merwork dimensions Teduction techmology. The sofftware
platform, considered in the paper, inchides the set of modules:

evaluation of topological network parsmeters, topology
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senerator, equivalent topological transformstions, and
maximum flow searching

IO THE SOFTWARE PLATFORM

The module of topolozy senerator. Memwork researchers
often need to perform the preliminary evaluation of new
desizms from point of view of effectiveness of network
topalogy, petwork capability to withstand hizh loads and
remain operational. Cue to the immense scale of moedem
network systems, creation a real system for the purpose of
experimental smdy is npearly impossible. In this case,
researchers evaluste proposed solntons using senerated
networks. In the paper. @ zemerator is used to evaluate the
effectveness of the sofrware platform.

There are 3 wide vamery of senerators available o the
research comnuomity. Some of them mainly sim to Eensrate
random topolomies [4]. others sim to imitate the hieranchical
properties of the Intermet [5]. [6] and sull others aim to
reproduce desree-telated properties of the Imtemet [7]. [E].
Each of these menerators implament a different set of zensratdon
models. An overview of zenerators shows that 2 unified model
that considers both hierarchical properties, desree dismibuton
DIOperties. ConDectiviry properties and incorporate casual
models has oot vet been developed. However, some of the
requrements for a network topolozy zenerator, listed by [91.
inclode the following.

Fepresentativeness: The generated topologies must be
aocurate, based on the imput arpuments sach as hieranchical
struchare and degree dismbution charactenstics.

Flexibility: In the absence of & wmiversally accepted model,
the generator should include different methods and modals.

Extensibility: The tool should allow the user to extend the
gZenerator’s capabilities by adding thelr own new gensration
models.

Efficiency: The tool should be efficient for zenerating large
topologies while keeping the required statistical charactenistcs
imtact This can make it possible to test real world scenarios.

In the paper the degree distibution-based zenerasor has
besn implemented. This fype of zenerators more acourately
capnres the large-scale strucure of smdied topologies [10].

The module of equivalent topological transformations. The
main popose of the module is 1o ind an equivalent simpler
representation of network systems while preserving the
characteristic properties of the higher dimension system The
module is based on the approach rmelated o formal
transformanons of the system stucre model. The multilevel
agpregation has been applied to obtain 8 reducton in
computational complexity and faster modelins [11]. The
approach uses as input the matmx form of the system topolozy
representation. As ountput, the approach yields the mamix form
of simplified structure of the system

The module of maxiomim few searching. Depending on the
problem being salved this module can solve sach tasks: network
desizning and pemork mansgement; detection of bottleneck,
deadlocks and faihwes; mavirmun fow searching; system
performance evalustion In the work, n the module the problem
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of maninmm flow 15 implemented [12]. The maxinnmm fow
problem belongs to the sroup of topological analysis problems.
Is purpose is to disoibute network flows o achieve the
menrinmn valwes of conmmmication efficiency. The mainmom
flow problem is formmalated as follows: the masdnmm possible
total value of the flow berween the source and the sink has to be
found for given network with established indtial distibuton of
flows for graph edzes and capacines. It means that the flow has
to be increased if it has not reached the maximmm valoe. The
mexinma flow value is equal o the sum of weights of the edges
in the miminmum out I accordance with the theorem proved by
Ford and Falkerson, which is applied for solving the macxinnim
flow problem [13].

IO IMPLEMENTATION OF THE SOFTWARE PLATFORM
The zenerator of soucnral models is implemented i the
Tava programming language (Fie. 1).

The Generator class was created, which contains fields of
the twpe GraphStocre and SystemStucnme.  The
GraphStmactare class represents a graph and confsins the
vemices of the zraph which are shown by the Vertex class and
the edpes which are shown by the Edze class. The Vertex class
comtains the vertex mumber and its degree. The Edze class
coafains muonbers of vertces which asseciated by the edpe.
Alsp, the class confins the matmnx, m which the edzes
generaton of the graph is performed.

The system struchme is represented by the SystemStrucnre
class. It contzing elements of the system which are showm by
the Element class and commections between the elements which
are showm by the Connection class. The Element class contains
the element number and the smount of ioput and owiput
contacts. The Comnection class commins the numbers of the
element and the input contact, in which a comnnection enters, the
mumbers of the alement and the oufpat contact, fom which the
connection exits, and channsl capacity.

At the bepimming of the algorithm the graph generation is
fulfilled. First of all, an AmayList collection of Vertex objects
are created. After that the edpes peneradon of the zraph 1=
performed and the data is enfered into the mamix. Following
that, an ArmrayList collecion of Edges objects is created.

Fig 1. Simmplifiad TRT. disgram with clas: name: and Selds

2018 IEEE EWDTS

94



At the next step, the system soucture is created on the basis
of the graph which was obtzined The edges of the graph are
maversed and the Amaylist collections of the Element and
Comecton objects are created. The collection of Connection
objects contains all the commections of the elements in the
systemn. It is & cuctal item beczuse the table of the elements
connectons of the system is constucted bazed on the collection
Fmally, the table iz ranzmitted to the block of the compositon
method.

The Ford-Fulkerson alporithm is implemented m the CF
progTanTNing lanmeage

The program mode] is represented as 3 UML class diagram
inFig. 2.

Mg e f o iy

R LT L L e

Fig. 2. UML diagram of the program modal

In the soffware implementation the additonal classes
Program and FileGraphModesProvider is nsed.

To handle imput files, a FileGraphModesProvider class has
bean created It deserislizes dsta snd creates objects of the
Graphlode and GraphTarget classes, which are desizned to
store system modes, their mercommections and throushpu
capabilities.

To caloalate the maxinmom flow in the system by the Ford-
Fulkerson theorem the MaximumFlowCalculator class is
created.

The Program class is the entry point to the program. It is
desizmed to process commsand line parameters, call methods of
the FileGraphWode:Provider snd MaxinmmmFlowCaloalator
classes, and display the results of the applicanon.

IV. EWVALUATION OF THE SOFTWARE PLATFORM
EFFECTIVEMESS

The main objective of the experiment is to evaluate the
effecovensss of both the perwork topology formal
ransformations and the effectiveness of the platform itself The
platform includes the set of modules: evalustion of topological
network parameters, topology penerator, aquivalent topological
ransformations, and maximum flow searching. The procedure
of experiment consists in the following.

The topolegy generaior module senerates network systems.
These systems generated by the genmerator have topological
charactensacs similar to those of a network system with a
numiber of elements equal to 12, Atf the nexx step, the equivalens
topological transformations module performs  three-level
topobopical mansformations. At the last step, maxinmm fow
searching module solves the Ford and Fulkerson problem

Analyzic of expenmental oucomes. The nmtime of the
modules of topolozy penerator and masmmum fow searchms
(Fig. 3) is significantly less than the total nonfime of the problem

2018 IEEE EWDTS
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solve (Fig 4). This mmouome practcally coincides with the
rmfime of the equivalent topological transformatons madole.
The analysis of the graphs of the runtime of modules leads
to the conclusion that with the increzse in the mumber of
elements snd the links among them  the mmtime of the modules
rises steaply. Perform an analysis of the results for each module.

The algorithm of the network systems gensrator, at the dme
of the formation of a new element has to zo throush the
collection that stores the arcs of the graph and also check
whether such element already exists. To do this, it needs o
analyze all elemenss of the system If the mumber of systeam
elements incTeases, the mmame of gensrator also mcreases.

Thera of program Sdatution in secands
= =
(-]

12 100 250 400 500 M
Number of elements of the system

e rerator of structural medek

= = = Ford-Fullerson algorithm

Fiz 3. The nmtime of geneator and Ford-Felkarson algorithmm:

1, min

T of progrs m iy Ton n minues

12 100 50 400 sop M

Number of elements of the system

Fiz 4 Tha tedal nmitme

a15
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The algorithm of the nmlt-level ransformaton is based on
combining alements of the previous level into subsystems and
forming Links within these subsystems and among subsystems.
The incresse in the muomber of system elements leads o a
sigmificant increase m the dimension of the mamix forms that
represant the strucnure of the network system The increase in
the dimension of the mamix forms, in m, leads 1o an increase
in the nmtime of algorithm at the stame of forming Hctbouws
contacts of the subsystems. The time of the formation of links
among subsystems also incresses, becanse of amalysis of
enormons mmber of contacts of the subsystems Taking into
acopwmt the fact that high-dimensional mamces are dispersed. a
lot of dme 15 spent on unproductve opeTations.

With an increase m the ommber of system elements, the
mmtime of the maximmom fow sesrching alporithm extmemely
increases. This is dwe to the Suct that when caloulaans the
maximum flow, the list of elements their links and link
capacities are comverted from a list into a matrix of connections.
Crperating with such marrix makes the mardnmim flow searching
almorithm tme consEming.

V. CoMCLUSION AMD FUTURE WORE

The main conchision related to the software platform
consists in the following The platform aims to do four things.
First, o find smagstical properties which characterize the
stmachare of networked systems and create generative models.
Second, to reduce the dimension of nerwork systems. Third to
evalmate bow will petwork smocmre affect on the system
performance. Fourth, to design optimal network system.

An increase in the size of network systems leads to the
essential rise of the zeneral nmtime of compuatstion. The main
reason iz the mamrix forms that represent the stuchms of netarork
system =t all stages of problem solving. This is an important
conclusion in wmderstanding the direction of fiore research.
Fuhme smdies should aim o develop an effecove smocharal
description of network systems.
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Apalysts of real petwark systems with high accuracy leads to building complex high-
dimension modals. When the time for determining system, parameters plays an imporant mole
meal—hmnmoﬂ.elinzﬁmzbecmsamﬁtalmm 50, one peads to find an approximate
sinmpler represenmtion of sxch network systems while preserving the characteristic properties
of the higher dimension system In this paper, an approach related to formal mansformations
of the system strucure model using nmitleve]l azzreation has been applisd to obtain a
reduction in computational complexity and faster modeling, Software inplementation of the
developed alzomthm allowed evabotmg the effectiveness of the approach. The efficiency of
the approach &5 demonstrated using an example of solving the maxinmm flow problem.
Multileve] structaral mode] transfommations result m the dimension reduction of a network
sysiem presemtation and, comsequently, a decrease in the execufion dme of computatonal

procedurss.

1. INTRODUCTION

Modemn techmical and techmolomical objects  are
characterized by many elements, a vanety of links and a
sipnificant amount of processed information. Complex
systems are systerns in which the pattern of imteractions
betwesn a system’s constifuent parts is iself complex and is
evoliing together with the system’s dymamics. Complex
systems are those where the mumber of states determined by
tha states of elements or by the interrelations betwesn elements
Iz combinatorically larpe of umcountsble. It prowides the
system with essential properties and imposes 3 pumber of
restrictions on the smdy of such systems. Complex systems
require specific methods for analysis and desizm The main
purpose of these methods 15 that they reduce the system to a
smaller dimension, wsing its ageregation of decompesiton.

Thres sroups of problems should be solved for them:

(1} The analysis of propertes and behavior of the system
depending on its stuchure and the valne of its parameters.

{2} The selection of the stucnme and wvalmes of the
parameters based on the properties of the system

(3} The construction of complex systems.

In the comtext of network theory, a complex netwodk is &
network with pon-trivisl topological features and with a
multinede of non-aivial statistical challenges [1, 2].

The =ubject of research is metwork systems mchiding
discrete, dymsmic and stochastic systems with discrete or
contnuous-time, where the flow balance law takes place [3].

Thiz work iz devoted to the problems of fonmal
mansformatons of the sowchoal models of network systems
with the purpose of redocing the dimenszion of the system
when the time of evalnating system metrics plays an important
role in solving real-time confrol problems, and when the ime
of modeling the system is a critical parametsr.

13

1 _LITERATURE REVIEW

Crrer the past decade, the mumiber of papers devoted o the
smdy of so-called scomplex networkse or, in other words,
complex systems with network topology, has imcreased.

Metworks are wsed as 3 common model of 3 wide vanety of
complex systems The following classification of complex
networks is widely used at present [4, 3] Technological
biological, ecu]ngl.ca] and social Much atenfion is paid to the
theory of networks, network modeling.

Miany complex systems can be represemted as muldlevel
networks composed by distinct elements, interacting and
depending on each other. The basic elements of real-world
systems are comnected by different types of inferactions. For
example, in technological nesworks, 3 network element can be
hardware, sofrware, dsta, processes (incloding processes for
providing service to users), facilifies; in the case of social
networks, mwhich the same set of people might have political
or financial relationships, or might be imnferacting using
different platforms like e-mail, Twitter, Facebook, phone calls,
etc.; in ecological networks, network models are composed of
a set of comparments, descobing either species or finctonsl
Eroups, and a set of links that represent interactions or eQeTEy
or biomszss flows among compartments.

Crme of the challenzes fior ecelogical and biclogical-nerwork
models is to sdy deferent properties of systems. For example,
complexity and stability, controllability and obsenvability. To
study the properiies of ecological systems, multlevel network
models are constructed usmg a senies of agEregation process.
The consimaction of ecological multlevel network models is
extremaly difficult problem becaise of the limitsdons m data
availability asseciated with the difference in type of network
models, level aprresation and amescale The suthors [§] state
that machine leaming and better data charng betwesn
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ecologists represent very important areazs for advances im
ecological networks.

It is known that the mathematcal model of a technological
network system comsists of mwo parts: a description of i
elements and a description of the struchure of the system . The
formal techmics describing mathematical models of
technological systems is well stodied and includes: quensing
theory, Petri nets, process algebra, and set theory.

A mumber of problems of the system analysis require an
mvestization of the structural model of a complex system. At
the sames fime, some of them are sobved only by transforming
the existing stuchmre into a kind that sllows to achieve the
solution of the tasks assipned to the research.

The authors [7] apply the agpregaton of elements of a
quening network with the purpose of reducmg its dimension
and decreasing simulation tdme. The man point of the
aggregation consists i dividing the petwork mite two parts -
the mam nodes, being of inferest, and the remaining nodes. It
is clzimed that the method is effective only in a limited ranze
of statistical characteristics of the nodes.

The suthors [8] consider the method of mwestizating a
complex network system based on s decomposiion The
method redures the dimension of the system model and
improves the performance of the modeling systern on parallel
platforms.

Concept of aggregation is wsed it the paper [9] to finding
shortest paths in a zraph This is used for the satellite
navigation to be able to efficiently respond in real-time to
traffic updates.

The suwthors [10] iowvestizate aggressfion schemes for
Markov processes. The approach was to hinp sates of a
Markov process together in proups and propose 3 Markow
process on the set of groups which has the agpregated
computation, including recomputation to take inte account
local ]

In the paper [11], the suthors demonstrate how stouchare
midel mefrics of 3 complex network system can be used to
create random networks. The developed random networks
estimate the types of network faihmres and their associated
CONSEFUIEnCes.
The tasks of topological snalysis of systems represent a
range of complex problems, the solubion of which requires
large computing Tesources and the development of
mathematical methods. They can be combined imto sach
ETOupst

(1) Development of a valid structural description of a
complex system The tasks of this group compose a
topelogical structure on the base of an orizinal specification of
a complex systern, that is, determine elements and subsystems
of 3 complex system and their connectivity.

(2) Determination of characteristics of a complex systam
with a specified topological stoctore. For example a2
definition of strongly commected components, shortest paths,
cycles, races, etc. In addition, the system stacre model is
used to smalyze the quality metrics of the stochme. For
example, the mumber of links among subsystems; weighted
munber of links, whose weights are wsually the fonctions of
length, bandwidth or other characteristics of the channals, the
rate of message Tansmission over channels, and so on.

(3) Optimszl desizn equivalent mansformstions of the
topological staciure of 3 complex system.

Most of the tasks of the thivd proup are tasks of the incressad
complexity. The stucture desipn for network systems iz one

14

of the main tzsks and consists in choosing the optimeal scheme
for commecting nodes, selecting the tramsmission capacity of
channels snd opimal routing The choice of a twpological
stacture is carmied out using varions criteria and takes into
account the constoaints for tme delay, the reliability of
information wansfer, etc.

The problem of equivalent transfonmations considered in
this paper belongs to the third proup of topological anslysis
tasks. Equivalent transformations cam be applied in the
following cases:

(1) PFedismibugon of links and interaction schemas
within the framework of the initial souchire.

(2) Aggregation and decomposition of the system
COnIpoments

(3) Anslysis of the modsl stucture for detecting
parallalizm desdlocks and solving the problem of nmamesl
exclsions.

(4) Feducing the dimension of a system when the ome
of metrics evaluation plays an important role in sohing real-
ame comirol tmsks, snd also when the time of modeling the
system is a critical parametar.

3. CONSTRUCTION OF THE S5YSTEM STRUCTURE
MODEL AND MULTILEVEL TEANSFOEMATION
ALGORITHM

This section is devoted to the comstuction of a system
straciure model and development of an algorithm for its moalb-
level ageregation Here, we consider the problems related only
to transformations of an element coonection scheme, The
dymamic of a system is not considered.

A complex system S contains elements C: (i=10,1 ), where
Wiz a fixed oumber, and an externsl environment denoted by
Cy. Let's consider the formal model of a complex system
structure [12, 13].

We formulate the first assumption as follows. Elementaty
signals sre Tansmittad in & system over elementary channals
The elementary chamnel 1 commected to the output of the
element C; can mansmit onty elementary signals i §t) having
a fixed index |

This assumnption admits the following imterpretation The
imprut of element C; comsists of m; input contacts; the contact
M receives the elementary signals x/f); i=0,m,  Similarly,
the output of element C, consists of 1; output contacts; the
contact Y zives out the elementary signals y/A4t) which are
accepted by one of more elements; 1-0r . Thus, the
mathematical model of the element C; used for the formal
description of its connection with other elements s 8 pair of
seig; [x{i".l' amd _."I“I-ii:l'I , Where for simplicity we usa the
notations m =my, T=1I;.

The second assumption. Mot more than ope elementary
channe] is compected to the input contact of oy element of
system; any finite number of elementary chammels can be
conmecied to the output contact.

We introduce the single-vahied operator [14]:

¥ -R(xi") o]

where, the domain of the upumisit.eseto[xw]- and the
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codomain of the operstor is the set | [T+ .
et -

The operator in Eq_ (1) assigns the owtput contact Y™ to the
inpart comtact X0 If no elementary channel is connectad to the
contact X im the system under consideration, then the
operztor B is not defined for this 31" The operator in Eg (1)
we will call the operator of elements connections.

The operator of elements compectons, its domam snd

codomain we will call the elements connections scheme of
systern or the formal model of the sysiem stoctore. The
elements connections scheme of system contains exhanstive
information about the connections of system alements.

The form of the operator B plays an important role. It will
affect the performance of aoy data processing algorithms
expecially i the case of large systems.

Consider the system, which stracture is represented m
Figmme 1.

Figare 1. The stuchare of system 5

Hote, the inverse oparator B~ is not single-valued.
XP=R" (¥ @

Create the operator of elements connections . in a tabular
form The Table 1 shows the valves of the operator B for the
considerad example of the system 5.

In the Table 1, the pumbers of rows Comespond o the
munbers of elements. The mombers of cohmmns comespond 1o
the mumbers of the input contacts of elements At the
mtersection of the row j and the colomm i there is & pair of
munbers (k, I} indicating the mmber of the element k and the
muber of its cutput contact 1, to which the comtact 32 is
comnected.

15

Table 1. The operstor E. of the elements connections for the

system 5
a1 F] E] 4
[1] 2| &l | 104 ] --
1131 (22 ] - | --
2103 |01 )81 | --
3001 [ 41 )103 ) --
4 111123 ] 32 |10l
5 | 63 [ 11 ] AL | --
6|51 (13149l | --
71233 [03 ] B2 --
B |03 (133 ~ | -
9142 (02103 --
|8l | 33|13 -
11 | 63 133 71 | -
BiN1| L] 03 | -
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Let’s represent the system 5 as an appregate of a certam
mumber of subsystems 5., contaiming at least one element,
whese W = (po, i, M. . .. 15). Moreover, the element C;, nmst
belong to only one of the subsystems 5. The subsystem 5.
will include only ope element Cs represenfing the emternal
environment.

The ageregation of the considered system on the subsystems
czn be realized as follows: Sps = {Ca}; Spy = {Ci, Ca}; Sue =
{Cs, Ca}; Spa= {Cy, Ca}; Spa= {C, Ce}; Sps = {Cs, Cin}; Sps
= {Cyi, Ciz}. The agprezation proposed is depicted in the
Figure 2.

It is obvious that a subsystem 5y, on the one hand can itself
be an independent system just Like the system 5, and omn the
other hand it can be an element of the system 5. Further, for
simplicity the subsystem 5,; will be considered as 5.

In this paper, the construction of the elements” connections
scheme and i implementstion for these two cases are
considered. In amy case, the constuctdon of the elements
connections scheme consists of two steps: definition of the
fictiions contacts om the border of the subsystem 5, and
constmction of the operator of the elements connections.

Step 1. Definition of the Scations contacts. Each subaystem
on the border pmst have fictitions input and fictitions outpat
contacts for commmmication with other subsystems of the

system 5. The fichitions contacts play the role of male-female
connectors that commect the blocks of complex electromic
devices.

In the first case, the subsystem 5., considered as s
independent systern, has to have an external emvironment,
which iz denoted 5= an external element Cy* or subsystem S .

The intemal structure of the extemsl epvirpnment 5 is
imwvisible to the elements of the subsystem 5. The subsystem
5, imteracts with the external enviromment 5. through its
fictitions input contacts 3" which are connectad to outpat
contacts of the elements of the subsystem 5., and through its
fictitious gatput contacts ¥/"*, which are connected to inpat
contacts of the elements of the subsystem 5,

In the second case, the system 5 is divided imto seversl
subsystems 5, Each of the subsystems is considered as an
element of the system 5. The internal stractore of a subsystem
5y is mmwisible to other subsystems of the system 5. Each
subsystem (o the border) muest also have fictitious input 35*
and fictitious output ¥ contacts for commmmication with
other subsystems of the system 5.

Combining these two cases, we come to the fact that the pair
of contacis X/*! amd Y;** and aleo XF® and Y* ae
combined into dowdle fictitious contacts on the border of the
subsystem 5, (Figure 2).

bk Lag

E..""‘-'4 4 3

L,.ll.l"i

-
e

S f==b S K

A
==

Figure 1. The aggregation of the system 5 om the subsystems 5.
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Infroduring the concept of Sctfions conmcts for each
subsystem 5. plays an important role. In a project, if necessary,
it 15 easy to replace the subsystem S, with 3 new one. In
comparisan with the old subsystem 5., 3 new one can: use &
faster circuitry, which can improve the performsnce of a
system 5; allow extending fonctionality, for ewsample by

Deetermine the fictiions contacts. It is obwvious that the ingput
and output fctitious contacts of the subsystem 5 are defined
for the alements of two sets:

(1) [Y#,is a set of the output contacts of all elements
C,, where (GES,, comnecied to the input confacts of the
elements Cy, where Co@5,, a5 well as to the input contacts of
the external enviromment Ty

(2} [XN7,is a set of the input congacts of all elements C
whera C,E5,,,, connected to the output contacts of the elements
Cy, where Cy25,, as well as to the owiput contacts of the
extemal environment Cy.

Sa, the set [¥i"']s is determined as:

e, = | oo ¢| ) mrepy &
G,

Cak

whera, [Y04] ic a set of output contarts of an alement C;
connected to comesponding mput contacts of an element C,,
where Cpg5,.

Selecting contacts ¥ for inclusion in the set [¥1i,, m
general case, We can mest the same contact ¥V several imes.
Arcording to the Idempotent Law of union of sets, the same
contacts Yii! are not repeated Thus, for each Y/ e[Y ], it is
sufficient to have only one fictitions contact ¥*!.

Each Y"'e[Y"]. zenerates a double fictitious contact on
the border of the subsystem 5., A pair of operators is nsed o
define this double fictitous contact:

TH=Q, (Y.

X"™=0,x" &
The operators m Eq. (4) are called the pumbening opesators
of fictiious contacts of the subsystem 5. The operator O
defines an output fictitous contacts ¥ of the subsystem Sy
(second case) (Figure 1). The operator (¥, defines an inpus
fictitions contacts 3% of the external envisonment 5w, (Grst
caze). In fact, each of these operators symbolizes a procedure
of assipmmg values to fictitious contacts. The values of the
operators in Eq. (4) can be represented by a table of mumbering
Dctitious contacts.
Ac an example, the Table 2 conotzing the pumbers of
fctitions contacts of the subsystem 5, connected to contacts

of the set [¥#"].; with the help of operstors Qu and Q.

Table 2. The values of the operators Q). and ),

T|"'!

gn | 11 [12] 21|23
Qu| 1 El
Q| 1 4

b b

E]
3

Simlarty, we consider the formation of the set K07, We
use the expression:

17

X} - | oo (| ) meeD ®

a5, T8,

where, [30:1] is the set of input contacts of an element C;
connected to the cormesponding output contacts of an alement
C, where Cpg5,.

According to the Idempotent Law of mwmion of setz, only
diffarent contacts X' enter the sat [307, For numbering of
the fictitious contscts 3, we introduce the pair of operstors:

=R, 0,
B ®
The operators in Eq. (§) are called the numbening operators
of the fictitious contacts of the subsystem 5, The operator P,
defines the inpat fictiions contacts X of the sobsystem 5,
{zecond case) (Figure ). The operator B, defines the oufpuat
fictitious contacts Y™™ of the external environmens 5, (frst
case). In fact, each of these operators symbolizes a procedure
of assigning values to the fictifous contacts. The vahues of the

operators in Eq () can be represented by the tshle of
mmmbering the fictitions contacts.

Table 3. The vahies of the operators By and Py

X
G| 12|22 23
EN
Ful 1734

As an example the Tsble 3 contuins the mmbers of
fictitious contacts of the subsystem 5., connected to contacts
of the set [307,; with the help of operators P, and P*,..

Step 2. Construction of the operator of the elements
connectons. This step, in furn, should be considered for two
cases: first case, a subsystem 5. is considered 23 am
independent system, just like the system 5; second case a
subsystem 5y is considered as an elemsnt of the system 5.

Constraction of the operator of the elements connections for
first case. Denobe this operator by Fe.

Consider a subsystem Sp 85 an independent systemn It
means that all other elements of the system 5 mcluding Cs
represent the external emviromment S o reladon to the
subsystem 5. There are two types of connections within the
elements of the subsystem 5.

The comnections of first type are internal connectoons of
imput and owtput contacts of elements C;, where CiES,

The connections of second type are connections of mput and
aufput contacts of the elements C; of the subsystem 5. to inpat
snd ouwipat contacts of the element 5 The external
enviromment 5, interacts with the subsystem 5, through its
input contacts 3% which ste commected to outpat contacts of
elements j, where CES,, and through the output comtacts
¥ which are conmected to input contacts of elements C;,
where CE8:.

In the first case, the sets of the comtacts 7] and [Y9], of
the elements C,, where Cje5, are given The operator of the
elements connections B, for this case is equal to B_

In the second case, the subsystem 5, has o connect with the
subsysten 5 . in the following manmes: input contacts of the
subsystem Suy to oufput cootacts of the elemens of the
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subsysiem 5, and owtput contacts of the subsystem 5 . to inpuat
contacts of the elements of the subsystem 5, Thus, the

opesators ), in Eq. (4) and P', in Eq. (6) define the inpar 3»

and output ¥i"® contacts respectively:
|n||. {Y“IJ:)‘
pE @
Finally, the operator B, is determined as:
W -r, (x") @

where, the domsin of the operator is the set

T o{u T ®

and the cedomsain of the operator is the sat:

Ty 0]

Consider an algorithm of forming a set of codomains of the
operstor B, Anslyzing the expression in Eq (9], we concludes
that the domain of B, consists of three subsets.

The first subset A comtact 3 of an element C;, where
C,E8,, is connected to a contact Y™ of an elemens C, whess
CyES,. It can be written:

D{ﬁi}L e U [:{'I.l:l]
o,

{10

an

In this particular case, it is evident the contact Y™ is defined
a5

TH=R{E) L4y

Thmas, the operstor B, is equal to the operator B
E=R

A procedure of forming the first subset in Eq. (11) of the
subsystem 5, consists of two steps.

Step 1. Consider all rows j (where C;E5,) and the pairs of
munhers (k, ) in the Table 1. I the first momber k is such that
CwES,, then the second one | denofes the munher of the ousput
contact of the element O comected to the mput contact 30

Step 2. The value of the operator B, has to be determined,
using the expression in Eg. {11).

The two-step operation has to be executed fior all rows j of
the Table 1, where CES,.

The second subset. A contact 30U of the element C., where
C,E5,, is conmected to the contsct Yi*' of the element Cy,
whese Cy5,. It can be written:

b = U B
o,

13

4

18

In this case, it is necessary to form a Sctitions contact Y&
on the border of the subsystem 5., using the operator P, m Eq.
(7). The procedure of forming the second subset in Eq. (14) of
the subsystem 5. consists of two steps.

Step 1. Consider all rows j (sach as C;ES,) and the pairs of
the mumbers (k. I} in the Table 1. If the first number k is such
that CeESy, then the second muovber 1 iz the number of the
output contact of the element O connected to the it contact
X,

Step 2. The operator B, has to be determined It is equal to
the operator Py in Eq. (7). 5o,

E=F, (15)
Finally, the fictitious contact has to be foumd as:
Y™ =R, (X" (6)

The third subset. Considar the third subset that consists of
fictitious input contacts X/** of the external environment Sy,
The oparator ('= in Eq. (7} has to be usad in order to determine
a contacts Y, which is connected to the fctitions contacts
Tt is essy to conclude that

= ™) an
where, the operator ()" 15 an inverse operator ),
Thms,
B =Q.T (18)

Hote, the operator ', 15 2 one-10-00e operaior.
Finslly, the procedure of constructing the operstor F. is
defined by the expression:

Rp:,‘" Jeorxe ) | [x*]

Tk, O 8,
t lP 1}:])

e | J[x*]

Coak, Gafy
@b (xi"™ Jor xi™ e[x™ ]

as)

As an example, the values of the operator B, where p=ul
are given in Table 4. Like the Tshle 1, the Table 4 shows the
values of the operator F.x. The row 0 in this table commesponds
to the external environment 5. The fctitious contacts 30
and ¥™* comrespond to the input and cutpit contacts of 5,
respectively. The rows 1 and 2 comrespond to the elements C;
and €3, respectively. The nomber of cobmmms of this table is
equal to the maximmmm mumber of input contacts among the C),
C; and 5'y and is equal to 4. At the interzection of rows and
columns there are pairs of numbers (k. [} indicating the number
of the alement k (where C; €5, and 5'.;) and the number of its
output contact 1, to which the mput cantact X4 is connected.

The case, where a subsystem 5, is considered as am
independent system has been applied to the desizn of secare
hardware systems. In the paper [15], hardware obfiscation
technique on the base of proposed formalizm is described.
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Table 4. The operator B, for the subsystem 5,

i1 [2]3]4

Ll |13]31)33
01 (22 -] -
02 ]03]|04] --

L e )

Mow, consider construction of the operator of the alements
connections for the case where a subsystermn 5. is considered
s an element of the system 5 {second case) In fact, that is an
operator of subsystems connections or a two-level operator of
the elements connections. Denote this operator by B, Similar
to the operator B, determine the operator By as:

Y"=R,(X}") (20)

where, the domain of the operator is the set of fictitions oofput
contacts of subsystem 5, Itj [0H T . and the codomain of the
e

operator is the set of fictitions mput contacts of subsystem 5,
ey,

If no elementary chanmel is connected fo the contact X',
then the operator By is not defined for this 3.

Consider an algorithm of forming a st of codomains of the
operator By, A procedure of the operator By is based on an
anslysis of a chain to which the contacts 3 and Y balong
This procedure consists of two steps.

Siep 1. For a Sctitons contact X, there 15 always a contact
X (where C;£5,), which can be determined using the
EXpTession:

xP=m'oc™) 1)

whesa, P! is the inverse operator Pu m Eq_ (5).

The gperator Fy,'(33*7) is not a one-valued operator. Thus,
there can be more then one contact 350 for a fictitions contact
F¥ but it does not matter If the fictitions comtect 3G
comesponds to more than one contsct 307, the outpart contact
Y, where CyES,,, will always be the same.

Step 1. Definition of a fictitions owtput contact Y¥. If for a
comtact 3GV there exists an output commct Y/ of the
component Ty, such that Gy #5. and C.€5,, then there shways
exists an operator:

TU=ROL) @)

Therefore, we define the required fictitions contact Y/
with the halp of the operator in Eq_ (4):

=0 (23)

B=Q, 24

Consider a particolar case, when k e, fichiious contacts
Wi and M of the subsystem 5., coincide with the
comesponding contacts Y™ and X™ of the element Ci.
Formally, the contacts ¥ and X/*" are obtained as a result

of applying the operators Q. in Eq. (4) and P in Eq. (8],
respactively. In this case, the value of the operator By is

=L 25
Finally, the operator By is defined by the expression:

QO FE=0.C e,

¥, (0

(26)

where, T = R[R ' 36*0].
The values of the operator By for the considered example
are given i Table 5.

Table 5. The operator By for the considered system 5

Jaj1 234
012 (3154 -
T[21 |03 |01]43
3 [11 |53 |14] 52
311 13 |61 ]50
T[13 |03 |63 -~
5 23 [02[33]62
6 |33 |41 |11] 03

Like the Table 1, the Table 5 shows the values of the
operator B The row number in the table commesponds to the
subsystem oumbers of the second lewvel The cohmmn pumber
in the tshle correspond to the pumber of fictitious nput contsct
of subsystem of the second level At the imtersection of the
rows and the columns there are pairs of mumbers (k, I)
indicating the munher of the subsystem k and the mumber of
its fictitious ouiput contact L to which fictitous inpat contacts
of subsysteme are connected.

To solve many practical problems related to petwork
syshemns, i is necessary to aggTegate subsystems 5, into larger
subsystems 3°, (third level), snd those, in tarn, into even larger
ones, etc. In this case, It is necessary to consider a three-lavel
B or four-leval operator of the elements commections By, and
so on. Algorithmic implementztion of opermfor consmcton
for higher levels is imvariant. Like the second level the
constmaction of the subsystem's connections scheme for thind
and larger level comsists of two steps: definition of the
fictitions conmtacts on the border of the subsystem 54
constmction of the operator of the elements connections. The
content of each of these steps for each level is the same. The
constaction of a mulblevel aggrepation scheme can be

performed recummently.

Table &. The operator Fin for the considered example of the
system 5

1 (3 ]3] 4]'5
1231 (23]~ | +
a1jo3folj3sf --
L1[14(02])32]
L1 |13 ({23]15]|03

=t
(=

| b =) S

As an example. in the work the third level aggrezation was
performed The subsystems 5. of secomd level have been
aggregated as follows: 5y = {Ca}; 5% = (S, Sl S'pe=
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{Sas, Spsd: 5= {Swy, Sps}. Table § shows the vahies of the
operator Fip for the considered exsmple of the system 5.

Thus, the spplicatton of the opminlewvel agzzregation
alzorithm shows that, in comparison with the first level, at the
third level of the system the number of elements has decreasad
by sixty-mine per cent and the oumber of coonectons has
decreased by ffty-eizht per cent.

It is easy fo show that all elements connections schemes
(one-level, two-level and three-leval and 0 om) are equivalen:
from the following point of view. To each slementary chammel
comecting the contacts 309 and Y/ =R{4) [ ope-level
elements comnections scheme comesponds an elementary
channel compecting these contacts im pmiltlevel elements
connections schemes.

4. PROGERAM IMPLEMENTATION

This section is devoted to the description of the program
implementation The alponithm of multilevel agzregaton of
the network system has been programed The program is
wWritten in the Java progranuming lameusge and comsists of

foorteen classes, ten of which display the stucmre and
fimcdonality of the program, four are test classes. Simplified
UML disgram with class names snd fields is represented m
Fizure 3.

For the practical implementstion of this task, it was
necessary to consmuct classes that would reflect the smochme
and behavior of the system The followmg stacnmal pars
were identified: a system thar contmins components;

COMpOnEnt; CoMponent ot Conlecion between components.

On the basis of this divison such classes as
SysiemOfComponents, Compeonent, Gate, Connecdon wess
consmacted.

This system is 2 omiltilevel system and to represent ifs
levels the LewelOfSystem class was created To store the
layers of the systemn a collecion was created in the
SystemOfC omponents cless.

To create & hierarchical structore, the components werae
combined imte subsystems The component is both a
component and an independent system. For the software
implementatoen of this aspect, the inheritance mechanism was
applied and, as consequence, the Component class was
mhegited from the LevelOfSystem class.

Canriefasn i
E‘ CoamaconstLamporer Nap | [
|
LavalTHSyatarm
PreR— T = SpmlemOfCompanania
~agbelliT selrrm . Connseion L* 1 | Hevals DS ystomy Arraylsi
amoniH omporenis wi h
Gam
- H - B e
b <) -
[
Camponscl
e T,,—'E\-';.T 1L Catelui
o] [ _cniEameni ComecaorElpmsant
e AT T T S conEkmeniOul ComecaosElomentliu
e = ey . -ganesuT Sat 3
= 1
Ili ;* <
L* ConnechionElwraniin ConnectionElemaent Connechion Eleers nilut
patein: Gavedn '[-' -Cemza et Companent 7] gm=lut Gatelii L*

Figure 3. Simplified UML dizpram with class names and Selds

Each component has input and owpat ports which have a
fundsmenta] difference: only one connection can enter the
input port, while several connections may leave the outpat port.
However, at the same tme these ports have the same
functions. Thus, to represent the ports of the component, the
Cate class was created.

The next task was to represent the connecton berwesn two
components. To solve it, the Comnection class was created. To
determine the begimning and the end of communication it was
DECesSATY Lo Create 4 certain object that would store the
component and port from which the conmec don lesves, snd the

]

component snd port inte which this connection enters. Thus,
the following classes were created: the CommectionElement
class that stores the component snd the ConnecnonElementTn
and  ConnecdonElementTrt classes that  inhent
ConnectionElement class and store the input and output ports
respectively. To create a connecion between componsents, &
mapping collection was created in the Coonection class, the
key of which is the ConnecticaFlementn oiyject, and the value

As g result of the program implementation, the Tables 46
were obtained representing the connections of the subsystems
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at each level of the systam.

5 EFFECTIVENESS ASSESSMENT OF MULTILEVEL
TERANSFORMATIONS ©OF SYSTEM STRUCTURE
MODEL

The formal Tansformations of the system stucture model,
using 3 pmiltlevel aggregation, results in reduction im
computational complexity and fister medealing The effciency
of the approach is demomstrated using an example of solving
the maximum flow problem [16]. The macdommm flow problem
belongs to the group of topological analysis problems whose
purpose is to distribuze network flows to achisve the maxdnmmm
walues of compmnication efficency.

The maxinmim flow problem is fornmlated as follows: the
mearimmen possible total valoe of the flow between the source
and the sink has to be found for grven network with established
initial distritmtion of fows for graph edpes and capacities. It
means that the flow has to be mcreased if it has not reached
the maxinmm valoe. The maxinnon flow vale is equal fo the
sum of weights of the edzes in the minimmem ot in sccordance
with the theorem proved by Ford snd Fulkersom which is
applied for solving the maxinmom flow problem [17].

The Ford-Fulkerson algonthm consists of the following

staps.

(1) A path fom the souse fo the sink which is called an
azmenting path has to be foumd in the given Sow network .

() The maoummom value of the flow i the auzmenting
path which is called the residual capacity has to be found. Each
edge in the sugmenting path mmst be labeled with the its
capacity and residual capacity via slash notation. The flow
wvalue pmst be nonnegative and mmst not exceed the given
capacity, but can be equal to it

{3 I the flow 1= equal fo the capacity of the edze, this
edze is sammated. As 2 result, it cannot be considered im
searching next angmenting path.

() Emunerstion finishes when ransfer fom the source
to the sink becomes impossible due to no auEmenting paths
exist.

(% The valwe of the mammmm flow is equal to the
capacity of the mininmam cut. It can be found as the sam of the
flow values of the edges which are incoming to the sink.

The maximum Sow of the network is caloulated according
to the formmia:

@n

whese_ n is the amount of the edges which are iIncoming to the
sink; £ is the Sow value of the edge which is incoming o the
sink

The average length of the sozmentns path 15 caloulated
according to the formmla:

28)

whese_ nis the amount of the muEmenting paths; L; is the lenzth
of the sugmenting path.

11

Implementation of the approsch is showm below. To
evaluate the efficiency of the approach proposed, =n
experiment has been performed. For each of thres levels of
stuctural system model the maximum flow bas besn
calculated Consider this experiment in detzil

First, find the maximom fow for the initial nemwvork (Hrst
level) applying the Ford-Fulkerson algorithm For the imitial
oetwork (Fizure 1), we assizm the capacity valmes of the
channels, which connect the components. We transform the
Table 1 of the elements connections into the Table 7, where
the channal capacites are mdicated by the third vahes.

The zraph of the system was constructed (Figare 4), where
the source combines the owpui contacts of the external
environment and the sink combines the input contacts of the
external environment. The weight of each edge is equal to the
capacity of the comesponding channal

The search of the mammmm flow was folflled using the
Ford-Fulkerson alporithm An surmenting path from the
source to the sink was chosen on each iteration. Each edze was
labeled with capacity and maxinmam pessible flow via slash
notation. The emmeration of the possible suzmenting paths
finished when mansfer fom the source to the sink became
impossible in consequence of the samuration of the edzes of the
zraph. After that, the mardomam flow of the network was found
az 3 result of the sunwnation of the flow values of the edzes
which are incoming o the sink

Table 7. The first level elements connectons with capacity

vahies
ij 1 X 3 4
0] 1220 [ 6135 | 10410 --
1] 3LK15 | 2210 - -
2| 0330 | 0175 [ BLIS --
3| LL15 | 4115 | 10210 -
4| 110 | 235 | 3235 [ 10110
5 | 8215 115 115 -
6| 5115 | 1215 [ 91325 -
7] 2315 | 0345 | 82325 -
B | 0360 12410 - -
9] 425 | 0245 | 103,15 -
0] 2315 [ 3310 | 123.15 -
11] 635 [12210] 7.110 -
1211110 L1100 | 03350 -

The muzmenting paths, the residual capacites and the
nmmber of the traversed edges are showm in the Table 8.

Table 8. Result of the graph maversal

= i Fesidaal Amount of the
N Augmeniing path capadty traversed edzes
1 Source-2-1-5ink 14 3

2 Source-l-5-G-5mk 5 4

3 Spree-1-4-3-1- 5 5

Sink
4 Source-f-§-Sink 20 3
5 Sowre0-6-11- = 5
12-10-Sink .

§  Source-2-10-Sink 5 3

o Source-8-10-3-1- i -

7 Sk 5 3
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Figure 4. Graph of the first bevel of the system

Thus, the mawitmm flow of the network was foumd
according to the formmala in Eq. (27):

£=20+25+10=55

The seven augmenting paths were twaversed dung
alzorithm implementation. The average length of the path was
found according to the formmla in Eq. (28):

=3+4+5+3+6+3+5

R

By malegy with the first level, the mavinmmm fow was
found for the second and thind levels.

As g result of using this method the pumiber of the elerments
and the mmmber of the connections between the slaments have
decreased. Moreover, the number of zraph traversal iterations
has declined by fifiy-seven per cent in finding the maxinmmm
network flow at the thind level of the system. In addition to this,
the average length of the angmenting path from the source to
the sink has decreased by thirty-six per cent

The final results of the conputational expenment are given
in the Takile 9.

Sumrnarizing:

(1) The valwe of the maxinmmm flow for each of three
levels of system smoctoral model is the same. This iz an
mdirect confimaton of the equivalence of nmltlevel
structural model transformations, as well as the comeciness of

() DMultlevel souchors]l model ransformations result in
the dimension reduction of & network system presentation and,
consequently, a3 decrease m the execnfion fme of
computationsal procedures. The results of the evaluation of the
efficacy of the composition methed: the monber of the element
of the system decreased by 6%%; the oumber of the
connections among the elements of the system decreased by
58%4; the numbear of the graph traversal iteratons decressed by
57%; swerage length of the path from the source to the sink
decreased by 36%.

Table 8 Besunlts of the evaluation of the effectivensss of the
compositon method

Result:
decreased
by

First Second  Third

Parameters kvl level  level

The number of the
element of the 13

|
.

55

Tystem
The namber of the
commections
berween elements
of the system
The number of the
Eraph traversal i 4 3 5%
iteratons
Averape length of
the path from the 414 3 167 £l
sorce o the sink
Mlaxinmm: flow

£+ 26 16 58

55 55 55 -

6 CONCLUSIONS AND FUTURE WOREK

In this paper, we examined the techmigue of formal
transformations of stroctoral models of complex systems and
its application. We demonsirated, that

(1) Mhultilevel stoctoral modsl —transformation
techniques provide a simpler representstion of network
systerns whils preserving the topological properties of the

(2) Theresults of the work can be nsed to sady and solve
problems associated with streaming processes in networks,
when throughpat or other parameter changes over time and the
time of system modsling is a critical parameter.

(3) The formal ransformations of the stuctural models
of complex system:s with the purpose of reducing the
dimension of the systern, can be leveraged in the pmlft-ter
telecompmnicstion petwork management model This will
allow the management system to make decisions in real tme
o identify bottlenecks in & network, meet costomer needs for
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rzpid deployment of new services, mest simict gaality of
SETVICE TequIrements.

(4) The spplicadon of the object-oriented concept n the
program implementation allows making the fransformation
techmiques imvariant to the way of a formal presentation of a
system struchmral model.

Within the framework of the fomure study, we can present
such ideas:

(1) Development of a generator of stmaciural models with
specified topological characteristics of large-scale nemwork
systems. Thiz will allow evaluating the effectiveness of
proposed technologies 1o solve varnous optimizatgon problems
associated with largs networks.

(2} In various problems of managing complex network
systems, fime ic 3 critical parameter. These problems inclode
detecting bottlenacks, parallelism as well as mrtual exclusion,
deadlocks etc. Therefore, the smdy of the application of
equivalent mmitilevel topological transformations for these

problems is an Important task.
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