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BCTYII

A. 1 IlpuzHaueHHs KOMIOHEHTIB Azure y CUCTeM1 MOHITOPUHTY

MOHITOPUHT PECypCiB € KIIOYOBHM E€JIEMEHTOM €(PEeKTHUBHOTO (HYHKI[IOHYBAaHHS
CyyaCHHX CHCTEM aBTOMAaTu3ailii, 3a0e3Neuyroyd KOHTPOJIb 3a BUKOPHUCTAHHIM
OO0YHCITIOBAIbHUX, MEPEXKEBHUX Ta XMAapHUX PeCypciB. Y KOHTEKCTI XMapHOI miatopmu
Microsoft Azure BHOpPOBaIKEHHS MOHITOPUHTY PECYpCiB JI03BOJIIE ONTHUMI3yBaTH
POJYKTUBHICTh CHUCTEMH, 3a0e3nedyBaTH ii cTaOuUIbHY poOOTY Ta BYACHO BUSIBIISITH
MOTEHI[1MH1 TPOOIEMHU.

OCHOBHOIO METOI BIIPOBAKEHHSI MOHITOPHHIY PECYpCiB € 3a0e3leueHHs
MPO30POCTI Y BUKOPUCTAHHI OOUYMCIIOBAJIbHUX MOTY>KHOCTEWU, MEPEKEBOTO Tpadiky Ta
JIOCTyIy a0 XMapHUX cepBiciB. lle gocaraerbcst 3a paxyHOK 300py METpHUK
OPOAYKTUBHOCTI, TaKuUX SK 3aBaHTAXEHICTb MpOILEcOpa, O0OCIT BUKOPUCTAHOI
OMEpaTUBHOI MMaM’ATi, IBHUJKICTh NE€peaayl JaHUX Ta Yac BIATYKY CEpBICIB. Y pamkax
poboTu 3 Azure i JaHi 30MparOThCSA 3a JOMOMOTrol0 ceppicy Azure Monitor, sakuit
3a0e3neuye [EHTPATI30BaHU MOHITOPUHT YCIX KOMIIOHEHTIB CUCTEMHU.

Azure Monitor Halae IHCTPYMEHTH J1JIs Bi3yasi3allii Ta aHalli3y OTPUMaHUX JaHUX,
JI03BOJISIIOYM OyTyBaTH 1HTEPAKTUBHI JAIOOp 1M Ta BCTAHOBIIOBATH TIOPOTOB1 3HAYCHHS
s kputuuHux Metpuk. Hampukian, nis [oT Hub MoxHa BiACIiAKOBYBAaTH KIJIbKICTh
MPUIHATUX TIOBIJOMJIEHb, CTATyC TMIIKIIOYECHb MPUCTPOIB Ta OOCSAT BUKOPHUCTAHOTO
ka"aiy 3B’s13Ky. Jlist Stream Analytics — 11e moka3HUKH yacy oOpoOKH TOTii, 3aTPUMKHU
BUKOHAHHSI 3alIUTIB Ta €()EKTUBHOCTI BUKOPUCTAHHS O0YMCIIIOBAIBHUX pecypciB. Kpim
TOro, 3a jJomomMoror0 Azure Monitor MOKHa HaJaIITyBaTH OIOBIIICHHS PO
TIEPEBHILIEHHS MOPOTOBUX 3HAUEHB, 10 I03BOJISIE BYACHO pearyBaTH Ha MepEeBaHTAKCHHS
CUCTEMH a00 1HIIT KPUTHUYHI MO/Ii.

BaxxnuBuM acmekToM MOHITOPUHTY € HWOTO I1HTerpaiis 3 I1HIIMMH KOMIIOHEHTaMU
cucremu. Hampukian, HamamTyBaHHS B3aemofii Mixk Azure Monitor 1 Logic Apps

JI03BOJIsiE CTBOPIOBATH aBTOMATH30BaH1 poO0Uil IPOLECH [T pearyBaHHs Ha MEeBHI MOJII.



Y pa3i BUSBJIEHHS aHOMAaJbHOI AKTUBHOCTI, CHCTEMa MO>K€ aBTOMATUYHO
HAJICUJIaTH CIOBIIIEHHS aJMiHIcTpatopaM abo 3amyCcKaTH J0JaTKOBI pPeCcCypcu s
ctabimizauii pobotu. Takuii miaxin 3a0e3neyye BUCOKHA pPIBEHb aIallTUBHOCTI CHCTEMHU
710 3MiH Y poO0YOMYy HaBaHTa)KCHH1 Ta M1BUINYE 1i HaIIMHICTb.

MOHITOpHUHT pecypciB TakKOXX CIPHUSE ONTHMI3allii BUTPAT HAa BUKOPUCTAHHS
XMapHUX CEpBiCiB. AHaji3 BHKOPUCTaHHS PECypCIB JI03BOJISIE BHSIBUTH 3aiiBi abo
HEJ0CTaTHbO €(EeKTUBHI €JIEMEHTH CUCTEMH, IO Ja€ MOXIJIMBICTH CKOPOTUTU BUTpPATH,
30epiraroun HEOOXIMHUW piBEHb NPOAYKTUBHOCTI. Hampuknaa, Ha OCHOBI JaHUX
MOHITOPUHTY MO’KHa MaclITa0yBaTH OOYHUCIIOBAJIbHI TOTY>KHOCTI BIATOBIIHO [0
peatbHOTO0 HaBaHTAKCHHS, YHUKHYBIIIN MEeperiaT 3a HEBUKOPUCTaH1 PECYpCH.

BnpoBapkeHHS! MOHITOPHHTY PECYPCIB Y CUCTEMAX MOHITOPUHTY TEXHOJIOTTYHUX
MPOLIECIB € HEB1JI’€MHOIO CKJIAJJOBOIO TTOOY/IOBH HAIMHUX Ta €PEeKTUBHUX pimieHb. Lle
N03BOJIsIE 3a0€3MeUnT CTaOUTbHY POOOTY CHCTEMH, CBOEYACHO pearyBaTH Ha 3MIHU Y
HABaHTA)XCHHI Ta MATPUMYBAaTH ONTHMAaJbHE BHKOPUCTAHHS PECYPCIB, IO OCOOIHBO

BaXXJIMBO Y MacIITaboOBaHUX XMapHHUX CCPCAOBHUIIAX, TAKUX K Azure.

A. 2 TexHiuHI BUMOTH JIJI 1HTETpalii 3 maTtdopmoro Azure

[HTEerpanis cucreMu MOHITOPUHTY 3 XMapHOIO matdopmoro Microsoft Azure
BUMAarae JOTPUMAHHS PSIIy TEXHIYHUX BUMOT, K1 3a0€31euyioTh e(peKTUBHY, O€3MeUHy
Ta CcTabUIbHY poOOTYy cucrteMu. Lli BUMOTM OXOIUIIOIOTH amapaTHy Ta MpPOTrpaMHy
CYMICHICTh, MEpEXKEBI MapaMeTpu, a TaKOXX BUMOTH JO OOJIKOBOTO 3amucy Ta
KoH(piryparii Azure.

ITepm 3a Bce, mis iHTerpamii HEOOXiTHUM CTaOUIbHUNM AocTyn J0 I[HTepHery 13
MIHIMQJIBHOIO MPOMYCKHOIO 37aTHICTIO, TOCTATHROIO Ui Tiepenadi Tenemetpii Big [oT-
OpuUCTpOiB A0  XMapHoi  muargopmu.  PexomeHayeTbCcs  BUKOPUCTOBYBATH
BHCOKOIIBUKICHE Ta HHU3BKOJIATEHTHE ITiJIKIFOYCHHS, 00 YHUKHYTH 3aTPUMOK Y
nepeaadi JaHUX, OCOONMBO y peXUMax peanbHOro 4acy. KpiMm Toro, mpucrtpoi, mio
nigkiarodarThes 10 [oT Hub, moBuHHI miaTpUMyBaTH CTaHIApPTHI MIPOTOKOJIM Tepeaadl

nanux, Taki sk MQTT, AMQP a6o HTTPS.



st po6oTH 3 Azure noTpioeH 00IIKOBHUH 3aIUC, SKUH Ma€ TOCTYH 10 HEOOX1THUX
cepBiciB, Takux sk loT Hub, Stream Analytics, Blob Storage ta Power BIL
PekoMeHayeThCs BHKOPUCTOBYBAaTHM mianmucky piBHA Standard abGo Bume s
3a0€3MEeUeHHS JOCTaTHBOI KUIBKOCTI OOYHCIIOBAJIBLHUX PECypCiB Ta MIATPUMKH
MacmraboBaHocTi. OONiKOBUI 3amuc Mae OyTH HANAIITOBAHWM 13 BUKOPUCTAHHSIM
OaratodaxkTopHOi ayTeHTH(]iKalii Ta pojell 3 OOMEKEHHMHU MpaBaMH AOCTYIY MAJis
PI3HUX KaTeropid KOpPHUCTyBadiB, 100 3a0e3MeunTH OE3MEeKy JaHUX 1 KOHTPOJFOBATH
JOCTYTI 70 KJIIFOYOBHX KOMITOHEHTIB CHCTEMH.

OOuucmoBaibHI  peCypcd MaroTh BIJINOBIJATH BHMOraM cepBiciB  Azure.
Hamnpuknan, ansa Stream Analytics moTpiOHO 3a0e3ne4nTi 0O0UUCITIOBAIBHY MOTYKHICTh
U1 0OpOOKH BENMKUX OOCSTIB JaHUX y peaibHOMY 4aci. Lle BKIItoUae HamamTyBaHHS
PO3MIpy OOYHCITIOBAIbHUX BY3J1B 3aJICKHO BiJl MepeadadyBaHOTO HaBaHTaKCHHS. J[iis
Blob Storage mnotpiOHO mnepenbdaunuTy gOCTaTHIM oOCIT mam’sTi AJjisi 30epiraHHs
ICTOpUYHUX JaHUX Ta PE3EPBHUX KOIIH, a TAKOX BHOpPATH ONTUMAJILHANW THI CXOBHIIA
(nmampuxiiaz, «Hot» mis wacroro goctymy abo «Co0l» 11 apXiBHUX JTaHUX).

Jns inTerpanii HeoOxinHo HanamryBatu [oT Hub, sikuii cinyrye komyHIKaminHum
BY3JIOM MK MPUCTPOSMHU Ta XMaporo. KoxkeH MmpucTpiii Mae OyTH 3apeecTpOBaHUN y
CUCTEMI 3 BHUKOPHUCTAHHSIM YHIKaJbHUX 1JE€HTU(IKATOPIB, a aBTEHTU(IKaLIs Mae
BUKOHYBATUCS 3a Jomomororo SAS-TokeHiB abo cepTudikaTiB. BaxJIMBO Takox
HAJAIITYBAaTH TOJITUKUA JIOCTYIYy, 00 OOMEXHUTH MOXKIJIMBOCTI HECAHKIIIOHOBAHOTO
miakirrodeHHs 1o loT Hub.

Jlnst  3axucTy TepelaHuX JaHMX HEOOXIHO BHUKOPHCTOBYBATH MPOTOKOJIU
mudpyBanHs, Taki sk TLS, sxi 3a0e3neuyroTh Oe3neuHuid oOMiH 1HQOpPMAIIE0 MiXK
OPUCTPOSIMU Ta XMapHUMU cepBicamu. KpiM Toro, ciiiji BUKOpUCTOBYBaTH Azure Security
Center a1 MOHITOpHUHTY O€3TMIEKH Ta BUSIBICHHS MOTCHIIIMHKUX 3arpo3.

Oxpim 1poro, iHTerpauis 3 Power BI qiis Bisyanizaiiii JaHuX BUMarae CTBOPEHHS
Tamoop/iB, K MOXYTh JUHAMIYHO OHOBJIFOBATHCS HA OCHOBI 00poOJieHux nanux. s
IIbOTO CJIiJT 3a0€3MEeUNTH KOPEKTHE HAJIAIITYBaHHS IMOTOKIB JaHuX 13 Stream Analytics 10
Power BI Ta mepeBiputu iX cyMmicHICTH 13 (popMaramu, HEOOXITHUMHU IJ1sI TTOOY0BU

3BITIB.



OTtxe, iHTErpariis 3 mwiaTGopMoro Azure BUMarae JOTpUMaHHS HU3KH TEXHIYHUX
BUMOT, SIKI BKJIIOYAlOTh 3a0e3MeUYeHHs BIJAMOBIAHUX OOYHCIIOBAJIBHUX PECYpPCIB,
HaJAIITYBaHHS MEpPEeKeBOi 1H(OPACTPYKTypH, BUKOPUCTAHHS CyYaCHHX IPOTOKOJIB
Oe3neKku Ta MpaBUIIbHY KOHQITypallilo XMapHHX CEpBiCIB. BUKOHAaHHS ITUX yYMOB €
BXJIMBUM JJIs1 CTAOUTBHOT Ta €PEeKTUBHOI pOOOTH CHCTEMU MOHITOPUHTY B CEPEIOBHIILI

Azure.

A.3 Onuc ocHOBHUX (DYHKITIH pearizamii CHCTEMH B Azure-cepeoBHIIi

Peamizariisi cucTeMH MOHITOPUHTY TEXHOJOTIYHHMX IIPOIIECIB Y CEepeIOBHIIII
Microsoft Azure 3abe3rneuye iHTErpaiil0 XMapHUX TEXHOJIOTIH 11t 300py, 00poOKH Ta
aHai3y JaHUX, a TAKOXK €(PEKTUBHE YNPABIIHHSA TEXHOJOTTYHUMU Tpoiiecamu. OCHOBHI
(GyHKLII cUCTeMH, peasi3oBaHi B Azure-cepelOBUII, OXOIUIIOITh KiIbKa KIFOUOBUX
KOMIIOHEHTIB, KOKE€H 13 SKUX BUKOHY€ crHeuu(iuHi 3aBJaHHSA, CIPSMOBAaHI Ha
3a0e3ne4YeHHs MPOAYKTUBHOCTI, O€3MEeKH Ta MacIITabOBaHOCTI.

OpHiero 3 BaXXJIMBUX (PYHKIH € 301p AaHuXx 13 niakaodeHux loT-npuctpois, ski €
JoKepenamMu ceHcopHoi 1H(opmartii. s rboro BukopuctoByeThes cepsic [oT Hub, skuii
3a0e3neuye HaaliHUN 1 Oe3MeyHuil KaHall mepenayl JaHuX BiJ MPUCTPOIB JO XMApPHOI
mnatdopmu. [oT Hub miagrpumye pizHi npotokonu nepeaadi ganux, taki sk MQTT Tta
HTTPS, no3Bojsitoun I1HTErpyBaTh HIUPOKHI CHEKTp mpuctpoiB. KokeH mpuctpiit
PEECTPYETHCS B CUCTEMI 13 BUKOPUCTAHHAM YHIKAIBHOTO 1€HTU(IKATOPA, IO CIPOILYE
YOPABIIHHS 1X MiIKIIOYCHHIM Ta aBTCHTHU(IKAITIETO.

[Ile omHi€er0 KIIOYOBOIO (DYHKITIEIO € 00pOoOKa Ta monepeHs Kiracudikaiis JaHuX
y pexumi peanbHoro 4acy. {10 pois BUKoHye cepBic Stream Analytics, sikuii mpuiimMae
nani 3 [oT Hub, BukoHye ¢inpTpariito, 3rjaKyBaHHs Ta aHaJ13, BAKOPUCTOBYIOUH 3aaH1
SQL-3anutu. Hanmpuknan, Stream Analytics 103BOJisi€ BUSIBISTA aHOMAJIi y JaHUX,
CIUPAOYUCh Ha aNropuT™Mu Z-score, Spike and Dip a6o BU3HaU€HHS 3MIHHUX TOYOK, 1110
JIOTIOMArae BUSBIIATH BIIXUJICHHS BiJl HOPMAJIbHUX TTapaMETPiB pOOOTH TEXHOJIOTIYHOTO

oOJy1aTHaHHS.



OyHKIig 30epekeHHsT JaHUX pealizyeThes 3a jaornoMmororo Azure Blob Storage,
SIKAH JT03BOJIsIE€ 30€epiraTy BeJIUKl 00CITH JaHUX y CTPYKTYPOBaHIM Ta HECTPYKTYPOBaHIM
dopmi. Buxopucranus Blob Storage 3a0esneuye eKOHOMIYHE YMpaBIIHHS JTaHWMH,
IPOIOHYIOUM pi3Hi piBHI moctymy («Hot», «Cool», «Archive») sanexno Big yacTtoTH
3BEpHEHb JI0 JAHUX.

Bigyamizamis OTpUMaHUX MJaHUX I AHATITHUYHUX LUIEH 3I1HCHIOEThCS 3a
nornomororo Power BI, sikuii iHTErpyerbcsi 3 MOTOKamMHu JaHUX, 310paHuX y Stream
Analytics. Lleit iHCTpyMEHT J03BOJIsSI€ CTBOPIOBATH IHTEPAKTUBHI JAIOOp/ U Ta 3BITH, IO
BiJI0OpakaroTh MOTOYHUN CTaH TEXHOJIOTTYHHX IIPOLIECIB, CTATUCTUKY Ta BHSBJICHI
aHomatii. 3aB/IsSIKM Bi3yallizallli KOpUCTyBayl OTPUMYIOTh MOXKJIUBICTh IIBUIKO OI[IHUTH
MPOJYKTUBHICTh CUCTEMH Ta MPUKUMATHA OOIPYHTOBAH1 PIIICHHS.

ABTOMaTH3aIlis JIIH Y BIAMOBIIb HA TTO/I1 pealtizyeTbes 3a jonomororo Azure Logic
AppS, AK1 JO3BOJISIIOTH 3allyCKaTH aBTOMAaTHU30BaH1 poOoUl MPOLECH y pa3i BUSBICHHS
KpUTUYHUX cUTyaliid. Hanmpukman, mpu nmepeBUIieHHI KpUTHIHUX 3HAYEHb TEMIIEPATYPH
Logic Apps Moxe BIINpaBUTH CIOBIINIEHHS omeparopamM abo 3YNUHUTH pPOOOTY
BIIMOBIAHOTO OOJagHaHHs. lle mo3Bosisie MIABUIIUTA OINEPATUBHICTh pearyBaHHS Ta
3HU3UTH PU3UK BUHUKHEHHS aBapiHUX CUTYaIliil.

3abe3neueHHss Oe3MeKW NEpelaHuX JaHUX 1 KOPUCTYBadiB € HEBIJ'€MHOIO
YacTUHOIO (DYHKIIIOHYBaHHs cucTeMu. J[Ji1 1bOro BUKOPUCTOBYeThbc Azure Security
Center, sikuii J03BOJISIE BIACTE)XKYBAaTH TMOTEHIIMHI 3arpo3d, a TaKOX MPOTOKOJIU
mmbpyBanHs  TLS nans  3axucty mnepenmaui  nanux y  Mepexi. KopucryBaui
aBTEHTU(]IKYIOTBCA 3a AomoMororo SAS-TokeHiB abo ceptudikarip, mo 3ade3mnedye
KOHTPOJIb JOCTYIY A0 CUCTEMH.

OcHoBHI (QyHKIIi1, peanizoBaHl B Azure-cepeoBuIlll, 3a0e3MeUyI0Th KOMIUIEKCHE
YOPaBIIHHS TEXHOJIOTTYHUMH MPOIIECAMHU, HAAAI0YH IHCTPYMEHTH ISl 300py, 00pOoOKH,
aHajizy, Bi3yalli3allii Ta pearyBaHHs Ha JaHl. [HTerpaiist 3 Azure 03BOJISIE CTBOPUTH
rHy4YKe, MaciTaboBaHe Ta HajliiHe pillleHHs], 3/[aTHE 3aJ0BOJBHUTHU MOTPEOU CydyaCHHUX

I IMPUEMCTB.



A.4 PexomeHnpaiiii moa0 e(peKTUBHOTO BUKOPUCTAHHS CEPBICiB Azure

EdextuBHe Bukopuctanus cepsiciB Microsoft Azure 3a0e3neuye MakcCUMaibHY
POJYKTUBHICTh Ta HAJIWHICTh ABTOMATHU30BAHUX CUCTEM MOHITOPUHIY TEXHOJOTTUHUX
nporieciB. /[ mboro HeoOXiTHO BpaxyBaTH KijlbKa KIIFOUOBUX ACTIEKTIB, SIKI CTOCYIOThCS
AK TEeXHIYHOI KOHQITypallii, Tak 1 CTpaTeriil ynpaBliHHI XMapHUMHU PECypCaMHu.

[lepur 3a Bce, BayKIMBO HAJIAIITYBATH MOHITOPUHT PECYpPCIB 3a JOMOMOIror0 Azure
Monitor. Lleit cepBic 703BOJIsi€E OTPUMYBAaTH METPHUKH MPOIYKTUBHOCTI, >KypHAIU
AKTUBHOCTI Ta CHOBIMICHHS MPO KPUTHYHI TMOMAIl JIJIT BCIX KOMIIOHEHTIB CHCTEMH.
BukopuctanHs 1bOro 1HCTPYMEHTY CHpPHSE€ BUSBICHHIO BY3bKHX MICIb Yy pPOOOTI
CEpBICIB, IO JO3BOJIIE CBOEYACHO ONTHMI3YBAaTH IXHIO MPOAYKTUBHICTh. Hampukmnan,
MoHITOpUHT HaBaHTaxeHHs Ha [oT Hub abo Stream Analytics momomoxe yHUKHYTH
MEPEBAaHTAXEHb Ta 3all00II'TH BTpaTaM JaHUX.

Jlnst onTuMizaliii 00poOKH JaHUX y pealbHOMY Yaci Ciijl HaJallTyBaTH BiIIOBIIHI
BikHa 00poOku (windowing) y Azure Stream Analytics. Lle mo3Boise amanTyBaTu
CUCTEMY J0 JAWHAMIYHOTO XapakTepy BXIJHUX JaHUX, 3a0e3nedyrodu e(eKTHUBHY
¢inpTpamito Ta arperaiio. Hampukian, BUKOpUCTaHHS KOB3HHX a00 CECIHHUX BIKOH
JI03BOJIsI€ OLIBIIT TOYHO BU3HAYATH aHOMAJTIi UM TPEHIU B TAHUX.

be3neka maHux € 1€ OJHUM KPUTUYHO BAKIIMBHM acCIEKTOM. PexoMeHmyeTbes
BUKOpHUCTOBYBaTH mudpyBanus TLS nns nepenadi nanux Mk npuctposimu [oT ta Azure
[oT Hub. [Ins aBreHTu(ikaili NOPUCTPOIB CIIJ 3acTOCOBYBaTH SAS-TOKeHH abo
ceptudikary, 10 rapaHTYIOTh 3aXUIIEHUN JOCTYN J0 XMapHUX pecypciB. Kpim Toro,
peryispHuil ayauT 0e3neku 3a gornomMoror Azure Security Center J0OTOMOXKE BHSBUTH
MOTEHIIIMHI BPa3JIMBOCTI Ta BXKUTHU BIAMOBIIHUX 3aXOA1B JIs 1X YCYHEHHS.

MacmTaboBaHICTh CUCTEMH € BAXJIMBUM (HaKTOPOM JJIS BEIMKUX 1 JUHAMIYHHX
cepenoBuIl. Azure M03BOJIIE aBTOMATUYHO MAcCIITa0yBaTH OOYHMCIIOBAIBbHI PECypCH
3QJIEKHO BiJI HaBaHTaKEeHHs. Hampukian, nis oOpoOKM 3pocTarouoro oOcCsry JaHuX
MO’KHa 30UTBIIMTH KUIBKICTh OOYMCIIOBAIbHUX BY3IiB Stream Analytics abo 3MiHUTH
piBens nianucku [oT Hub. e nonomoke yHUKHYTH MPOCTOIB 1 3a0€3MeUnTH CTablIbHY

po0OOTy CHCTeMH HABITh TIi]] Yac MKOBUX HABAHTAXKEHb.
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1106 yHUKHYTH 3aliBUX BUTpPAT, PEKOMEHIYETHCSI BUKOPHUCTOBYBATH €KOHOMIYHO
e(eKTHBHI PEeXUMHU POOOTH XMapHHMX cepBiciB. Hampukman, s JTOBrOCTPOKOBOTO
30epiranHs gaHux y Azure Blob Storage cimin HamamrtyBatu AocTyn y pexumi «Cool»
abo «Archive» 3ajeXHO BiJi YacTOTH BHKOPUCTAHHS IaHWX. PerymsapHuii aHami3
BUKOpUCTaHHs pecypciB 3a jponomororo Azure Cost Management gomomMoxe
ONITUMI3YBaTH BUTPATU O€3 KO /ISl MPOJAYKTUBHOCTI CUCTEMHU.

JlonaTkoBO BapTO IHTETPYBaTH aBTOMATHU30BaHI MPOIECH pearyBaHHS 3a
nornomororo Azure Logic Apps. Lle#t cepBic 103BosIsie HATAIITYBAaTH pOOOU1 MPOLECH JIJISt
ABTOMATUYHOTO pearyBaHHs HAa KPUTUYHI MOJ11, HAPUKJIAJ, HAJCUJIAHHS CITOBILIEHB 200
3ayCK JO0JAaTKOBUX PECYpCIB Y pa3i BUSABICHHS aHomamiil. lle 3abe3nedye THYUYKiCTh
CUCTEMHU Ta 3MEHIIYE 3aJI€KHICTh BlJ pyYHOI'O BTPYYaHHS.

3aranom, epeKTUBHE BUKOPUCTaHHS CepBICIiB Azure nependadae KOMIUIEKCHUN
X1, M0 TOEIHYE MPAaBWIbHY KOH(QITYypaliio pecypciB, 3a0e3medeHHs Oe3IeKH,
ONTHMI3allll0 BUTPAT 1 aBTOMATH3alll0 MpoleciB. JoTpuMaHHS LHMX pEeKOMEHAAIiN
JI03BOJISIE CTBOPUTH HAJIHY, MacmTadOBaHy Ta €EKOHOMIYHO BHTIIHY CHCTEMY

MOHITOPHUHTY, SIKa BIANOBIAA€ CY4aCHUM BUMOTaM IMPOMUCIIOBOI aBTOMAaTH3AIli1.
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YK 621.865.8
ABTOMATHU30BAHI CUCTEMH MOHITOPHUHI'Y TA AJITOPUTMU
HOIIYKY AHOMAJIIIA Y PAMKAX INDUSTRY 4.0

Hosocenos Cepriii IlaBsioBuy,

K.T.H., TOLICHT

Kanynnikos Mukuta FOpilioBua

CTY/EHT

XapKIBCHbKUH HAIIOHAIILHUN YHIBEPCUTET PaIilOCIEKTPOHIKH
M. XapkiB, Ykpaina

mykyta.kanunnikov@nure.ua

AHoTanis: Y cTarTi  pO3INIAETHCA  POJIb  ABTOMATU30BAHHUX  CHCTEM
MOHITOPUHTY SK OJHOTO 3 KJIIOYOBUX ejeMeHTiB konueniii Industry 4.0.
3NiACHIOETBCS aHali3 IMPHHLHWIIB NOOYNOBH TaKUX CHUCTEM, iXHbOI iHTerpauii 3
XMapHMMH TEXHOJOTiSIMA Ta aJropuTMamMu Momyky aHomaiid. OcoOnuBa yBara
NPUUISETBCS TIepeBaraM BUKOPUCTAHHSI aBTOMATH30BAHMX pillleHb y 3a0e3rnedyeHHi
e(EeKTUBHOIO MOHITOPHHTY, TIPOTHO3YBAaHHS CTaHy TEXHOJOTIYHUX TIPOIIECiB,
onTHMi3alii BHPOOHMYHX ONepamiii Ta MiABHINEHHSA piBHA OC3MEKH Ha
MiAIPUEMCTBAX.

Karouoi ciaosa: Industry 4.0, aBromaruzaiiisi, MOHITOPHHI TEXHOJIOTTYHUX
MPOIIECiB, MPOTHO3YBaHHSA, MONIYK aHOMasii, xmapHi TexHosorii, [oT, Ge3neka Ha

BUPOOHHIITBI.

Industry 4.0, abo YerBepra npoMuciioBa PEBOIIOLIS, MNPEJCTABISE COOOIO
TpaHchopMaliilo Cyd4acHOrOo BUPOOHMIITBA 3aB/SIKH BIIPOBAKEHHIO KiOepdiznuHux
cucrem, [ntepuery peueit (IoT), Benukux nanux (Big Data) ta mtydHoro iHTenexTy
(AI). OcHosHi xapaktepuctukd Industry 4.0 BKIFOYaIOTE aBTOMAaTH30BaHI MPOLIECH,
KEPYBaHHS IKMMH 311ACHIOETBCS B PEXKUMI PEAIbHOIO Yacy i3 BpaXyBaHHAM 3MIHHUX

30BHINHIX yMOB. 3aBnasku iHTerpamii loT mnpuctpoiB 1 xmapHux miatdopm,



MIJNPUEMCTBA OTPHUMYIOTh MOMKIIMBICTH IHBHIAKOTO aHali3y JaHHX, ONTHMi3arlii
orepallii Ta miJABUIICHHS MPOJYKTHBHOCTI.

OxnuM i3 xmrodoBuX eneMeHTiB Industry 4.0 € aBTOMaTu30BaHI cHCTEMH
MOHITOPHHIY, SIKI 3a0e3Me4yloTh 30ip, 00poOKy Ta aHaili3 TEIEMETPUYHHMX JaHUX Yy
pexkumi  peanbHOoro 4acy. Ll cucTeMH J03BOJISIIOTH BHUSBISATH BIJIXWIICHHS Y
napameTpax poOoTH 00agHaHHS, MPOTHO3YBAaTH MOTEHIIINHI 3001 Ta 3abe3neuyBaTH
CTaOITBHICTD TEXHOJIOTIYHHUX TIPOIEciB. Y iXHIl OCHOBI JIeXaTh CyJacHi alTOPHTMHA
MAIMHHOIO HABYaHHS, fAKI 37aTHI [pallOBaTH 3 BEIMKMMHU 00cAraMu JaHHX,
po3mi3HaBaTH MaOI0HU Ta 1eHTU(IKYBATH aHOMATIT.

AJNTOpUTMH TIONIYKY aHOMANii € BAKIMBOKIO CKIIAJIOBOI0 ABTOMATHU30BaHUX
CUCTEM MOHITOPHHTY. BOHH M03BOJIAIOTH BUSIBJIATH HeOa)kaHi BIIXHIICHHS B poOOTi
o0nanHaHHA YU NPOLECIB, AKI MOXYTh CHTHANI3YBAaTH IIPO MOTEHLINMHI IPOOIEMH.
Cepen HaliOUIBII TONTMPEHUX AITOPUTMIB BUALISIIOTH HACTYITHI:

o Spike&Dip Detection — BUSIBJICHHs pPI3KMX KOJHMBaHb IapaMeTpiB, sKi
MOXYTb CBITYUTH MPO AHOMAJIBHI CTAaHU a00 HECTIPABHOCTI 0OMaTHAHHS.

o Change Point Detection — aHani3 3MiH y TpeHIaX JaHUX, IO JO3BOJISE
BUSBUTH JIOBIOCTPOKOBI 3pYILIEHHSA Y NOBEIIHII CUCTEMHU.

[ Manual Range Checks — BH3HAauYeHHS TNOPOrOBHUX 3HAYEHb IS
KIIFOYOBHX MapameTpiB, siKi € KPUTHUHHUMH JIJIsl CTaO1IbHOCTI MIPOIIECIB.

) 7Z-Score Analysis — OIliIHKa CTaTUCTMYHMX BiJXWJIEHb BiJ| CEpeIHIX
3Ha4YeHb, M0 JI03BOJISAE 1JICHTU(IKYBATH MAJIONIOMITHI, aJie BaXKIJIMBI aHOMAJTII.

Y cydacHHUX aBTOMAaTH30BAHMX CHCTEMaX MOHITOPHHIY 1[I aJITOPHTMH
IHTErPYyIOThCA 3 XMapHUMH IuaTdopMaMu, TakKUMH K Azure, 1 3a0e3nedeHHA
MacmtaboBaHoi o0poOkd JaHMX y peanbHoMy uaci. Hampuknaa, Azure Stream
Analytics no3Bosisie eeKTUBHO KOMOIHYBaTH JaHi 3 PI3HUX JIKEpes, BUKOHYBaTH
iXHIO morepenHio 00po0Ky Ta mepenaBaTd Pe3yNbTaTH Ui MOJJATBIIOT Bizyami3arii
abo pearyBaHHS.

[HTerpanis XMapHUX TEXHOJIOIH Hajgae aBTOMATU30BAaHUM  CHCTEMaM
MOHITOPUHTY THYYKICTh 1 HaJIIHHICTh. 3aBJIAKH TaKUM pileHHsM, sik Azure loT Hub,

3a0e3nevyeTbcs CTabUIbHA KOMYHIKAIliE MiX TMPUCTPOSIMH, 30epiraHHsi JIaHUX Y



Azure Blob Storage ta moxiuBicTs anamizy iHhopmaiii y Power Bl. Ile no3Bomse
MiANPUEMCTBAM 3/1MCHIOBaTH NETallbHUI aHalli3 BUPOOHWYMX HaHHMX, OTPHUMYBATH
Bi3yaJli30BaHi 3BITH Ta NpUiiMaTU OOIPYHTOBAHI YIIPABIIHCHKI PIIICHHS.

[lepeBarn aBTOoMaru3allii BKIIOYAIOTh TAKOXK ONTHUMI3ALI0 BUPOOHUUUX
MIPOLIECIB 1 JIOTICTHKHU. 3aBJSIKM BUSBJICHHIO aHOMAJH Ta MPOTHO3YBaHHIO 300iB,
MiANPHEMCTBA MOXYTh CBOE€YACHO TUIAHYBAaTH TEXHIYHE 00CIYrOBYBaHHS, YHHKATH
He3alIaHOBAaHUX IPOCTOIB Ta MiABHINYBaTH e(eKTUBHICTH omeparii. Hanpukian,
POOOTH30BaHI CUCTEMH 3 KOMII'FOTEPHUM 30pOM 1 aIropuTMamMH aHajizy AaHuX
3/IaTHI aBTOMATHYHO TPAHCIOPTYBATH MPOJAYKIIIO, ONTHMI3YIOUM MapUIpyTH Ta
3a0e3nevyoyl BUCOKY TOUHICTh Y JIOTICTUYHHUX OTEpallisX.

V3aranbHIOKOYK, aBTOMATH30BaHI CHUCTEMH MOHITOPHHTY Ta alTOPUTMH
TMONIYKY aHOMaliil € Hepim'emuumu ckmagoBumu Industry 4.0. Ixme BopoBamxeHns
JIO3BOJISIE  JIOCATTH BHMCOKOIO PIiBHS aBTOMAaru3ailii, 3a0e3MeuyduTd TOYHICTh Y
MOHITOPMHTY Ta IPOTHO3YBaHHI, MIJBUIIMTH TPOJAYKTHBHICTH 1 0Oe3neky

BUPOOHHULITBA.
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BackgroundQueue.cs

using System;

using System.Threading;

using System.Threading.Tasks;
namespace SmartMeterSimulator

{

public class BackgroundQueue
{
private Task previousTask = Task.FromResult(true);
private object key = new object();
public Task QueueTask(Action action)
{
lock (key)
{
previousTask = previousTask.ContinueWith(t => action()
, CancellationToken.None
, TaskContinuationOptions.None
, TaskScheduler.Default);

return previousTask;}}}}

DeviceManager.cs

using System;

using System.Security.Cryptography;

using System.Text;

using System.Threading. Tasks;

using Microsoft.Azure.Devices.Provisioning.Client;

using Microsoft.Azure.Devices.Provisioning.Client. Transport;

using Microsoft.Azure.Devices.Shared,;

namespace SmartMeterSimulator



class DeviceManager
{
Il <summary>
/I Register a single device with the device provisioning service.
Il </[summary>
/Il <param name=«enrollmentKey»>Group Enrollment Key</param>
/Il <param name=«idScope»>DPS Service ID Scope</param>
/Il <param name=«deviceld»>Device Id of the device being registered</param>
/Il <returns></returns>

public async static Task<SmartMeterDevice> RegisterDeviceAsync(string enrollmentKey, string idScope,
string deviceld)

{
var globalEndpoint = «global.azure-devices-provisioning.net»;

SmartMeterDevice device = null;

/ITODO: 1. Derive a device key from a combination of the group enroliment key and the device id

var primaryKey = ComputeDerivedSymmetricKey(enrollmentKey, deviceld);

/[TODO: 2. Create symmetric key with the generated primary key
using (var security = new SecurityProviderSymmetricKey(deviceld, primaryKey, null))
using (var transportHandler = new ProvisioningTransportHandlerMqtt())
{
/ITODO: 3. Create a Provisioning Device Client

var client = ProvisioningDeviceClient.Create(globalEndpoint, idScope, security, transportHandler);

/ITODO: 4. Register the device using the symmetric key and MQTT

DeviceRegistrationResult result = await client.RegisterAsync();

/ITODO: 5. Populate the device provisioning details
device = new SmartMeterDevice()
{

AuthenticationKey = primaryKey,

Deviceld = deviceld,



loTHubHostName = result.AssignedHub

%

/Ireturn the device

return device;

/Il <summary>

/Il Compute a symmetric key for the provisioned device from the enrollment group symmetric key used in
attestation.

/Il </[summary>

/Il <param name=«enrollmentKey»>Enrollment group symmetric key.</param>

/Il <param name=«deviceld»>The device Id of the key to create.</param>

/Il <returns>The key for the specified device Id registration in the enrollment group.</returns>
/Il <seealso>

/11 https://docs.microsoft.com/en-us/azure/iot-edge/how-to-auto-provision-symmetric-keys?view=iotedge-
2018-06#derive-a-device-key

1l </seealso>
private static string ComputeDerivedSymmetricKey(string enrolimentKey, string deviceld)
{

if (string.IsNullOrWhiteSpace(enrolimentKey))
{

return enrollmentKey;

var key = KK

using (var hmac = new HMACSHA256(Convert.FromBase64String(enrolimentKey)))

{

key = Convert. ToBase64String(hmac.ComputeHash(Encoding. UTF8.GetBytes(deviceld)));
}
return key;

3



ListViewColumnSorter.cs

using System.Collections;

using System.Windows.Forms;

namespace SmartMeterSimulator

{

public class ListViewColumnSorter : IComparer
{

/Il <summary>

/1l Specifies the column to be sorted

Il </[summary>

private int ColumnToSort;

/Il <summary>

/I Specifies the order in which to sort (i.e. 'Ascending’).

/Il </[summary>

private SortOrder OrderOfSort;

Il <summary>

/Il Case insensitive comparer object

/Il </[summary>

private CaselnsensitiveComparer ObjectCompare;

Il <summary>
/1l Class constructor. Initializes various elements
Il </[summary>
public ListViewColumnSorter()
{
/I Initialize the column to '0’

ColumnToSort = 0;

/I Initialize the sort order to 'none'

OrderOfSort = SortOrder.None;

/I Initialize the CaselnsensitiveComparer object



ObjectCompare = new CaselnsensitiveComparer();

/Il <summary>

/Il This method is inherited from the IComparer interface. It compares the two objects passed using a case insensitive
comparison.

Il <lsummary>
/Il <param name=«x»>First object to be compared</param>
[l <param name=«y»>Second object to be compared</param>

/Il <returns>The result of the comparison. «0» if equal, negative if 'X' is less than 'y" and positive if 'x' is greater than
'y'</returns>

public int Compare(object x, object y)
{
int compareResult;

ListViewltem listviewX, listviewY’;

/I Cast the objects to be compared to ListViewltem objects
listviewX = (ListViewltem)x;

listviewY = (ListViewltem)y;

/I Compare the two items

compareResult = ObjectCompare.Compare(listviewX.Subltems[ColumnToSort]. Text,
listviewY.Subltems[ColumnToSort]. Text);

/I Calculate correct return value based on object comparison

if (OrderOfSort == SortOrder.Ascending)

{
/I Ascending sort is selected, return normal result of compare operation
return compareResult;

}
else if (OrderOfSort == SortOrder.Descending)

{

// Descending sort is selected, return negative result of compare operation

return (-compareResult);



else

// Return '0" to indicate they are equal

return O;

/Il <summary>
/Il Gets or sets the number of the column to which to apply the sorting operation (Defaults to '0").
Il </[summary>

public int SortColumn

{

set

ColumnToSort = value;

}
get

{

return ColumnToSort;

/Il <summary>

/1l Gets or sets the order of sorting to apply (for example, 'Ascending' or 'Descending’).
Il </[summary>

public SortOrder Order

{

set

OrderOfSort = value;

}
get

{

return OrderOfSort;



Program.cs

using System;

using System.Windows.Forms;

namespace SmartMeterSimulator

{

static class Program
{
/Il <summary>
/Il The main entry point for the application.
/Il </[summary>
[STAThread]
static void Main()
{
Application.EnableVisualStyles();
Application.SetCompatibleTextRenderingDefault(false);

Application.Run(new MainForm());

Sensor.cs

using System;
using System.Text;

using Microsoft.Azure.Devices.Client;



using Newtonsoft.Json;

namespace SmartMeterSimulator
{
Il <summary>
/Il A sensor represents a Smart Meter in the simulator with multiple metrics.
/Il <lsummary>
class Sensor
{
private DeviceClient DeviceClient;
private string lotHubUri { get; set; }
public string Deviceld { get; set; }
public string DeviceKey { get; set; }
public DeviceState State { get; set; }
public string StatusWindow { get; set; }
public string ReceivedMessage { get; set; }

public double? ReceivedTemperatureSetting { get; set; }

/Il <summary>
/// Temriepatypa - iCHyrO4a JIOTiKa
/Il </[summary>
public double CurrentTemperature
{

get

{

double avgTemperature = 60;

Random rand = new Random();

double currentTemperature = avgTemperature + rand.Next(-10, 10);

// Anomanis 3 iMoBipHicTIO ~1%

if (rand.NextDouble() < 0.01)

{

currentTemperature = rand.Next(80, 100);



if (ReceivedTemperatureSetting.HasValue)

{

currentTemperature = ReceivedTemperatureSetting.Value;

// Buznauenns crany (Cold, Normal, Hot)

if (currentTemperature <= 68)
Temperaturelndicator = SensorState.Cold;

else if (currentTemperature < 72)
Temperaturelndicator = SensorState.Normal;

else

Temperaturelndicator = SensorState.Hot;

return currentTemperature;

public SensorState Temperaturelndicator { get; set; }

/Il <summary>
/// Hampyra - icCHyro4a JIoTiKa
Il </lsummary>

public double CurrentVoltage

{
get

{
double avgVoltage = 0.002;

Random rand = new Random();

double currentVoltage = avgVoltage + rand.NextDouble() * 0.05;

/I Anomautis 3 imoBipHicTIO ~1%



if (rand.NextDouble() < 0.01)
{

// AHOMaJIbHO BHCOKHH JIiana30H

currentVoltage = rand.NextDouble() * 0.2 + 0.8;

return currentVoltage;

R —— JOJATKOBI 8 IIOKA3HIKIB

/Il <summary>
/// Bomoricts (Humidity), miarrazon 0..100%
/Il Aromantis ~ 2% (3HadueHHs > 120)
Il </lsummary>
public double CurrentHumidity
{
get
{
Random rand = new Random();
double baseHumidity = rand.NextDouble() * 100.0; // [0..100]
if (rand.NextDouble() < 0.02) // 2% chance anomaly

{

// AHOMaJIbHA BOJIOTICTH

baseHumidity = 120 + rand.NextDouble() * 30; // 120..150

¥

return baseHumidity;

/Il <summary>
/// Tuck (Pressure), Hexail npudim3Ho nianazon 700..800 (yMOBHI OJMHHITI)

/// Anomanist ~ 1.5%



Il </lsummary>
public double CurrentPressure
{
get
{
Random rand = new Random();
double basePressure = 700 + rand.NextDouble() * 100; // 700..800
if (rand.NextDouble() < 0.015) // 1.5%

{
basePressure = 900 + rand.NextDouble() * 100; // anomain. 900..1000

¥

return basePressure;

Il <summary>

/f/ Piers CO2 (ppm). 3Bnuaiizo ~ 400..800
/Il Anomantis: >2000 ppm 3 imoBipHicTiO 0.5%
/Il </[summary>

public double CurrentCo2Level

{
get
{
Random rand = new Random();
double co2 = 400 + rand.NextDouble() * 400; // 400..800
if (rand.NextDouble() < 0.005) // 0.5% anomauris
{
€02 = 2000 + rand.NextDouble() * 1000; // 2000..3000
}
return coz;
}
¥

/Il <summary>



/Il Ocitnenicts (LightLevel), mpumyctamo 0..10000 mx
/Il Aromanis: pizke >30000
Il <lsummary>
public double CurrentLightLevel
{
get
{
Random rand = new Random();
double light = rand.NextDouble() * 10000.0;
if (rand.NextDouble() < 0.01) // 1%

{
light = 30000 + rand.NextDouble() * 20000; // 30k..50k

}

return light;

/Il <summary>
/// Bibparis (Vibration), Bix 0..5 (yMOBHI 0TUHHII1)
/Il Anomautis 2% (3HaueHHs > 10)
/Il </[summary>
public double CurrentVibration
{
get
{
Random rand = new Random();
double vib = rand.NextDouble() * 5.0; // 0..5
if (rand.NextDouble() < 0.02)

{
vib = 10 + rand.NextDouble() * 5; // 10..15

¥

return vib;



/Il <summary>
/Il Mym (NoiseLevel), 0..120 nb
/Il Anomantisi: >160 b (HEMOXKIHBO, aje I IPUKIany)
/// ImoBipHicTh 0.5%
Il </[summary>
public double CurrentNoiseLevel
{
get
{
Random rand = new Random();
double noise = rand.NextDouble() * 120.0; // 0..120 nb
if (rand.NextDouble() < 0.005)

{
noise = 160 + rand.NextDouble() * 40; // 160..200

¥

return noise;

/Il <summary>
/// 3apsin 6arapei (Battery), Bix 0..100 %
/// Anomanist: crpudox <0 yu >110 3 imoBipHicTio 1%
Il </summary>
public double CurrentBattery
{
get
{
Random rand = new Random();
double battery = rand.NextDouble() * 100; // 0..100
if (rand.NextDouble() < 0.01)
{
// AHOMaInpHa

battery = -10 + rand.NextDouble() * 150; // -10..140



¥

return battery;

/Il <summary>
/// TIun (DustParticles), 0..500 Mxr/m3
/Il Anomanis: >1000
Il <lsummary>
public double CurrentDustParticles
{
get
{
Random rand = new Random();
double dust = rand.NextDouble() * 500; // 0..500
if (rand.NextDouble() < 0.015) // 1.5%

{
dust = 1000 + rand.NextDouble() * 500; // 1000..1500

}

return dust;

I

public Sensor(string deviceld)

{

Deviceld = deviceld;

public void SetRegistrationInformation(string iotHubUri, string deviceKey)

{
lotHubUri = iotHubUri;

DeviceKey = deviceKey;



State = DeviceState.Registered;
}
public void InstallDevice(string statusWindow)
{

StatusWindow = statusWindow;

State = DeviceState.Installed;

public void ConnectDevice()
{
DeviceClient = DeviceClient.Create(
lotHubUri,

new DeviceAuthenticationWithRegistrySymmetricKey(Deviceld, DeviceKey)

State = DeviceState.Connected;

public void DisconnectDevice()
{
DeviceClient = null;

State = DeviceState.Registered,;

/Il <summary>
/// Hapcunae nosimomiterss 3 10-ma mokasaukamu B 10T Hub
Il </[summary>
public async void SendMessageAsync()
{

var telemetryDataPoint = new

{

id = Deviceld,

time = DateTime.UtcNow.ToString(«0»),



// OpurinanbHi 2
temp = CurrentTemperature,

voltage = CurrentVoltage,

/! JlomaTkoBi 8

humidity = CurrentHumidity,
pressure = CurrentPressure,
co2 = CurrentCo2Level,
light = CurrentLightLevel,
vibration = CurrentVibration,
noise = CurrentNoiselLevel,
battery = CurrentBattery,

dust = CurrentDustParticles

var messageString = JsonConvert.SerializeObject(telemetryDataPoint);

var message = new Message(Encoding.ASCII.GetBytes(messageString));

if (DeviceClient = null)

await DeviceClient.SendEventAsync(message);

public async void ReceiveMessageAsync()
{
if (DeviceClient == null)

return;

try
{
Message receivedMessage = await DeviceClient?.ReceiveAsync();
if (receivedMessage == null)
{
ReceivedMessage = null;

return;



ReceivedMessage = Encoding.ASCII.GetString(receivedMessage.GetBytes());

if (double.TryParse(ReceivedMessage, out var requestedTemperature))

{
ReceivedTemperatureSetting = requestedTemperature;
}
else
{
ReceivedTemperatureSetting = null;
}

await DeviceClient?.CompleteAsync(receivedMessage);

}

catch (Exception)

{
...

public enum DeviceState
{
New,
Installed,
Registered,
Connected,

Transmit

public enum SensorState

{
Cold,

Normal,



Hot

SmartMeterDevice.cs

namespace SmartMeterSimulator

{

public class SmartMeterDevice

{
public string Deviceld { get; set; }

public string loTHubHostName { get; set; }

public string AuthenticationKey { get; set; }

MainForm.cs

using System;

using System.Drawing;

using System.Ling;

using System.Text;

using System.Threading;

using System.Threading.Tasks;

using System.Windows.Forms;

namespace SmartMeterSimulator

{

public partial class MainForm : Form

{



//milliseconds to delay device transmit

private int delay = 1000;

//Queued Background Worker
private BackgroundQueue queue;

private bool stopQueue;

//Delegate to set device data back from DoWork()

delegate void UpdateDisplayCallback(Sensor sensor);

/IClass to custom sort ListView

private ListViewColumnSorter IvwColumnSorter;

public MainForm()
{

InitializeComponent();

/lnstantiate Queue Worker
queue = new BackgroundQueue();

stopQueue = false;

/I Create an instance of a ListView column sorter and assign it
/l to the ListView control.

IvwColumnSorter = new ListViewColumnSorter();
IvSensorData.ListViewltemSorter = lvwColumnSorter;
IvwColumnSorter.SortColumn = 2; //TimeStamp column
IvwColumnSorter.Order = SortOrder.Descending;

IvSensorData.Sort();

/l[Ensure 10T Edge Gateway device root certificate is trusted

/IDeviceManager.InstallCACert();

private void btnRegister_Click(object sender, EventArgs €)



/[There are 10 devices (Sensors) in this sample, Device0 - Device9
/[Provision installed devices with a Device Key
//Use buttons as a container for each device
try
{

//Loop through the building windows (Buttons)

foreach (Button button in pDevices.Controls)

{

if (button.Tag == null)

continue;

var sensor = (Sensor)button.Tag;
if (sensor.State == DeviceState.Installed)

{

string deviceld = button.Name;

Task<SmartMeterDevice> taskResult = Task.Run(() =>
DeviceManager.RegisterDeviceAsync(txtGroupEnrollmentKey.Text, txtldScope. Text, deviceld));

var device = taskResult.Result;

/[Create a new device (Sensor) object, embed its unique device key

sensor.SetRegistrationIinformation(device.loTHubHostName, device.AuthenticationKey);

/IChange each button color from Yellow to Cyan

button.BackColor = Color.Cyan;

else

/ldisable uninstalled devices

button.Enabled = false;

¥

btnRegister.Enabled = false;



}

catch (Exception ex)

{

MessageBox.Show(ex.Message);

private void InstallDevice(object sender, EventArgs €)
{
/IClicking on a button window represents installing the device locally

/Iby marrying the device to its matching Transmit Status Window

/IGet the button control which is the container for this device

Button button = (Button)sender;

//Set matching Transmit Status Window name, this window shows
/Iwhen a device is transmitting temperature data to 10T Hubs
string statusld = «Status» + button.Name.Last();

var sensor = new Sensor(button.Name);

button.Tag = sensor;

/lInstall the device

sensor.InstallDevice(statusld);

/IChange the color to Yellow to indicate the device has been installed
button.BackColor = Color.Yellow;

button.Click -= InstallDevice;

private void btnConnect_Click(object sender, EventArgs €)

{
/IConnect all of the activated devices and initiate an event loop
/I for each connected device to transmit data on regular interval

stopQueue = false;



foreach (Button button in pDevices.Controls)

{
if (button.Tag == null)

continue;

//Get the sensor object from the button container

Sensor sensor = (Sensor)button.Tag;

//Select devices which have been installed and activated
if (sensor.State == DeviceState.Registered || button.BackColor == Color.Cyan)
{

/IConnect the device, puts into Ready State

sensor.ConnectDevice();

/ladd hover event for tool tip for device info

button.MouseHover += Device_Hover;

/IAdd Sensor to loop
if (IstopQueue)

queue.QueueTask(() => DoWork(sensor));

private void btnDisconnect_Click(object sender, EventArgs €)

{
//Stop Loop

stopQueue = true;

foreach (Button button in pDevices.Controls)

{
if (button.Tag == null)

continue;



button.MouseHover -= Device_Hover;

/IRetrieve the sensor

Sensor sensor = (Sensor)button.Tag;

if (sensor.State == DeviceState.Connected || sensor.State == DeviceState. Transmit)
{
sensor.DisconnectDevice();

button.BackColor = Color.Cyan;

if (!string.IsSNullOrEmpty(sensor.StatusWindow))

pStatus.Controls[sensor.StatusWindow].Visible = false;

private void DoWork(Sensor sensor)

{

switch (sensor.State)
{
case DeviceState.Connected:
Thread.Sleep(delay / 2);
sensor.State = DeviceState. Transmit;
sensor.SendMessageAsync();
break;
case DeviceState. Transmit:
Thread.Sleep(delay / 2);
sensor.State = DeviceState.Connected,;

break;

if (sensor.State == DeviceState.Connected || sensor.State == DeviceState. Transmit)

{



sensor.ReceiveMessageAsync();

WorkComplete(sensor);

private void WorkComplete(Sensor sensor)

{
try
{

Button button = (Button)pDevices.Controls[sensor.Deviceld];

if (button.InvokeRequired)
{
UpdateDisplayCallback d = new UpdateDisplayCallback(WorkComplete);

Invoke(d, new object[] { sensor });

else

switch (sensor.State)
{
case DeviceState. Transmit:

pStatus.Controls[sensor.StatusWindow].Visible = true;

//Set the Sensor's Temperature color on the building
switch (sensor.Temperaturelndicator)
{
case SensorState.Cold:
button.BackColor = Color.Blue;
break;
case SensorState.Normal:
button.BackColor = Color.Green;
break;

case SensorState.Hot:



button.BackColor = Color.Red;

break;

It

/I NEW: Gathering all 10 metrics from sensor

I

string deviceld = sensor.Deviceld;

string currTemp = String.Format(«{0:0.0}», sensor.CurrentTemperature);
string currVoltage = String.Format(«{0:0.000}», sensor.CurrentVoltage);
string currHumidity = String.Format(«{0:0.0}», sensor.CurrentHumidity);
string currPressure = String.Format(«{0:0.0}», sensor.CurrentPressure);
string currCo2 = String.Format(«{0:0.0}», sensor.CurrentCo2Level);
string currLight = String.Format(«{0:0.0}», sensor.CurrentLightLevel);
string currVibration = String.Format(«{0:0.0}», sensor.CurrentVibration);
string currNoise = String.Format(«{0:0.0}», sensor.CurrentNoiseLevel);
string currBattery = String.Format(«{0:0.0}», sensor.CurrentBattery);

string currDust = String.Format(«{0:0.0}», sensor.CurrentDustParticles);

string timeStamp = DateTime.UtcNow
.ToLocalTime()

.ToString(«s»);

/I Add sensor data to the list
I/l (Make sure your ListView has 12 columns in the correct order.)
var item1 = new ListViewltem(new[]
{
deviceld,
currTemp,
currVoltage,
currHumidity,
currPressure,

currCo2,



currLight,
currVibration,
currNoise,
currBattery,
currDust,

timeStamp

b

IvSensorData.ltems.Add(item1);

break;

case DeviceState.Connected:
pStatus.Controls[sensor.StatusWindow].Visible = false;

break;

button.Tag = sensor;

if (Istring.IsNullOrWhiteSpace(sensor.ReceivedMessage))

{

var item1 = new ListViewltem(new[] { sensor.Deviceld, $»Message: {sensor.ReceivedMessage}»,
DateTime.UtcNow.ToString(«s») });

item1.BackColor = Color.Yellow;
IvSensorData.ltems.Add(item1);

sensor.ReceivedMessage = null;

if (IstopQueue)

queue.QueueTask(() => DoWork(sensor));

¥

catch (Exception ex)

{

MessageBox.Show(ex.Message);



private void Device_Hover(object sender, EventArgs e)

{

Button button = (Button)sender;

if (button.Tag != null)
{

Sensor sensor = (Sensor)button.Tag;

string templndicator = sensor. Temperaturelndicator.ToString();

StringBuilder sb = new StringBuilder();

sh.AppendLine(«Device Id: « + sensor.Deviceld);

sb.AppendLine(«Device Key: « + sensor.DeviceKey);

sb.AppendLine();

sh.AppendLine(«Temperature: « + string.Format(«{0:0.0}», sensor.CurrentTemperature));

sh.AppendLine(«Indicator: « + templndicator);

ttDeviceStatus.Show(sb.ToString(), button);

AlertToEmail StreamAnalyticJob Query

-- 1. InitialData

--  Yuraemo oxne mxepeno (oauH motik), 10 momnie. Jonasaiite TIMESTAMP BY 3a motpebu

WITH



InitialData AS
(
SELECT

CAST(temp  AS FLOAT) AS raw_temp,
CAST(voltage AS FLOAT) AS raw_voltage,
CAST (humidity AS FLOAT) AS raw_humidity,
CAST (pressure AS FLOAT) AS raw_pressure,
CAST(co2  ASFLOAT) AS raw_co2,
CAST(light AS FLOAT) AS raw_light,
CAST (vibration AS FLOAT) AS raw_vibration,
CAST(noise  AS FLOAT) AS raw_noise,
CAST (battery AS FLOAT) AS raw_battery,

CAST(dust AS FLOAT) AS raw_dust,

id,
EventEnqueuedUtcTime AS event_time
FROM [DataFromSensors]

-- TIMESTAMP BY event_time

-- 2. Agg30s
--  30-cekynaHe 3raapKeHHs 1 Beix 10 mosis:
- -AVG(..)

-- - SUM(..."2) (ans Z-score)

- COUNT(*)

Agg30s AS

(
SELECT

System.Timestamp() AS window_end_30s,

id,

AVG(raw_temp) AS avg_temp_30s,



AVG(raw_voltage) AS avg_voltage_30s,
AVG(raw_humidity)  AS avg_humidity_30s,
AVG(raw_pressure)  AS avg_pressure_30s,
AVG(raw_co2) AS avg_co2_30s,
AVG(raw_light) AS avg_light_30s,
AVG(raw_vibration)  AS avg_vibration_30s,
AVG(raw_noise) AS avg_noise_30s,
AVG(raw_battery) AS avg_battery 30s,

AVG(raw_dust) AS avg_dust_30s,

-- Jlost Z-score paxyeMo CyMy KBaJIpaTiB
SUM(raw_temp*raw_temp) AS sum_sq_temp,
SUM(raw_voltage*raw_voltage) AS sum_sg_volt,
SUM(raw_humidity*raw_humidity) AS sum_sq_humidity,
SUM(raw_pressure*raw_pressure) AS sum_sg_pressure,
SUM(raw_co2*raw_co2) AS sum_sq_co2,
SUM(raw_light*raw_light) AS sum_sq_light,
SUM(raw_vibration*raw_vibration) AS sum_sq_vibration,
SUM(raw_noise*raw_noise) AS sum_sq_noise,
SUM(raw_battery*raw_battery) ~ AS sum_sq_battery,

SUM(raw_dust*raw_dust) AS sum_sq_dust,

COUNT(*) AS cnt_30s

FROM InitialData

GROUP BY TUMBLINGWINDOW(second, 30), id

3. AnomalyDetectionStep

Buxnukaemo 4 meroau s KOsKHOro 3 10 mosmis:
A) Spike&Dip
B) ChangePoint

C) Manual Range Check



-- D) Z-score

AnomalyDetectionStep AS
(
SELECT
window_end_30s,

id,

-- CepenHi (A715 TOAATBIIOTO 3PYIHOTO BHBOY)
avg_temp_30s,

avg_voltage 30s,

avg_humidity_30s,

avg_pressure_30s,

avg_co2_30s,

avg_light_30s,

avg_vibration_30s,

avg_noise_30s,

avg_battery 30s,

avg_dust_30s,

-- A) Spike&Dip mist koxxHoro nosst (threshold=80, sensitivity=60, 'spikesanddips')

AnomalyDetection_SpikeAndDip(avg_temp_30s, 80, 60, 'spikesanddips’)

OVER(PARTITION BY id LIMIT DURATION(second, 60)) AS spike_temp_obj,

AnomalyDetection_SpikeAndDip(avg_voltage_30s, 80, 60, 'spikesanddips’)

OVER(PARTITION BY id LIMIT DURATION(second, 60)) AS spike_volt_obj,

AnomalyDetection_SpikeAndDip(avg_humidity 30s,80, 60, 'spikesanddips")
OVER(PARTITION BY id LIMIT DURATION(second, 60)) AS spike_humidity_obj,

AnomalyDetection_SpikeAndDip(avg_pressure_30s,80, 60, 'spikesanddips')
OVER(PARTITION BY id LIMIT DURATION(second, 60)) AS spike_pressure_obj,



AnomalyDetection_SpikeAndDip(avg_co2 30s, 80, 60, 'spikesanddips’)
OVER(PARTITION BY id LIMIT DURATION(second, 60)) AS spike_co2_obj,

AnomalyDetection_SpikeAndDip(avg_light_30s, 80, 60, 'spikesanddips')
OVER(PARTITION BY id LIMIT DURATION(second, 60)) AS spike_light_obj,

AnomalyDetection_SpikeAndDip(avg_vibration_30s,80,60,'spikesanddips")

OVER(PARTITION BY id LIMIT DURATION(second, 60)) AS spike_vibration_obj,

AnomalyDetection_SpikeAndDip(avg_noise_30s, 80, 60, 'spikesanddips’)

OVER(PARTITION BY id LIMIT DURATION(second, 60)) AS spike_noise_obj,

AnomalyDetection_SpikeAndDip(avg_battery 30s, 80, 60, ‘spikesanddips’)
OVER(PARTITION BY id LIMIT DURATION(second, 60)) AS spike_battery obj,

AnomalyDetection_SpikeAndDip(avg_dust_30s, 80, 60, 'spikesanddips')

OVER(PARTITION BY id LIMIT DURATION(second, 60)) AS spike_dust_obj,

-- B) ChangePoint mist KoskHOTO 1101t

AnomalyDetection_ChangePoint(avg_temp_30s, 80, 60)

OVER(PARTITION BY id LIMIT DURATION(second, 120)) AS change_temp_obj,

AnomalyDetection_ChangePoint(avg_voltage 30s, 80, 60)

OVER(PARTITION BY id LIMIT DURATION(second, 120)) AS change_volt_obj,

AnomalyDetection_ChangePoint(avg_humidity 30s,80,60)

OVER(PARTITION BY id LIMIT DURATION(second, 120)) AS change_humidity_obj,

AnomalyDetection_ChangePoint(avg_pressure_30s,80,60)

OVER(PARTITION BY id LIMIT DURATION(second, 120)) AS change_pressure_obj,



AnomalyDetection_ChangePoint(avg_co2_30s, 80,60)

OVER(PARTITION BY id LIMIT DURATION(second, 120)) AS change_co2_obj,

AnomalyDetection_ChangePoint(avg_light_30s, 80,60)
OVER(PARTITION BY id LIMIT DURATION(second, 120)) AS change_light_obj,

AnomalyDetection_ChangePoint(avg_vibration_30s,80,60)

OVER(PARTITION BY id LIMIT DURATION(second, 120)) AS change_vibration_obj,

AnomalyDetection_ChangePoint(avg_noise_30s, 80,60)

OVER(PARTITION BY id LIMIT DURATION(second, 120)) AS change_noise_obj,

AnomalyDetection_ChangePoint(avg_battery 30s,80,60)

OVER(PARTITION BY id LIMIT DURATION(second, 120)) AS change_battery obj,

AnomalyDetection_ChangePoint(avg_dust_30s, 80,60)

OVER(PARTITION BY id LIMIT DURATION(second, 120)) AS change_dust_obj,

-- C) Manual Range Check (mpukianu niana3oHis,

-- TIIACTAHOBKA 3aiexHo BiJ Baioi JOTiKK)

CASE WHEN avg_temp_30s < 0 OR avg_temp_30s>100 THEN 1 ELSE 0 END AS range_flag_temp,

CASE WHEN avg_voltage 30s<0.0 OR avg_voltage 30s>1.0 THEN 1 ELSE 0 END AS range_flag_volt,

CASE WHEN avg_humidity 30s<0 OR avg_humidity_30s>110 THEN 1 ELSE 0 END AS range_flag_humidity,
CASE WHEN avg_pressure_30s<600 OR avg_pressure_30s>1000 THEN 1 ELSE 0 END AS range_flag_pressure,
CASE WHEN avg_co2_30s<300 OR avg_co2_30s>5000 THEN 1 ELSE 0 END AS range_flag_co2,

CASE WHEN avg_light_30s<0 OR avg_light_30s>20000 THEN 1 ELSE 0 END AS range_flag_light,

CASE WHEN avg_vibration_30s>10 THEN 1 ELSE 0 END AS range_flag_vibration,

CASE WHEN avg_noise_30s>140 THEN 1 ELSE 0 END AS range_flag_noise,

CASE WHEN avg_battery 30s<0 OR avg_battery 30s>110 THEN 1 ELSE 0 END AS range_flag_battery,

CASE WHEN avg_dust_30s>1000 THEN 1 ELSE 0 END AS range_flag_dust,




-- D) Z-score (crporieHwii)

-- 1) Cnouarky o6uncmoemo stdev (Bxe B Agg30s)

CASE WHEN cnt_30s>1 THEN
SQRT(
(sum_sqg_temp - (avg_temp_30s*avg_temp_30s*cnt_30s))
/cnt_30s
)
ELSEO

END AS stdev_temp,

CASE WHEN cnt_30s>1 THEN
SQRT(
(sum_sq_volt - (avg_voltage_30s*avg_voltage_30s*cnt_30s))
/ cnt_30s
)
ELSEO

END AS stdev_volt,

CASE WHEN cnt_30s>1 THEN
SQRT(
(sum_sq_humidity - (avg_humidity_30s*avg_humidity 30s*cnt_30s))
/ cnt_30s
)
ELSEO

END AS stdev_humidity,

CASE WHEN cnt_30s>1 THEN
SQRT(
(sum_sq_pressure - (avg_pressure_30s*avg_pressure_30s*cnt_30s))
/cnt_30s
)
ELSEO

END AS stdev_pressure,



CASE WHEN cnt_30s>1 THEN
SQRT(
(sum_sg_co2 - (avg_co2_30s*avg_co2_30s*cnt_30s))
/cnt_30s
)
ELSEO

END AS stdev_co2,

CASE WHEN cnt_30s>1 THEN
SQRT(
(sum_sq_light - (avg_light_30s*avg_light 30s*cnt_30s))
/ cnt_30s
)
ELSEO

END AS stdev_light,

CASE WHEN cnt_30s>1 THEN
SQRT(
(sum_sq_vibration - (avg_vibration_30s*avg_vibration_30s*cnt_30s))
/cnt_30s
)
ELSEO

END AS stdev_vibration,

CASE WHEN cnt_30s>1 THEN
SQRT(
(sum_sqg_noise - (avg_noise_30s*avg_noise_30s*cnt_30s))
/cnt_30s
)
ELSEO

END AS stdev_noise,

CASE WHEN cnt_30s>1 THEN



SQRT(
(sum_sq_battery - (avg_battery 30s*avg_battery 30s*cnt_30s))
/cnt_30s

)

ELSEO

END AS stdev_battery,

CASE WHEN cnt_30s>1 THEN
SQRT(
(sum_sqg_dust - (avg_dust_30s*avg_dust_30s*cnt_30s))
/cnt_30s
)
ELSEO

END AS stdev_dust

FROM Agg30s

-- 4. AnomalyDetectionFinal

-- «PosmnakoByemo» (ISAnomaly) + Z-score nepeipka (>3)

AnomalyDetectionFinal AS
(
SELECT
window_end_30s,

id,

avg_temp_30s,
avg_voltage 30s,
avg_humidity_30s,
avg_pressure_30s,
avg_co2_30s,

avg_light 30s,



avg_vibration_30s,
avg_noise_30s,
avg_battery 30s,

avg_dust_30s,

-- Spike & Dip flags

CAST(GetRecordPropertyValue(spike_temp_obj, 'IsAnomaly’) AS BIGINT) AS spike_flag_temp,
CAST (GetRecordPropertyValue(spike_volt_obj, ‘'IsAnomaly’) AS BIGINT) AS spike_flag_volt,

CAST (GetRecordPropertyValue(spike_humidity obj,'IsAnomaly’) AS BIGINT) AS spike_flag_humidity,
CAST (GetRecordPropertyValue(spike_pressure_obj,'IsAnomaly’) AS BIGINT) AS spike_flag_pressure,
CAST(GetRecordPropertyValue(spike_co2_obj, ‘IsAnomaly’) AS BIGINT) AS spike_flag_co2,
CAST(GetRecordPropertyValue(spike_light_obj, ‘IsAnomaly’) AS BIGINT) AS spike_flag_light,
CAST(GetRecordPropertyValue(spike_vibration_obj,'IsAnomaly’)AS BIGINT) AS spike_flag_vibration,
CAST (GetRecordPropertyValue(spike_noise_obj, 'IsAnomaly’) AS BIGINT) AS spike_flag_noise,
CAST (GetRecordPropertyValue(spike_battery obj, 'IsAnomaly’) AS BIGINT) AS spike_flag_battery,

CAST (GetRecordPropertyValue(spike_dust_obj, ‘IsAnomaly’) AS BIGINT) AS spike_flag_dust,

-- ChangePoint flags

CAST (GetRecordPropertyValue(change_temp_obj, 'IsAnomaly’) AS BIGINT) AS change_flag_temp,
CAST (GetRecordPropertyValue(change_volt_obj, ‘'IsAnomaly’) AS BIGINT) AS change_flag_volt,

CAST (GetRecordPropertyValue(change_humidity_obj,'IsAnomaly’) AS BIGINT) AS change_flag_humidity,
CAST (GetRecordPropertyValue(change_pressure_obj,'IsAnomaly’) AS BIGINT) AS change_flag_pressure,
CAST (GetRecordPropertyValue(change_co2_obj, ‘IsAnomaly’) AS BIGINT) AS change_flag_co2,

CAST (GetRecordPropertyValue(change_light_obj, ‘'IsAnomaly’) AS BIGINT) AS change_flag_light,

CAST (GetRecordPropertyValue(change_vibration_obj,'IsAnomaly")AS BIGINT) AS change_flag_vibration,
CAST (GetRecordPropertyValue(change_noise_obj, ‘'IsAnomaly") AS BIGINT) AS change_flag_noise,
CAST (GetRecordPropertyValue(change_battery obj, 'IsAnomaly’) AS BIGINT) AS change_flag_battery,

CAST (GetRecordPropertyValue(change_dust_obj, 'IsAnomaly’) AS BIGINT) AS change_flag_dust,




-- Manual Range flags (Bxxe 6inapHi)

range_flag_temp,
range_flag_volt,
range_flag_humidity,
range_flag_pressure,
range_flag_co2,
range_flag_light,
range_flag_vibration,
range_flag_noise,
range_flag_battery,

range_flag_dust,

-- Z-score flags (>3)

CASE WHEN stdev_temp<>0  AND ABS((avg_temp_30s - avg_temp_30s)/stdev_temp)>3 THEN 1
ELSE 0 END AS zscore_flag_temp,

CASE WHEN stdev_volt<>0  AND ABS((avg_voltage_30s - avg_voltage 30s)/stdev_volt)>3 THEN 1 ELSE
0 END AS zscore_flag_volt,

CASE WHEN stdev_humidity<>0 AND ABS((avg_humidity_30s - avg_humidity 30s)/stdev_humidity)>3 THEN
1 ELSE 0 END AS zscore_flag_humidity,

CASE WHEN stdev_pressure<>0 AND ABS((avg_pressure_30s - avg_pressure_30s)/stdev_pressure)>3 THEN 1
ELSE 0 END AS zscore_flag_pressure,

CASE WHEN stdev_co2<>0  AND ABS((avg_co2_30s - avg_co2_30s)/stdev_c02)>3 THEN 1 ELSE O
END AS zscore_flag_co2,

CASE WHEN stdev_light<>0 AND ABS((avg_light_30s - avg_light_30s)/stdev_light)>3 THEN 1ELSEO
END AS zscore_flag_light,

CASE WHEN stdev_vibration<>0 AND ABS((avg_vibration_30s - avg_vibration_30s)/stdev_vibration)>3 THEN 1
ELSE 0 END AS zscore_flag_vibration,

CASE WHEN stdev_noise<>0 AND ABS((avg_noise_30s - avg_noise_30s)/stdev_noise)>3 THEN 1 ELSE
0 END AS zscore_flag_noise,

CASE WHEN stdev_battery<>0 AND ABS((avg_battery 30s - avg_battery 30s)/stdev_battery)>3 ~ THEN 1
ELSE 0 END AS zscore_flag_battery,

CASE WHEN stdev_dust<>0  AND ABS((avg_dust_30s - avg_dust_30s)/stdev_dust)>3 THEN 1 ELSEOQ
END AS zscore_flag_dust

FROM AnomalyDetectionStep



-- 5. AggregatedResults (2-xBununHe BiKHO):

-- Paxyemo, cKiIbKH pas3iB 3a 2 XB KOXKEH METOJ «CIIPALIOBaB»

AggregatedResults AS
(
SELECT
id,

System.Timestamp() AS TimeBucket,

-- Spike counts

COUNT(CASE WHEN spike_flag_temp=1  THEN 1 END) AS spike_temp_count,
COUNT(CASE WHEN spike_flag_volt=1 @ THEN 1 END) AS spike_volt_count,
COUNT(CASE WHEN spike_flag_humidity=1 THEN 1 END) AS spike_humidity_count,
COUNT(CASE WHEN spike_flag_pressure=1 THEN 1 END) AS spike_pressure_count,
COUNT(CASE WHEN spike_flag_co2=1 THEN 1 END) AS spike_co2_count,
COUNT(CASE WHEN spike_flag_light=1 = THEN 1 END) AS spike_light_count,
COUNT(CASE WHEN spike_flag_vibration=1 THEN 1 END) AS spike_vibration_count,
COUNT(CASE WHEN spike_flag_noise=1 = THEN 1 END) AS spike_noise_count,
COUNT(CASE WHEN spike_flag_battery=1 THEN 1 END) AS spike_battery_count,

COUNT(CASE WHEN spike_flag_dust=1  THEN 1 END) AS spike_dust_count,

-- Change counts

COUNT(CASE WHEN change_flag_temp=1  THEN 1 END) AS change_temp_count,
COUNT(CASE WHEN change_flag_volt=1  THEN 1 END) AS change_volt_count,
COUNT(CASE WHEN change_flag_humidity=1 THEN 1 END) AS change_humidity count,
COUNT(CASE WHEN change_flag_pressure=1 THEN 1 END) AS change_pressure_count,
COUNT(CASE WHEN change_flag_co2=1  THEN 1 END) AS change_co2_count,
COUNT(CASE WHEN change_flag_light=1 THEN 1 END) AS change_light_count,
COUNT(CASE WHEN change_flag_vibration=1 THEN 1 END) AS change_vibration_count,
COUNT(CASE WHEN change_flag_noise=1 THEN 1 END) AS change_noise_count,

COUNT(CASE WHEN change_flag_battery=1 THEN 1 END) AS change_battery count,



COUNT(CASE WHEN change_flag_dust=1 THEN 1 END) AS change_dust_count,

-- Range counts

COUNT(CASE WHEN range_flag_temp=1  THEN 1 END) AS range_temp_count,
COUNT(CASE WHEN range_flag_volt=1  THEN 1 END) AS range_volt_count,
COUNT(CASE WHEN range_flag_humidity=1 THEN 1 END) AS range_humidity_count,
COUNT(CASE WHEN range_flag_pressure=1 THEN 1 END) AS range_pressure_count,
COUNT(CASE WHEN range_flag_co2=1 THEN 1 END) AS range_co2_count,
COUNT(CASE WHEN range_flag_light=1 THEN 1 END) AS range_light_count,
COUNT(CASE WHEN range_flag_vibration=1 THEN 1 END) AS range_vibration_count,
COUNT(CASE WHEN range_flag_noise=1  THEN 1 END) AS range_noise_count,
COUNT(CASE WHEN range_flag_battery=1 THEN 1 END) AS range_battery_count,

COUNT(CASE WHEN range_flag_dust=1  THEN 1 END) AS range_dust_count,

-- Z-score counts

COUNT(CASE WHEN zscore_flag_temp=1  THEN 1 END) AS zscore_temp_count,
COUNT(CASE WHEN zscore_flag_volt=1  THEN 1 END) AS zscore_volt_count,
COUNT(CASE WHEN zscore_flag_humidity=1 THEN 1 END) AS zscore_humidity_count,
COUNT(CASE WHEN zscore_flag_pressure=1 THEN 1 END) AS zscore_pressure_count,
COUNT(CASE WHEN zscore_flag_co2=1  THEN 1 END) AS zscore_co2_count,
COUNT(CASE WHEN zscore_flag_light=1 THEN 1 END) AS zscore_light_count,
COUNT(CASE WHEN zscore_flag_vibration=1 THEN 1 END) AS zscore_vibration_count,
COUNT(CASE WHEN zscore_flag_noise=1 THEN 1 END) AS zscore_noise_count,
COUNT(CASE WHEN zscore_flag_battery=1 THEN 1 END) AS zscore_battery count,

COUNT(CASE WHEN zscore_flag_dust=1 = THEN 1 END) AS zscore_dust_count,

-- JIns mepermsiny cepenHix

AVG(avg_temp_30s)  ASavg_temp_in_2m,
AVG(avg_voltage 30s) AS avg voltage in_2m,
AVG(avg_humidity 30s) AS avg_humidity_in_2m,
AVG(avg_pressure_30s) AS avg_pressure_in_2m,
AVG(avg_co2_30s) AS avg_co2_in_2m,
AVG(avg_light_30s)  ASavg_light_in_2m,

AVG(avg_vibration_30s) AS avg_vibration_in_2m,



AVG(avg_noise_30s)  ASavg_noise_in_2m,
AVG(avg_battery 30s) AS avg_battery in_2m,

AVG(avg_dust 30s)  ASavg_dust_in_2m

FROM AnomalyDetectionFinal

GROUP BY TUMBLINGWINDOW(minute, 2), id

6. FinalSelect

Binbupaemo 2-xBUIHHHI OJI0KH, 1¢ X04a 0 1 aHoMatist

(o Oymp-sikoMy 3 10 mosie 1 4 metoaiB => 40 ¢uaris)

FinalSelect AS
(
SELECT
id,

TimeBucket,

-- Spike counts
spike_temp_count, spike_volt_count, spike_humidity_count, spike_pressure_count,
spike_co2_count, spike_light_count, spike_vibration_count, spike_noise_count,

spike_battery count, spike_dust_count,

-- Change counts
change_temp_count, change_volt_count, change_humidity_count, change_pressure_count,
change_co2_count, change_light_count, change_vibration_count, change_noise_count,

change_battery count, change_dust_count,

-- Range counts
range_temp_count, range_volt_count, range_humidity_count, range_pressure_count,
range_co2_count, range_light_count, range_vibration_count, range_noise_count,

range_battery count, range_dust_count,



-- Z-score counts
zscore_temp_count, zscore_volt_count, zscore_humidity_count, zscore_pressure_count,
zscore_co2_count, zscore_light_count, zscore_vibration_count, zscore_noise_count,

zscore_battery_count, zscore_dust_count,

-- CepenHi 3a 2 XB

avg_temp_in_2m, avg_voltage_in_2m, avg_humidity in_2m,
avg_pressure_in_2m,avg_co2_in_2m, avg_light_in_2m,
avg_vibration_in_2m,avg_noise_in_2m, avg_battery in_2m,

avg_dust_in_2m

FROM AggregatedResults
WHERE
(
-- spike
spike_temp_count>0  OR spike_volt_count>0
OR spike_humidity_count>0 OR spike_pressure_count>0
OR spike_co2_count>0 OR spike_light_count>0
OR spike_vibration_count>0 OR spike_noise_count>0

OR spike_battery _count>0 OR spike_dust_count>0

-- change

OR change_temp_count>0 OR change_volt_count>0

OR change_humidity_count>0 OR change_pressure_count>0
OR change_co2_count>0 OR change_light_count>0

OR change_vibration_count>0 OR change_noise_count>0

OR change_battery count>0 OR change_dust_count>0

-- range

OR range_temp_count>0 OR range_volt_count>0

OR range_humidity_count>0 OR range_pressure_count>0
OR range_co2_count>0 OR range_light_count>0

OR range_vibration_count>0 OR range_noise_count>0

OR range_battery count>0 OR range_dust_count>0



-- zscore

OR zscore_temp_count>0 OR zscore_volt_count>0

OR zscore_humidity_count>0 OR zscore_pressure_count>0
OR zscore_co2_count>0 OR zscore_light_count>0

OR zscore_vibration_count>0 OR zscore_noise_count>0

OR zscore_battery _count>0 OR zscore_dust_count>0

-- @iHaIBHUIN BUBIi,

SELECT *
FROM FinalSelect

ORDER BY TimeBucket DESC;
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