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BE3OITACHOCTDb ®YHKIIMOHNPOBAHMUSA BA3bI JAHHBIX
I'OCYAJAPCTBEHHOTI'O BEMEJIBHOTI'O KATACTPA YKPAUHBI

Amnapeii IETPEHKO,
couckarelnb Kadeapbl HHTEIUIEKTYalbHOI COOCTBEHHOCTH FOPUINUECKOTO (haKysIbTeTa
PYKOBOIHUTEIb OTAEIA U3AATEILCKOTO U METOIMIECKOr0 00eCIeUeH s YIeOHOro mpolecca IOPUIHIECKOro (GaKyabTeTa
KueBckoro HaMoOHaIBHOTO YHUBepcHTeTa uMeHH Tapaca IlleBueHko

AHHOTAIUSA
B crarbe ouepueHbl COBpEMEHHBIE YTPO3bl 0€30MaCHOCTH (yHKIIMOHUPOBAHNUS 0a3bl JaHHBIX [0CY1apCTBEHHOTO 3eMEIBHOTO Ka 1a-
ctpa Ykpaussl. ONpezeseHo, YTo JJaHHbIE YTPO3bl MOYKHO pa3/IelIuTh Ha BHYTPEHHHE 1 BHELIHHE, a TAKXKE 00yCIIOBICHHbIC YETI0OBEKOM
1 BBI3BAaHHBIE JIECTPYKTHBHBIMU IPUPOAHBIMU BO3AeHCTBHAMHU. Oco00e BHIMAHKE aBTOp YENsIeT aHAIN3Y yrpo3 HH(OPMAIIOHHOM
6e3onacHocTH QYHKIIMOHMPOBaHUS 0a3bl JaHHBIX [0CYIapCTBEHHOTO 3€MEJIBHOTO KaJlacTpa, a TAKKe CYLIECTBYIOUINX IOPUANYECKH

OIpe/IeNIEHHBIX M TEXHOJIOTMYECKH 000CHOBAHHBIX MEp MPEIYIPEKACHHUS U IIPOTUBOICHCTBUS JAHHBIM YIPO3aM.
KioueBbie ciioBa: 6aza qanHBIX, 6€301MacHOCTH, [OCYTapCTBEHHBIH 3eMeNbHBIN KalacTp, 3alIUTa aBTOPCKOTO IpaBa, HH(popMa-
[UOHHAsT 0€30MaCHOCTh, HH(YOPMAIHs, YTPO3bI 0E30MACHOCTH.
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SUMMARY

This article describes nowadays problems of national security concerning the database of Lands Register of Ukraine. In this
research author divides security risks into internal and external, and by the factor of risk into caused by people or destructive natural
influences. Most attention in article paid to the IT security threats in functioning of Lands Register of Ukraine, as well as to legally
determined and technologically determined actions in case of counteracting described security threads.
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IlocranoBka npoOiaemsbl. Yuu-
ThIBast TOT (akT, 4To HHOOpPMAIHS
B YCIIOBHUSIX CTAHOBICHHs MH(OpMAIlH-
OHHOTrO O0mIecTBa B YKpamHe CTaHO-
BUTCSl B&KHBIM O0BEKTOM T'PakIaHCKO-
MPAaBOBBIX OTHOIICHUH, 3aKOHOMEPHBIM
00pa3oM NPOMCXOAUT M YBEJIUYCHHE
e€ 00béMa, aKTyaIM3UpYIOTCs NOTped-

HOCTH €€ CTPYKTYypHpOBaHHA, 0e3-
OIACHOTO HCIOJb30BAHUSA W MOHETH-
3allMu, YperyJupOBaHHS IPaBOBBIX

OTHOILIEHUH MO MOBOAY HMH(pOpPMAUU
B nenoMm [1, c. 35-36]. Ilpu >TOoM Bax-
HBIM HMHCTPYMEHTOM  CTPYKTYPHPO-
BaHMs HH(OpMAanUM SABISAIOTCS Oa3bl
JAHHBIX, KOTOPHIE B IIMPOKOM CMBIC-
JIe MOXHO paccMaTpHUBaThb B KadeCTBE
KOMIWIALMU UHGOpMAIK, COOpaHHON
u U GepeHUPOBAHHO CTPYKTYPHPO-
BaHHOM.

OueBuIHbIC MIPEeUMYIIECTBA
UCIOJIb30BAHUS MHGPOPMALUHU, XpaHsi-
mieiicst B 0a3ax MaHHBIX, OOYCIOBHIIO
TO, YTO 3a IOCJIEAHHUE Trojbl Oa3bl 1aH-
HBIX KaK OOBEKTHl aBTOPCKOTO IIpaBa,
KOTOpble JAMHAMUYHBIM 00pa3oM 3BO-
JIOLUOHUPYIOT, BCE Yale UCTIONb3YIOT-
Cs1 TOCYIapCTBCHHBIMHU OpraHaMH YKpa-

UHBl JUIS ONTHUMM3ALMK pealu3aluu
coOCTBeHHbIX (QYHKUMH (TpUMepoM
aTOMYy siBIIsAeTCs 0a3a maHHbIX [ocymap-
CTBCHHOI'O 3€MEJIBHOTO KajacTpa), uTo
BITOJIHE COOTBETCTBYET Hen CTparerun
pa3BuTHS HHPOPMALMOHHOTO O0OIIIe-
ctBa B YkpauHe, Crparerun pedop-
MHUPOBaHMs TOCYAapCTBEHHOTO YIpPaB-
nenust Ykpaunbl Ha 2016-2020 roxsl,
a taxxke Crparernun pedopMHpPOBAHUS
CHUCTEMbl YIpPaBJICHUS T'OCYAapCTBEH-
HeiMH QuHaHcamu Ha 2017-2020 romgsr.

Tor daxt, uTo 0a3bl JaHHBIX cOIEp-
JKaT LEHHYI0 HH(POpMAIHIO, OOBICHSIET,
YTO B TEYCHHE BCETO )KU3HEHHOTO IIHK-
nma 3Tux 0a3 (Kak M JI0OBIX MHpOpMa-
IUOHHBIX CHCTEM, B OCHOBE KOTOPBIX
JICKUT PEJISIIIMOHHAS CHCTEMa yIpaBJie-
HUs 0a3aMU JaHHbBIX) B OTHOILICHUH HUX
MOTYT BO3HHKaTh W PEaJIM30BbIBATHCS
YIpo3bl Pa3IMYHBIX KJIACCOB, KOTOPHIE,
KakK IpaBUIIO, 3aKOHOMEPHBIM 00pa3oM
o0yclioBieHbl cienyommum: 1) xax-
JIOW  3JIOYMBIIUIGHHUKOB HEJIEraJIbHO
3aBJlaJ€Th COOTBETCTBYIOLIEH LIEHHOU
unpopmanueii [2, c. 69]; 2) Tem, uTo
6a3bl JaHHBIX HE Bceraa QyHKIIMOHUPY-
I0T B YCIOBHUSX d()()EKTUBHOTO TEXHHU-

YECKOro KOHTPOJIS, 4TO 00yCiIaBIUBaecT
cobom B mx pabore u T. m. bmarompu-
STHBIC YCIIOBHUS Ui pealn3alud yKa-
3aHHBIX PHCKOB TakKKe OOYCIIOBJICHBI
HECOBEPIICHCTBOM Ipax/IaHCKOTO
3aKOHO/ATENIbCTBA B YaCTH PEryIupo-
BaHus 0a3 AaHHBIX. Mexay Tem, Ipo-
Onembl Oe3omacHOCTH 0a3 JaHHBIX Ha
CErOJHSAIIHUI JIeHb OCTAlOTCS HEI0-
CTATOYHO MCCJICIOBAHHOM TEMOM, a
BOIIPOCHI 0€30MaCHOCTH 0a3bl JaHHBIX
TocynapcTBEHHOTO 3€MEJIbHOIO Kaja-
crpa (manee — I'3K) BooOIIe He ObuTH
MPEIMETOM KOMILIEKCHOTO HCCle10Ba-
HUSL.

AKTYya/lbHOCTh TeMbl HCCJeJ0Ba-
HHSl. AKTYaJbHOCTh JIaHHOTO BOIIPO-
ca BBIPaXKaeTcs B TOM, YTO MOBPEKIC-
HUE W HENPABMIBHOE MCIIOJIb30BaHHE
nHpopmanmu B 0a3ax JaHHBIX, Kak
ormeuatotr J. bepruno (Elisa Bertino)
u P. Canaxy (Ravi Sandhu), 3arpa-
TUBAIOT IpaBa, HHTEPEChl HE TOJBKO
KaKOTO-TO KOHKPETHOTO MOJb30BaTEINs
WM BpeNST HOPMajbHOMY (QYHKIIHO-
HUPOBAHHIO KAKOTO-TO MPUIIOKEHUS, HO
TaK)Ke MOTYT UMETh KaTacTpopUIeCKHe
MOCJICACTBHS ISl BCEH OpraHU3aIui,
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KOTOpasi BlajgeeT dToi 0a3oil JnaH-
HbIX [3, c. 2]. Kyna 6osee macmraOHbie
KaracTpopuUecKue MOCIEACTBUS ITH
yYIpo3bl 00YCIIOBIUBAIOT CIy4asiMH HX
peanu3anuy B OTHOUICHHH 0a3 HaHHBIX
rOCYIapCTBEHHBIX OPTaHOB, a TJIaBHBIM
o0Opa3om — 6asbl naHHbIX 3K, y4uTsi-
Bas Ha3HAYCHHE M 11e7b QYHKIIHOHUPO-
BaHMsI NaHHON 0a3bl MAaHHBEIX, €€ POib
B OCYIICCTBJICHHHM MHOXXCECTBCHHBIX
Ipax/1aHCKO-IIPABOBBIX OTHOIICHHH
B rOCy/IapcTBe.

CocTosiHue uccaegoBaHUsA. XOTs
npobnemaruka yrpo3 0e301macHOCTH
¢byukuuonupoBanus 6a3 manueix 3K,
a TaKkKe HOPHUINYSCKH OINPeHAesIEHHbBIX
U TEXHOJIOTHYECKU 00O0CHOBAHHBIX MEpP
MPEaYNPEKICHUS U NPOTUBOJCHCTBHS
JAHHBIX YIPO3 JI0 CHUX HOP KOMIUIEKCHO
HE HCClieloBajach YKPaWHCKUMH Yué-
HBIMH, OOpaTHM BHHUMaHHE Ha TO, YTO
y4EHBIMU KOMITJICKCHO HCCJIC0BAJIHCh
yrpo3bl  0€30MacHOCTH  (DYHKIIMOHH-
poBaHusi 6a3 JNaHHBIX (KaK TaKOBBIX),
a TaK)Ke OTHCJIbHbIE BOIPOCH 00e-
cneuenust 6e3omacuoctu ['3K (Hampu-

mep, C.A. Muuenko, B.A. Hexpa-
coB, M.A. Omnennko, A.C. OcbMak,
H.M. IlanreneeBa, b.O. IluBdHb,
AJSl. Coxumu, PB. UYepnomyuxwuii,

C.A. UykyT u gpyrue y4eHsle).

Iear um 3amaua wucciaeI0BaHUS.
Y4ér BaXXHBIX Hay4YHBIX HapabOTOK,
c(hopMyINPOBaHHBIX YKa3aHHBIMU
BbIIlIC YUYEHBIMH, IOMOXET JOCTHYb
LIeJIM ¥ 3a/1a4 Hay4yHO! paboThl, a UMEH-
HO — OIIPEJCJIUTh OCHOBHBIC YI'DO3bI
Oe3omacHOCTH (pyHKIIMOHUPOBaHUS 0a3
nanabix ['3K.

Kpome Toro, noctwxeHuro yka-
3aHHOW 1enu OylaeT CmocoOCTBOBATh
aHaJIU3 JeHCTBYIONIEIO 3aKOHOIATENb-
cTBa YKpauHbl, a TaKKe BBINOJHCHHE
clIeaylomux 3aoay: 1) OIpeneiIuTh
CYIIHOCTh TOHATHH «yrposa», «0es3-
OIACHBIC YCJOBHS», a TAKXKe KOHIICI-
TyaJH3UpOBaTh TEPMHUH «0E30M1aCHOCTD
(YHKUMOHMPOBAaHUS 0a3bl JTaHHBIXY;
2) CTPYKTYypUpOBaTh OCHOBHBIE YIPO-
36l 0e30macHOCTH (PYHKIIMOHUPOBAHUS
6a3pl panneix 3K, a takxe mpoana-
JIM3UPOBATh CYLIECTBYIOIINE IOpUIHYC-
CKH ONpeeNEHHBIC U TEXHOJIOTHYECKH
000CHOBaHHBIC MEPHI MTPEIYNPEIKICHUS
U IPOTHBOJICHCTBUS JTaHHBIM YyIPO3aM.

MN3nokeHue OCHOBHOrO MaTepua-
Ja. B mmpokom cMmbiciie Moz MOHATHEM
«yrposa» yuéHeiMu [4, c. 42] noHuma-
eTcsl MOTEHIMAIbHO BO3MOXHOE COOBI-

THe (WM sBJICHME), HIEUCTBUE (MIH
Ipo1iecc), ¢ MOMOIIbI0 KOTOPBIX MOMKET
ObITh HaHEeCcEH yiiepOd uHTEepecam CcyOb-
exra. COOTBETCTBEHHO, YCIIOBUS, B KOTO-
PBIX YIpO3bl MHTEpecaM CyOBEKTOB He
MOTYT OBITh pPEaJIN30BaHBI, TOHUMAIOTCS
B KauecTBe OE30MACHBIX YCJIOBHIl JUis
COOTBETCTBYIOIMX HHTEPECOB, a 00e-
CIICYCHHUE ITUX YCIOBHIi — mporecc obe-
crieyeHUsi OE30MACHOCTH 3THX HMHTEpe-
cOB. YKa3aHHBIC BBIBOJIbI TPUMEHHUMBI 1O
OTHOUICHUIO K 0e30MacHOCTH (QyHKIIHO-
HUPOBaHUs 0a3 JaHHBIX, YTO HOATBEPXK-
JIal0T TaK)Ke U y4€HbIe, B TOM WM HHOU
CTENEHN pacCMaTPUBAIOLINE JIAHHBIH
Borpoc. B wactHocTn, B.M. Miromeu-
KUH I10JIaraeT, 4ro 0e30macHOCTh 0a3bl
JTAaHHBIX COCTOUT B 3alUTEe 0a3bl JAHHBIX
OT HECAHKIIMOHUPOBAHHOTO JOCTYyIa
CO CTOpOHBI TMoib30BaTenei [5, c. 19].
Bosiee yTOYHEHO ATOT MOAXOJA K MOHH-
MaHHIO 0e30macHOCTH 0a3bl JIaHHBIX
(database security) B Tpymax 3apy-
OeKHBIX yU€HBIX [cM., Hamp.: 3, c. 2].
B wactHOCTH, U3 Hay4YHBIX pa3pabOTOK
. bepruno u P. Cannxy cienyert, 4to
0e30MmacHOCTh 0a3bl JAHHBIX BBIPAXKACT-
¢ B HOPMaJbHOM (YHKIMOHHPOBAHUH
JTAaHHOM 0a3bl, a UMEHHO B pe3yybTare
COOTBETCTBHS Ipolecca obecreueHus
YKa3aHHOH O€30MaCHOCTH CIICAYIOIIUM
TpéM TpeOoBaHUSAM: 1) HEBO3MOXHOCTH
HECaHKIIMOHUPOBAHHOTO BCKPBITHS
CCKPETHBIX MM KOH(HICHIHAIBHBIX
JTAaHHBIX, COZIEPIKAIIUXCsI B 0a3e TaHHBIX;
2) HEe3bI0JIEMOCTh IICJIOCTHOCTH 0a3bl
JIAaHHBIX 4Yepe3 HEBO3MOXHOCTb OCY-
LIECTBJICHUS]  HECAHKI[MOHMPOBAHHOTO
U OIMOOYHOTO H3MEeHEeHUs HH(pOpMa-
uuu B 6a3e JaHHbBIX; 3) HEBO3MOXKHOCTH
UCKa)KeHMsl YPOBHS JIOCTYIHOCTH 0a3bl
JIAaHHBIX, B YaCTHOCTH, IyTEM olepa-
THBHOTO WCIIpaBJIeHUs] cO0eB B paboTe
CHCTEMBI M OJOKHPOBAHNE BO3ACHCTBHS
Ha CHCTEMYy YyIpaBiieHHs 0a30if JaH-
HeIx (manee — CVYBJ]) BpemoHOCHBIX
mporpamm [3, c. 2]. Brpouewm, crexyet
OTMETHTh, 4TO 0E30MaCHOCTh 0a3bl J1aH-
HBIX (2 UMEHHO e€ QPyHKIIMOHUPOBAHUS)
HE JIOJDKHA OTOXJIECTBISATHCA TOJIBKO
C JIOCTaTOYHBIM YpOBHEM €€ 3allu-
MEHHOCTH OT HECAHKIMOHMPOBAHHOTO
JIOCTyNa CO CTOPOHBI TI0JIb30BaTelNeit
(W/mnM  HeHaJUIeKaIIero aJMHHUCTPH-
poBaHHsI), BEAb, KaK MBI YK€ BBIIIC
orMmedanu: 1) 6e30macHOCTh — ATO TPO-
THBONIOJIOXHOCTh yrpo3e; 2) yrposa
MPOSIBIISICTCS. HE TOJIBKO B JICHCTBHUH, HO
U B MpoIecce, COOBITHS U SBJICHUU.

«bezonacnocmvio

To ectp mox
Gynxyuonuposanust 6azvl OGHHBIX», TIO
HallleMy MHEHHIO, ClIeJyeT NOHUMATh
XapaKTePUCTHKY YCIOBHH U COCTOS-
HUSl QYHKIHMOHUPOBaHUS 0a3bl TaHHBIX,
YKa3bIBAIOIIYI0 Ha MPaKTUYECKOE Ipe-
OTBpAIICHUE pealn3alui yrpo3 QyHK-
HUOHUpOBaHHA 0a3 MaHHBIX B BHUJC
BO3MOXKHBIX JE€WCTBHUH (MIIM COOBITHIN),
MPOLIECCOB (MIIU SIBJICHUI), C TIOMOIIBIO
KOTOPBIX MOXXET OBITh HCKa)KeHa IIellb
(yHKUMOHMpOBaHUS 0a3bl  JaHHBIX,
oOycioBiaeHa €€  HEIOCTH)KUMOCTb,
HaHecéH yuiep0 HMHTepecaM CyObeKTa
ABTOPCKOTO IpaBa Ha 0a3y JaHHBIX, a
TaK)Ke I0Jb30BaTeNiell 0a3bl JaHHBIX.
VY4uutsiBasg 3TO, MPUXOAUM K BBIBOLY,
YTO MHOTOACHEKTHOCTh Yrpo3 (QYHK-
[MOHUPOBAHUS 0a3bl JaHHBIX 00yClaB-
JIMBAaE€T MHOTOACHEKTHOCTh MOHMMAaHUS
06e3omacHOCTH (DyHKIINOHMPOBAHNS
otux 0a3 JaHHBIX, a HMEHHO: 0e30-
nacHocTH (YHKIMOHMPOBaHUS 0a3bl
JIAaHHBIX OT Henpasomepno2o (MK
HeHaonexcaueco) AHMPONO2EHHO20
6030eticmeusi WA  0eCmpyKmuHo20
npupooHo2o gozodeticmaus (MeTEopOIIo-
THYECKOTO M arpoMeTeopOIOTHYeCKOTO
XapakTepa, B 4aCTHOCTH, OypH, ypara-
HBI, CMEPYH, CHJIbHAs jKapa WIH CHIIb-
HBIE MOPO3BI U T. 11.).

YuurteiBas MO3UILIUN yué-
HBIX [CM., Hamp.: 6—8], KOTOpbIe B CBOUX
Hay4YHBIX HCCIIEIOBAHMSIX YXKE paccma-
TPUBAJIN BOINPOC PHUCKOB (DyHKIMOHH-
poBaHus 0a3 JaHHBIX, OTMETHM, 4TO
K OCHOBHBIM pHUCKaM (DyHKIIMOHHPOBa-
Hus 0a3wl nansbix 3K crnenyer orHo-
CUThH CIIeIyIOIIHNe:

1) Hanuyue 4Ype3MEpHBIX MPUBHU-
nerut (excessive privileges) B TOJb-
30BaHMM 0a30ii naHHbIX. [lonb30Ba-
Tensmu 0a3pl maHHBIX 3K sBisroTcs
(u3mveckoe MM IOPHINYIECKOE JHUIO,
nosip3yromeecs ceneHusM 3K w/mmm
OCYIIECTBISIONEe OOMEH CBEICHHSIMH
B TOpsiKE MHPOPMALMOHHOTO B3aUMO-
JIeHCTBHS MKy KaJlaCTpaMu, peecTpa-
MH U MH()OPMAIMOHHBIMU CHCTEMaMHU
B COOTBETCTBUM C 3aKOHOJATEIbCTBOM.
besonacHocTh 0a3bl JaHHBIX paccma-
TpUBaEMON €IMHOW TOCYIapCTBEHHOU
reonH(pOpPMaLMOHHON CUCTEMBI CBeJe-
HUH 0 3emule obecmednBaeTcss 0OBEK-
THBHO HEOOXOAMMBIMH TPUBUIICTUSIMH
MoJib30Baresicii 3TOH 0a3bl JTaHHBIX,
KOTOpBIE SBJIAIOTCS HEOIHWHAKOBBIMH
W 3aBHCST OT THIIa MOJIb30BaTeNsl. YKa-
3aHHOE OCHOBBIBACTCS Ha IIpaBuUIIe,
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yCTaHOBJIEHHOM B 4. 1 cT. 38 3akoHa
Vkpaunbl «O I'3K», ckBO3b mnpusmy
KOTOPOTO MOKHO CJIeJIaTh BBIBOA, YTO
MPUBMIICTHH I10JIb30BaTeNCi 0a3bl JaH-
weix ['3K menecoobpa3Ho nenuTh Ha
JIB€ OCHOBHBIE TPYTIIBI: AePKATEIbCKUE
[PUBUJICTUH; TIPUBUIICTHH PEKUMA YTE-
HUS;

2) «BXomHas WHBEKOWs» (input
injections). Crnenyer oOpaTUTh BHHU-
MaHW€ Ha TO, YTO, Ioceuias Ccaur
«ITybnuuHas kagacTpoBast kapra YKpa-
HHBD», MOJKHO Cpa3y e 3aMETUTh, YTO
Ha HEM pacCHOJOXKEHO COOOLIeHHE,
B KOTOPOM OTMeuaeTcs, 4To Jlepxre-
OKaJIaCTPOM [JI0 CHX OCYIIECTBISIOTCA
MEpbI [0 UCTIPABJICHUIO OUIHOOK, KOTO-
peie coxepxkarcss B I'3K. O0ozHaueH-
HbIC MPOOJIEMBI, KAK OTMEUAIOT YUEHBIC,
SIBIISTIOTCST YCIIOBUSIMH JUISL TOTO, YTO-
OBl 3JOYMBIIIIEHHUKH OCYIIECTBIISUTH
xakepckue araku Ha [ 3K, B wactHOCTH,
MepPEeNUCHIBasI TaHHBIE B COOTBETCTBYIO-
mei 6ase TaHHBIX, HECAHKIIMOHUPOBAH-
HbIM 00pa3oM H3MEHSS KaK TI'PaHULbI
3eMeJIbHBIX YYaCTKOB, TaK M HMX BJa-
nenbleB. Brnpouem, naHHas npoOiema
Ha CeroAHSAMHUN JeHb 3S(PHEKTHBHO
peuraercsi Onaromapsi COBPEMEHHBIM
TEXHOJIOTUSIM, CPEAN KOTOPBIX 0COOECH-
HOe MecTo 3aHmMaeT Blockchain, mox
KOTOPBIM Yy4Y&HBIE MOHUMAIOT «CIIO-
c0o0 XpaHEHWs AaHHBIX WM OH(pPOBOIL
peecTp TpaH3aKLui, CONIAICHUH, KOH-
TPaKTOB M JIOOBIX JAaHHBIX, TPeOyIo-
IIMX UCIOJIb30BAHUS OTIENIbHBIX HE3a-
BUCHMBIX 3anucei» [9, c. 59]. Unbimu
CJIOBAaMH, JIaHHAas TEXHOJOTHS TaKxke
ABiseTcsl «0a30il MaHHBIX A 3aIUCH
U XpaHEHMs [aHHBIX O TPAH3AKLUN»,
OJlHa M3 IJIaBHBIX 0COOEHHOCTEH KOTO-
poil COCTOUT B TOM, YTO OHA OJHOBpE-
MEHHO COXpaHSAETCSI Ha MHOMECTBE
KOMITBIOTEPOB,  COCAUHEHHBIX  JPYT
¢ npyrom ceTsio ViHTepHET. Bee n3mene-
HUs B 6a3e NaHHBIX OJHOTO KOMIIbIOTE-
pa cpaszy KOMUPYIOTCS Ha KaXKIbId KOM-
MbIOTEP, MOAKIIOUEHHBIH K ceTu. baza
JIAaHHBIX 3alHChIBAET HHPOPMALHUIO O
TPaH3aKILHUAX, YTO YCIOBHO Ha3bIBACTCS
«CIOSAMN», a TMOTOMY, J1a0bl Mojaenarhb
COXpaHEHHYIO HH(pOpPMAIUIO, HE00XO-
JIUMO TOJIe]IaTh BCE BEPXHUE «CIIOM»,
YTO MPAKTUIECKH HEBO3MOXKHO.

Bmecre ¢ TeM CyLIECTBEHHBIM
HEJOCTaTKOM BHEApPEHUss B YKpau-
He Blockchain-texHomornii sBIsSETCS
TO, 4TO JO CHX IOp €€ HCIIOIb30BaHUE
octaéres emé JOMKHBIM 00pa3oM He

YpPEeryJupoBaHHBIM. YUUTBIBAs 3TO, BHE
COMHEHMSI, CHMYKAEeTCsI YPOBEHb OJIHO-
3HAYHOCTH NMOHMMAaHUS MCIIOJIb30BaHUS
YKa3aHHOW TEXHOJOTHHM, Ha KOTOPOM
¢dynkunonupyer 6a3za nanusix ['3K;

3) BpPEeOOHOCHOE MPOTPaMMHOE
obecreueHne, WCIOIb3yeMOE MPOTUB
CYB/. locTmkeHnEe COOTBETCTBYIOIIE-
TO YpOBHS 0€30macHOCTH 0a3bl JaHHBIX
I'3K mpenmonaraercs, cpeau mpodyero,
B KOMILJIEKCE MMIIEPaTHBHBIX TpeOoBa-
HUIl K aBTOMaTH3UPOBaHHOMY paboue-
My MecTy noias3oBarens ['3K u nagie-
JKaIlero MporpaMMHOr0o 00ecedeHus;

4) HemoCTaTOYHOCTh aynurta (weak
audit trail). YpoBeHb KadecTBa ayau-
Ta 0a3el gaHHbIX 3K 3HAaYUTENHHBIM
00pa30M MOBBICHIICS B CBSI3H C IIEPEBO-
nom I'3K ma texmomnoruto Blockchain.
VkazaHHOe OOBSCHSIETCS TEeM, YTO
YEeThIPE HOJIbI HAXOASTCSl y MUHArporo-
JTUTUKA YKpauHBI U OJ{HA HOJA Yy ayau-
topa — Transparency International.
Takum o00pa3oMm, MJaHHas MeXIyHa-
pOAHAas HENPaBUTECJILCTBEHHAs oOpra-
HU3aIUs CTajla NepBOil 00IIeCTBEHHON
OopraHusanuei, Koropas  IOJy4usia
HOJy-ayJUTOpa, SBISIONIYIOCS He3a-
BUCHMBLIM KOMIIOHEHTOM Blockchain,
BBITOJIHSCT HEIPEPBIBHBIA ayIuT BCEX
Tpan3aknuit cern Omoxueirin ['3K. To
€CTh ypPOBEHb JOCTATOYHOCTH aAyAHTa
6a3pl nanHbix I'3K kak rapantus obe-
crieueHust Oe3omacHOCTH €€ (QYHKIH-
OHHPOBAHUS JIOCTUTAETCSl KaK MyTEM
BHYTpPEHHEro ayaurta no gaHHbiM 3K,
TaK U 3a cyéT MyOJIMYHOrO OHJIAlH-KOH-
TPOJISt 32 PEECTPOM;

5) He3amMIIEHHOCTh PE3EPBHBIX
Konuid  MHGOpPMALMU, HAXOJSAIIUXCS
B 0a3e JaHHBIX. YKazaHHas mpobiema
CErofHsl pEIIeHa OTHOCUTEIbHO Oa3bl
nanabix 3K B cBs3m ¢ mepexomom Ha
TexHonoruw Blockchain, xotopas, kKak
MBI Y€ OTMeYal M, IOo3BoisieT 0e3-
omacHo (yHKIMOHUpOBaTh 0Oa3e maH-
HBIX, HCKJTFOYasi BEPOSITHBIC MCKaXKCHHUS
nH(pOpMaNK, HAXOASIIEHCs B JaHHOM
0a3e, U MOXUIICHHUE dTOI MHPOPMAIUH.

Taxkum 00pa3oM, paccMOTPEB yrpo-
3pl  MH(OPMALMOHHOW 0e30MacHOCTH
(byHKUMOHUpPOBaHUS  0a3bl  JIAHHBIX
I'3K, MoxHO caenatb BBIBOA, YTO YKa-
3aHHBIC YTPO3bl MOXKHO pPa3ieiuTh Ha
naBe Tpynmbl: 1) BHemHne nHGOpMaIu-
OHHBIE YTPO3HI, T. €. T€ yTPO3BI, KOTO-
pBIC BBIPQXKCHBI B HECAHKIHOHHPOBAH-
HOM TIOCSITaTeIbCTBE Ha 0a3y JaHHBIX
U OCYIIECTBIISIEMble 3aKOHHBIMH WIIH
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HE3aKOHHBIMU [10JIb30BaTENISIMH;
2) BHyTpeHHHE (OpTraHHM3al[MOHHBIE)

nH(pOPMALMOHHBIE yTPO3bl, T. €. YIpo-
3bl, OOYCJIOBJICHHBIC HEHAJJICKALUMHU
NeHCTBUSMM Jepikareiss W aJMHHH-
cTpatopa 06a3bl JgaHHBIX. [lpu sTOM,
KaK CcJeIyeT M3 H3JI0KEHHOTO0, BHY-
TPeHHHE YIpo3bl (QYHKIHOHUPOBAHHS
0a3bl JaHHBIX B OOJILLIMHCTBE CllyYacB
CBSI3aHBI C YBCJIMYCHHEM YSI3BUMOCTHU
6a3bl JaHHBIX OTHOCHUTEIILHO BHEIIHHX
yrpo3 (B 4aCTHOCTH, 3TO INPOSBISETCA
B HEHAJUICKAIIEeM aJMHHHCTPUPOBa-
Hum). OJHAKO TOAYEPKHEM, YTO yBEIH-
YEHHEM YSI3BUMOCTH 0a3bl JAHHBIX BHY-
TPEHHUE YIPO3bl HE UCUEPIIBIBAIOTCS.

B ouepuenHom cwmbicie obOpa-
THM BHUMaHHE Ha TO, YTO IEPEXOJ
B 2017 romy I3K mHa Ttexnomoruro
Blockchain, GeccnopHO,  TO3BOJHI
CHHU3UTh YPOBEHb YSI3BUMOCTH COOT-
BETCTBYIOIICH 0a3bl JaHHBIX, OIHAKO
JAHHBI YPOBEHb YSI3BUMOCTH ObUI
CHIDKEH  IPEHMYIIECTBEHHO  Iepen
BHEUIHUMHU yrpo3aMu (QyHKIIMOHUPO-
Banwust 06a3bl nanubeix ['3K. HeoOxonumo
COMIACUTBCA C TEMHU CIEHHAINCTaAMH,
KOTOpBIE YTBEPXKAAIOT, YTO «IIOTCHIU-
aJbHAas MOJIEKa JIaHHBIX — HE OCHOB-
Hasi mpoOiemMa KajacTpa M CHCTEMBI
ToproB». CiemoBaresnbHO, HEOOXOAUMO
UMeTh B BUAY, 4TO Blockchain ue cmo-
cobeH MOMOYb HOPMaJbHOMY (YHK-
nuoHupoBaHuio 0a3el  gaHHBIX [ 3K,
«eClii B CHCTEMYy BHECCHBI 3aBEIOMO
HeTouyHbIe naHHbIe» [10, c. 74], Benb
yKa3zaHHas TEXHOJIOTUsS Iomoraer ooe-
CIIEYUTh HEM3MEHHOCTb, a HE HCTHH-
HOCTh MH(poOpMmanuu B 0a3e DaHHBIX.
Kpome Toro, Ba)xHO MOHSTH, YTO cama
mo cebe wuHbOpMaIUs, 3aHEeCEHHAs
B Blockchain-peectpbl, HE MOXKET CUH-
TaTbCsl JOCTOBEPHOU B IPAKTHUYECKOM
NEeHCTBUTEIBHOCTH. DTO TOATBEPK/Ia-
ercst coobumenuem Ha caiite «IlyGmuu-
Hasi KaJacTpoBas Kapra YKpauHbD»,
B KOTOPOM, Kak MbI YK€ OTMeuali,
cooOmaercss 0 TOM, 4YTO IO Ceil JeHb
JlepKreokasacTpoM OCYILECTBISIOTCS
MepbI 110 UCHPABICHHUIO OLIHOOK, KOTO-
poie conepxkarcs B ['3K.

Kpome Ttoro, ciemyer oOparuth
BHMMaHHE Ha TO, 4YTO OE30I1aCHOCTH
(yHKUMOHUPOBaHUS 0a3bl  JAHHBIX
I'3K, xak MBI y’ke OTMEUaTH, HE TOJb-
KO CBOAMTCS K MUHUMH3ALMN HECAHK-
HHUOHUPOBAHHBIX YIPOXKAIOMIMX JCH-
CTBHH, HO M BBIPAXKACTCsS B 3allUTE
3TOW 0a3bl OT COOBITHH, SBJIICHHINA,
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MPOLIECCOB, YrpoXaroumux (QyHKIu-
onupoBanuto ['3K. Ilpu sToM, XOTs
B HOPMAaTHBHO-TIPABOBBIX aKTaX, pery-
JIMPYIOIIMX TE€ WM HWHBIE AacCHEKThbI
(byHKIIHOHUpOBaHUST 0a3bl JTaHHBIX
I'3K He comepXuTcsi KOHKPETHBIX
npaBua obecrmedeHus: 6e30macHOTO
(YyHKIMOHUPOBAaHUS 3TOH 0Oa3bl JaH-
HBIX OT JECTPYKTHBHBIX HPHPOIHBIX
yrpo3, clieayeT HWMeTh B BHIY, 4YTO
Ha NpOTHUBOJECHCTBHE IaHHOW yrpo-
3bl HAIPaBJICHO aIMUHUCTPUPOBAHHE
I'3K, koTopoe ocyuiecTBisieTcs, Cpein
MIpOYero, ¢ 1eybio obecnedeHus GpyHk-
LIUOHUPOBAHUS COOTBETCTBYOIINX
CHUCTEM U KOMIUIEKCOB MOHMTOPHHIA,
0e30MacCHOCTH M CUTHAJIM3AUUU (CHUT-
HaJIM3aIMU O BO3SHUKHOBEHHUH HEIITaT-
HBIX U aBapUIHBIX CUTYyaIui).

BoiBoabl. KoHTponbs QyHKIIMOHH-
poBanus 6a3sl nmaHHBIX ['3K momken
OBITh HANPABICHHBIM Ha JOCTIKCHHE
Oe3o0rmacHOCTH (DYHKIIHOHUPOBAHHMS JJaH-
HOi1 6a3bl. [Ipu »TOM Oe3omacHOCTH ee
(YHKIIMOHMPOBAHUS JOCTUraeTcs, Ipe-
KJe BCEero, MyTéM MpeJoTBpaIIEHUs,
MPOTUBOJAEHCTBUS U MUMHUMU3ALUH (T. €.
myTéM MPUMEHEHUS IOPUIUYECKU OTIpe-
NEeNEHHBIX M TEXHOJIOTHYECKH O00OCHO-
BAaHHBIX Mep MNPEeRyNpexaeHUs H MHpo-
THUBOJCHCTBYS) peannu3aliy Pa3IHIHBIX
THUTIOB yTPO3 JAHHOMY (DyHKITHOHUPO-
BaHUIO, & UIMEHHO: PHCKOB aHTPOITOTEH-
HOTO BO3JEHCTBUS, MPOSIBIISIONINXCS BO
BHEITHEM WM BHYTPEHHEM BO3JIEHCTBUH
Ha 0a3bl JaHHbBIX; IECTPYKTUBHOTO IpH-
poaHOro BO3ACHCTBUS (B pe3ynbrare
CTUXUHHBIX O€ACTBUIl, KOTOPBIE BPEIAT
HOPMaJbHOMY (DYHKIMOHUPOBAHUIO
CVYB).
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