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Abstract

The paper is devoted to an approach to cyber resilience of Critical Information Infrastructures. The cyber re-
silience of networked services becomes especially important because in many cases such services will increasingly
be offered by mission-critical applications. They will need guarantees above and beyond the ‘best effort’ that has in-
itially been considered acceptable for applications provided by conventional networks. Moreover, mission-critical
networks must continue to operate during any disaster and protect sensitive information and guard against attacks.

The fast-changing world of information and communication technologies (ICT) introduces new
cybersecurity-related risks to critical infrastructures (Cl), critical information infrastructures (CII), essential
services (Table 1), and societies in general [1-3]. Nations are creating Cl protection and cyber resilience
related laws, regulations, frameworks, and strategies to mitigate and manage cyber risks [2, 3].

It should be mentioned that cyber resilience generally refers to the ability of a system to restore its
normal behavior, thus overcoming the deterioration of performance after cyberattacks, antagonistic impact,
etc. Accordingly, cyber resilience is becoming a viable tool, especially for critical infrastructures.

Typically, critical information infrastructure objects are identified in the following order [4]:

— the operator of essential services defines all objects of information infrastructure (automated,
information, telecommunication, information-telecommunication systems, automated control systems
of technological processes), which are operated on the object of critical infrastructure;

— the operator of the essential services determines which of the above information infrastructure facilities
are necessary to ensure the continuous and sustainable operation of the critical infrastructure facility in
terms of providing it with essential services and evaluates their criticality.

Table 1. Critical sectors and related critical services [3]

Sector Subsector Service
Web services
Information and Information Technologies Datacenter/Cloud services
Communication Technologies Software as a Service (SaaS)
(ICT) L Voice/Data communication
Communications
Internet

In turn, any network must have the ability to provide and maintain a level of services to face chal-
lenges, failures, and attacks with resilience, fault tolerance, and survivability [5-10].

Mission Critical Network Architecture reliability is concerned with the following. Mission-critical
networks must continue to operate during any disaster, including hurricanes, earthquakes, fires, or high-
powered blasts caused by a bomb [1, 4]. While in terms of cyber security, public safety agencies need to
protect sensitive information and guard against attacks that could take down the network.

The Mission Critical Network developing and deploying has a complete set of requirements, which
provides the platform for all the other architecture building blocks and a collection of integrated network
services. The services cover resiliency, network virtualization, compute, storage, traffic optimization,
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mobility and location, management and monitoring, identity, unified communications, application net-
working, and security [7-10].

Here reliability refers to the quality of voice, video, and data. Resiliency services include Quality of
Service (QoS) to assign priority to delay-sensitive traffic [7]. They also require adequate network perfor-
mance (bandwidth). In terms of redundancy, if one network is destroyed or unavailable, personnel at the
incident scene need another means of access at the incident scene. Many organizations use wireless or
satellite networks as a fallback. While survivability refers to maintaining command-and-control opera-
tions at the incident even if all redundant networks become unavailable, it can be achieved by establishing
an ad hoc meshed network between all remaining nodes.

Lastly, the Mission Critical Network specifies the design for places requiring network connectivity,
such as data centers, nationwide networks, headquarters, remote posts, the mobile workforce, the homes
to critical servers, storage, and applications, and many more.

Therefore, the cyber resilience of networked services becomes especially important because in many
cases, such services will increasingly be offered by mission-critical applications. They will need guaran-
tees above and beyond the ‘best effort’ that has initially been considered acceptable for applications pro-
vided by conventional networks.
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