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Abstract

In the last decade, containerization technologies like Docker have rapidly developed, enabling isolated execu-
tion of multiple operating environments without full hardware emulation. This approach offers advantages over tra-
ditional virtual machines by providing standardization, scalability, and automated deployment of applications while
using significantly fewer resources. Containerlab addresses the challenge of deploying and interconnecting con-
tainers for complex network topologies by offering an open-source command-line tool that simplifies the creation of
network labs based on containers and virtual machines. Using simple YAML files, it automates the process of creat-
ing and configuring network connections between nodes and managing their lifecycle. This paper provides an over-
view of Containerlab's features and demonstrates its applications in development, testing, education, security audit-
ing, and automation.

OcraHHE JIECSTHIITTS  BI3HAYMIIOCH CTPIMKMM  PO3BUTKOM 1 TIOIMIMPEHHSM  TEXHOJIOTiH
KOHTeWHepu3ailii, 1o moyanocs 3 Bumyckom Docker y 2013 porii. KonTeliHepu3altisi 103BOJISIE 3aITyCKaTH
130JIbOBaHI OmepalliliHi cepeoBuIa 6e3 HeoOXiTHOCTI TOBHOI eMYJIAIl anapaTHOro 3ade3nedeHHs. Takum
YUHOM, BHKOPHCTOBYIOUM MEXaHI3MH OIMEpaIlifHOi CHCTEMH, CTBOPIOIOTHCS YHCIIEHHI KOPHCTYBAIbKi
CEPEeIOBHINA, SIKi 3 TIOTJISITY 3aIlyIIEHOr0 B HUX MPOTrPaMHOro 3a0€3MeYeHHs] BUTTS/IAIOThH K TTOBHOIIHHI
okpemi komrt totepu. Lleli miaxin Mae nmepeBard HaJ| 3BUUAHHUMHU BipTYJILHUME MallliHAMH, JTO3BOJISTIOUH
CTaHIapTH3yBaTH, MacIITA0yBaTH Ta aBTOMaTH30BAHO 3aITyCKAaTH IPOrpaMHy B 130JIbOBAHUX CEPEIOBUINAX,
AKi 32 OTPeOr MOXYTh MaTH JIOCTYII JIO PECYpPCiB, SIK-OT MPOLIECOp, PI3HOMAaHITHI MiAKIIFOYEHI TTPUCTPOL,
¢aiinm, MepexxHi 3’€IHaHHS TOLIO0, BOAHOYAC CIIOXKUBAIOYM 3HAYHO MEHILE PECYpPCiB, IO J03BOJISE OLIbII
e(eKTHBHO BUKOPHCTOBYBATH HasiBHE 00JIaIHAHHS Ta Oy/yBaTH O1MbIN CKIaaHi cucremu [1].

JloBruii yac KOHTeWHepu3allisi B OCHOBHOMY BHKOPHCTOBYBAJIacs /ISl 3aITyCKy BeO-CEepBepiB Ta 1HIIMX
KOPHUCTYBAIIbKHUX MPOTPaM, ajie 3 PO3BUTKOM Ta OUIBII MHMPOKOIO aIANTAIEI0 X TEXHOJIOTIH 3’ IBHIHCS
MepexHi onepariiiai cucremu (Network Operating Systems, NOS), siki oOyoBaHi 3 iIe€10 MiATPUMKH
3alycKy B KOHTeWHepi abo Jierko no3Boirsitorh 1e 3pooutn. Cepen Hux Nokia SR Linux, Arista cEOS,
Azure SONIC, Juniper cRPD, FRRouting (FRR) Tormo.

Ha >xasb, cami 110 co0i cepe/oBHINa 3ayCKy KOHTEHHEPIB Ta MPOrpaMHi iHCTPYMeHTH, sik-0T Docker
Compose, He HAJIAIOTh YCiX MOTPIOHUX MOXIIMBOCTEH TSI HAJIGKHOTO 3alyCKy Ta MOETHAHHS KOHTEHHEPIB
y Mepeki, OCKUIbKM BOHHM HE J03BOJIIFOTH CTBOPIOBATH OJHOpaHTOBi (peer-to-peer) 3’emHaHHs s
noOyzoBu ckiagHux Mepex. Containerlab € omHMM 3 MOXIMBUX pillleHb s 1€l mpoOiemu; Iie
IHCTPyMEHT KOMaHIHOTO pSi/IKa 3 BIJKPHUTHUM KOJIOM, SIKMH CIIPOIIY€ MPOLEC PO3TOPTAHHS MEPEKHHX
nabopatopiii Ha 6a3i KOHTEHHEpiB Ta BipTyaJbHUX MaliMH. BiH Hajae MOXKIMBICTH ONMUCYBAaTH MEPEKHI
TOITOJIOTIi 32 JIOMOMOTO0 MPOCcTUX Y AML-(aiiiiB, aBTOMaTH3yIOUYH MPOIEC CTBOPECHHS Ta HAJAIITYBAHHS
MEpEKHUX 3’€JTHAHb MK By3JlaMHU Ta KEPyBaHHSI )KUTTEBUMH LIUKJIAMH CHCTEM [2].

Ortxe, cepenr OCHOBHIX MOXJIIMBOCTEH 1 ocodmmiBocTeii Containerlab BUAIISIOTECS HACTYITHI:

1. Containerlab minrpumye mmpokuii cniekrp NOS, Bkimrogno 3 Nokia SR Linux, Arista cEOS,
FRRouting (FRR) Ta iami [3]. Lle qo3Bonsie MonmemtoBaTH peaibHI MEpeKHI CIieHapii 3 BUKOPHUCTAHHSM
PI3HOMAaHITHUX MPUCTPOIB 1 TPOTOKOJIB.
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2. YAML-(daiinm BHKOPHCTOBYIOTECS JJISl JIETKOTO OIMHUCY MEPEXKHHUX BY3NiB Ta 3’ €IHAHb MiXK HUMH
[4]. e cnpormrye mporiec CTBOPEHHS CKIIATHIX MEPEKHUX TOMOJIOTH Ta pOOUTH HOro OLIBIT 3pO3yMinM i
MIOBTOPIOBAHNM.

3. Containerlab aBTOoMaTHYHO CTBOpIOE HEOOXigHI MepekHi iHTepdelich Ta 3’€AHAHHA MIiX
KOHTEHHEepaMy, BUKOPHCTOBYIOUM 3acobm Linux, sk-or veth Ta bridge [5]. Ile 3abe3neuye
BHCOKOIPOIYKTHBHI 3’ €JHAHHS 3 HU3bKHMH 3aTPUMKaMU MiXK BY3JlaMH MEPEKI.

4. THCTpYMEHT HaJae KOMaHIM U 3aITyCKy, 3yIMHKH Ta BHIAJICHHS TOIOJIOTIH, IO CIIPOIIY€E TPOIIEC
YIPaBIiHHS MEPESKHUMH JTaO0OPaTOPisSIMK Ta JIO3BOJISIE IIIBHIIKO 3MIHIOBAaTH KOHQIryparlii 3a morpedu [6].

5. He Bci mepexHi omepariiiHi cucTeMH MOXYThb OyTH KOHTelHepu3oBaHi, ToMy Containerlab
iHTerpyerbesi 3 VRnetlab, mo3Bonsiioun 3amyckartd BipTyalibHI MEpPEKHI MapHIIpyTH3aTOPH BCEpPEIHHI
koHTeitHepiB Docker [7].

6. 3aBIAKM MOJMKJIMBOCTI aBTOMAaTH30BAaHOI'O pO3ropraHHs Ta HajamryBaHHs, Containerlab nerko
IHTerpyeThcsi B KOHBeepu OesmepepBHOi iHTerpaiii Ta moctaBku (Continuous Integration/Continuous
Delivery, CI/CD), 110 cripusie MIBUIKOMY BIIPOBAKCHHIO Ta TECTYBAHHIO MEPEIKHHUX PillieHb [8].

7. BuxopucraHHs KOHTEHHEPIB TO3BOJISIE 3AITyCKATH OLNBIIY KUIBKICTH MEPEKHUX BY3IIiB HA OJHOMY
XOCTi TOPIBHSHO 3 TPIMI[IMHUMHU BipTyaJbHUMH MallWHamu, 110 poouth Containerlab edekTuBHUM
IHCTPYMEHTOM JJI51 MOAEIFOBaHHSI BEJIMKMX MEPEKHUX TONOJOTiH [9].

BpaxoByroun nmpokuii crivicok MoxmBocteit, Containerlab moxe Oyt 3acrocoBaHuid y Oararbox
cepax U1 BUPILIEHHS PI3HOMAHITHHUX 3a7a4, a caMe:

— IIBHUJKA po3poOKa Ta TECTYBaHHS y pa3i PO3rOPTAHHS TECTOBUX CEPEMOBHIIL JIJIS TIEPEBIPKUA HOBUX
KOoH(irypartiii, TpoTOKOJIiB 200 MEPEKHUX CEPBICIB;

— IIiJ] 9ac HaBYaHHS Ta OCBITHHOT'O IPOIIECY, KOJIM BUKJIAAadi Ta CTY/ICHTH MOXYTh BUKOPUCTOBYBATH
Containerlab st cTBOpeHHSsI HABYaIBHUX JIa00paTOpi, 10 MOJIEITIOIOTH peallbHi MEPEKHI CLIeHapii,

— B MpOIIECi MPOBEICHHS ayAUTy Ta MOHITOPUHTY Oe3IeKH, y pasi doro (axiBii 3 Oe3MeKH MOKYTh
MOJIEIJIFOBATH MEPEKHI aTak Ta MEPEBIPSATH CTIHKICTh KOH(Irypalliid 10 Bpa3IuBOCTEN,;

— 3aBISKU IHTErpalii 3 iIHCTPyMEHTaMH aBTOMATH3allil, TAKUMH SIK Ansible, MoXHa aBTOMAaTH3yBaTH
HaJIAIITYBaHHSI Ta YIIPABJIiHHS MEPS)KHUMU MTPUCTPOSIMH.

Containerlab € TOTY)KHUM IHCTPYMEHTOM JUIS MOJICIOBAHHS Ta CHMYJII MEpex, sKUi
BUKOPUCTOBYE HalCy4acHII MOXJIMBOCTI Ta TepeBard KOHTEHHEpH3allil I 3alyCKy Pi3HHX MEPESIKHUX
orepariiaux cucreM. BiH crpolrye mporec CTBOpeHHS MEpeKHHX JiabopaTopid, poOssud HOro O
JIOCTYITHUM Ta e(hEKTUBHHUM JIJIs 1HXKEHEPIB, JTOCTITHUKIB Ta OCBITSH. Tako BiH MOBHICTIO O€3KOIMTOBHUIA
Ta Ma€ BiIKPUTHUIA MPOrpaMHUIA KO, POOIISTIM HOTO TIOCTYIMHUM JISl KOXKHOTO [2].
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