R Co-funded by the
LR Erasmus+ Programme
Rl of the European Union WARN 1

"Academic Response to Hybrid Threats" Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP

Hybrid Threats Glossary /
[nocapin 3

ribpuaHmnx 3arpos

Deliverable 5.5 " WARN environment"

Pe3ynbrtar 5.5 "WARN-cepeaosuue"

VERSIONING AND CONTRIBUTION HISTORY

Version Date Revision Description Responsible Partner
01 Creation of document | NURE (Svitlana Gryshko)

This project has been funded with support from the European Commission.
This publication reflects the views only of the author,

and the Commission cannot be held responsible

for any use which may be made of the information contained therein.

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Rt Co-funded by the
LR Erasmus+ Programme
A of the European Union WARN 2

FonoBHMIA pegaKTop:
CsiTnaHa Npuwko

(XHYPE, XapKiBCbKUI HaLiOHANbHUI YHIBEPCUTET PaAiO€NEKTPOHIKN)

YnopAaaHUKMU:
CsitnaHa Npmnwko, Mapia FonoBAHKO

(XHYPE, XapKiBCbKUI HaLLiOHAIbHUI YHIBEPCUTET PaaioeNeKTPOHIKM)

Mapia TutapeHko, Mupocnasa Yex, OkcaHa Bacunuua, €sreH JlaHwooK, BaneHTuHa
3acaako

(YRY, YKpaiHCbKUI KaTONNLbKWI YHIBEpPCUTET)

OkcaHa KapneHkKo, Banepin 3aBropoaHin

(AYIT, OeprkaBHUi yHiBEpCUTET iIHPPACTPYKTYPU Ta TEXHOOTI)

Eayapa banawos

(HYOA, HaujioHanbHui yHiBepcuTeT "OcTpo3bKa akagemisa')

TeTtaHa PeBa, Onbra KonieBcbKa

(HAKKKiIM, HauioHanbHa akaaemia KepiBHMX KagpiB Ky/bTypu i MUCTeLTBa)

Mwuxanno binokoHb, Bennyko Jlapuca

(XP1AY HALY, XapKiBCbKMI perioHanbHUIM iIHCTUTYT AepKaBHOro ynpasniHHA HALY npwu
Mpe3naeHToBI YKpaiHu)

lanuHa [lokaweHko, Biktopia KoHuyp, IBaH Haymos

(rimM  ABH3 AA4MNY, TopniBCbKMA IHCTUTYT iHO3EMHUX MOB [leprKaBHOro BWLLOrO
HaBYa/ibHOro 3aknaay "[loHbacbKuii Aep»aBHUI NeaaroriyHUi yHisepcutet")

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Rt Co-funded by the
LR Erasmus+ Programme
A of the European Union WARN 3

Editor
Svitlana Gryshko

(Kharkiv National University of Radio Electronics, NURE)

Compilers
Svitlana Gryshko and Mariia Golovianko

(Kharkiv National University of Radio Electronics, NURE)

Mariia Tytarenko, Myroslava Chekh, Oksana Vasylytsia, Yevhen Laniuk and Valentyna
Zasadko

(Ukrainian Catholic University, UCU)

Oksana Karpenko and Valerii Zavhorodnii

(State University of Infrastructure and Technology, SUIT)

Eduard Balashov

(National University of Ostroh Academy, NUOA)

Tetiana Reva and Olha Kopiievska

(National Academy of Culture and Arts Management, NAMSCA)

Mykhailo Bilokon and Larysa Velychko

(Kharkiv Regional Institute of Public Administration of the National Academy of Public
Administration under the President of Ukraine, KRl NAPA)

Halyna Dokashenko, Viktoriia Kontsur and Ilvan Naymov

(Horlivka Institute for Foreign Languages of the State Higher Education Institution
“Donbas State Pedagogical University”, HIFL SHEI DSPU)

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Rt Co-funded by the
LR Erasmus+ Programme
Rl of the European Union WARN 4

lnocapin npoMwoB BHYTPiWHIO Npoueaypy 3abesnevyeHHAa aKkocTi 3 16.03.2021 no
9.04.2021 Ta oTpumaB peKomeHaauito Ao onpuntogeHHA Big Pagn akocti WARN-
NPOEKTY B cknaai: OneHa Kalikosa (JYU), Mapia lonoBaHKko (XHYPE), BaneHTuHa
3acagko (YRY), OkcaHa Kapnenko (AYIT), Bitanit Jlebeatok (HYOA), TeTtaHa PeBa
(HAKKKiM), Bauecnas A3toHa3tok (XPIAY HALY), Biktopia KoHuyp (FIIM OABH3 4A4NY),
KatepuHa CynpyH (MOH).

The glossary was accepted through the internal quality assurance procedure (conducted
from 16.03.2021 to 9.04.2021) and was recommended to publish by Quality Assurance
Board of the WARN-project consists of: Olena Kaikova (JYU), Mariia Golovianko (NURE),
Valentyna Zasadko (UCU), Oksana Karpenko (SUIT), Vitalii Lebediuk (NUOA), Tetiana
Reva (NAMSCA), Viacheslav Dziundziuk (KRI NAPA), Viktoriia Kontsur (HIFL SHEI DSPU),
Kateryna Suprun (MESU).
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1 MEPEAMOBA

Tema pACHIE 8e/1UKOIO KifTbKICMIO HEMOYHUX MePMiHi8, 3Milllyo4u
KAACu4Hi yaeneHHA (enaus, nponazaHoa, Oe3iHpopmayisa) 3
Heonoziamamu (¢pelikogi HOBUHU, nMocm-npasda, PaKmMYekiHe),
MHOM(EeHHA AKUX CU2HA/I3YE NPo He30aMHICMb iCHYHYOI NEKCUKU
onucamu couyianeHuli c8im wWo Mo8HICMIO MPAHCHOPMYEMbCA
(Vilmer et al., 2018, p.18).

loes uboro rnocapito 3'aBunace y KomaHgm WARN-npoekty "AkagemiuyHa npotmgis
ribpugHum 3arposam” (Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-
EPPKA2-CBHE-JP) nig, yac BMKOHaHHS HaWnepwux 3aBAaHb NMPOEKTY. 3arajibHa MeTa
NPOEKTY — 3aMOBHUTU PO3PUB Yy HaBUYKax 6e3nekn B pi3HMX chepax npodecinHoi
AIANbHOCTI ANA NiABULWEHHA UMBINIbHOI CTIMKOCTI A0 ribpnaHmnx 3arpos3 B YKpaiHi. Ans
LLbOrO KOXEH i3 CiMOX YKPAiHCbKMIM BULLIB-Y4ACHWUKIB MPOEKTY MAE OHOBWUTU OCBITHI
Nporpamu B PisHMUX ranysax, 4o04asLWuM A0 HUX BiANOBIAHI KOMNETEHTHOCTI.

Mpobnema, 3 AKOO MU 0ApPa3Y 3iITKHYIUCL — Lie BiACYTHICTb "'npodecinHoi mosun", To6TO
€ANHOrO TEPMIHOJIONIYHOrO anapaTty, AKMM MW MAEMO CMiIKyBaTUCb, 06roBoptoBaTH,
AOCNIoXKYBATU, PO3POBAATIN, CTaBUTU NUTAHHA M WYKATK BiagNosiAai... [ibpnuaHi 3arposu
noYyanun BMMBATM Ha POBOTY HALWOI KOMaHAM, 0Apa3y MPOLAEMOHCTPYBaBLUIM CBOK
HEBNIOBUMICTb — iX CKNagHoO cPopmyntoBaTM M ONMCATW, HE MOTPAMNUBLUKM Y MACTKY
NMOMMUIIKOBMX BM3HAyeHb. Came TOMY HaWMM MEPLIMM KPOKOM M CTana po3pobKa
TEPMIHOMIOMNYHOrO anapaTty, AKUMN MU 3MOXKEMO TMOKNACTU B OCHOBY KOHTEHTY
OHOBNEHMX OCBITHIX NpOrpam.

IHwa npobnema, AKYy MM BUpillyBanuM, CTBOPIOOYN LEW rnocapin, — Ha AKi grepena
cnupaTtucb? Mu B YKpaiHi 6arato roBopmmo npo ribpunani 3arposm, 60 Ue NUTaHHA €
6onicHum pna Hac. Ane, He 3anepeuvylouM AKOCTI Ta BaXKAMBOCTI BITYM3HAHMX
OOCNIAXEHb B LN ranysi, BCe X TaKM MAEMO BU3HATU iX GparMeHTapHUIM XapaKTep Ta
BiACYTHICTb CUCTEMHMUX PillieHb, YNPOBAaAXEHMX Y 3aXUCHI CYCMiNbHI MexaHi3Mmu.

[ONOBHI NPUHLUNU, AKUMN MU KEPYBAINCb, CTBOPOKYM IN0OCApil, — Lie aBTOPUTETHICTb
axepen, Aki mawoTb 6yt 6e33anepeyHMMM Ta BM3HAHMMKU CBITOBOHOCMINIbBHOTOHO
¢daxiBuiB 3 ribpmaHMX 3arpos, Ta CUCTEMHICTb Nigxoay. | TyT Mn BXKe He Baranmca 4OBro,
60 nporpama Erasmus+ HaZa€ yHiKanbHi MOXIMBOCTI OTPMMaHHSA Takoi iHbopMmau,ii Big,
HaLLMX EBPONENCbKNX NAPTHEPIB.
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Miaxia €C BMPI3HAETLCA CBOEKD CUCTEMHICTIO Ta MPAKTUYHICTIO: OPiliHi yCTaHOBM 1
OpraHi3auii BXe BW3HA4YMAM OCHOBHI ribpuaHi 3arpo3m Ta 6a30Bi KOHTpP3axoawu
(npoakTKBHICTb, NpodecCiiHi TPEHIHITN 3 NUTaHb 6e3neKkM Ta HaBYa/bHI Nporpamum 3i
crneuiaibHUMM KOMMNOHEHTAMM Ta MeToAaMu be3nekn Ana NiaBULLEHHA CTIMKOCTI AK
YCTQHOB, TaK i OKpemux nwaen towo). Tak, y €EC po3pobneHa CninbHa cuctema
60poTbbu 3 ribpnaHnmm 3arposamm (A Joint Framework On Countering Hybrid Threats),
3anyuieHa B 2016 poui. A B 2014-my noyas poboTy nepwuii LleHTp nepeaoBoro Aocsiagy
3 npotumaii ribpmaHmum 3arposam Hybrid CoE y lenbciHKi, ¢inii akoro 3rogom 6yam
BiAKpuTi y 6aratbox ctonmyax €C. Miaxig €C gna AOCATHEHHA CTIMKOCTI 3aCHOBAHMM Ha
3abe3neyeHHi CBOEYACHOI Ta AOCTOBIPHOI iHPOpmauii Ana rpomagaH Ta ocib, Aki
NPUMMAIOTb PiLLEHHA; HA PO3BUTKY KY/IbTYPU; HA NiABULLEHHI PIBHA OCBITU; 3A0X0OYEHHI
A0 0OMiHY iHOpMaUiEld MiK  yCTaHOBaMW Ta  OpraHisauiamu;  3MiUHEHH
crneuiani3oBaHMUX OpPraHiB Ta YCTAaHOB AEP*KaBWU; HA NPUMHATTI 3aKOHOAABYMX 3aXO0A4iB,
a[anToOBaHWUX 40 HOBUX BUK/IUKIB; Ta Ha LUMPOKOMY OXONJIEHHI HaceneHHA. Came Ha Len
CUCTEMATUYHUI EBPOMNEMNCHKMIN Niaxia, AKMA A03BONSE MiABULWMTU 3arajibHUIA PiBEHb
6e3neKkn cycninbCcTBa, MM CMMPAEMOCH, CTBOPIOKOUM F/10CapIN.

[xxepena, AKi MM BUKOPUCTOBYEMO — Lie, B nepLuy yepry, HanpautoBaHHA Hybrid CoE
(eBponeicbKoi eKcnepTHOI YCTaHOBU 3 MUTAHb AOCAIAMKEHHA ribpuaHux 3arpos), Wwo
3HAXO4ATbCA Y BiAKPUTOMY AOCTYMi, a TAKOX ArKepena iHpopmauii, peKOMeHA0BaHi
Hybrid CoE. Kpim Toro, i3 BenMKOo BAAYHICTIO KOPUCTYEMOCH MaTepianamMu, AKi HagaHo
HALIMMWN EBPOMENCBKUMM NAaPTHEPAMMU:

- YHiBepcutet HOBackiona, PiHNAHAIA (KOOpAMHATOP NPOEKTY)
- YHiBepcutet Koimbpwu, MopTyranis,

- Buwa iHXeHepHa wkona ECAM-EPMI, ®paHuis,

- YHiBepcutet Tapty, EcTOHISA,

a TAKOK acoLiMoBaHMM NapTHepPOM NpoeKTy — JlabopaTopieto ribpnaHmnx ctpaterin TNO
(Higpepnangn).

LLlo6 cTBOpUTHM LEen rnocapin, mu umTyBanmn besnocepeiHbo TEKCT IK EBPOMENCbKUX, TaK
i aMepUKaHCbKNX aBTOPiB. TOMyY BiH HE 30BCiM CXOXXWM Ha KNAaCUYHWUIA TAocapin, i Tomy
TYT HEMA€E MOBHOI OAHOMAHITHOCTI. ANle MM BBAXKAEMO, LLLO NPAMI LMTATK AONOMararTb
HaM YHUKHYTU MOMWU/IOK Y BU3HAYEHHAX. HaTOMICTb KOXEeH TepMiH HaLLOro riocapito €
"Touykoto goctyny" Ao 6inblW AOKNAAHOrO PO3'ACHEHHA, AOCAIAXKEHHA, intcTpauii,
HagaHux npodecioHanamm, a cam r0capihn 3HaMOMUTD i3 ANBOBUKHUM "BU3epyHKOM"
ribpnaHmx 3arpos.
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Mu MaeEmMO Hamip OHOBAKOBATU FN0CAPIA NPOTATOM MPOEKTY, ONPUIIOAHIONYN MOTO
noAanblui Bepcii. A NOKK WO i3 3a40BOJIEHHAM Ai/IMMOCH i3 CNiZILHOTOK MOro NepLloto
Bepcieto. The journey continues.

1. INTRODUCTION

The subject is riddled with an abundance of imprecise terms, mixing
classical notions (influence, propaganda, disinformation) with
neologisms (fake news, post-truth, fact-checking), whose
multiplication “signals the inability for the existing vocabulary to
describe a social world that is completely transforming”(Vilmer et
al., 2018, p. 18).

This glossary was envisaged by the team of the WARN-project Academic Counteraction
to Hybrid Threats (Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-
CBHE-JP) at the very beginning of the project implementation. The overall goal of the
project is to increase civic resilience to hybrid threats in Ukraine by filling the gap in
security skills in various societal groups and professional domains. . Having this goal in
mind, teams of seven Ukrainian universities participating in the project are updating
the curricula of various study programmes, adding relevant competencies.The first
problem that we faced pursuing our goal was the lack of ‘professional language’—that
is, a common terminological apparatus to discuss, analyse, research, develop, ask
qguestions, and give answers... In fact, hybrid threats appeared to be elusive and
ambiguous even conceptually —they are hard to define and describe without falling into
the trap of incorrect definitions. That is why our first step is to develop a glossary which
will lay the foundation for the future curricula content.

Another problem, when creating this glossary, was to find reliable sources. In Ukraine,
we talk much about hybrid threats because they cause huge harm in our environments.
However, not denying the quality and importance of the national research in this field,
we still have to admit that it is rather incomplete and lacks systemic solutions that could
be introduced into civic defence mechanisms.

Thus, credibility of the information, i.e., international recognition of both the
information and sources of the information, and the systematic approach were defined
as the main design principles. This is where we benefit from the Erasmus+ programme
providing unique opportunities to get an access to reliable information via our European
partners.

Erasmus+ Capacity Building Project WARN
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The approach applied by the European Union is systematic and practical: official
institutions and organisations have already identified the main hybrid threats and basic
countermeasures (the latter include proactivity, professional security training and study
programmes curricula with special components and security methods to improve the
resilience of both institutions and individuals). In 2016, the European Union launched
the Joint Framework on Countering Hybrid Threats, and in 2014, the first European
Centre of Excellence for Countering Hybrid Threats (Hybrid CoE) was formally
established with the headquarters in Helsinki, Finland, and offices in many EU capitals.
The EU approach to sustainability is based on providing timely and accurate information
to citizens and decision-makers, on developing security culture, improving education,
encouraging the exchange of information between institutions and organisations,
strengthening specialised bodies and state institutions, and adopting legislative
measures to confront new challenges and protect the population to the greatest extent
possible. This systematic European approach to increasing the overall societal security
was chosen as a fundamental one for the project and, consequently, to the glossary
creation.

Our information sources are various open access publications produced by Hybrid CoE,
which is a European expert institution for studying hybrid threats. Besides these, we
have used the materials provided by our European Union partners from:

— University of Jyvaskyla, Finland (project coordinator),

— University of Coimbra, Portugal,

— ECAM EPMI Graduate School of Engineering, France,

— University of Tartu, Estonia, and

—TNQO’s Hybrid Strategies Lab, Netherlands, our associate partner in the project.

To compose the glossary we cite works of both European and American authors directly.
Therefore, the glossary differs from the classic ones and has no traditional linguistic
uniformity. However, this way we also avoid mistakes in definitions.Therefore, each
concept in our glossary serves as a link to more detailed explanations, studies, and
illustrations by experts, specifying the prodigious patterns of hybrid threats.

We intend to update the glossary throughout the project, publishing a version after a
version. In the meantime, we gladly share the first issue with you. The journey
continues.

Erasmus+ Capacity Building Project WARN
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2 TIBPUAHI 3AMPO3M: 3ATANTbHU BUMIP
2 HYBRID THREATS IN GENERAL

Ne UA EN Oxxepeno

1.  AHani3 3arpo3u ribpnaHoi BikHK Hybrid warfare threat analysis MCDC (2017)
aHani3 / npouec, npusHadeHnt ana  an analysis/process designed to -p31
BpPaxyBaHHA BCiX iIHCTPYMEHTIB account for the all MPECI
ribpmngHoi BiitHM MPECI. B To yac, instruments of a hybrid warfare
AK BiCbKOBI 30cepeaKytoTbca Ha M threat. While the military focuses on
(miniTapHOMy — BilicbKOBOMY the M (military), civilian subject
KOMMOHEHTI), eKcnepTiB 3 UMBINIbHUX  matter experts and private sector
NUTaHb Ta NPUBATHUI CEKTOP are brought in to assist non-
3a/1y4atoTb AN8 HagaHHAa gonomorn  traditional threat analysis of PECI
B aHanNi3i HeTpaAULIMNHKUX 3arpos, a (political, economic, civil,
came iHCTPyMeHTIB ribpmaHoi BitHKM  informational) hybrid warfare tools.

PECI (NONITUYHUX, EKOHOMIYHUX, The key to the success of this
rPOMaZAHCbKUX, iHpopmaLinHumXx). process is understanding how
Kntouem go ycnixy uboro npouecy €  specific hybrid warfare actors tailor
PO3YMiHHA TOrO, AK KOHKPETHI attacks to specific vulnerabilities of
YYaCHUKM ribpnaHoi BiiHM intended targets across the PMESII
a[anTyIOTb aTaKM Nifg, KOHKPeTHI spectrum.

BPa3/IMBOCTI HAMIYEHUX Linen y

BCbOMy cneKTtpi PMESII.

2.  AHani3 ueHTpy Baru Centre of gravity analysis MCDC(a)
MEeTO010riA BINCbKOBOIO a military-planning methodology (2019) - p.89
NAaHYBaHHA, WO NOXOAMUTb 3 KHUTU derived from Carl von Clausewitz’s
Kapna ¢oH Knaysesiua "Mpo BinHy", book On War to identify the ‘source’

ONA BUABNEHHA "aXKepena" um or ‘hub’ of power in a system.
"ueHTpy" BNagM B cCUCTEMI.
3.  Acumertpis ribpugHunx 3arpos Asymmetry of hybrid threat MCDC(b)
(2019) —p.1

B/1TACTUBICTb ribpnaHMxX 3arpos.
ACUMMETPUYHI 3arpo3n He
noTpebytoTb eKBiBANEHTHUX
MOXK/IMBOCTEM UM Linen, i Tomy ayke
npueabaooTh:

- K HeAaepKaBHUX Cyb'eKTiB, AKi
NpParHyTb A0CArTM NONITUYHOT abo
KPUMIiHaNbHOI MeTy,

- TaK | Aep¥aBHUX Aiadis, AKi
nparHyTb A0CArTU Uinen

a property (strength) of the hybrid
threat. The asymmetrical threat
does not require equivalence of
capability or aim and so holds great
appeal to both the non-state actor,
seeking to advance a political or
criminal end, and the state actor,
seeking to achieve ends through
plausibly deniable means.
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nepekoHAnsnmm 3acobamum

3anepeyeHHs.

4.  ActpoTypdiHr Astroturfing Bradshaw &
(nocmMnaHHA Ha BpeHA, WTY4YHOro (a reference to a brand of artificial Hz%vi/;rd 1
rasoHy "AstroTurf"). turf "AstroTurf"). ( )=p.

. Vilmer et al.
ABULLLE, MPU AKOMY 0COBUCTICTb a phenomenon where cyber troop 5018 a7
3aMOBHMKa abo opraHisauii teams run fake accounts to mask ( )-p.
BMUCTAB/IAETLCA AK MacoBa akTUBHicTb their identity and interests and make
yepes panblUMBi aKayHTH. the identity of a sponsor or
TexHika nonArae s Tomy, Wwo6 org.aruzatlon appear as grassroots
: . activism.

CTBOPUTM BUAMMICTb NOMNYNAPHOCTI.
[InB. Takox: Bomu This technique cr.eates an artificial

sense of popularity.

see also: Bots

5. basoBa niHia Baseline MCDC (2017)
KOHTPO/IbHA TOYKA, AKa 403BONSAE a reference point to allow for the —p31
ineHTUdiKyBaTM NOKa3HMKKM Ta nogji, identification of indicators and
a TaKOX BUMIpIOBaTH BiAXMIeHHA Big events as well as measurement of
L€l KOHTPOJIbHOI TOYKN. variation away from that reference
BcTaHoBAeHHA 6a30BOi NiHiT € point. Establishing a baseline is a key
KNOYOBOHO YAaCTMHOO Npouecy part of the hybrid warfare self-

CaMOOLLIHKM Fi6pMAaHOI BiHMN. assessment process.

6.  Bio-xaKiHr Bio-hacking Bekkers et al.
CeKkBeHyBaHHA Ta CUHTE3YBAHHA DNA sequencing and synthesis and (2019) - p.27
[OHK, a TaKoK 3/10B}KUBAHHS LUM. the misuse of this.

Mpuknagm "ribpnaHoro" Examples of hybrid applications:
3actocyBaHHA: CTBOPEHHA HOBOI Creation of new biological weapons
6ionoriyHoi 36poi Ha OCHOBI based on synthetic biology
TEeXHONOorii CMHTETUYHOI bBiosiorii, technology, such as viruses.
HanpuKnag, sipycis.

7. BepTuKanbHa ecKanauin Vertical escalation MCDC(a)

. . . (2019) - p.90
nocuieHe BUKOPUCTAaHHA O4HOrO the intensified use of one specific
KOHKpeTHoro 3acoby MPECI means (MPECI)

8.  BMKAMKM CipOi 30HU Gray Zone Challenges

avB. JJonopoeosi Buknuku see Sub-Threshold Challenges
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npouec 36MpaHHA 1 NPaBUNbHOIO
iHTepnpeTyBaHHA iHpOpMaLLil,
NoB’A3aHOI 3 NOTEHLiIMHO BOPOXKOIO
Ai€0 CYNPOTMBHMKA, NPO AKY
paHiwe He 6yno Bigomo.

MicTuTb nigxoamn Ao BUABNEHHA
HeoAHO3HaYyHUX abo NPUXOBAHMX
ribpuMAaHMX 3arpo3s Waaxom
3Haxo4KeHHA Ta PiNbTPyBaHHA
HenepeabayeHNx aHOManin.

Lle cnpoba Bupiwinth npobaemy
"Hegidomux Hegidomux" (Ha BigmiHy
Bif, MoHimopuHay).

a process of capturing and then
correctly interpreting information
related to a potentially hostile
adversarial action that has not been
previously conceived.

Includes approaches to discovering
ambiguous or hidden hybrid threats
by finding and filtering unanticipated
anomalies.

This is an attempt to manage the
problem of "Unknown Unknowns"
(by contrast of Monitoring).

of the European Union WARN 12
9. Bwutik Leaking MSB (2018) —
€ OIHUM i3 meToiB "CumBoaiuyHUX is one of the "Symbolic Actions" p.13, 27
Aiu releasing information that has been
onpuNtogHEHHSA iHGopMalLLiT, obtained by illegitimate means. It
OTPUMAHOI HEMNPABOMIPHUMMU carries symbolic weight as it
cnocobamn. Mae cMumBoniyHe traditionally reveals injustices and
3HAYEHHA, OCKINbKK, AK NPaBUNO, cover-ups not meant for the public
PO3KPMBAE 3/104MHUN Ta YKPUTTA eye.
baxTi, He npm,sHaqu' AnA oHen When used as an information
rPoMaacekocTl. influence activity, leaked
AKLLO BUTIK BUKOPUCTOBYETLCA ONA information is taken out of context
iHbopMmauinHoro snausy, , and is used to delegitimize actors
iHbopMaLiia BUPUBAETLCA 3 and distort the information
KOHTEKCTY | BUKOPMCTOBYETbLCA ANA environment. Leaked information is
aeneritumisauii cy6'ekTi, a Takox sometimes obtained through
CMNOTBOPEHHA iHpopmaLiiHOro hacking of IT-systems or theft.
cgpg,qoswm,a. BMT'K_'Hd)Opma”'“ I'$°'D" The consequences of these leaks
BIA yBaegbCﬂ BHa,Cmp'OK snomy - range from damaging operational
CACTEM abO KPAAIKKN. (intelligence-gathering) security to ~ 'reverton et
Hacnigku unx BUTOKIB BapitooTbCA undermining trust in a nation’s al. (2018) -
BiJ, NOLWKOAKEHHA ONepaTUBHOI political system and its leadership. p.58
6?3neKM (369py posslp,game)"p,o See also “Macron Leaks”.
niApwWBY A0BIPY A0 NONITUYHOI
CUCTEMMU KpaiHW Ta ii KepiBHULTBA.
[uB.. Takox “Bumik MakpoHa”
10. BiakputTta Discovery MCDC(a)

(2019) - p.26,
33
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11. BigmuBaHHA Laundering MSB (2018) —
BigmmBaHHA 03Ha4YaEe NocTynose Laundering refers to gradually p.29
CNOTBOPEHHA Ta distorting and de-contextualizing
OEKOHTEKCTyanisauito iHpopmalii B information, so that it becomes
TaKuI cnocib, Wwo ctae Hemoxanemm impossible to tell if its source is true
BU3HAYUTU, UM € i axepeno or false.
ICTUHHIM 41 XHBHAM. This strategy may use Deceptive
LA ctpaTeria morke Identities, Disinformation, Technical
BUKOPUCTOBYBATU OMaHAuU8I manipulation, and Symbolic Acts in
I0eHmuyHocmi, e3iHpopmayito, combination with Social/Cognitive
TexHiyHi MaHinynayii Ta CumeoniuHi  Hacking to create a web of false
Aii'y noeaHanHi i3 CoyianbHum / information (see Influence
KoeHimueHum 3nomom, Wwob 3iTkatn  Campaigns).
naByTMHY HenpasamMBoi iHpopmau,ii.
12. Bigomi HeBigomi Known unknowns MCDC(a)
- . . (2019) — p.26
HanexaTb [0 PEXUMIB ribpraHoi refer to modes of hybrid attack that
aTaKu, NPo AKi MU 3HAEMO, LLLO we know we may be unaware of (by
MOXKEMO X He 3HaTu (Ha BigminHy Bia, contrast "Unknown Unknowns")
"Hegidomi Hegidomi")
13. BHyTpiWHbO NepemilieHi ocobu Internally displaced persons (IDPs).  Horbulin
(BNO) (2017) -
people or groups of people who
noan abo rpynu ntogen, ski byam were forced to leave their houses or p.158
3MYLLUEHi 3a/IMLWNTK CBOT BYANHKM place of residence, in particular, due
ab0o micun 3BMYAHOro NPoXKMBaHHA, to or in order to eliminate the
30KpeMma, BHacnigokK, abo 3agna effects of a military conflict, mass
YHUKHEHHA HacnigKis 36poliHoro violence, human rights abuse,
KOHOANIKTY, MacoBMX NPosBiB natural or man-made disasters, and
HAaCUNbCTBA, NOPYLIEHHS NpaB who did not cross the state border.
NOAUHW, NpUpoaHUX abo
TEXHOTeHHMUX KaTacTpod, i AKi He
nepeTUHaNM Aep’KaBHUI KOPAOH.
14. BpasnusocrTi Vulnerabilities MCDC(a)
(2019) —p.90

nepcoHan, AianbHIiCTb, pecypcu abo
npouecu NOTeHUIMHOI Wini, AKi
MOXYTb 6YTU BUKOpUCTaHi abo
CTBOPEHI NOTEHLiNHMUM
CYNPOTUBHUKOM.

personnel, activities, resources or
processes within a potential target
that are susceptible of being
exploited or created by a potential
adversary.
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15. TopusoHTanbHa eckanauis Horizontal escalation MCDC(a)
O4HOYACHE 3aCTOCYBAHHA Pi3HUX the applied combination of multiple (2019) - p.89
BIMCbKOBUX, NONITUYHUX, military, political, economic, civil,
€KOHOMIYHUX, UMBINbHUX, informational (MPECI) means.
iHpopMmaULiHux 3acobis (MPECI).

16. Ti6bpuaHunii Bnaus Hybrid influencing Harjanne et
LifiecnpAMOBaHWUIA BMNINB, AKUN conscious influence exerted by a al.(2018)-p.5
3[iACHIOE NEBHA CTOPOHa, party, utilizing multiple influence
BUKOPUCTOBYHOUM Pi3Hi meToamn methods in order to reach their goal.

BMN/INBY ANA AOCATHEHHA cBoei meTn. The purpose of hybrid influencing is
MeTa ribpuaHoro Bnamsy - to weaken and/or harm the target.
nocnabutu ta / abo 3asgatn wkoamn  Hybrid influencing is characterized
BM3HaueHil uini. FibpnaHomy by obfuscation of the connection
BM/INBOBI NpUTamMmaHHe between the actor, the methods and
3anayTyBaHHSA 3B'A3KIB MiX giioBoto  the goals.

0cob0to, meToaamm Ta LWinamu. While a Hybrid Threat is an

Togai sk FbpudHa 3az2po3a € embodiment of influence methods
BTIIEHHAM METOAIB BNAUBY, AKi that has been deemed to be a
BBa*Ka /i1 3arposoio. threat.

17. Ti6bpuaHa BiHa Hybrid warfare, Hybrid war
1) cMHXpPOHiI30BaHE BUKOPUCTAHHSA 1) the synchronized use of multiple MCDC(a)
6araTbox iHCTPYMEHTIB BNagu, instruments of power tailored to (2019) — p.12
nigibpaHmx 3 ypaxyBaHHAM specific vulnerabilities across the full MCDC (2017)
KOHKpPETHMX BpasanBocTel y Bcbomy spectrum of societal functions to —p.7-8,31
CNeKTpi couianbHUX PyHKLUiN ana achieve synergistic effects.

'ﬂ'ocm'f'eHHﬂ CUHEPTETUHHNX The Analytical Framework for

edexTiB. understanding hybrid warfare is

AHaniTmyHa mogenb gna posymiHHA  composed of three interlocking

ribpuMaHoi BilHW CKNadaEeTbecA 3 parts:

TPEOX B3aEMO3ANEMHNX HACTUH: - defender’s critical functions and

- KPUTUYHI PYHKLIT T3 BPa3AMBOCTI vulnerabilities;

3aXUCHUKaA; - attacker’s synchronized use of

- CUHXPOHI30BaHe BUKOPUCTaHHSA multiple means and exploitation of

3/1T0BMUCHUKOM AeKinbKox 3acobis horizontal escalation; and

Ta BUKOPUCTAHHA rOPU30HTa/IbHOT - linear and non-linear effects of an

ecKanaui; i hybrid warfare attack.

- NiHiNHI Ta HeNiHiINHI edeKkTn Bifg,

ribpuaHux aTak.
2) the non-military aspects of what MCDC(b)
had previously been presumed to be (2019) - p.1
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2) HeBIlNCbKOBI acneKkTu Toro, Lo achieved through a military
paHiwe nepeabayanocb 4OCATTU B campaign.
pe3ynbTaTi BiNCbKOBOI KaMnaHii.
3) the kind of blended military- Galeotti
3) BMA, 3MilLaHMX BOEHHO- political-intelligence-economic (2015)
NONITUYHUX, PO3BiAYyBa/IbHO- operations Russia has launched in
E€KOHOMIYHWUX onepau,ii, aki Pocia Ukraine
po3no4ana B YKpaiHi.
4) the strategic application of the
4) cTpaTeriyHe BUKOPUCTAHHA use of (ambiguous) force to gain Mumford

(HeBM3HaueHOiI) cunun ana
3aBOlOBaAHHA TepuTopii abo
OO0CATHEHHA iHWOT cTpaTeriyHoil
meTun.

HaBMWCHA CMN0BA rpa, CNPAMOBAHA
Ha nepeaaBaHHA NOBIAOM/IEHHA 3
BUKOPUCTAHHAM HEO4HO3HAYHOCTI
AiN, [OCTaTHLOI, WO6 YHUKHYTU
NOMCTU UM ecKanawii.

BOHa € Halbinbw mymaHHo0
dopmolo BiltHM 3 ornaay Ha
HaBMMCHIi 3aMNyTyBaHHSA, WO
Bi4OyBalOTbCA 33,419 NPUXOBYBAHHA
0COBUCTOCTI AePrKABU-3/T0UNHUA.

5) BUKopucTaHHA 6araTbox
iHCTPYMEHTIB BNaamM Ta BNAUBY 3
AKLLEHTOM Ha HEBINCbKOBI
iHCTPYMEHTU, ANa peanisay,ii cBOiX
HaLiOHANbHUX iHTEepeciB No3a
B/TAaCHMMMW KOPAOHaMMU.

6) cuTyauin, Kon KpaiHa BAAETbCA
00 BiAKPUTOro BUKOPUCTAHHA
36pOMHMNX CUA NPOTM IHLWOT KpaiHK
abo HegepKkaBHOro cyb'ekTa, Ao
TOrO K MOEAHYIOUM iHWI 3acobu (Taki
AK €eKOHOMIiYHi, NOAITUYHI Ta
AunnomaTtuyHi). Ha Bigminy Big,
libpudHux 3a2po3, [ibpudHozo
KOHGhnikmy)

7) PociiicbKe TpaKTyBaHHA
(Fi6pigHan BoMHA): "3axigHWM niaxig
00 aectabinizauii pexxmmis WwWnaxom

territory or attain another strategic
goal

deliberate powerplay aimed at
communicating a message whilst
utilizing enough ambiguity of action
to avoid retaliation or escalation.

it is representing the foggiest form
of war given the deliberate
obfuscations that occur in hiding the
identity of the perpetrator state.

5) using multiple instruments of
power and influence, with an
emphasis on nonmilitary tools, to
pursue its national interests outside
its borders.

6) a situation in which a country
resorts to overt use of armed forces
against another country or a non-
state actor, in addition to a mix of
other means (i.e. economic, political,
and diplomatic). By contrast of
Hybrid threat, Hybrid conflict

7) Russian interpretation
(Gibridnaya voina): "the western
approach to destabilising regimes

(2020) - p.3, 4

Treverton et
al. (2018) -
p.18

Chivvis (2017)

Pawlak (2017)
-p.2

Galeotti
(2020) - p.4

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J


https://warontherocks.com/author/mark-galeotti/
https://warontherocks.com/author/mark-galeotti/

Co-funded by the
Erasmus+ Programme

of the European Union WARN 16
AunBepcii, AKa MOXKe NpU3BeCTU 40 through subversion that may lead to
HACUIbHULLbKOrO BTPYyYaHHA." violent intervention".

18. Ti6bpuaHuii bloneteHb Hybrid Bulletin European
nepeosiyHmm 3BiT LLeHTpy aHanisy a periodical report of EU Hybrid Commission
ribpngHux 3arpos €C (EU Hybrid Fusion Cell (within the EU (2017)
Fusion Cell), wo € yactnHoto Intelligence and Situation Centre),
Po3BiayBasibHOro Ta cUTyaLiMHOroO analysing current threats and hybrid
ueHTpy EC (EU INTCEN), , aKui issues, shared directly within the EU
MICTUTb aHani3 NOTOYHMX 3arpos i institutions and bodies and national
ribpnaHNX NUTaHb, points of contact since 2017.

PO3MNOBCIOAMKYETLCA MiXK
IHCTUTYLiAMK Ta opraHamu €C, a
TaKOX HaLUiOHA/IbHUMM
KOHTaKTHMMM NyHKTamu 3 2017
POKY.
19. Ti6bpuaHUit KOHONIKT Hybrid conflict Pawlak
(2017)=p. 2

CUTyaLif, KO CTOPOHUN KOHPAIKTY
YTPUMYIOTbCA Big, BigKPUTOro
BMKOPUCTaHHA 36POMHUX CUN OAMH
NPOTM OAHOrO, HATOMICTb
NnoKiafao4Ymnch Ha KombiHalito
BiIMCbKOBMX 3a/1AKyBaHb (BiACYTHICTb
Hanaay), ekcnayaTauii eKOHOMIYHUX
Ta NONITUYHMX BPA3/IMBOCTEN Ta
ANNNOMATUYHUX YN TEXHONOTIYHUX
3acobiB Ans AocArHeHHA CBOIX Ljinei

a situation in which parties to the
conflict refrain from the overt use of
armed forces against each other,
relying instead on a combination of
military intimidation (falling short of
an attack), exploitation of economic
and political vulnerabilities, and
diplomatic or technological means
to pursue their objectives.

(by contrast of Hybrid threat, Hybrid

(Ha Bigminy Big M6pudHoOIi 3a2po3u, war)
[i6pudHoi giliHu)
20. Ti6bpupaHi 3arposu Hybrid Threats

1) ckoopanHOBaHiI Ta
CUHXPOHI30BaHI Aii, AKi HABMUCHO
CNPAMOBAHi Ha CUCTEMHI
BPa3/IMBOCTI AeMOKPaTUUYHUX
OEpXKaB Ta iIHCTUTYTIB, 3a
BUKOPMUCTAHHAM LLUMPOKOro KoJa
3acobis.

2) "TepMmiH ribpuaHa 3arposa
HanexuTb Ao Aii [...], meToto AKoi €
nigpve abo HaHeCeHHA WKoAaM Lini,
BMN/IMBAOYM HA NPUNHATTA PillEHb
[...] Aii moxyTb maTh micue,

1) coordinated and synchronised
action, that deliberately targets
democratic states’ and institutions
systemic vulnerabilities, through a
wide range of means.

Hybrid CoE(a)
(2021)

2) “The term hybrid threat refers to
an action [...] whose goal is to
undermine or harm the target by
influencing its decision-making [...]
Activities can take place, for
example, in the political, economic,

NATO (2010)
-p.2

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Co-funded by the
Erasmus+ Programme
of the European Union

WARN .

HanNpUKANag, y NoNiTUYHIN,
E€KOHOMIYHIN, BiCbKOBIN, LUMBINbHIN
abo iHbopmauinHil chepax."”

3) "...3arpo3u, cTBOpEHi
CYyNnPOTUBHUKAMM, 3 MOXKIUBICTIO
OAHOYACHO afanTUBHO
3aCTOCOBYBATM 3BUYAMNHI Ta
HeTpagmUiliHi 3acobu ana
[OCATHEHHA CBOiX Uinen."

4) "MerTa - gocartu pesynbTaTis 6e3
peanbHoi BiiHN. O6’eKTOM €
CyCNiNbCTBa-CyNPOTUBHUKM, A HE
6inui. TaKMM YMHOM, PI3HULA MiXK
y4acHMKamm 6onoBux A Ta
UMBINIBHUMM TPOMAZAHAMM,
PO3MMBAOYNCL AECATUNITTAMM,
MaWKe NOBHICTIO PyMHYETbCA. |
TAKTMKA NONAra€e B O4HOYACHOMY
3aCTOCYBaHHI HU3KU MOXKINBUX
iHCTPYMEHTIB, BiZ 3arpo3u BinMHM A0
nponaraHAn Ta BCbOro, Wo € MixX
HUMK".

5) saBULLE, WO BUHMKAE B pe3ynbTaTi
KOHBEpreHLuii Ta NoOegHAHHA Pi3HNX
e/1eMeHTIB, AKi pa3omM yTBOPIOKOTb
6inblw cKNagHy Ta 6araToBUMIipHY
3arpo3y (Ha BigmiHy Big 6puoHo20
KoHghnikmy, [i6pudHoi iliHu)

6) CouianbHO Hebe3neyHi noaii,
AsBuMwa abo npouecu, NOpoaKeHi
3MiHaMK y rnobanbHomy
6e3neKkoBOMY A0BKiNNI B pe3ynbTari
CUHeprii, yTBOPEHOI Bifg,
BMKOPUCTaHHA arpecopom i)
3BMYaAMHUX 36PONHUX cUA Ta
MOXIMBOCTEMN Ta ii) HeTPaAULIMHUX
dopm BeZeHHA BiliHM (Tepopu3m,
3/I0YMHHA AiANbHICTD,
"rpomagAaHcbKa BitHa", amBepcis
TOW,0), @ TaKOXK iii) HEBIMNCbKOBI
cnocobu BNAMBY, AKi
TpaHchopmyBanuch y 36poto B
pisHMX chepax onepauimn

military, civil or information
domains.”

3) "...posed by adversaries, with the
ability to simultaneously employ
conventional and non-conventional
means adaptively in pursuit of their
objectives.”

Treverton et
al. (2018) - p.
10

4) "The goal is to achieve outcomes
without actual war. The target is
opposing societies, not combatants.
Thus, the distinction between
combatants and citizens, blurring for
decades, breaks down almost
entirely. And the tactic is the
simultaneous employment of the
range of possible instruments, from
threats of war to propaganda and
everything in between."

5) is a phenomenon resulting from
the convergence and
interconnection of different
elements, which together form a
more complex and multidimensional
threat (by contrast of Hybrid conflict,
Hybrid war).

Pawlak (2017)
-p.2

6) The socially dangerous events,
phenomenon or processes
originated from the changes of
global security environment as a
result of the synergy from the use by
aggressor of i) conventional armed
forces and capabilities and ii)
unconventional forms of warfare
(terrorism, criminal activities, «civil
wary, subversion etc.) as well as iii)
non-military modes of impact which
has been transformed into a weapon
on various fields of operation
(diplomatic, informational,
economic, financial, trade, social
ones etc.).

Horbulin
(2017) -
p.157
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(annnomatnyHux, iHbopmauinHumx, aim at forcing the object of
€KOHOMIYHUX, PiHAHCOBMUX, aggression to the requirements that
TOProBUX, COLiaIbHNX TOLLLO). are contrary to its national interests
MalOTh Ha METi NPUMYCHTH 06" eKT regardless of a declaration of war.
arpecii 40 BMMOT, WO cynepeyaTb One of possible way for conducting
MOro HalioHaNbHUM iHTEpecam, Hybrid threats is the organization
He3a/IeXXHo Bif, OoronoweHHs BiMHW.  and support of separatist
OHAM i3 MOKAMBHUX COCOBIB movements which cgulq br'each 'Fhe
apificHEHHA HBPUAHNX 3arpos € soverelgn.ty and terrltor.lal integrity
OpraHisaLyifi Ta nigTPMMKa of the object of aggression.
CenapaTUCTCbKMX PYXiB, AKi MOXYTb
NOPYLWWUTM CyBEPEHITET Ta
TepuTopianbHy UinicHicTb 06'eKkTa
arpecil.

21. TpomagsHCbKe CycninbCcTBO Civil society McQuail's, D.
dopmm couianbHMX opraHizauin, Aaki  forms of social organization that (2010) - p.
NPOMOHYIOTb a/1IbTEPHATUBM offer alternatives to totalitarianism 530
ToTaniTapuamy abo HagmipHomy or excessive government control.

AeprkaBHOMY KoHTpoato. Kntoyosum  The key aspect is the existence of an
ACMeKTOM € iCHyYBaHHA NPOMIXKHOI intermediate ‘zone’ between private
"30HKN" MiXK NPUBATHUM XKUTTAM Ta life and the state, where
OEepXKaBoto, Ae He3aNekKHi independent voluntary collective
A06POBINIbHI KONEKTUBHI associations and organizations can
06’egHaHHA Ta opraHisauii MoXyTb operate freely. A precondition for
BinbHO aiaTh. Mepeaymosoto upboro € this is freedom of association and
cBo60aa 06'egHaHb Ta BUpPaXKEHHA expression, including the necessary
NnornsaaiB, a TakoX - HeobXigHi means, amongst which the media
3acobu, cepep, AKMX 0cobanBO are very important.

BaXXNMBMMU € 3ac0bM macoBoi

iHbopmalLii.

22. [apkHert Darknet Vilmer et al.
mepexeBa coepa, AKa He a network sphere that does not (2018) - p.48
AOTPUMYETbCA NPaBWU, LLLO abide by the rules governing the
perynoTb IHTepHeT, 0cobnBo internet, is particularly conducive to
cnpuse obmiHy He3akoHHO HabyToo  the exchange of illegally acquired
iHbopmaLieto. information.

23. [OesiHdopmauin Disinformation

HaBMMWCHE PO3MOBCIOAKEHHA
iHbopMalLiii, AKa € NOBHicTIO abo
YaCTKOBO HenpaBAMBOLO (Ha BiAMIHY
Big, Momusnkoeoi IHghopmauii)

the intentional dissemination of
information that is wholly or partly
false (as opposed to Misinformation)

Vilmer et al.
(2018) - p.19
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cBigoMO HenpasgmMBa abo omaHAMBaA
IHpopmaUi, CTBOpeHa, verifiably false or misleading European
fpeAcTaBnenaTa posnoacro.,a,meiHa 3 information created, presented and  Commission
METOIOo OTPUMAHHA EKOHOMITHOI disseminated for economic gain or (2020)
Buroam abo Ha,BMMCHorO obmaHy to intentionally deceive the public
rPOMaACbKOCTI
HenpasAMBa, HeTOYHA abo
OMaHAMBa iHbopmaLlis, false, inaccurate, or misleading European
po3pobieHa, NpeacTasaeHa Ta information designed, presented Commission
MONYAAPU30BaHa 3 METOIO and promoted to intentionally cause (a) (2018)
HaBMWCHOTO 3anoAiAHHSA WKoAM public harm or for profit.
CycninbCTBY ab60 ANA OTPUMAHHA
NPUOYTKY.
OauH i3 meTogis iHpopmaLiiHOro ] o
BnauBy (auB. Kamnawii Brauay). one of the information influence

techniques (see Influence
O3Ha4ae NOWMNPEHHA HETOUHOT aB0  campaigns). MSB (2018) —
MaHINyNATUBHOI iHpopMaLii 3 ABHUM
Refers to inaccurate or manipulated ~ P-19, 25

Hamipom 064ypuTK Ta BBECTU B
OMaHy cBoto ayguTopito. Undposi
nNaTGopMmn NPUHLMNOBO 3MIHUAN
cnocib ¢yHKLiOHYBaHHA
AesiHbopmalii. HeKopeKTHUM
KOHTEHT MOKe CKNaAaTUCA 3 Pi3HUX
e/IeMEHTIB, AKMMM MAHINyNIOIOTb,
AK-OT TEKCT, 306pakeHHs, Bigeo Ta
ayaio. JesiHpopmaLia moxe byTn
BMKOPUCTaHa ANA NiATPUMKM
HenpaBAMBUX yABNEHb, BHECEHHA
CYM'ATTA Ta AUCKpeanTaLil 3aKOHHOI
iHbopMmalLii, ocib Ta opraHisauii.

Cioam Bxogatb: Pabpukayis,
MaHinyntoeaHHsA, HesipHe
MpusHaueHHAa, Camupa ma lMapodis
mowo.

information spread with an explicit
intention to deceive and mislead its
audience. Digital platforms have
fundamentally changed the way
disinformation operates. Flawed
content may consist of various
manipulated elements such as text,
image, video and audio.
Disinformation can be used to
support false narratives, sow
confusion, and discredit legitimate
information, individuals and
organizations.

it includes: Fabrication,
Manipulation, Misappropriation,
Satire and Parody etc.

24,

LiarHocTtuka DIDI

AiarHOCTUYHUI TeCT Ha
iHbopMaL,iMHY aKTUBHICTb (0OMaH,
Hamip, 3pmB, BTPYYaHHA).

TaKa AiarHOCTMKa Aa€ MOXK/IUBICTb
AK CBOIM KOPUCTYBayam, TaK i
rpomMagcbKin Aymui BiapisHUTH

DIDI diagnostic

a diagnostic test on informational
activities (Deception, Intention,
Disruption, Interference).

Such a diagnostic offer the
possibility for both its users as well
as public opinion to differentiate
information manipulation from

Vilmer et al.
(2018) - p.121

Pamment et
al. (2018) - -
p.9, 10,16
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MaHinynauii inbopmauieto Big 6inbw  more sincere operations of
BiABEPTUX ONepaLiii BNAnBY. influence.
LLlo6 KBanidpikyBaTUCA AK To qualify as disinformation, an
aesiHpopmalin, iHpopmauinHa informational activity must 1)
AiAnbHICTb Ma€e 1) mictutm omaHauBi  contain deceptive elements; 2) have
efleMeHTH; 2) MaTu Hamip 3anogiatm  the intention to harm; 3) be
wKoay; 3) 6yt pyiHisHoto; Ta 4) disruptive; and 4) constitute an
BCTAQHOBUTU BTPYYaHHSA. interference.

25. Jo6bpouecHicTb Integrity MCDC(b)

. s . . . , (2019) —p.3
OAMH i3 iHCTPYMeHTIB "ribpngHoi one of the ‘hybrid defence
obopoHn" instrument
ue "nmoBeAjiHKa Ta Aji, Wwo is ‘behaviours and actions consistent  Transparency
Bi4NOBIAAOTb HABOPY MOPANbHUX with a set of moral or ethical International
YN €TUYHUX MPUHLUNIB Ta principles and standards, embraced (b)
CTaHAaPTIB, NMPUNHATUX AK by individuals as well as institutions
oKpemumm ocobamm, Tak i that create a barrier to corruption’.
YCTaHOBaMMW, LLO CTBOPHOOTL bap’ep
ana kopynuii".

26. [Aonoporosi BUKAUKKU (ab0 sukauku Sub-Threshold Challenges (or gray CSIS (2018)
cipoi 30HU) zone challenges) Takahashi
€ "cnpobamu focArHeHHs Linemn are “attempts to achieve one’s (2018) -
CBOEi 6e3neKkun, He BAAOYMUCb A0 security objectives without resortto  p.787 - 810
NPAMOro Ta 3Ha4YyHoro 3actocyBaHHsa  direct and sizable use of force.”
cman”.

27. EdeKktu (B ymoBax ribpugHoi siiiHn)  Effects (In hybrid warfare) MCDC(a)
3MiHa cTaHy 06'eKTy B pe3ynbTaTi Ain  a change of state of an entity as the (2019) - p.89
NPOTU KOHKPETHUX BPA3/IMBOCTEN result of actions against specific
LiNbOBOI cUCTEMM vulnerabilities of a target system.

28. €BponeincbKui LLeHTp 3 NpoTunaii European Centre of Excellence for Hybrid CoE(b)

ribpugHum 3arposam (Hybrid CoE)

MiXXHapPOAHUN UEHTP ANA NPAKTUKIB
Ta eKcnepTi., WO PO3BMBaAE
MOXMBOCTI AeprKaB-y4acHMUpb Ta
iHCTUTYLiM | nocuntoe cniBnpauto
mix €EC Ta HATO y npoTtumaii
ribpuaHum 3arposam;
po3TawoBaHu y [enbCiHKi,
QiHnaHain

Countering Hybrid Threats (Hybrid
CoE)

an international hub for
practitioners and experts, building
participating states’ and institutions’
capabilities and enhancing EU-NATO
cooperation in countering hybrid
threats located in Helsinki, Finland

(2021)
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29. InauKaTopm Indicators MCDC (2017)
BMMIpPIOBAHI 3MiHHI BENMYUHMN, measurable variables necessary to -p31
HeobxigHi ana viTkoi Ta goctatHboi  clearly and sufficiently identify/
iaeHTudikauii / onucy / describe/represent/monitor a
npeAcTaBieHHs / MOHITOPUHTY phenomenon in relation to a specific
ABMLLIA BiANOBIAHO A0 BU3HayeHoro  baseline.
6a30BoOro piBHA.

30. IHTenekTyanbHa NiHb Intellectual Laziness Vilmer et al.
HECNPOMOMKHICTb CUCTEMATUUYHO the failure to systematically exercise (2018) - p.31
NPOABAATU KPUTUYHE MUC/IEHHA Ta critical thinking and choosing to
HaiBHUI BNBIP PO3NOBCIOAKEHHS relay information naively without
iHbopmalii 6e3 nowyky Aokasis, wo looking for evidence to support that
NiATBEPAXKYIOTL L0 iHGopMmau,to. information.

31. IHdopmauiiHa 6e3neka Information security Horbulin
CTaH 3aXMLWEHHOCTI }XUTTEBO the condition of securing vital (2017) -
BaXXNIMBMX iHTEPECIB N0AEN, interests of people, society and p.157
CyCniNbCTBa Ta Aep¥KaBu, 32 AKOro state, which prevents damage
[OCATAETbCA 3aN06iraHHsA WKoai arising out of incompleteness,
yepes: HEMOBHOTY, HEBYACHICTb Ta unseemliness and unreliability of
HeAO0CTOBIPHICTb iIHPOpMaLLii, Wwo information in use; adverse
BMKOPUCTOBYETLCA; HEFATUBHUMN information influence; adverse
iHpopMaLiMHWUI BNNMB; HEraTUBHI effects of using information
HacAigKM 3aCTOCyBaHHA technologies; unauthorised
iHbOpMaLLIMHUX TEXHONOTI; distribution, use and breach of
HeCaHKLIiIOHOBaHe MOLWMpPEHHS, integrity, confidentiality and
BMKOPWUCTAHHSA Ta NOPYLUEHHA accessibility of information.

LinicHocTi, KOHdiaeHUiMHOCTI Ta
[0CTynHoCTi iHpopmau,ii.
32. IHdopmauiiiHa BilHa Information war Szwed (2016)

€ YaCTMHOO BiMCbKOBMX onepaLin,
METOI AKUX € AOCATHEHHA
BilAICbKOBMX Lii/iIelt 32 4OMNOMOIoH
Pi3HWUX HeTpaAnLinHMX 3acobis,
BK/ItOH4AtOYM HOBI 3acobum
KOMYHiKaLii Ta pO3MNOBCOAMKEHHA

iHbopmalLii.

npoTnbopcTeo B iHbopMaLiMHOMY
NPOCTOPI, AKe iHIiLit0ETbCA
arpecopom 3 MeTOto 34iMCHEHHSA
KOMMNIEKCHOTO BN/MBY Ha
coujanbHe, eKOHOMIYHe, BilicbKoBe

is a part of warfare operations
whose aim is to achieve military
objectives by using different
unconventional means, including
new instruments of communication
and information dissemination.

the combat in information
environment, initiated by the
aggressor to comprehensively affect
social, economic, military and

-p. 19

Horbulin
(2017) -
p.158
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Ta NONITUYHE XKUTTA CYNPOTUBHMKA political life of the opponent to
33414 AOCATHEHHA CBOIX achieve its strategic goals regarding
CTpaTeriyHunxX uinen woao the attacked country.
aTaKOBAHOI AeprKasu.

33. IHdpopmauiitHa maHinynauin Information Manipulation
1) HaBMUCHe Ta macoBe 1) the intentional and massive Vilmer et al.
po3noBClOaKeHHA Henpasamemx abo  dissemination of false or biased (2018) - p.11
ynepeasKeHUx HOBUH Y BOPOXKMUX news for hostile political purposes
NOAITUYHUX LLINAX
2) HeTo4He abo omaHmBe 2) inexact or misleading allegation of Guillaume
TBEPAKEHHA NPO ¢a*fT' AIKE MOXKE a fact that could alter the sincerity of (2019) - p.4
SMIHWTM HECHICTD MaitbyTHbOrO an upcoming vote and that is spread P-
FONOCYBAHHA | AKE MOLLNPIOETLCA deliberately, artificially or
HaBMMCHO, WITy4HO abo automatically and massively to the
dBTOMAaTUYHO Ta MacoBO c?pep, online pUbllC through a
rPOMaACLKOCTI B IHTEpHETI yepes communication service.
CNyK6M 3B'A3KY.

34. IHdopmauiiiHuii npocTip Information environment Horbulin
cepeposulLe Ha TepuTopii gepxasen, the landscape, where the available (2(1);;) a
Y AKOMY Ha OCHOBI HaABHOI information infrastructure of the P-
iHbOopMaLiNHOT iIHPpPaCTPYKTYpHU country is used to generate, collect,
34INCHI0ETbCA GOPMYyBaHHS, 36ip, store and disseminate information
36epiraHHA Ta NOLWMPEHHA (from home and abroad), and
iHpopMmaLUii (AK HauioHanbHoro, Tak i information interaction of
3aKOPAOHHOIo NOXOAKEHHS), a organizations and citizens and
TaKOXK iHpopMaUinHa B3aemoain meeting their information needs
opraHi3auiii Ta rpomagaH i according to the national law in
33,0BOJIEHHSA IXHIX iIHPOpPMaALiAHNX force.
notpeb BiANOBIAHO 40 YNHHOIO
HaLiOHaNbHOro 3aKOHOAABCTBA.

35. IHdopmauiitHMii cyBepeHiTeT Information sovereignty Horbulin
pi3HOBUA HaLllioHanbHO-Aep»kaBHoro the kind of national state (2(1);;) B

p.

CyBEpPEHITEeTY; HEBiQYYKYBaHa
HOPUANYHA AKICTb He3aNeXHOoI
OEpPXKaBK, AKa CUMBOI3YE i
NONITUKO-NPaABOBY CaMOCTINHICTb,
BULLY BigMNoOBiAANbHICTb Ta LiHHICTb
AK NepBUHHOro cy6'eKTa
MiXXHapO4HOro npasa.
IHbopMaLiNHMI cyBepeHiTeT
O3HA4aE, Wo BCi NpaBuaa NOBeAIHKN
B iHbOpMaLiMHOMY NpocTopi NeBHOI

sovereignty; unalienable legal
property of an independent state,
which symbolizes its political and
legal independence, higher
responsibility and value as a primary
subject of international law.
Information sovereignty means that
all the rules of behavior in the
information environment of a
country are established by this
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OepXaBn BCTAHOBJIOE Ti/IbKWU BOHA
CaMa, i HiXTo iHWWI. HecyBepeHHa
OepraBa € y LbOMY CEHCi
HecamMocTiliHOo, nepebyBaE nipg,
30BHILWHIM ynpaBaiHHAM, TO6TO €
KOJIOHI€ED, HAaMiBKONOHIED,
CKN13a4,0BOM0 iHLWOI KpaiHW TOLLO.

country only, without interference.
A non-sovereign country is
dependent in this respect, being
under external control, i.e. being a
colony, a semi-colony, a part of
another country, etc.

36. IHdopmauinHi onepauii

Information operations Treverton et

BMKOPUCTaHHA iHpopmau,ii Ak 36poi  the weaponizing of information for al. (2018) - p.
ONA AOCATHEHHA cTpaTeriyHux uine  strategic objectives — serve as >3

- C/IYIYOTb BaXK/IMBUMM important tools due to their utility in
iHCTPYMeHTaMK 3aBAAKMU CBOIM trying to shape the political

KOPUCHOCTI B cnpobax chopmyBaTn discourse and popular narrative in

NONITUYHWUI JUCKYPC Ta NONYAAPHUIA  many countries.

HapaTtMB y 6araTboX KpaiHax.

37. IHdopmauitHO-NcMxonoriyHa Information psychological Horbulin
onepauis operation. (2017) -
CYKYMHICTb Y3rogeHux Ta the total of agreed and interrelated p.157
B3aEMOMNOB’A3aHMX 33 METOIO, information and psychological
3aBAAHHAMM, 06'eKTamM i Yacom actions, attacks and events in terms
iHGOPMaALLIMHMX Ta NCUXONOTIYHNX of their goal, objectives, parties and
aKUii, aTaK i 3axoais, WO time, which are held simultaneously
NpoBOAATLCA 0gHOYacHO abo or consecutively following a single
nocnigoBHO 3a EAMHMM 3agymam Ta  idea and plan to reach the objectives
naaHoOM ANA BUPIWWEHHA 3aBAaHb of information psychological effect
iHbOpPMaLIMHO-NCMXONOrYHOrO on emotions, motives, beliefs and
BM/INBY Ha eMOLLii, MOTMBMU , behavior of the target audience.

YCTAaHOBKM Ta NOBEAIHKY LinboBOi
ayauTopii.

38. Kgasi peanbHicTb Quasi reality Horbulin
YyacTuHa cTpaTerii ribpuaHOI BiliHN, the part of the hybrid war strategy, LZ(;;;) B

AKa nepenbayac 3milLLeHHSA
AKUEHTIB, NOAAHHA HaniBnpasau,
HamaraHHA BigBONIKaTW yBary,
3AiNCHIOE BMN/INB HA NPUNHATTA
pileHb i cnpAaMmoBaHa Ha
AMNIOMaTUYHE NPUKPUTTA
ribpmaHoi arpecii. BoHa € KntouoBoto
cepea CyKYNHUX Al pociicbKoi
arpecii, B Tomy uncni AHeKcii Kpumy
Ta NIATPUMKKM CENAPATUCTIB Ha
JoHnbaci.

which provides for the shift of
emphasis, releasing semitruths,
striving for distracting attention; it
affects decision making and aims at
the diplomatic covering of the
hybrid aggression. It is a key element
of the Russian aggression, including
the Crimea Annexation and support
of separatists in Donbass.
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39. KibepsiiicbKa Cybertroops Bradshaw &
. . Howard
KOMaHAM, WO MatoTb HanexHicTb o  teams belonging to the government,
(2017)-p.3

ypAa4y, apMii UM NONITUYHUX NAPTIN,
MiCifl AKMX NONATAE Y MAHINYNOBAHHI

the army, or political parties, whose

mission is to manipulate public Vilmer et al.

rPOMaCcbKO AYMKOLO 33 opinion via social media. (2018) - p.48
[LONOMOTOH COLLiaIbHUX MEPEXK.
40. KorHiTuBHMIA 3nam (abo CouianbHuli  Cognitive Hacking (or Social MSB (2018) —
3nam) Hacking) p.19
€ OAHMM i3 meToAiB iHpopmauitHoro is one of the information influence
BnAuBy (ans. KamnaHii Brinusy) techniques (see Influence
BIANBHICTb, AKA BUKOPUCTOBYE Campaigns)
Ccnocobm PyHKLiOHYBaHHA activities that exploit the ways that
coLjiaNbHUX BiAHOCWH Ta NPOLECiB social relationships and thought-
MUCNEHHA. Lle cxoxKe Ha xakepcTBo B processes work. It is like hacking in
TOMY CEHCi, W0 BOPOXKi cyb'ekTH the sense that hostile actors seek to
nparHyTb 06ayputn abo “snamatn”  cheat, or “hack”, these processes.
ui npouecu. Hawi nepeabayyBaHi Our predictable patterns of behavior
Mmogaeni noBediHKU MOXKYTb byTH can be exploited by hostile actors
BMKOPUCTaHi Bopoxmumm cyb'ektamun, who deliberately activate trigger-
AKi CBIAOMO aKTUBYIOTb TpUrep- points.
TO4KM. it includes: Dark Ads, Bandwagon-
Cioau BxoasaTb: TeMHa peKknama, Effect, Spiral of Silence, Echo
Epekm npuedHaHHA 0o binbwocmi,  Chambers, Filter Bubbles etc.
Cnipans mos4aHHA, J/lyHa-Kamepu,
bynsbawkKa pinompis ToW,O.
41. Komnpomar (metopa) “Kompromat” Method Vilmer et al.
L . (2018) - p.160
KOMMpPOMETALLA LiNi, AKY TaKUM compromising a target who can thus
YMHOM MOXKHA KOHTPOOBATH Ta be controlled and manipulated.
MaHiNyntoBaTH Heto.
42. Komn'toTepHa nponaraHaa Computational propaganda Neudert &
. . . Marchal
BUKOPWUCTAHHS a/JIrOPUTMIB, the use of algorithms, automation,
. . . (2019) = p.5
aBTOMaTM3aLlji, aHani3y BEJINKUX big data analytics and human
JaHUX Ta KypaTopcTea Aana curation to manipulate public life
MaHinyat0BaHHA TPOMAACbKUM over social media networks.
HKUTTAM Yepes couianbHi Mepexi.
43. "KomyHikauia" "Communication" MCDC(a)
(2019) —p.35

[ABOCTOPOHHE PO3YMiHHA Ta
CNPUMHATTA, LLLO BUKOPUCTOBYETHCA
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oboma cTopoHamu ana Bu3HavyeHHAa  the two-way understanding and
BUTPAT Ta BUriIA,. perception that informs cost-benefit
o " . calculations on both sides.
OauH i3 "mpoeox C" — KomnoHeHmis
CMPUMYBAHHSA. One of the ‘three Cs’ of deterrence.
44. KoHcniponoriyHa Teopis Conspiracy theory of society
wue. Teopia 3mosu See: conspiracy theory of society
45. KopwucHi igiotn Useful Idiots
(Bnpas, mabyTb, NOMUIKOBO (an expression attributed to Lenin, Vilmer et al.
npunucysaHuii JIeHiHy) probably falsely) (2018) - p.71

iHTeNeKTyann, Akux Kpemnb
HamaraeTbca "3axonuTn" 3a
[0MOMOrol0 Takux GpopymiB, AK Knyb
"Bangan". Lle moxyTb byTH
NONITUYHI AiAYi yAbTpanpaBux uu
BKpaMl niBux pyxis abo akTmMBicTM

pi3HUX pyxiB.

€ NOCTINHMMW KOMEHTATOPaMM, AKi
HeCBifOMO HaAUXalTbCA HA
po3noBcloaXKeHHA ge3iHdopmalii.

intellectuals whom the Kremlin is

trying to “capture” through forums
such as the Valdai club. They may be
political figures from far right or far

left movements or activists from
various movements.

is regular commenters unconsciously

inspired to proliferate
disinformation.

Szwed (2016)
- p.55

46. KpuTnuHi yHKLiT

AianbHicTb abo onepaduii,
pO3noAiNeHi 33 NOAITUYHUM,
BiNCbKOBMM, EKOHOMIYHUM,
coujianbHUM, iHGOPMaALLIAHUM,
iHppacTpyKTypHUMm (PMESII)
CNEKTPOM, NPUMUHEHHS PO6OTH
AKMX NpU3Bee 0 NOPYLIEHHS
CNYXKO, BiA, AKUX 3aN1E€KNTb
dYHKUiMHA cuctema (Hanpuknag,
Aepraga, cycninbcTeo abo 1oro
CKNlafoBa).

KpuUTuyHi dyHKLUiT MOXKyTb ByTH
P036uTi Ha KOMbiHaLito cyb'eKTiB
(Hanpukrnag, okpemmx ocib um
opraHisauiit), iHppacTpyKkTypH
(Hanpuknag, "KpUTUYHI"
HaLioOHaNbHi efleKTpoMepexi) Ta
npouecis (Hanpuknag, puauuYHnx /
IOPUCAMNKLIAHUX, TEXHIYHMX,
NONITUYHMX).

Critical functions

activities or operations distributed
across the political, military,
economic, social, information,
infrastructure (PMESII) spectrum,

the discontinuance of which would

lead to the disruption of services

that a working system (for example,

a state, its society, or a subsection
thereof) depends on.

Critical functions can be broken
down into a combination of actors
(for example, individuals or
organizations), infrastructures (for
example, ‘critical’ national power
grids) and processes (for example,
legal/jurisdictional, technical,
political).

MCDC(a)
(2019) — p.89

MCDC (2017)
-p.11
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47. Kpoc-gomeHHe CTPUMYBaHHA Cross domain deterrence Sweijs &
. . Zilincik (2019)
BMKOPUCTAHHA 3arpo3 B 04HOMY involves the use of threats in one
. . . Lo -p.12
AomeHi (cdepi) gna npotugii domain to counter activities in other
AiANBHOCTI B iHWMX AOMEHAX domains.
(cdepax).
48. MaHinynauia Manipulation MSB (2018) —
p.19, 25

€ oAHUM i3 meTogais JesiHgpopmauii. is one of the Disinformation

. methods.
[0AaBaHHA, BUAaNeHHA abo 3miHa

3MicTy TeKcTy, ¢oTo, Bigeo um aygio  adding, removing or changing the

ANA nepeaaudi iHWoro (3miHeHoro) content of text, photo, video or audio
NoBiAOM/IEHHS. to communicate a different message.
49. MepaiarpamoTHicTb Media literacy

3abe3nevyeHHa rapaHTyBaHHA Toro, wo the idea is to ensure that any person Vilmer et al.
byab-aika ocoba, sKa cTuKaeTbes 3 faced with a piece of information can  (2018) - p.178
iHpopmaujiero,  moxe  ouiHutM 1T as5ess  jts  validity (arguments,

AOCTOBIPHICTb (aprymeTn, Aokasn) Ta il o\idence) and its source (reliability,

Axepeno (HagjilHicTb, MoTMBaLLT). motivations).

Le 3aatHicTe Ao Ain, 30Kkpema: The ability to the following actions:

- OTPUMATU AOCTYN A0 BIANOBIAHOT 5 access relevant and accurate USA Congress
Ta To4HOI iHpopmaLi 3a information through media in a (2019) -
A,0MOMOroto 3acobis Macosoil variety of forms; sec.3,#5

iHpopmauii (gani—3MI )y pisHux
dbopmax;

- KPUTUYHO aHaNi3yBaTU KOHTEHT
3MI Ta BnAuB ix pisHUx popm;

- OUiHUTWN BUYEPNHICTD,
AKTYaNbHiCTb, AOCTOBIPHICTD,
aBTOPUTET Ta TOYHICTb iIHbOpMaLii;

- NpuiAmaTK ocsiveHi (cBigomi)
pilleHHs Ha ocHOBI iHdopMaLUii,
oTpMMaHoi i3 3MI Ta undposunx
axepen;

- BUKOPUCTOBYBATW Pi3Hi dopmu
TEXHO0riN Ta UMPpPOBI
IHCTPYMEHTH;

- aHanizyBaT AK BUKOPUCTAHHA 3MI
Ta TEXHOJIOTi MOXKe BNIMHYTU Ha
npuBaTHe Ta CyCMiibHe XUTTA.

- critically analyze media content
and the influences of different
forms of media;

- evaluate the comprehensiveness,
relevance, credibility, authority,
and accuracy of information;

- make educated decisions based on
information obtained from media
and digital sources;

- operate various forms of
technology and digital tools;

- and reflect on how the use of
media and technology may affect
private and public life.
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50. MiKpo TapreTuHr Micro-targeting Vilmer et al.
1) MIKpPO-HaLiNtoBaHHA 3 1) the increased precision with which (2018) - p.39
NigBULLEHOI TOYHICTIO, 3aBAAKM AKIM  the population is segmented and
Hace/NleHHA CermeHTOBaHe Ha LinboBi targeted.
reynu. see also: Filter Bubbles, Internet-

OuB. TaKkox: bynebawku ®inempis, Cocooning

Inmeptiem-Kokok 2) Micro-targeting: The combination

2) NMoepgHaHHA Kinbkox TexHonorik of several technologies (Big Data, loT,

(Benuki  paHi, loT, mikpopobotn Micro-robots etc.) in order to track, pgekkers et al.
TOlWO) 3 MeTolo BiACTeXeHHA Ta trace and  eliminate  (target) (2019)-p.27
YCYHeHHs (uinboBumx) ocib. individuals.

Mpuknagm "ribpngHnx" 3actocyBaHb: Examples of hybrid applications:

BMKOPUCTaHHA 6oloBux poboTiB gns  employing slaughter bots and use

YCYHEHHS KOHKpPeTHuX ntogen abo these to eliminate specific persons or

rpyn. groups.

51. MoHiTopuHr Monitoring MCDC(a)
NnpoLLec CKaHyBaHHA HAaBKOIMLWIHLOTO a process of scanning the (2019) - p.26
cepeaoBulLLa Ha HaaBHicTb "Bidomux environment for "Known Unknowns"

Hesidomux" — 3a3Bnyait 3a — usually with the aid of indicators —
A0MOMOroto iHAWKaTopiB — AnA to look for a set of preconceived
NOLLUYKY ynepeaeHoi iHpopmalii information about possible hybrid
Npo MOXAMBI FibpUAHi aTaku. warfare attacks.
Cnocib ynpasniHHa npobaemoto A way to manage the problem of
"Bidomux Hesidomux" (Ha BigmiHy "Known Unknowns" (by contrast of
Bif, BuseneHHA). Discovery).
52. M'akacuna Soft power Simons
. . - . (2015) — p.2
3[aTHICTb BN/IMBATU Ha iHLWINX ANA the ability to affect others to obtain
OOCATHEHHA BarKaHUX pe3ynbTaTie the outcomes one wants through
yepes 3any4yeHHA, a He NPUMYC Yun attraction rather than coercion or
onnary. payment.
53. Hapgauwok iHpopmauii Infobesity Vilmer et al.

ABULLE, BiOMe AK HagMipHa
KinbKicTb iHpopmauiii.

cnpuae aesiHopmallii, OCKiNbKK Le
NPU3BOAUTb 40 3HUXKEHHA
KOHUEeHTpaU,i yBaru, o nocnabntoe
HaLWy NUAbHICTb i 34aTHICTb
06p0b61ATU KOHTPAPTYMEHTH.

a phenomenon known as the
overabundance of information

contributes to disinformation
because it leads to decreased
concentration, which weakens our
vigilance and our ability to process
counter-arguments

(2018) - p.39
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54. Hesigomi HeBigomi Unknown unknowns MCDC(a)
3MiHHI, fIKi HaneXaTb A0 cnocobis refer to modes of hybrid attack that (2019) -p.26
ribpngHoi aTaku, Npo AKi MM HaBiTb  we are not even aware of its nature,

He 06i3HaHiI Woao ix npupoaum, our vulnerability to it, or even of our
HalWoi BPa3AnBOCTI A0 HWUX abo own ignorance to the threat (by
HaBiTb LLOA0 HAWOro He3HaHHA contrast " Known Unknowns").
3arp.03m (,Ha BiAMiHY BiA, "Bidomi This type of information is not
Hesidomi"). .

amenable to a Monitoring
Lett Tun iHpopmaLii He nigpaeTbea methodology built upon ‘perceiving
meTogonorii MoHimopuHay, AKMn what we expect to perceive’ via
nobyaoBaHin Ha "cnpUNHATTI Toro, either pattern recognition or the use
LLLO MW OYiKYEMO cnpuimaTn' 3a of Indicator lists. This is because the
Aonomoroto wabnoHis analyst has never seen this pattern
po3ni3HaBaHHA abo BUKOPUCTAHHA before, and cannot be equipped
Habopy IHOukamopis. Lle nos’a3zaHo  with an indicator list for a type of
3 TUM, LLLO aHANITUK HIKOMN paHiwe attack that has never occurred or
He 6aumMB LiEl 3aKOHOMIPHOCTI | He even been imagined before.
MoOXKe MaTu Habip iHanKaTopis AnA
TOro BMAY aTaku, AKMM paHiwe
HiKO/IM He maB MicuA abo HaBiTb He
6yB ysABHUM.

55. HesipHe iHpopmyBaHHA Misinformation Vilmer et al.
HEHaBMMWCHE NOLWNPEHHA the unintentional dissemination of (2018) - p.19
iHbopMalLiii, AKa € NOBHicTIO abo information that is wholly or partly
YyacTKoBO Henpasamsoto (Ha BiamiHy  false (as opposed to Disinformation).

Big, AesiHgpopmauii).
56. HesipHe npusHauyeHHA Misappropriation MSB (2018) —
p.19, 25

€ 0AHMM i3 meToAiB desiHbopmalii.

BuKopuctaHHA GaKTUYHO
KOPEKTHOro 3MmicTy, NpeAcTaB/leHoro
B NUTaHHI, AKE HE HaNeXNTb [0
CnpaBsu, ANA BUKPUBNEHHSA
npobsaemu, nogii un ocobwu.
Hanpuvknag, y ¢anblumnsini HOBUHHI
CTaTTi B AKOCTI A0Ka3y iCHYBaHHA
MOXYTb OYTU BUKOPUCTaHI
306parKeHHs He NoB’A3aHOi 3 Helo
noaii.

is one of the Disinformation
methods.

The use of factually correct content
presented on an unrelated matter to
frame an issue, event or person in a
deceptive way. For example, a false
news article might use pictures from
an unrelated event as proof of its
existence.
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57. HeniHiliHicTb

HaneXuTb 00 HenepeabavyBaHUX
(AKi He € NPUYMHHO-NIHIMHUMN)
HacnigKis aTak ribpnaHoi BiiHMN.
BOHW € pe3ynbTaToOM CUHEPreTUYHOoI
B3aEMoA,ii ribpuaHNX aTaK, B AKUX
uine € 6inbWMMm, HixK cyma 1oro
YyacTUH. HeniHilHi epeKkTn He
3aBXAM MOXKYTb OyTU NnepeabayeHi

MCDC(a)
(2019) - p.90

Non-linearity

refers to unanticipated effects of
hybrid warfare attacks that are not
causally linear. They are the result of
synergistic interactions of hybrid
warfare attacks in which the whole is
greater than the sum of their parts.
Non-linear effects cannot always be
predicted by the attacker or

3/10BMUCHUKOM ab0 3aXMCHUKOM. defender.

58. HeoaHO3HauHicTb Ambiguity MCDC (2017)
BOPOXi Aji, AKi AepKaBi BaXKKO defined here as hostile actions that p.31
BM3HA4YMTM 33 NEBHO O3HaKot abo  are difficult for a state to identify
ny61iYHO BU3HAUNTM AK YMUCHE attribute or publicly define as
3aCTOCYBaHHA CUAN. coercive uses of force. Ambiguity is
BuKopuctoByeTbCca AnA used to complicate or undermine
yCKnagHeHHA abo nigpusy npouecie  the decision-making processes of
NPUMHATTA pilleHb ONOHEHTOM. the opponent. It is tailored to make
TaKOXX BUKOPUCTOBYETLCA 1A any type of response difficult. In
YyCKNagHeHHA byab-aKoro Tuny military terms, it is designed to fall
BignoBiai. Y BilicbKOBIl chepi below the threshold of war and to
PO3POOBNAETLCA TAKUM YMHOM, W06 delegitimize or render irrational the
3HU3UTUCb 3a NOPIr BilHM Ta ae- ability to respond with the use of
neritumisysaTt abo 3pobuTn military force.
ippaLioHaNbHO 34aTHICTb
BiANOBIAATM i3 3aCTOCYBAaHHAM
BilAICbKOBOI CUN.

59. [MakKeTu CMHXPOHI30BaHUX aTaK Synchronized attack packages MCDC (2017)
(SAP) (SAPs) -p.32
KOHKpeTHU MPECI-Habip, Akui specific  MPECI means that are MCDC(a)
CMHXPOHI30BaHM Ta npuctocoBaHuit  synchronized and tailored to specific (2019) —p.90
[0 KOHKPETHUX BPA3/IMBOCTEN, AKi vulnerabilities that are used in a
BMKOPUCTOBYIOTbCA B aTakax hybrid warfare attack.
ribpnaHoi BiHN. See also: Synchronization of Means
[uB. Takoxk: CuHxpoHizauia 3acobis

60. Miapo6Ku Forgeries MSB (2018) —

p.19, 20

METOA, AKUIA BUKOPUCTOBYETLCA B
OmaHAusux l0eHmu4yHocmsax.

ABNAE coboto pabpuKyBaHHA
0iLiMHMX AOKYMEHTIB.

a method that is used in Deceptive
Identities.

Fabricating official documents is an
effective way of making
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Lle ebeKTnMBHUI cnocib 3pobuTu disinformation appear authentic. For
Ae3iHpopPMaLLito CMPABXKHbOIO. example, fake letter heads, stamps or
Hanpuknaga, nigpobneHi 3aronoBkn  signatures can be used to produce
NNCTIB, WTamnu um nignucm moxytb  forged documentation.

6yTV BUKOPUCTAHI gns

BMIOTOB/AIEHHA NiAPO6AEHOT

OOKYMeHTaLi.

61. Nonapusauin Polarisation MSB (2018) —
OAMVH i3 cnocobiB NoeAHaHHA one of the ways to combine of p.23
meToais iHpopmaLiitHoro Bnaney information influence techniques
(ave. KamnaHii Bnausy). (see Influence Campaigns).

MoniTMYHKUIA, couianbHUN Ta The political, social and ideological Neudert &
i4,€0N0rYHMI NOAIN CYCNiNbCTB Ha division of societies into distinctly Marchal
YiTKO NPOTUANENKHI rpynn. opposed groups (2019) — p.6
MonAapwusauia niaTpMmye ABi Polarisation supports two opposing
NPOTUIEXKHI KPAaMHOCTI KOHKpeTHOT  extremes of a specific issue. This is

npobnaemu. Lle gocaraerbes achieved by supporting pre-existing
NiATPUMKOO B}Ke iCHYHUYNX perspectives, using Social Hacking,
NepcrneKkTuB, BUKOPUCTAHHAM Deceptive Identities online, and
CouiansHoeo 3namy, OMaHAUBUX Disinformation. Often Trolls and Bots
I0enmuyHocmeli Ta AesiHgpopmauii. are used to further a polarised

Yacto Tponis Ta bomis discussion.

BMKOPUCTOBYIOTb 419 NOAANbLUOT

nonapusauii 4UCKycii.

62. Nopir Threshold MCDC(a)
BM3HAYEHHA BEINYMHKM abo determining the magnitude or the (2019) - p.90
iHTEHCUBHOCTI QYHKLIIOHANbHOTO intensity of a functional status (for
CTaHy KPUTUYHUX QYHKLIN example, the ‘stress level’) of one’s
(Hanpuknag, "piseHb cTpecy"), AKi critical functions to be exceeded to
cnig nepeBUWUTN ANA AOCATHEHHS achieve a specific status (for
KOHKPETHOro cTaTycy (Hanpuknaga, example, normal or crisis). It is the
HOPMaNbHOTIO YM KpM3oBoro). Le the level of hostility at which
piBEHb BOPOKOCTI, 3 AKOro byae counteraction will be taken.
3AMCHIOBATUCA NPOTMAIA. See also: Sub-Threshold Challenges
[AvB. Takox: [Jonopo20osi BUKAUKU

63. [MMoTbOMKiHCbKI cena Potemkin Villages MSB (2018) -
MeToA, AKUI BUKOPUCTOBYETHCA B a method that is used in Deceptive p.19-20
OmaHnusux I0eHmuyHocmsx. Identities.
lpaBLi, AKi MatoTb 4OCTaTHbLO Actors with sufficient resources can
pecypciB, MOXYTb CTBOPIOBATH set up institutions or even networks
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ycTaHoBM abo HaBiTb Mepexi of institutions that serve to deceive
YCTaHOB, fIKi cNy»KaTb gna obmaHy Ta  and mislead. False companies,
BBeAEHHA B OMaHy. Henpasausi research institutions and think tanks
KOMMaHii, HayKOBO-A40CAIAHI are examples of so-called Potemkin
YCTQHOBM Ta aHaNiTUYHI LeHTpu - ue  villages which can create, and
NPUKNAAM TaK 3BaHUX legitimate, false information.
NOTbOMKIHCBKMX Cinl, AKI MOXYTb
CTBOPOBATM Ta O6I'PyHTOBYBaTH
Henpasgmey iHbopMaLito.

64. TponaraHpa Propaganda Vilmer et al.
1) cnpoba BNANHYTU Ha AYMKY Ta 1) an attempt to influence the (2018) - p.19
NnoBeAiHKy CycninbCcTBa 3 METOH opinion and behavior of society in
NPUAHATTA NOAMHOMO Ti€l UM iHWOT order for people to adopt a
AYMKW Ta NoBeaiHKN particular opinion and behavior
2) NowwnpeHHs iHpopmaLii, paKTis, 2) The spreading information, facts,
apryMeHTiB, 4yTOK, HaniBnpasam abo arguments, gossip, half-truths or lies  Horbulin
BpexHi 3 MeTolo BNAMBY Ha AyMKKM,  designed to influence the opinions,  (2017) -
eMoLLi, CTaB/IeHHA UM NOBEiHKY emotions, attitudes, or behavior of ~ P-159

NeBHOI rpynu Ana OTPUMAHHA
NpPAMOI YK onocepeKOBaHOI BUroau
3aMOBHUKOM.

any group in order to benefit the
sponsor, either directly or indirectly.

65. [McuxonoriyHa BiliHa

3ax0/4u, NoB’sA3aHi i3 BN/IMBOM Ha
LiHHOCTI Ta CUCTEMY NEPEKOHAHb
emou,ii, MOTUBM, MipKyBaHHA Ta, B
ineani, Ha ix NoBeniHKy.

MeToto NCUXONOTIYHOI BIHU €
nocnabneHHa MopanbHOro Ayxy
OMOHEHTa Ta 3MiLlHEHHS BAACHOIO
MOPaNbHOro AyXy, CTBOPHOIOUM
atmocdepy, B AKil LinboBa
ayaAnTopis cTae 6inbl cxuabHa a0
BCENAHD.

Psychological Warfare

those activities associated with
influencing a target audience’s
values and belief system, their
perceptions, emotions, motives,
reasoning, and, ideally, their
behaviour.

The purpose of psychological
warfare is to weaken the morale of
the opponent and strengthen one’s
own morale, creating an atmosphere
in which the recipients of
statements are more prone to
suggestion.

Szwed (2016)
—-p. 62

Nissen (2015)
- p.67

Fokin (2016)
-p.7

66. "Pycbkuit Mup"

1) pocilicbka ncesgo-ro
(rpomapcbka opraHisauis), wo
¢diHaHCYETbCA pociicbKoo
AEpPrKaBoo i TICHO cniBMNpaLtoE 3
Heto, cTBopeHa B 2007 poui gna

"Russkiy Mir"

1) russian pseudo-NGO, financed by
the russian State and working
closely with itcreated in 2007 to
promote Russian language and
culture abroad and which serves in

Vilmer et al.
(2018) - p.70

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Co-funded by the
Erasmus+ Programme

of the European Union WARN 32
NPOCYBaHHA POCIMCbKOT MOBU Ta reality as a bridge between the
Ky/ZIbTYpY 33 KOPAOHOM i fiKa government and relays of influence
HacnpaBAj CAYXUTb MOCTOM MixK abroad
YPALOM Ta BaXKeNAMM BNAMBY 3a
KOpPAO0HOM
. | 2) the concept of the Russian World
2) KOH"!‘e"”‘m P.beKOI'O Mnpy" € (Russkiy Mir) is a geopolitical tool for Lutsevych
reoNONITNIHNM IHCTOYMEHTOM ANA building up Russian legitimacy and (2016) —p.3,

$dopMyBaHHA POCINCbKOI
NeriTMMHOCTI Ta BNAMBY B PErioHi, a
TaKOX K/IFDYOBOK CTPYKTYpOIo ANA ii
NPOKCi-rpyn. AK BU3HaA4MB MNyTiH Y
2014 pou,i, pycbKui mump - ue
LMBiNi3aLifa, Aka BKAOYAE Noaei,
AKIi NOYYBAIOTLCA KY/bTYPHO
61m3bkuMK o Pocii. Tomy pycbkui
MUWP Ma€ rHy4ky reorpacdito gna
CBOIX NPUXMU/IbHUKIB. HUHILWHIN
HapaTMB PYCbKOrO MMUPY OXOMJIIOE:

- moBa (PocilicekomosHi [pomadu)

- Ky/IbTypa (eBpasilicbKa
NpPaBOCNaBHA iAEHTUYHICTD),

- icTopia (pociaHu Ta yKpaiHui 6ynm
«OA4HMM Hapoaom», «Benuka
BiTumsHAHa BiliHa» TOLLO),

- cnifbHa cnagwuHa (paasaHCbKUM
iCTOPMYHKUIA HappaTuB),

- eKOHOMIYHi 3B'A3KM (EBPA3INCbKNIA
€KOHOMIiYHU coto3, EAEC;
€BpasiliCbKMii MUTHWUI COH03),

- peniria (pociicbKa NnpaBocnaBHa
LLepKBa, KNPABOCNABHI oairapxm»,
NpaBOCNaBHWUIA COKO3 MOJIOA],
CXigHO-NpaBoCNaBHa uMBinisayis...),

- KOHCEpPBATMBHI LiiHHOCTI (Ha
npoTmBary 3axigHMM LiHHOCTAM
nibepaniamy Ta npas NOANHK).

PycbKuii Mmp 306pakye KONULLHIN
CPCP aK eauHuiA BcecBIT pocilicbKoi
MOBW Ta KY/IbTYPW, 3aKpinaeHni
3arabHMM iICTOPUYHMM A0CBIAOM,
BK/OYatoum 6patcTBo 36poi nig yac
Benukoi Bimyu3HAHOI giliHU. YKpaiHa

influence in the region, and a key
framework for its proxy groups. As
defined by Putin in 2014, the
Russian World is a civilization that
includes people who feel culturally
close to Russia.The Russian World
thus has a fluid geography for its
advocates. The current narrative of
the Russian World encompasses:

- language (Russian-Speaking
Communities)

- culture (EurasianOrthodox
identity),

- history (Russians and Ukrainians
were ‘one people’, ‘the Great
Patriotic War’ etc),

- shared heritage (the Soviet
historical narrative),

- economic links (The Eurasian
Economic Union, EAEU; the Eurasian
Customs Union),

- religion (The Russian Orthodox
Church, 'Orthodox oligarchs’, the
Orthodox Union of Youth, the
Eastern Orthodox civilization...),

- conservative values (in opposition
to Western values of liberalism and
individual human rights).

The "Russian world" portrays the
former USSR as a single universe of
Russian language and culture,
cemented by common historical
experience, including the
brotherhood of arms during the
Great Patriotic War. Ukraine and

8

Rotaru (2018)
-p.5

Laruelle
(2015)

Domarnska
(2019) — p.7
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Ta binopycb Bigirpatotb ocob6amnBy Belarus play a special role in the
PO/b Yy NPOEKTi “PycbKuit mmp” K “Russian world” project as parts of
YaCTUHK “TPUEANHOI pPOCiCbKOT the "triune Russian nation",
Hauii”, nos’a3aHi “BiyHnmn” connected by "eternal" ties with
38’A3Kamu 3 Pocieto (ui KpaiHw, Russia (these countries are thus not
TaKUM YMHOM, He po3rnagatoTbea Ak viewed as fully sovereign).
MOBHICTIO CyBEpPEHHI).

67. CamoouiHKa ribpuaHoi BiliHK Hybrid warfare self-assessment MCDC(a)
NOCTIMHMIN HaLiOHAaNbHUI NpoLec a continuous national process to (2019) - p.89
ANA BUABNEHHA KpUTUYHMX GyHKLiM  identify critical functions and find
Ta NOLUYKY BPA3/IMBOCTEN Y CMEKTPI vulnerabilities within the PMESI/

PMESII. spectrum

68. CurHanm Signals Sweijs &
HeABHI nonepeayXeHHsA, cnpuunHeHi  implicit warnings created by changes Zilincik (2019)
3MiHOtO cTaTycy cuamn abo nosuuii in force status or readiness posture, p. 17
FOTOBHOCTI, 3aHEMOKOEHHAM LLOA0 concern over opponent behavior, by Denning
NnoBeAiHKN ONOHEHTA, PO3BUTKOM developing tacit understandings on (2015) - p.15
HEeABHOrO PO3yMiHHA "YepBOHUX ‘redlines’ and thresholds, by implicit
NiHiK" Ta NOpOroBmx 3HayeHb, or explicit understandings among
HEeABHUM YU ABHUM PO3YMIHHAM potential opponents, and by public
NOTEHL,iMHNX OMNOHEHTIB Ta statements about intentions.
ny6niYHMX 3348 NPO HaMipH.

69. CwurHanisauin Signaling Sweijs &

o . Zilincik (2019)
YKUTTEBO BAXKMBUIN KOMMOHEHT a vital component of deterrence
. -p. 23
CTPUMYBAHHA, 3aBAAKM AKOMY through which actors are able to
Cy6'eEKTU MOXKYTb convey their ability as well as their
NPOAEeMOHCTPYBATK CBOtO 34aTHicTb,  willingness to execute a deterrent
a TaKOX rOTOBHICTb BUKOHATH threat, which in turn allows for the
CTPMMYIOYY 3arposy, Lo, y CBOK development of the rules that shape
yepry, AO3BONAE BUPOOUTK NpaBuna, the interaction between the
AKI POPMYIOTb B3aEMOZIK0 MiK participants.
yHachkamn. Signaling can be done through a wide
CurHanisauia moske 3gjincHioBatncs  spectrum of means and involves both
33 LONOMOTOI0 LWMPOKOTO CNEKTPy words and actions.
3acobiB Ta MiCTUTb AK C/10Ba, TakK i
aii.
70. CumsoniyHi gii Symbolic Actions MSB (2018) —
p.19, 27

€ O4HMM i3 MeToAiB iHpopmaUiliHoro
BnauBy (ans. Kamnawii Bnausy).

is one of the information influence
techniques (see Influence
Campaigns).
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[ii 3HauaTb 6inblie, HixK cnosa. IHogi  Actions speak louder than words.
Aii po3paxoBaHi Ha Te, Wob wocb Sometimes actions are calculated to
CUrHani3yBaTh, a He Ha gocarHeHHA  signal something, rather than to
METU camoi gii. B ubomy Bunagky achieve the objective of the action
OiANbHICTb € cMMBOANIYHOIO ajeto. Ha  itself. When this is the case, the
BiAMIHY Big 3BUYANHUX 4ilA, action is a symbolic action. In
CMMBONIYHI Aji MOTMBOBaHI contrast to any ordinary action,
KOMYHiIKaTUBHOIO SIOTIKOIO Ta symbolic actions are motivated by a
cTpaTeriyHoto obcTaHoBKo. Lie communicative logic and a strategic
MOXHa 3pobuTtun ayKe rpy6o, setting. This can be done very
HanpuKaag, rpatyn Ha crudely, for by example playing on
3ara/ibHONOACbKMX CTpaxax universally shared fears of random
BWUMaAKOBOro HAaCMAbCTBA, violence such as in terrorist activities.
HanpuKknag, B TEPOPUCTUYHIN It can also be conducted in a
AifANbHOCTI. TAKOX LUE MOXKHa sophisticated manner by relating to
3p06UTU BULLIYKAHO, NOCMUIAOYUCH precise cultural symbols relevant
Ha TOYHI KyNbTYPHI CUMBON, AKI only to a specific target audience.
CTOCV'OT',’__CF' INLLIE NEBHOI LTbOBOI It includes: Leaking, Hackning, Public
ayautoptl. Demonstrations etc
Lle Bkntovae: BumokKu, XakiHe,
FpomadceKi JemoHcmpayii Towo

71. CuHxpoHi3auia 3acobis Synchronization of means MCDC(a)
34aTHICTb yY4acHUKa ribpmugHoi BiMHM  the ability of a hybrid warfare actor (2019) - p.90
e(deKTUBHO KOOPAMHYBATH to effectively coordinate the
IHcmpymermu Bnadu (MPECI) pna Instruments Of Power (MPECI) to
OOCATHEHHA BarkaHUX ePeKTIB AK achieve the desired effects in both
FTOPU30HTANIbHUM, TaK i horizontal and vertical ways.
BEPTUKANbHUM CNOCOBOM. See also: Horizontal Escalation,
AnB. TakoX: MopuzoHmMansvHa Vertical Escalation
Eckanauyia, BepmukansHa Eckanauia

72. "Cipa3oHa" ‘Gray Zone’ / ‘Grey Zone’ Mazarr

o . . . , (2015) = p.2

HeogHO3HaYHa HENTPANbHICTb MiXK the  ambiguous no-man’s-land
MMPOM Ta BilHOIO, LLLO Bigobparkae between peace and war, reflecting
Pi3HOBUAN arpeCUBHMUX, the sort of aggressive, persistent,
HaNoNEernMBMX, Pilly4YMX KaMnaHin, determined campaigns characteristic
XapaKTepHUx AN BilHW, ane bes of warfare but without the overt use
ABHOrO BUKOPWCTaHHA BiiCbKOBOI of military force. MCDC(a)
chnn. Warfare that falls short of, or outside (2019) —p.31
BiiiHa, Aika He Bignosiaae abo of, our traditional understanding of T3kahashi
BUXOAWTb 338 MeXKi TPaAMLIMHOrO ‘warfare’ (2018) —

PO3yMiHHA "BiliHN".

p.787
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73. "CmepTb Big TMCAYI nopi3iB" ‘Death by a Thousand Cuts’ MCDC (2017)
KNHOYOBUIM acneKT NOTEHLiIMHMX a key aspect of the potential effects p-15
HacNigKiB ribpuMAaHOI BiHK, of hybrid warfare, caused by a series
CNPUYNHEHUIN HU3KOKO of synchronized, low-observable or
CMHXPOHI30BaHMX, Mano unobserved events operating below
cnocrepexkyBaHUx abo the threshold of what would
HecnocTepeXKyBaHUX NOAIN, WO normally constitute ‘war’.

Ai0Tb HUXKYE NOPOTy TOrOo, LLLO
3a3BKMYall ABNsiE coboto "BiliHY".

74. CouianbHa mepexa - auB. Lugposa Social Network — see Digital
Mnamagpopma, Hosi 3MI Platform, New Mass Media

75. CouianbHuii 3nam - AnB. Social Hacking - see Cognitive
KoeHimusHuli 3nam Hacking

76. "CnpoMOXKHiTb A0 CTpUMyBaHHA" "Capability of deterrence " MCDC(a)
CNPOMOXKHICTb ab0 TEXHIYHA the ability or technical capacity to (2019) - p.35
3[4aTHICTb 34iACHIOBATK Aji, Wo carry out actions that impose costs
HaB’A3Yyt0Tb BUTPATU CYNPOTUBHUKY.  on the adversary.

OpuH i3 "mpeox C" — komnoHeHmie ~ One of the ‘three Cs’ of deterrence.
CMPUMYBAHHA.

77. CriAKicTb Resilience MCDC(a)
3/1aTHICTb CycninbCTBa Ta ypaay the ability of society and (2019) - p.90
A0NaTU NOPYLUEHHA TA 30BHILWHI government to absorb, withstand
NOTPACIHHA, NPOTUCTOATU IM Ta and recover from disruption and
BiAHOBNOBATUCH. 3aX04M LLOAO external shocks. Measures to
NiABULLEHHA CTIMKOCTI CNpUAOTbL increase resilience contribute to
CmpumysaHHo LLinaxom Deterrence By Denial.
3anepeveHHA.

78. CrpareriuHi yini Strategic goals MCDC(a)

- I o . (2019) —p.90
uini ctpaterii npotuaii ribpngHin the aims of the strategy to counter
BiliHI. CTpaTeriyHi uini hybrid warfare. Strategic goals
BiAoOpaKatoTb piBeHb ambiLii reflect the level of ambition of the
3aXMCHUKa. defending actor.

79. CTpUMYBaAHHA WAXOM Deterrence by denial MCDC(a)

3anepeyeHHs (2019) — p.35,

OpHa i3 cTpaTerin cTpumMyBaHHA AK
iHCTPYMeEHT npoTuaii ribpnaHin
BilHiI.

One of the deterrence strategy as a

tool for countering hybrid warfare. 83

Aims to undermine the ability of the
adversary to achieve their objective
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MNMoKNMKaHe nigipBaTh 34aTHICTb in the first instance through, for
CYynpOTUBHWMKA A0CArTU cBOET meTn, B example, ‘hardening’ the target.
nepLy Yyepry WAAXOM, HANPWUKANAA,
"3arapToByBaHHA" uini.

80. CTpumyBaHHA WAAXOM NOKApPaHHA Deterrence by punishment MCDC(a)
OpHa i3 cTpaTerii CTPUMYBaHHA AK One of the deterrence strategy as a (829019) ~p-36,
iHCTPYMEHT NPOTUAIT ribpuaHin tool for countering hybrid warfare.

BIMHI. Aims to persuade the adversary the
Mae Ha meTi nepekoHaTn costs of achieving their objective will
NPOTMBHMKA B TOMY, WO BUTpPaTU Ha  be prohibitive by threatening
AOCATHEHHA Moro meTn byayTb retaliation to aggressive action.
3aHaATO BUCOKMMM.

81. Teopia amosu (KoHcniponoriyHa Conspiracy theory of society Popper, K.
Teopis) “there is a view, which | shall call (zgég) B
TeopisA, 3riAHO 3 AKOK NOACHEHHA the conspiracy theory, which holds P-
6y/Ab-AKOro couiasibHOro ABMULLA that the explanation of any social Vilmer et al.
nonArae y 3’acyBaHHi TOro, XxTo phenomenon consists in finding out  (2018) - p.35
3aUuikaBieHUI y noaBgi uboro Asmwa. who is interested in the occurrence
3BMYaliHO, UA ToYKa 30py BunamBae  of this phenomenon. This view
3 NOMW/IKOBOI TEOPii, 3riAHO 3 AKOK arises, of course, from the mistaken
BCe, L0 TpannAaeTbcs B cycninbcTei -  theory that, whatever happens in
0cob11BO Taki nogaji, Ak BiliHa, society—especially happenings such
6e3pobitTa, 6igHicTb, AediunT, AKi as war, unemployment, poverty,
noaun, aK npaBuno, He Nobnats, - ue  shortages, which people as a rule
NPAMMUIA 3a4yM AEAKUX BNINBOBUX dislike—is the direct design by some
ocib Ta rpyn. powerful individuals and groups.”

82. "Tpwu BiltHn" “Three Warfares” Vilmer et al.

(2018) - p.60

BiliCbKOBa cTpaTeria Kutato: Ak y
MUWPHWI, TaK i Y BOEHHMI Yac
3aCTOCYBaHHSA TPbOX BUIB BiliHM
(BiMHa rpomaacbKoi AYMKK,
NMcuxoJioriyHa BiliHa, opUANYHa
BilNHA) Ma€ Ha MeTi KOHTPOtOBATH
nepesaxaroui ANCKYpPCKU Ta BNANBATU
Ha CMPUAHATTA TAKUM YNHOM, W06
NPOCYHYTU iHTepecn Kutato,
OZHOYACHO CTaBAAYM Mif 3arpo3y
MOX/IMBOCTi ONOHEHTIB BignosigaTu.

the China’s military strategy: in
peacetime and wartime alike, the
application of the three warfares
(public opinion warfare,
psychological warfare, legal warfare)
is intended to control the prevailing
discourse and influence perceptions
in a way that advances China’s
interests, while compromising the
capability of opponents to respond.

Kania (2016)

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Co-funded by the
Erasmus+ Programme

of the European Union WARN 37

83. «Tpu C» cTpMMyBaHHA ‘Three Cs’ of Deterrence MCDC(a)

. S (2019) —p.35
OCHOBHi MPUHLMNN CTPUMYBaHHA, AK  basic principles of deterrence as an
BaXX/IMBOFO iHCTPYMEHTY NpoTUA;i important tool for countering hybrid
ribpugHin BitHi: Aemopumem, warfare: Credibility, Capability,
lNomeHuian, KomyHikayia. Communication.

84. "TymaH BiitHn" ‘Fog of war’ Mumford
BiACYTHICTb iIHpOpMaULi y the absence of information a (2020) - p. 4
KoMaHgMpa Ha H6aratbox piBHAX - Big, ~commander has across a multitude
TaKTUYHOTO A0 BE/IMKOro of levels, from the tactical to the
CTpaTeriyHoro grand strategic

85. YnpaBniHHA Kibep3arpo3amu Cyber Threat Management (CTM) EE-ISAC
NpakTUKa KepyBaHHA the practice for managing cyber (2020) - p.7
Kibep3arposamu, Lo BUXOAUTb 3a threats beyond the basic risk
pamKn 6a30B0Oi OLHKM pU3KKIB B assessment found in Information
Cuctemi ynpasniHHA Security Management System
iHpopMmauiiHoto H6e3neKkoto. BoHo (ISMS). It enables early identification
3abe3neyye paHHE BUABNEHHSA of threats, data-driven situational
3arpos, cuTyauiliHy obi3HaHicTb Ha awareness, accurate decision-

OCHOBI f@aHNX, TOYHE NPUAHATTA making, and timely threat mitigating
pilleHb Ta CBOEYACHI Aji Wwoao actions.
nom’sIKWeHHA 3arpos.

86. ®dabpuKauin Fabrication MSB (2018) —
oAvH i3 metoais JesiHgopmauii. is one of the Disinformation p.19,25
IHbopMmaLia, Wwo He mae PpakTUYHOI methods.
ocHOBW, onybiikoBaHa y ctuni, sknii  Information with no factual basis
BBOAUTb ayAUTOPIIO B OMaHy, published in a style that misleads the
3MYLLYHOYM NOBIPUTH B Ti audience to believe it to be
[OCTOBipHicTb. Hanpuknag, legitimate. For example, a fake e-mail
danblMBMN MENN Big NONITUKA from a politician might be produced
MOXKe BYyTU HaZIpyKOBaHWM i and leaked to the press to undermine
nepeaaHuin y npecy, wob nigipsatn  that politician’s credibility.

[0BipYy A0 UbOro nositTmKa.
87. ®eiKOBi HOBMHMU Fake News Treverton et

MoHATTA PpenkoBux (nigpobneHumx,
banblWNBMX) HOBUH BK/IKOYAE AK
CNOTBOPEHHA 06’EKTUBHUX iICTUH, TaK
i omaHAmBi icTopii.

Kpim TOro, po3noscloaeHHs
danblwmBMX HOBUH 3abe3neyyeTbea

Fake news, a concept, includes both
distortions of objective truths as well
as misleading stories.

Furthermore, spreading fake news is
enabled by social media, which in
general does not require verification

al. (2018) -
p.57
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COLLiaNbHUMMK MepeXKaMu, AKi
3ara/iom He BUMaratoTb NepesipKu
onybnikoBaHWX MaTepianis, a TaKOX
3abe3neyytoTb 3py4Hy naatdopmy
ONA OXONJEHHA ayauTopii.

Awns. Takoxx Hoei 3MI

of published posts and also provides
a handy platform to reach audiences.

See also: New Mass Media

88. LeHTp AaocnigkeHHa acumeTpuuHux Center for Asymmetric Threat Treverton et
3arpos (CATS) Studies (CATS) al. (2018) - p.
HauioHanbHKUI LeHTp B LLIBeacbkomy a national centre within the Swedish 93
YHiBepcuTeTi 060pOHU, Ha AKUI Defence University tasked with Swedish
NMOK/IaZleHo 3aBAaHHS po3pobasaTh developing and disseminating Defence
Ta NOLWMPIOBATU 3HAHHSA NPO knowledge about asymmetric threats University
ACMMETPUYHI 3arpo3un B KOHTEKCTI within the context of societal security (2021)
coujanbHOT 6e3neKku Ta CTiIMKOCTI and resilience

89. UwudpoBa rpamoTHicTb Digital literacy Neudert &
KomnoHeHT MediazpamomHocmi, A component of Media Literacy that Marchal

o . o . g . . (2019) —p.5
AKMN OMNUCYE 34aTHICTb Nt0aeM describes individuals' capacity to
3Haxo4MTW, OpiEHTYBATMCA Ta locate, navigate and critically
KPUTMYHO OUjiHIOBaTK iHQOopMaL,ito, evaluate information found in digital
3HalgeHy B unMdpoBux environments.
cepefoBULLAX.
90. MPECI MPECI MCDC (2017)
- . . . Lo s " C -p4,9
BIMCbKOBI, MONITUYHI, EKOHOMIYHI, military, political, economic, civilian
UMBINbHI Ta iHpOpMaLLiHI and informational instruments.
IHCTPYMEHT BNaAN. See also: Instruments of power
Oms. TakoX: [HcmpymeHmu Braadu

91. PECI PECI MCDC (2017)
MONITUYHI, EKOHOMIYHI, LMBINbHI, political, economic, civil, ~p4
MiKHapOAHi IHCTPYMEHTH. international tools.

92. PMESII PMESII MCDC (2017)
MONITUYHUI, BINCbKOBUM, the political, military, economic, —p4
€KOHOMIYHUI, colianbHUN, social, informational and
iHbopMmaULinHKUiA Ta infrastructure spectrum
iHOPACTPYKTYPHUI CNEKTP

93. SAPs - see Synchronized Attack SAP - aus. lMakemu

Packages

CuHXpoOHi308aHUX AMaK
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3 MBPUAHI 3ATPO3M B HALLIOHANBHIV BE3MEL
3 HYBRID THREATS TO NATIONAL SECURITY
Ne UA EN Oxxepeno
94. Arpecia 36poiHa Armed aggression Horbulin
(2017) -
3acToCyBaHHA IHLIOK Aep’KaBoko The use of armed force by a state or 5 156
abo rpynoto geprkas 36poniHoi cnam  a group of states against any
nNpoTh byab-AKoi KpaiHu. country.

95. "BilHa HOBOro NOKONiHHA" ‘New generation warfare'
pocificbKa BiCbKOBA AOKTPMHA the Russian military doctrine
AuvB. JJokmpuHa lepacumosa See: Gerasimov doctrine

96. BiicbkoBO-UMBINbHA aamiHicTpadia  Civil military administration. Horbulin
TM4yacoBuUiA Aep»KaBHUM opraH B The temporary public authority in (2(1);? B
O4HOMY UM OEKiNbKOX HaceneHmnx one or more settlements, an P
NYHKTax, agMiHicTpaTMBHOMY paioHi administrative district or region,
4y obnacri, Wo Aie y cknaai acting within the framework of the
AHTULLEHpOPUCTMYHOrO LeHTpy npu  Anti-Terrorist
npu Cny>k6i 6e3nekun YKpaiHu i CenteroperatingCenter operating
npusHadeHui ans 3abesneveHHs aii  under the Security Service of
KoHCTUTYLT Ta 3aKOHIB YKpaiHW, Ukraine. It’s aim is toensuretonsure
3abe3neyeHHs 6e3neKu i the enforcement of the Constitution
HOpPMani3aLii XKUTTELIANbHOCTI and laws of Ukraine, security and
HacefieHHsA, NpaBonopAaKy, yyacTiy  recovery of public activities, law
nNpoTUAji ANBEPCIMHUM NpPoABaM i enforcement, participation in
TEPOPUCTUYHUM aTaKam, combating sabotage and terrorist
HeAOoNyLWeHHA r'YMaHIiTapHOI attacks, prevention of humanitarian
KaTacTpodum B palioHi NpoBeaeHHA catastrophe in the area of carrying
AHTUTEPOPMCTMYHOI onepaLiii. out anti-terrorist operation.

97. JAoktpuHa lepacumoBa (pocilicbka Gerasimov doctrine (The Russian Vilmer et al.
"BitiHa Hosoeo lNokoniHHA") “New Generation Warfare”) (2018) - p.55
POCiiCbKa BIMCbKOBA AOKTPUHA, ii the Russian military doctrine, its Gerasimov
ABTOPOM € reHepan Banepin autor is Gen. Valery Gerasimov, the  (2016) — p.24

lepacnmos, Ha4yabHUK
leHepanbHoro wraby 3C PP

"Y ABagUATb NepLIOMY CTOJITTIi MU
CNOCTepiraeEmMmo TeHAEHUi0 40
CTUPAHHA MeX MiXK CTaHOM BillHM Ta
Mupy. [...] Ponb HeBiNcbKOBUX
3acobiB A5 AOCATHEHHA MOAITUYHUX

chief of the General Staff of the
Russian Federation Armed Forces.

"In the twenty-first century we have
seen a tendency toward blurring the
lines between the states of war and
peace. [...] The role of nonmilitary
means of achieving political and
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i cTpaTeriyHux uinen 3pocna, strategic goals has grown, and, in
30e6inbWworo, BOHM NepPeBULLUAN many cases, they have exceeded the
cuny 36poi B il epektnuBHOCTI. Pokyc  power of force of weapons in their
3acTocoByBaHUX meToaiB KoHPAikTy  effectiveness. The focus of applied
3MiHMBCA Y HANPAMKY LULMPOKOro methods of conflict has altered in
BUKOPWUCTAHHA NONITUYHUNX, the direction of the broad use of
E€KOHOMIYHUX, iIHPpOopMaLiHUX, political, economic, informational,
rYMaHITapHUX Ta iHWKX humanitarian, and other nonmilitary
HEeBICbKOBMX 3aX0A4iB - measures—applied in coordination
3aCTOCOBYBAHMX Y KOOpAMHALi 3 with the protest potential of the
NPOTECTHUM MOTEHLiaIOM population. All this is supplemented
HacefieHHA. Yce ue fOMNOBHIOETLCA by military means of a concealed
BiliCbKOBMMM 3acobamm character, including carrying out
NPMXOBAHOrO XapaKTepy, 30Kpema actions of informational conflict and
npoBeaeHHAM aKLil the actions of special operations
iHpopMaLiMHOro KOHONIKTY Ta forces"
AisMUK cuA creuianbHUX onepauin”

98. EKocuctema (Pociicbka ekocuctema Ecosystem (Russia’s disinformation  GEC (2020) —
AesiHdopmauii Ta nponaraHgm) and propaganda ecosystem) p.3
CYKYMHiCTb OQiLiNHMX, the collection of official, proxy, and
YNOBHOBAMEHUX unattributed communication
(onocepeakoBaHMXx) KaHaniB channels and platforms that Russia
KOMYHiKau,ii, a TakoxK nnatdpopm 6e3  uses to create and amplify false
3a3HAYEHHA TAKOi NPUHANEKHOCTI, narratives. The ecosystem consists
AKi Pocia BuKopucToBye ans of five main pillars:

CTBOPEHHA Ta I'IOCMﬂe.HHﬂ - official government
danbwmnsmx Hap'aTMBIB. Ekocuctema communications,
CKNANACTBCA 3 N AT OCHOBHUX - state-funded global messaging,
C/IeMEHTIB: - cultivation of proxy sources,
- 00iUiNHi aepXKaBHI KOMYHiKaLiT, - weaponization of social media,
- ¢iHaHcoBaHi gepxKasBoto - and cyber-enabled

rnobanbHi NOBIAOMNEHHSA, disinformation.
- BMPOLLYBAHHA NPOKCi-AxKepen,
- 03bpOEHHS couianbHUX Megia,
- AesiHpopmauisa 3a NigTPUMKN

Kibep-3acobis.

99. «3eneHi yonosiukn» / "ysiunmsi "Little Green Men" / “polite Freedman
nwoan" people” (2014)
npodecioHanbHi conaatm B yHibopmi  professional soldiers in uniforms Treverton et
6e3 po3nisHaBa/ibHMX 3HaKiB. without markings al. (2018) - p.

17
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100. ImnopTo3amilieHHA B 060pOHHO- Import substitution in defense Horbulin
NPOMMUCNOBOMY KOMNAEKCi industry (2017) -
3amilLeHHs imnopTy KomnnekTytoumnx the phasing out the import of parts p.157
ANA CTBOPEHHSA BiTYM3HAHOI BoeHHOI  for manufacturing domestic military
NPOAYKL,i, LUNAXOM HAaNaroAXKeHHnA products by setting up home
iX BiTYN3HAHOrO BUPOHHULTBA abo production or import from other
iMNOPTY 3 iHWMX KpaiH. countries.
101. IHpopmauinHa NPUCYTHICTb Information presence Horbulin
peanisauyis HauioHanbHKUX iHTepeciB  the implementation of national (22;;) -
B iHpopMaLiHii chepi yepes interests in the information field via P
nowwmpeHHA odiuinHoi iHpopmaui, disseminating official information,
iHTepnpeTauili Ta HapaTuBiB, interpretations and narratives,
YMOM/IMBNEHA CNPOMOXKHICTIO (Y enabled by the capacity (including
TOMY YMCNi — TEXHIYHOW) goHOocUTM  technical) to communicate them to
iX 10 LWWMPOKOI rpOMaaCbKOCTi Ta the general public and specific target
KOHKPETHUX LiIbOBUX ayAUTOPIN. audiences.
102. Kamnasii Bnausy Influence Campaigns MSB (2018) —
p.7, 35

CKOOpPAMNHOBAHA AiANbHICTb
iHO3eMHUX Oep¥aBs, BKAOYAOUN
BMKOPUCTaHHA OMaHAMBOI abo
HeAoCTOBiIpHOI iHPpopmau,ii, ans
BNAMBY Ha NPUMUHATTA NONITUYHUX Ta
rPOMAACHKMX pPilleHb, FPOMAACbKY
OYMKY UM AYMKW B iHWIM KpaiHi, Wo
MOXKe HEeraTMBHO BNJIMHYTU HA
CyBEpEHITeT, Uini 6e3neKkn Yu iHwi
iHTepecu HaLwoi KpaiHu.

o meTopais KamnaHiii Bnansy
BigHocATbCA: CoyianbHi
(KoeHimueHi) 3namu, OmaHnusi
I10eHmuyHocmi, TexHiyHe
BukopucmaHH=, [e3iHpopmauyis,
Pumopuka BuKkpueneHHA (Hakneny),
CumeoniyHi Ai.

Hemae yHiBepcanbHOI peakKuii Ha Aii
iHbopmaLinHoro BNaAMBY. IcCHye
YOTUPW KaTeropii Bignosiaen
(ouintoBaTyn, iHpopmyBaTy,
BiZICTOOBaTU | BOPOHUTU), KOXKHA 3
AKMX CKNAJAETbCA 3 AEKINBKOX

coordinated activities by foreign
powers, including the use of
misleading or inaccurate
information, to influence political
and public decision-making, public
opinion, or opinions in another
country, which may affect the
sovereignty, the goals for the
security or other interests negatively
of our country.

Information influence techniques
include: Social (Cognitive) Hacking,
Deceptive Identities, Technical
Exploitation, Disinformation, Malign
Rhetoric, Symbolic Actions.

There is no one-size-fits-all response
to information influence activities.
There are four categories of
response (assess, inform, advocate
and defend), that each consist of
several specific communicative
techniques.
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cneundpivHNX KOMYHIKAaTUBHNX

npumomis.

103. KuraiicbKuii eBONIOLIOHYIOUMNIA China’s Evolving Approach to Chase & Chan
niaxia, po "iHTerposaHoro ‘Integrated Strategic Deterrence’ (2016) — p.3
CTPATErIiHOro CTpUMyBaHHA Chinese understanding of Cross Sweijs &

KUTalcbKke po3ymiHHA Kpoc- Domain Deterrence includes “a Zilincik (2019)

JomeHHo20 CmpumysaHHsa Bkatodae  multidimensional set of militaryand —p.14
"6araTtoBUMIipHY CYKyMHiICTb non-military capabilities that
BIMCbKOBMX Ta HEBICbKOBMX combine to constitute the
MOXK/INBOCTEM, AKi B CYKYMNMHOCTI “integrated strategic deterrence”
CKMlafatoTb nosuuito "iHTerposaHoro  posture required to protect Chinese
CTpaTeriYyHoro cTpumMmyBaHHsA", national security interests.”
He°,6X'AHy 'D'I?.ﬂ saxncry 'HTepe"C'B Chinese thinking about deterrence
HaujoHaneHoT 6esneku Kuraio®. across multiple domains, explaining
KuTaiui gymatroTb Npo ctpumyBaHHA  that it rests upon a combination of
B 6aratbox cdepax, nosicHwtouK, Wo  nuclear, conventional, information,
BOHO I'PYHTYETbCA HA NOEAHAHHI space, and civilian forces.
,H'D'epHMX’ ?BManHMX’ . See also: Cross Domain Deterrence
iHpopMaLiMHMNX, KOCMIYHMX Ta
LMBINBHUX CUA.
Awne Takox: Kpoc-ZlomeHHe
CmpumysaHHA

104. MixHapopgHa 6e3neka International security Horbulin
cMcTeEMa MiXKHaApPOAHMX BiAHOCKH, the system of international relations, (2017) -
LLLO 3aCHOBAHA Ha AOTpMMaHHI ycima based on compliance with generally p.158
OepraBamu 3ara/ibHOBM3HAHUX accepted international law principles
NPUHLUMMIB i HOPM MiXHaApPOAHOrO and rules by all countries, which
npaBa, BUKAOYAE BUPILLEHHA excludes settlement of disputable
CNipPHUX NUTaHb | po3bixkHocTen mixk  issues and disagreements between
HMMM 32 AOMNOMOroto cuam abo them using force or threat.
3arposm.

105. HauioHanbHi iHTepecu National interests Horbulin
XUTTEBO BaXKUBI noTpebu moanuHu, the vital needs of a person, society LZ(;;;) B

and state. Their implementation
ensures state sovereignty and
welfare of Ukraine, it’s progressive
democratic development.

CyCninbCTBa Ta AEpKaBU, peanisauia
AKNX 3abe3neyvye aepKaBHUM
cyBepeHiTeT Ta A06pobyT YKpaiHuy, ii
NPOrpecMBHNIA AEMOKPATUYHNI
PO3BUTOK.
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106. HauioHanbHi WiHHOCTI National values Horbulin
OCHOBOMOOHi MaTepianbHi, the basic material, intellectual and (2017) -
. . . . L p.158
IHTENEeKTyanbHi Ta AYXOBHi cultural heritage of Ukrainian
HaabaHHA yKpaiHCbKOro Hapoay, people, key conditions of existence
BM3Ha4ya/IbHi yMOBM iCHyBaHHA Ta and development of a person,

PO3BUTKY NHOANHM, CYCNiNbCTBA Ta society and state.
AeprKaBu.

107. Onepauii 3i ctabinisauii Stabilization operations Horbulin

Pi3Hi BINCbKOBI MiCii, 3aBAAHHA i the different military missions, (2017) -
. o p.159

3axo4u, Lo NpoBoAATbLCS ANA actions and activities, undertaken to

nigTPUMKKN abo BigHOB/IEHHS support or restore safety and

6e3ne4yHoro i HaginHoro stability, ensure the provision of

cepenoBulLa, 3abesneyeHHsn essential public services and

HeobXigHMX AepKAaBHMUX NOCAYT, humanitarian aid, as well as

PEKOHCTPYKLIT KpUTUYHOI reconstruction of critical

iHOPaCTPYKTYpPH, a TaKOXK infrastructure.

rYMaHiTOPHOI LONOMOTMW.

108. "MepeKoHAUBICTb CTPMMYBaAHHA" "Credibility of deterrence" MCDC(a)
BOAA 34iMiCHIOBATH Aii, AKi the will to carry out actions that (2019) - p.35
BMMaratTb BUTPAT Bif, impose costs on the adversary
CyNpOTMBHIKA One of the ‘three Cs’ of deterrence
OauH i3 "mpoeox C" — KomnoHeHmMis
CMPUMYBAHHS.

109. NonitTnka nacnoptusauii Passportization policy Rotaru (2018)
HedopManbHa nonitMka Kpemnsa Kremlin's informal policies to deliver p-7
L1040 HaZlaHHA POCINCbKNX Russian passports especially to the
nacrnopTiB, 0COH6/MBO HACE/IEHHIO populations of secessionist regions.
CENapaTNCTCLRMX PErIoHIB. This involves granting Russian
laeTbcA NPo HaJaHHA POCIMCbKOro citizenship without the surrendering
rpomagaHcTBa 6e3 3aadi nacnopta 3  the passport from the home
pigHOI KpaiHu. country.

110. NocTkoHONiIKTHA (AeoKynoBaHa) Post-conflict (de-occupied) area Horbulin
TEpUTOPIA the part of the area, where the (2(1);;) -

p.

YyacTUHa TepuTopii, Ha AKil BiAbYyBCA
36poMHNIM KOHOANIKT i iKa byna
3BiNIbHeHa. [1na Takoi TepuTopii
XapaKTepHi gecTabinizauis
€KOHOMIYHOI cMTyaLii, pyMHOBaHHS
BUPOBHWNYOI, TPaHCNOPTHOI,

military conflict occurred and which
was liberated. This area features
destabilized economic situation,
ruined production, transport, energy
and social infrastructure, housing,
both urban and rural population
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eHepreTUYHOI, coLianbHOI
iHOPACTPYKTYPMU, KUTNOBOTO doHAY,
BiATIK HaceneHHn, geypbaHisauis Ta
3HeNAHEHHA Cin, 3HUXKEHHA PiBHA
3aMHATOCTI Ta A0X0/,iB HaceNeHHs.
[na BiAHOBNEHHA HOPMANbLHOTO
dYHKUiIOHYBAHHA TaKoi TepuTopii
HeobxigHe 3acTocyBaHHA
cneuiaNbHUX pexknumis
rocnogapcbKoi aianbHocTi. Hapasi e
YKpaiHi e YacTuHa Teputopii
JoHeubKoi Ta JlyraHCbKoi obnacTen,
Ha AKil 3 Bectn 2014 poky BiabdyBsca
36pOMHNI KOHPAIKT i iKa byna
3BiNIbHeHa BAiTKY 2014 poky.

decline, lower employment and
income rate. The resumption of the
post-conflict (de-occupied) area
functioning requires special
economic activity regimes. Currently
in Ukraine this term refers to the
part of Donetsk and Luhansk
regions, where a military conflict
had started in spring 2014 and which
was liberated in summer 2014.

111.

Mpopociicbki ncesao-ro
(rpomapcbka opraHisauis)

FO-nogibHi CTPYKTYypU, AKi GiHAHCYE
ypAa4 Pocii.

cnocib iHcTpymeHTanizauji
rPOMaAsHCbKOro CycninbCTBa
Kpemnem.

6araTo 3 ymx "r0" imiTytoTb 3axigHi
nigxoamn, Hanpuknag, 3BUHYBa4y4n
YPAAM KONMULWHIX paasHCbKUX
pecnybnik y cepio3HMX NOPYLUEHHAX
npas Nto4MHKU, 0c06MBO WOA0
POCIMCbKMX MEHLWH; iHWI no-
pi3HOMY NponaryTb POCICbKY
MOBY Ta 3aXMLLLAOTb POCINCbKY
iHTepnpeTaLito icTopii, AEMOHI3YI0Tb
yrogm npo acouiauito 3 €EC Ak
"dopmy okynauii" Ta iHCTpymeHT
"3amaHtoBaHHA geprkas y HATO",
nponaryTb KOHCEPBATUBHI LiHHOCTI
Ta NPaBOC/NABHE XPUCTUAHCTBO AK
AP0 €BpPaA3siiCcbKoi LUMBINi3aL,i B
ono3nuii "yyxux" eBponencbKknx
LiHHOCTel Ta mobinisauii ntogen Ha
BYMLi ANA NPOPOCIACbKUX
iHTerpauinHMxX NpoTecTiB Ta
po3naneHHA HAaNPYXeHOCTi.

BapilooTbCA Big acoujauin, Wwo
NpPeAcTaBATb POCIACEKI MEHLLINHMU,

(pro)-Russian pseudo “NGOs”

NGO-like structures financed by the
Russian government.

way of instrumentalization of civil
society by the Kremlin.

many of these “NGO”s mimic
Western approaches, for example by
accusing the governments of the
former Soviet republics of serious
human rights violations, especially
toward Russian minorities; others
variously promote the Russian
language and defend the Russian
interpretation of history, demonize
EU association agreements as a
“form of occupation” and an
instrument to “lure states into
NATO,” promote conservative values
and Orthodox Christianity as the
core of Eurasian civilization in
opposition to “foreign” European
values, and mobilize people onto the
streets for pro-Russian integration
protests and to stir up tensions.

range from associations
representing Russian minorities, pro-
Russian youth movements, think
tanks, analytical centers, election-
monitoring organizations, and

Rotaru (2018)
-p.8
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NPOPOCINCbKI MONOAIKHI pyXH, proRussian or secessionist
QHANITUYHI LEHTPWU, OpraHisaLii 3 institutions.
MOHITOpPUHTY BMBOpIB Ta
NpopocincbKi abo cenapaTUCTCbKi
yCTaHOBM.
112. Pocilicbke Kpoc-AOMeHHe Russian cross-domain deterrence Adamsky
CTPUMYBaHHA being composed of three (2015) - p. 37
CK/TaZla€TbCA 3 TPbOX intertwined concepts: traditional Sweijs &

B33aEMOMOB'A3AHNX NOHATL:
TPaAMUiHe saepHe CTPUMYBaHHS;
HeAagepHe (3arasibHONPUNHATE)
CTPMMYBAHHS, LLLO NOKNAAAETLCA
30e6inbWworo Ha TOYHI KepoBaHi
paKeTu Ta cneuHas; Ta
iHpopMaUiiHe CTPMMYBaHHA B Kibep
npocropi.

Ha npakTtuui ue npnssogmTb A0
"6e3nepepBHOro iHbopmaLiiHoro
CTPUMYBAHHA Ha BCiX MOXAUBUX
bpPOHTAX NPOTU BCIX MOXKAUBUX
ayANTOPIMN, LLLO MOCUIOETLCA
ALEPHOI CUrHANI3aUELD i
O0MNOBHIOETLCA BHYTPILUHbO-
BiAiCbKOBMM npumycom".

KiHueBOl meTo Takoro BMay
CTPUMYBaHHA € "aeeckanauia abo
BiAropoaXKeHHA NPOTUBHMKA Big
arpecii Ta HaB'A3yBaHHA BoAi Pocil,
6a)kaHo 3 MiHIMaNbHUM
HacunbCcTBOM"

Awne Takox: Kpoc-LlomeHHe

nuclear deterrence; non-nuclear
(conventional) deterrence relying
mostly on precision-guided missiles
and special forces; and informational
deterrence in cyber space.

In practice, this results in
“uninterrupted informational
deterrence waged on all possible
fronts against all possible audiences,
augmented by nuclear signaling, and
supplemented by intrawar coercion”

The ultimate purpose of this kind of
deterrence is “to deescalate, or
dissuade the adversary from
aggression, and impose Russia’s will,
preferably with minimal violence.”

See also: Cross Domain Deterrence

Zilincik (2019)
-p.14

CmpumyeaHHA
113. PockomHapg3op Roskomnadzor GEC (2020) -
PocilicbKe aeprkaBHe areHTCTBO, AKe  The Russian state agency that p.31
3AincHIoe Harnag, 3a 3Ml; oversees mass media; a hybrid
iHCTPYMEHT ribpnaHoro BnanBy influence tool
114. PoccoTpyaHUYECTBO Rossotrudnichestvo Vilmer et al.
(2018) - p.70

Pocilicbke aepraBHe areHTCTBO,
3aBAaHHAM KOTO € NOCUNEHHA

Russian public agencie, whose
mission is to further Russian
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BnMBY Pocii 3a KOpAOHOM, influence abroad, especially in CIS
ocobnmBo B KpaiHax CHA. countries. Lutsevych
CteopeHe B 2008 poui, gie Ak Established in 2008, it acts as an (2016) — p.9

NnapaconbKOBa OpraHisauia ana
MEpPEXi POCIMCbKUX CNiBBITYN3HUKIB
Ta PiHAHCYE Pi3Hi NPOEKTH
"nepkaBHOI anniomarii.
PoccoTpyaHnyecTso Bigirpae
AKTUBHY NONITUYHY PONb Y
30BHiLLHIN noniTuui Pocii,
KOHCONIAYouUN AiANbHICTb
NPOPOCINCbKUX FPaBLLB Y
NOCTPaAAHCLKOMY perioHi Ta
PO3MOBCIOAXKYOUYN HAPPATMB
Kpemna. BignosigHo g0 HOBOI
KoHuenuii cnpnAaHHA
MiKHapOAHOMY PO3BUTKY, AKa byna
nignucada MNytiHum y 2014 poui,
PoccoTpyaHuuecTso oodililiHo
OTPUMaANo NPoBiAHY POb Y
PO3BUTKY M'siKoi cuam Pocii, Aky B
0QiLiMHMX AOKYMEHTaX YacTo
Ha3MBatOTb AK "TyYMaHITapHUI BUMIpP
30BHILWHbOI NONITUKN".

umbrella organization for a network
of Russian compatriots and funds
various ‘public diplomacy’ projects.
Rossotrudnichestvo plays an active
political role in Russia’s foreign
policy by consolidating the activities
of pro-Russian players in the post-
Soviet region and in disseminating
the Kremlin’s narrative. In line with
the new Concept of International
Development Assistance, which was
signed by Putin in 2014,
Rossotrudnichestvo was officially
given a flagship role in developing
Russia’s soft power, often referred
to in official documents as the
‘humanitarian dimension of foreign
policy’.

Rotaru (2018)
-p.3

115. Uudposa nnarpopma (BKatoUaoum

CoyiansHy Mepecy)

B KOHTEKCTi ppaHLy3bKOi HaLioHanbHOT
cTpaTerii umdposoi besneku

"Undposi nnatpopmm, BKAOHAKOYUN
couianbHi mepexKi, MoXyTb 6inbL
nigcTynHo popmyBaTth AYMKY i 4acTo
€ BEKTOPAMM LiHHOCTEMN, AKi He
HanexaTb PpaHuy3bKin Pecnybniui.
Y neBHUX BUNagKax BOHW MOXYTb
6yTM BUKOPUCTaHI ana uinem
AesiHbopmallii Ta NoWnpeHHn
nponaraHau cepeg rpoMmaaaH
®paHuii, ocobnnso cepeg,
Havmonoawwmx. NMowmnpeHi Taknum
YMHOM AYMKM CcynepeyaTb
byHOameHTaNbHUM iHTepecam
®paHujii € Hanagom Ha 060pPOHY Ta
HauioHanbHy 6e3neky, Wo nianaaae
nig, peryntoBaHHA 3aKoHOM".

SGDSN (2015)
-p.20

Digital Platform (including Social
Network)-

in the context of the French national
digital security strategy

“Digital platforms, including social
networks, can shape opinion more
insidiously and are often vectors of
values that are not those of the
French Republic. In certain cases,
they can be used for the purposes of
disinformation and spreading
propaganda to French citizens,
particularly to the youngest ones.
The opinions that are disseminated
are therefore against France’s
fundamental interests and are an
attack on defense and national
security which is sanctioned by law.”

See also Digital Platform in "Hybrid
Threats in Software Engineering"
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OuBs. Takox Lugposa MNaamgpopma
B po3aini "l6pungHi 3arposun B
iHXXeHepii nporpamHoro
3abe3neyeHHAa"

116. Undposuii aBTopUTaprsm Digital Authoritarianism Polyakova &
BMKOPUCTAHHA LNPPOBUX the use of digital information l\;lgi:role 1
iHbOpMaLIMHUX TEXHONOTIM technology by authoritarian regimes ( ) =P
aBTOPUTAPHUMM PEXUMaMKN ANA to surveil, repress, and manipulate
cnocTepeXkeHHsA, penpecin Ta domestic and foreign populations —
MaHiny/1toBaHHA HAceNeHHAM is reshaping the power balance
BCEpeAEeHi KpaiHM Ta 32 KOPAOHOM, between democracies and
LLLO 3MiHIOE BanaHCc CU MixK autocracies.

AEeMOKpaTiaAMK Ta aBTOKpaATIAMM.

117. "YerBepta xBuna" teopii ‘Fourth Wave’ Of Deterrence MCDC(a)
CTPUMYBaHHA Theory (2019) — p.38
HOBWIM HaNpPAMOK pPoboTH WoA0 a new line of work on deterrence, Jervis (1979)
CTPUMYBAHHA, AKNI No4Yas which began emerging after the end Knopf (2010)

3’ABNATUCA NiCNA 3aKIHYEHHA
XONOAHOT BiHK i HabpaB obepTiB
nicna Tepakris 11 BepecHs.

XapaKTepun3yeTbca A4BOMA
KNHOYOBMMM eNemMeHTamMu, AKi
MaKTb 3HAYEHHSA Ana ribpmaHoi
BiliHW. MNo-nepuie, Biaxig, Big,
BiAHOCHO CUMETPUYHOIrO B3AEMHOIO
CTPUMYBAHHA AepHKaBHUX Cyb’'eKTiB y
6iK cTPpUMyBaHHA "acumeTpuUYHux"
3arpos i3 6oKy HeaepKaBHUX Ta
ncesaoAep»kaBHUx cyb’ekris. Mo-
Apyre, BUSHAHHA 6inbl WKMPOKOI
KOHLLenuii CTPUMYBaHHSA, AKa
BMXOAMUTb 3@ PaMKM BiICbKOBUX
3acobis.

of the Cold War and gained
momentum after the September 11
terrorist attacks.

Is characterized by two key elements
that are relevant to hybrid warfare.
First, a shift away from the relatively
symmetrical mutual deterrence of
state-actors towards deterring
‘asymmetric’ threats from non-state
and pseudo-state actors. Second,
the recognition of a broader concept
of deterrence that goes beyond
military means.
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4 TIBPUAHI 3ATPO3U B MYBJIIHHOMY YIPAB/IHHI TA AOMIHICTPYBAHHI

4 HYBRID THREATS IN PUBLIC ADMINISTRATION

Ne UA

EN Oxxepeno

118. ApanTtauin gep)xasu ao

MepeXKeBOoro ynpaBaiHHA

npouec B6yA0BYyBaHHA AepPXKaBU Y
TEXHIYHI 1 onepauinHi mepexi, Wwo
CYyNnpOBOAKYETLCA 3a/lyHEHHAM 40
bOpMyBaHHA CTAHAAPTIB | NPAKTUK Y
cepefoBMLLI 3a y4acTo 6araTbox
3aLiKaBeHUX CTOpiH. Peanizauin
AAHOro NpoLecy HeMoXAnBa
LWNAXOM BCTaHOBAEHHA NPAMOro
iEPAPXIYHOro KOHTPOJIIO HA4 HUM.

Milton et al.
(2013) - p.100

Adaptation of the state to network
management

"...Second, states are adapting to
networked governance not by
asserting direct, hierarchical control
over it, but by inserting themselves
into the technical and operational
networks and attempting to shape
standards and practices in a
multistakeholder environment"

119. “Butik MakpoHa” “Macron Leaks” Vilmer et al.
iHUMAEHT, aknii ctascs B 2017 poui -  incident of the release in 2017 —just (2018) - p.106
6yKkBasbHO 3a ABa AHi Ao apyroroTta two days before the second and final
OCTaHHbOIO TYPY NPE3UAEHTCbKNX round of the presidential elections—

BMOOPIB, KONM BHACNiAOK XakepcbKkoi  of 9 gigabytes of data that were
ataku 9 rirabant gaHux 6yno hacked from Emmanuel Macron’s
nepexonneHo 3 nepeasnmbopyoro campaign team.
wraby komanan Emmanyens These targeted actions against
MakpoHa. presidential candidate Emmanuel
Ui uinecnpsmosaHi gii npoTtn Macron and the orchestrated
KaHAnaaTa B NPe3naeHTH campaign against him (that started
EmmaHyena MakpoHa Ta several months earlier, through
opraHi3oBaHa NPOTM HbOTO KamnaHia numerous information manipulation
(Aka po3noyanacs Kinbkoma operations) seen as the attempted
MicauamM paHile, 3aBASKK interference in the 2017 French
YMCNEHHMM onepaLiam i3 presidential election.
MaHinynauin inpopmadieto)
po3rnaganuca sk cnpoba BTpy4yaHHA
y Bubopwu npesmgeHTta PpaHuii 2017
POKY.
120. FpomaacbKa 6e3neka Public safety DRDC CSS
(2013) -p.9

dYHKLUIA ypAaaiB AepKas, Wo
3abe3neyye 3axnCT rpomagsaH
KpaiHu, ocib Ha ii TepuTopii,
OpraHisauii Ta iHCTUTYUIM Big 3arpos

the function of governments which
ensures the protection of citizens,
persons in their territory,
organizations, and institutions
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ix 4,O06pobyTy Ta NPOLBITaHHIO against threats to their well-being —
rpomag, and to the prosperity of their
communities.

121. [ep:kaBHa iHpopmauitHa nonitTuka Government information policy Horbulin
CYKYNHiCTb OCHOBHMX HanpAMmis i There is the total of core areas and (2(1);;) a
cnocobiB gianbHocTi gepKaBu woao  activities of a state to collect, use, P-
o4ep*KaHHA, BUKOPUCTAHHA, disseminate and store information.

NoLMpeHHA Ta 36epiraHHA
iHpopMmaLUii.

122. [eceK’topuTun3auia B NONITUYHIN Desecuritization Buzan et al.
chepi the shifting of issues out of (1998) - p.4
nepeHeceHHn NUTaHb i3 emergency mode and into the
HaA3BUYANHOIO peXnmMy A0 normal bargaining processes of the
HOPMasIbHOro NEPEroBOPHONO political sphere
npouecy B NoNiTUYHIN cohepi.

123. AMnnomaTtuyHe NPUKPUTTA Diplomatic cover Horbulin
OpHa 3 dopm Ta ain HeoronoweHoi  The one of the forms and actions of (2017) a

. - . - p.157
ribpngHoi BiHM, MeTa AKUX non-declared hybrid warfare, aiming
NPUKPUTTA Ta HiBENOBAHHA at concealing and minimizing the
POCINCbKOT y4acTi B 4iax NpoTu Russian role in the activities
CyBepeHHOI YKpaiHCbKOI AeprKasu. undermining the sovereignty of

Ukraine.

124. [ocnipeHHA (MiXXHapogHOT) Security studies Walt (1991) -

6e3neku p.212

BMBYEHHA 3arpo3n 3aCTOCyBaHHA Ta
KOHTPOIO BilNCbKOBOI CUAN, AKE
nepeabayae, WO KOHOIKTU MiXK
AeprKaBaMU 3aBXKAM MOXKAUBI 1 Te
LLLO BUKOPUCTAHHA BilACbKOBOI CUAN
Ma€ AaNleKOCAXKHI Hacniakn ana
AeprKaB i cycninbCcTe. BuByeHHA
YMOB, AKi pob1ATb 3aCTOCYBAHHA
cman 6inbl imoBipHMM, cnocobw,
AKMMM 3aCTOCYBAHHA CUNM BMNINBAE
Ha OKpeMUX Ntoael, AepKaBu i
CyCNiNbCTBA, @ TAKOXK KOHKpeTHa
NONITUKA, AKY AepPrKABM NPUAMAIOTb
ANA NiarotoBKuM, 3anobiraHHs abo
yyacTi y BiliHi.

assumes that conflict between
states is always a possibility and that
the use of military force has far-
reaching effects on states and
societies. Accordingly, security
studies may be defined as the study
of the threat, use, and control of
military force. It explores the
conditions that ‘make the use of
force more likely, the ways that the
use of force affects individuals,
states, and societies, and the specific
policies that states adopt in order to
prepare for, prevent, or engage in
war
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125. EneKTpOHHMi1 ypaa E-governance Neudert &

. . Marchal
€/IeKTPOHHe ynpasniHHA abo electronic governance, or the
. . . . . (2019) —p.5
3acTocyBaHHA iHPopMaLiNHKMX Ta application of information and
KOMYHiKaLiMnHNX TEXHONOTIN anA communication technologies for
HaJaHHA AepKaBHUX NOCAYT. delivering government services.

126. €BpocKkenTULU3IM Euroscepticism Horbulin
HanpAM NONITUYHOIT AYMKM B KpaiHax the way of political thinking in (2017) -
€Bponu, Lo CTaBUTb Mif, CYMHIB European countries, which questions p.157
AOUINIbHICTb NpoLuecy NosiTUYHOI, the advantages of political, legal and
NpPaBOBOi Ta EKOHOMIYHOI iHTerpauii  economic integration within the EU
€EBPONENCHKNX AeprKaB y mexax ECi  member-countries to the extent of
BJIaCHe CamMoro iCHyBaHHA principle opposition to the existence
€sponeincbkoro Cotosy Ak of the European Union as a
HaAHaLioHa/IbHOroO supranational institutionalized unity.
iHCTUTYLLIOHANI30BaHOro YTBOPEHHA.

127. Ki6bep gunnomarin Cyber-diplomacy Barrinha &
annnomaria B Kibepnpoctopi abo can be defined as diplomacy in the Renard
BUKOPUCTAHHA ANNAOMATUYHNX cyber domain or, in other words, the (2017) -
pecypciB i BAKOHaHHA use of diplomatic resources and the p.355
ANNAOMATUYHUX QYHKLIN AnAa performance of diplomatic functions
3aXMCTY HaLiOHAaNbHUX iHTepeciB y to secure national interests with
KibepnpocTopi. Taki iHTepecu regard to the cyberspace. Such
3a3BMYall BUABNAIOTHCA B interests are generally identified in
HaLiOHANbHUX CTpaTeriax national cyberspace or cybersecurity
KibepnpocTopy abo Kibepbesnekn, strategies, which often include
AKi 4acTO MICTATb NOCMAAHHA Ha references to the diplomatic agenda.
OVUNIOMATUYHUIA NOPSAA0K AEHHUN. Predominant issues on the cyber-

JomiHyBanbHi NUTaHHA B NOPAAKY diplomacy agenda include
AeHHOoMY Kibepannnomarii cybersecurity, cybercrime,
BK/1H0YAIOTb Kibepbesneky, confidence-building, internet
Kibep3no4yuHHicmb, 3MiLHEHHSA freedom and internet governance
nosipu, ceoboay IHTepHeTy Ta
YyNpaBAiHHA IHTEepHeTOM.
128. Kibep 3104nHHicTb Cybercrime European
oo . . . . Commission
3/I0YMHHI AiAHHA, BUMHEHI B consists of criminal acts committed (2021)

OH/MIaMHOBOMY pPeXUMMI 3
BMKOPUCTAaHHAM eNEeKTPOHHMUX
KOMYHiKaLiMnHUX MepeXK Ta
iHbOopMaLiNHKX cucTEM

online by using electronic
communications networks and
information systems
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129. KoHTponb 3a eKcnopTtom 36poi Control of arms exports Mira (2011) -
KOMMEKC 3axoais, cnpsamoBaHnx Ha  (pt ) tal controlo podera ser definido p. 248-249,
3abe3neyeHHA Npouecy ekcnopTy como sendo o conjunto das medidas p.247,p.246
036pOEHD i3 cyBOpMM A0TpUMaHHAM  tendentes a assegurar que aquelas
BMMOT 3aXUCTY iHTepPEeCiB exportagdes, incluidas pela Lei nas
HaLioHanbHOi 060pOHU 1 actividades de comércio de
€KOHOMIKM, CyCniNbHOro CMOKOto, armamento, ocorram “em estrita
BHYTPILLIHbOI i 30BHIiLLIHbOI He3neKkn subordinacdo a salvaguarda dos
Ta AOTPUMAHHAM MiXKHapPOAHUX interesses da defesa e da economia
3060B'A3aHb AepKaBU, 3a AKKX nacionais, da tranquilidade publica,

[lepyKaBa CTBOPIOE NPABOBI da seguranga interna e externa e do
iHCTPYMEHTH, Lo 3abe3neyytoTb respeito pelos compromissos
3[IMCHEHHA TAaKOrO EKCNOPTHOrO internacionais do Estado
KOHTPOJIIO Ha CBOIA TEPUTOPII. portuguésy; ... «E o Estado que cria
LisNbHICTb WOA0 KOHTPOIO 32 os instrumentos juridicos que
eKcrnopTom 36poi po3BUBAETLCA B concretizam, no seu territério...»...
KOHTEKCTi BiAHOCUH MiX «... de controlo de exportacdes de
AeprkaBamMu, AKi € HaCTUHOIO armamento evoluem no contexto
CBIiTOBOI cUCTEMM das relagcbes entre os Estados
integrantes do Sistema Internacional

130. MixkHapopaHa Kpu3a International crisis Weldes
couianbHa Ta KyAbTypHa crises more generally, are social, and (1999) - p.37
KOHCTPYKLLfA, AKY CTBOPIOIOTb specifically cultural, constructions. ...

OeprKaBHi YNHOBHMKM B NpoLECi crises are social constructions that
dopMyBaHHA Ta BiATBOPEHHSA are forged by state officials in the
HaLioHaNbHOI iAeHTUYHOCTI course of producing and reproducing
(yHacnigoK 4oro moxKyTb BUHUKATH state identity.

HenepeabaydyBaHi cMTyau,ii,

npoABAATUCA HOBi abo NpuxoBaHi

paHiwe KOHPANIKTN Ha

MiXKHapoaHOMY PiBHi).

131. Hebe3nekay mixkHapoaHuUxX dangers in international relations Buzan et al.
BlAHOCUHaX insecurity (threats against which no (1998)-p4
HaABHICTb peasibHMX 3arpo3 adequate countermeasures are
MiXHapPOAHIM 6e3neLi, NPOTN AKNX available)

HEeMa€e aleKBAaTHUX KOHTP3aXOoAiB.

132. HenetanbHi ncuxonoriyHi onepauii  Non-lethal psychological operations Bradshaw &
3 BUKOPUCTAHHAM COLiaNbHUX using social networks Howard
mepex (2017)—-p.4

dopMyBaHHSA Cycni/IbHOI NOBEAIHKK
33 ONOMOTOI0 BUKOPUCTAHHA

shaping public behavior through the
use of “dynamic narratives” to
combat the political propaganda
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"OMHaMIYHUX HapaTmBiB" gna disseminated by terrorist
60p0TbOM 3 NONITUYHOO organizations
nponaraHAo AKa NOWUPHETLCA
TEPOPUCTUYHMMM OpraHisauiamu.
133. IHCTUTYULINHMIA MeXaHi3m Institutional machinery MCDC(a)
. . (2019) — p.90
npouecu, MmexaHiamu, noan  Ta the processes, mechanisms, people
HaBMYKKN, HeobxiaHi HauioHanbHum and skills required in national
ypAagam Ta  TpaHCHauioHanbHMM governments and multinational
yCTaHOBaM Ansa peanisauji ctparteriii institutions to implement strategies
npoTuAji ribpuaHin BinHi. to counter hybrid warfare.

134. IHCTpymeHTU Bnagm Instruments of power MCDC(a)
enemeHTn cepegosuia MPECI. elements of the MPECI environment. (2019) - p.90
Konu uj enemeHTn "036poeHi", When these elements are
iHCTPYMEHTU B/l MOXKYTb CTaTH ‘weaponized’ the instruments of
3HapA44AM aTaKu. power can become tools of attack.

Awue. Takoxx MPECI See also: MPECI.

135. CrparteriyHi KOMyHiKauii Strategic communications Horbulin
CKOOPAWHOBAHE Ta HafexXHe the mean coordinated and proper (2017) -
BUKOPUCTAHHA KOMYHIiKaLimHNX use of state communication p.159
MOXNBOCTEN AepKaBu - nybniyHoi  capacities — public diplomacy, public
Annaomartii, 38’A3KiB i3 relations, military public relations,
rPOMaZCbKICTIO, BiicbKoBMX 3B’sA3KiB  information and psychological
i3 rpomaacoKicTio, iHdopmaLitHo- operations, events designed to
NMCUXOJIOTIYHMX OMnepaLiin, 3axoa;s, facilitate and meet the targets of the
CNPAMOBAHUX Ha NPOCYBaHHA country.
3aBAaHb AeprKaBu.

136. ®PiHaHCOBaHi ypAAOM aKKayHTH, Government-sponsored accounts, Bradshaw &
Beb6-cTOpPiHKK UM nporpamm web pages or applications Howard

. o (2017)-p.10
BNACHi akayHTK, Beb-caliTi Ta own government-sponsored
00AaTKN, AKi diHaHCYE ypaa, Ta accounts, websites and applications
NPU3HaYeHi oA NOWMpPEHHSA designed to spread political
noniTMyHoi nponaraHam. Li obnikosi  propaganda. These accounts and the
3aMnmcK Ta 3MiCT, WO HaaXoAUTb 3 content that comes out of them are
HMX, YiTKO NO3HaYeHi AK ypaaoBi. clearly marked as government

operated.

137. UuBinbHi acneKkTn KpM3oBoro Civilian Aspects of Crisis Stevens

MeHeAXMeHTy B CninbHin Management in The Common (2011) — p.37

30BHilWHIN noniTuui i noniTuui
6e3neku €EsponeiicbKoro Cotosy

Foreign and Security Policy (CFSP)
of the European Union
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KPU30BUIN MEHEAXMEHT, AKMI 4acTo
BiAOYBAETbCA Y MOCTKOHPNIKTHUMN
nepioA, i XapaKkTepu3yeTbCA roCTPOIO
HecTayelo NoTeHLjiany, HeobxigHoro
ANnA 3abe3neyeHHA cTiikoro mupy. Y
Len nepioA KNOHOBE 3HAYEHHA MaE
WBWAKE BUABNEHHA Ta CBOEYACHE
3a/7y4YeHHA UMBINbHMX daxiBL,iB.
KoHcynbTatnBHMiIA opraH €C, wo
3aMMa€ETbCA UMBINbHMMM acneKkTamm
KPM30BOro MeHeaKMeHTy — KomiteT
i3 LMBINbHMX aCNEKTIB KPM30BOrO
meHegxRmeHTy (CFSP)

the civilian crisis management takes
often place in the post-conflict
period, which is often characterized
by a critical shortage of capacity
needed to secure a sustainable
peace environment. In this period
the prompt identification and the
timely deployment of civilian
expertise is of key importance. The
Committee for Civilian Aspects of
Crisis Management (CivCom) is an
advisory body within the European
Union dealing with civilian aspects of
crisis management.

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Co-funded by the
Erasmus+ Programme
of the European Union

WARN

54

5 MBPUAHI 3ATPO3M B MEHEAXMEHTI OPTAHI3ALIV | AOMIHICTPYBAHH]

5 HYBRID THREATS IN ORGANISATION MANAGEMENT AND
ADMINISTRATION

Ne UA EN OXepeno

138. Ti6pupHa aaxokparia Hybrid adhocracy Galeotti
HedboOpManbHUN Ta informal and de-institutionalised (2020) - p.4
OEIHCTUTYLiOHaNi30BaHNN CTU/b style of governance in which formal
ynpaBAiHHA, NPy AKOMY OQiLiNHI responsibilities and job titles matter
0608B'A3KM Ta Ha3BM Nocag, MaloTb much less than how one can please
HabaraTo meHLLe 3Ha4YeHHA, HiXX Te,  the leader; your role and tasking
AK MOXXHa 3a4006pUTU KEPIBHUKA; today may well not be the same
Bala PoJib i 3aBAAHHA CbOTOAHI tomorrow, even if your formal
MOYTb HE BYTU TaKUMUK CaMUMU position remains unchanged.
3aBTpa, HaBiTb AKLW,O Bawa odiuinHa
No3unuia 3a/IMWAETLCA HE3MIHHOIO.

139. 3axucT KPUTUUHOI iIHPPACTPYKTYPHU Critical infrastructure protection. Horbulin
KOMMEKC 3axo4iB, peanizoBaHuiny  the set of measures implemented in (2017) -
HOPMaTUBHO-NPABOBMX, regulatory, institutional and p.156
OpraHi3auiHMX, TEXHONOTYHUX technology tools directed toward
iHCTPYMEeHTax, CMIPAMOBAHUX HA assurance of critical infrastructure
3abe3nevyeHHs be3nekn Ta cTikocTi  safety, security and resilience
KPUTUYHOI iIHGPaCTpyKTypum

140. KputuuHa iHppacTpyKtypa Critical Infrastructure Savolainen
Yy CBOEMY HAMLUMPLLIOMY PO3YMiHHI in its broadest sense, covers (2019) -p.8
OXOMJIHOE TaKy iHOPACTPYKTYPY, AK: infrastructure such as factories,
3aBOAM, NiKapHi, eNeKTpocTaHLil, hospitals, power plants, electric grid,
€NEeKTPOMEpEXKa, aeponopTh, NopTH, airports, ports, bridges and roads,
MOCTU Ta A0OPOrU, NOTICTUYHI but also logistics chains as well as
MEPEXKIi, a TAaKOX Mepexi, Wo networks that produce and transfer
BMPOBNAIOTL Ta NepeaatoTb information, goods and money, i.e.
iHbopmaLito, ToBapwu Ta rpowi, Tob6Tto all large physical or virtual systems
BCi BenuKi pisnyHi abo BipTyanbHi that provide modern societies with
cucTeMu, Wo 3abesneyytoTb cydacHe  what they need for normal daily life.
CyCninbCTBO TUM, WO MOMY NOTPiBHO
ANA HOPMAJIbHOTO NOBCAKAEHHOTO
KUTTA.

141. KputunuHa iHdppacTpyktypa €C EU Critical Infrastructure European

Council

aKTUBU, CUCTEMM abO iX YaCTUHMU,
pO3TallOBaHi B AepKaBax-yaeHax

asset, system or part thereof located
in Member States which is essential
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€C, W0 MaloTb BaXK/INBE 3HAYEHHS for the maintenance of vital societal  (2008). -
ONA NiATPUMAHHA XUTTEBO functions, health, safety, security, 345/77

BaXK/MBMX COLianbHUX QYHKLIN,
OXOPOHM 340pPOB'sA, 30eperKeHHs,
6e3neKkn, EKOHOMIYHOTO YN
couianbHoro gobpobyTty ntoaen, i
nopyLweHHA abo 3HULLEHHA AKNX
MaTMMe 3HaYHUM BMN/IMB Ha
Lepxasy-yneHa €C BHacNigoK
HEMOXNBOCTI 36epertu ui GyHKLiT

economic or social well-being of
people, and the disruption or
destruction of which would have a
significant impact in a Member State
as a result of the failure to maintain
those functions

142. PyWiHiBHi TexHonorii Disruptive technologies Doyle (2011)
cneundivyHa TEXHONOTIA, AKA MOXKe a specific technology that can
NPUHLMNOBO 3MIHUTK HE TiNbKK fundamentally change not only
yCTaNieHi TEXHONOTIi, ane TakoX established technologies but also
npasuna Ta 6isHec-mogeni nesHoro  the rules and business models of a
PUHKY, a YacTo bi3Hecy Ta given market, and often business
CyCniNbCTBa 3arasioM. and society overall.

143. Cuna cnabkux The power of the weak Smith (2017)
HaBMYKKN BEAEHHA NeperoBopiB Ta negotiation and bargaining skills, ~p-5
BEeEHHA TOPriB, BMiHHA NpaBMAbHO  being able to time action correctly
BM3HA4aTW Yac (HanpuKknaga, (for example provocations and/or
npoBoKauii Ta / abo 3anogiaHHA inflict damage on reputation) and
WKOAM penyTauii) Ta BUAUMICTb appearance of coherence.

Y3rogXeHocTi.

144. CTilAKiCTb KPUTUYHOI Critical infrastructure resilience. Horbulin
iHpacTpyKTYpH The ability of the Critical (2017) -
CNPOMOXKHicTb KpumuyHoi Infrastructure to function reliably in p.156
IHgppacmpyKkmypu HaginHo the normal mode, adapt to
GYHKLIOHYBATM B HOPMa/IbHOMY continuously changeable conditions,

PeXMMi, alanToByBaTMCb A0 YMOB, resist and promptly recover after
LLLO MOCTIAHO 3MiHIOKOTbCA, accidents and technical failures,
NPOTUCTOATU Ta LLBUAKO malicious actions, natural disasters
BiZIHOB/1IHOBATMCH MNic/1A aBapin Ta and hazardous natural phenomena.
TeXHi4YHUX 360iB, 310BMUCHUX AilA,
NPUPOAHUX IUX Ta Hebe3neyHux
NPUPOAHUX ABULL,
145. Crparteria “uinbosoro amiyHeHHA” “Target hardening” strategy Falk (2020) —
p.3

TEPMIH, SKMIA BUKOPUCTOBYHOTb
noniyeicbKi, NpauiBHUKM OXOPOHU
Ta BiliCbKOBI; Nnepepnbayae
nocuneHHs besnekn byaisni um

a term used by police officers, those
working in security, and the military
referring to the strengthening of the
security of a building or installation

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Co-funded by the
Erasmus+ Programme
of the European Union

WARN

56

cnopyam 3 MeTolo il 3aXUCTy Y
BMNAAKY Hanaay abo 3meHLWeHHA
PU3UKY KpadiXKKn. BBarkaeTbea, WO
"CUNBHUIA, BUAUMUIA 3aXUCT
CTpMmyBaTMMe abo 3aTpumyBaTUme
aTaky".

in order to protect it in the event of
attack or reduce the risk of theft. It
is believed that a “strong, visible
defence will deter or delay an
attack”
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6 MN6PNAHI 3ATPO3U B YIPAB/TIIHHI ®IHAHCOBO-EKOHOMIYHOIO
BE3MEKOHO

57

6 HYBRID THREATS IN FINANCIAL AND ECONOMIC SECURITY MANAGEMENT

Ne UA EN Oxxepeno

146. bi3Hec-mopaenb Ha OCHOBI Business Model Based on Addiction Gorbis et al.
3aneXHocTi Ta 360py AaHUX and Data Capture (2019) —p.4
nnatdopmMmu couianbHUX meaia social media platforms are
CNPOEKTOBaHi B Takuii cnocio, Lwob engineered to keep users on the site
AKOMOra AoBLle yTpumMmyBaTH as long as possible, collect data on
KOpWUCTYBayiB Ha caiTi, 3bMpaTtu gaHi  everything they do, and sell it to
npo BCe, WO BOHM pobnATb, i advertisers. Treating advertisers as
npoAaBaTh iX peknamogaBuUAM. their clients, rather than users, has
Po3ymiHHA came peknamogasLis Ak led to deceptive practices that
CBOIX K/iEHTIB, 2 HE KOPUCTYBAYiB, exploit tactics of propaganda at the
NPU3BENO 4,0 OMAHANBUX NPAKTUK, expense of the public.

AKi BAKOPUCTOBYHOTb TAKTUKY
nponaraHAn 3a PaxyHoK
rPOMagCbKOCTi.

147. bopr flHyKOBMYA Yanukovych Debt Horbulin
IHCTpyMeHT $piHaHCOBOro TUCKY Ha The instrument of the RF financial (2017) B
YKpaiHy 3 MeTOoo AoBeAeHHA i 4o pressure on Ukraine to lead it to p.153
cTaHy gedonty B ymoBax ribpugHoi  default in the condition of hybrid
BilHM 3 6oKy P®. 3aboprosaHicTb war. The debt of Ukraine to Russia
YKpainu nepegp Pocieto, cpopmoBaHa  resulting from the buyout of two-
LWNAXOM BUKYMY POCIMCbKNUM year 5 % coupon Eurobonds
doHaom HauioHanbHoro nobpobyty  (Ukrainian government securities
(PHA) y rpyani 2013 poky listed securities listed on Irish stock
NBOPIYHNX EBPOOOHAIB i3 KYyNOHOM exchange) for the total amount of $3
5% (uiHHi nanepwu yKpaiHCbKOro bln and maturity on 20 December
Ypsaay, wo 6yam posmilleHi Ha 2015 by the Russian National Wealth
IpnaHAcbKi oHAOBINM Bip»Ki) Ha Fund (NWF) in December 2013. It
3aranbHy cymy S 3 mapg Ta 3 had political grounds only (refusal
TepmiHOM noraweHHa 20 rpygHa from the European integration of
2015 poky. byna cdopmoBaHa cyTo Ukraine).
Ha NONITUYHMX YyMOBaXx (BiAMOBa Bif,
€BPOIHTErpaLuinHoro Kypcy YKpainu).

148. TibpuaHa 3arposa 3 nornagy Hybrid Threat from the perspective Harjanne et

MyHiLuMnanitety

WKiANMBUIA BNAMB, CNPAMOBaAHUMN Ha
KPUTUMYHI onepauii. KpUTUYHi

of a municipality

is harmful influencing targeted at
critical operations. Critical

al.
p.6

(2018) -
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onepau,ii ctocytoTbecA operations refer to the
iHppacTpyKTypm, Npouecis Ta infrastructure, processes and
opraHisauii, HeobxiaHux gna organisations necessary for the city’s
OCHOBHMX OnepaLii micTa, a TakoxK,  basic operations as well as, possibly,
MOX/INBO, AesAKUX OCib. some individuals.

149. EKOHOMiYHUIA BaxKenb Economic Leverage Treverton et
EKOHOMIYHI Baxkeni moxyTb 6yTn y Economic levers can come in the al. (2018) - p.
dopmi gonomoru 3 6oky iHozemHux  form of foreign aid assistance, 64
AEepPrKaB, CAHKLiN Ta BUKOPUCTAHHA sanctions, and the use of loaned
NO3NYEHUX PECYPCiB AK PO3IMIHHUX resources as bargaining chips to put
MOHET A/1A TUCKY Ha iIHO3eMHUI pressure on a foreign government.
ypaa. Ua popma Baxkenis Bnimsy This form of leverage is hardly new
HaBpPAZ YM € HOBOIO, a/ie BOHA by any means, but it remains one of
33/IMWAETbCA OQHUM i3 the most important and effective
HaMBaXK/NMBILLMX Ta tools to influence decision-making in
HaeEeKTUBHILLMX IHCTPYMEHTIB another country. Economic influence
BNAMBY Ha NPUMAHATTA PilleHb B is also not solely limited to trade,
iHWIiM KpaiHi. EKOoHOMiYHWI BNMB He  but also includes other industries
0bMmeKyeTbCA nLLe TopriBAeto, a such as energy and tourism.

TAKOM BKJ/IHOYAE iHWI ranysi, ak-oT
eHepreTMKa Ta Typusm.

150. EHepreTuyHa 6e3neka Energy security Horbulin
CMPOMOXKHICTb KpaiHM TEXHIYHO The capability of the country to (2017) a
HagiHUMm Ta 6e3neyHnm, meet its energy demand in p.157
E€KOHOMIYHO ePEKTUBHUM, technically reliable and safe, cost
3iNCHEHHUM Ta €KONOTIYHO effective, feasible and
NPUAHATHUM cnocobom environmentally friendly way to
3a40B0NbHATM NOTPebu cycninbctBa  ensure: adequate levels of the
B Na/IMBHO-eHepreTUYHmUxX pecypcax  population livelihood; sustainable
ONA TapaHTyBaHHSA: Ha/1eXKHOro functioning of the national economy
PiBHA }KUTTEAIANBHOCTI HACEeNEHHSA; in normal and crisis conditions;

CTanoro GyHKLUiOHYBaHHSA capabilities of the government to
HaLioHaNbHOT EKOHOMIKM B establish and execute the policy
peXXumax 3BM4yanHoro Ta protecting national interests.
0C061MBOrO CTaHY; MOMK/IUBOCTI
KepiBHULTBA AeprKaBM Y
dopmyBaHHi i 34iMCHEHHI NONITUKK
3aXUCTY HaALiOHaNbHUX iHTepeciB.
151. "KopynuiiHWUi TPUKYTHUK" ‘Corruption Triangle’ MCDC(b)
(2019) —p.

€ 0aHUM i3 cnocobis
KOHLLeNTyani3auii Kopynuii.

is one way of conceptualising
corruption.
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OcHoBHa igen: wob Kopynuis mana Main idea: for corruption to take
Mmicue, NOTPiGHI TPU KNOYOBI place requires three key factors to
daKkTopwu: come together:
- MOTMBaL,ifA, - motivation,
- MOX/IUBICTD i - an opportunity and
- pauioHanisauis TUX, XTO 34iNCHIOE - a rationalisation by those carrying
Kopynu,ito. out the corruption.
152. Kopynuin Corruption Transparency

3/10BXXMBAHHA JOBIPEHOIO BAa40H0 3
METO OTPMUMAHHA NPUBATHOI
BUTO4MN.

3/10BKMBAHHA CNYK60BUM
CTAaHOBMULLEM i HEHaNEeXKHe
GYHKLIOHYBAHHA AeprKaBHUX
YCTaHOB, fIKE WKOAMTb 3araJibHOMy
6nary.

€ 04HUM 3 ribpnaHnx 036poeHb: 1)
AK KI0YOBUIN GaKTop, LLLO CNPUSE
BMKOPUCTaHHIO iHLWOI 36poi B
ribpngHomy 036p0oE€HHi; 2) AK
nigcuAOBaY BNJINBY iHLWNX BUAIB
AianbHOoCTi; 3) AK NOTy*KHa 36posn
MacoBoro 3pmay; 4) Ak 36pon
MacoBOrO BifBOiKaHHA.

Lle HeyecHa U WaxpaicbKka
noBeAiHKa BNafHMUX CTPYKTYP, AK
npaswuao, NoB’A3aHa 3 NigKynom.

Kopynuis mae sk $pisnyHy, Tak i
NMCUXONOTiYHY CKNagoBy. PisnyHUA
KOMMOHEHT 30CepeaKy€ETbCA Ha
BTPaTi pecypcy Ans Toro, ANA Yoro
pecypc cnoyaTKy 6yB NpU3HaAYEHMIA.
Lle npoaBAAETLCA Y MOXKINBOCTAX,
AKi KOLWTYIOTb AOPOXKYE, HiXK CAig,
(kopynuiiHi "HaknagHi BuTpaTKn"),
260 B MoripLeHHi NPOAYKTUBHOCTI.
HabaraTo 3rybHiloto € ncMxonorivyHa
CKnagoBa Kopynuii. Kopynuia ak
NOHATTA TiCHO NoB'A3aHa B NCUXiL,i
NOANHU 3 NOHATTAMM
cnpaBegMBOCTI Ta
Hecnpasea/IMBOCTI.

the abuse of entrusted power for
private gain.

the misuse of public institutions and
office to the detriment of the
common good.

is one of the hybrid weapons: 1) as a
key enabler in the use of the other
weapons in the hybrid armoury; 2)
as an amplifier of the impact of
other activities; 3) as a powerful
weapon of mass disruption; 4) as a
weapon of mass distraction.

Is the dishonest or fraudulent
conduct by those in power, typically
involving bribery.

Corruption has both a physical and a
psychological component. The
physical component centres on the
loss of resource to the endeavour
that the resource was originally
intended for. This manifests in
capabilities costing more than they
should (the corruption ‘overhead’)
or degraded performance. Far more
pernicious is the psychological
component of corruption.
Corruption as a concept is closely
linked in the human psyche to
concepts of justice and injustice,
fairness and unfairness.

International

(a)

Lough
Dubrovskiy
(2018) - p.4

MCDC(b)
(2019) - p.1

&
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153. Kpusa eKkoHOMmiuHOi moaeni Crisis of the economic model Vilmer et al.

OAHO 3 ABuL, "Kpn3n npecun". one of “the crisis of the press” (1280718) -p-38,

€ pe3ynbTaTOM 3MEHLLEHHA J,0X04iB phenomenon.

BiZ, peKknamm B npeci yepes the result of the decrease in press

KOHKYpPEHL,it0, i3 AKOIO BOHA advertising revenues, due to the Tworek

CTMKHY/1acA CNoYaTKy Nicas nossu competition it first faced from the (2018) — p.2

TenebayeHHs, a 3rogom i 3 advent of television, and then later

BMHaxo4oM |HTepHeTy. MNepexig Ao on with the invention of the

umdpposux 3MI Haspag, um internet. The shift over to digital

3abe3neynB KomneHcauito: undposa media hardly provided

peKknama MeHLW NpubyTKoBA, HiX compensation: digital publicity is

OpYK i TenebayeHHA. baratbom less lucrative than both print and

areHuism Ta HOBUHHUM television. Many agencies and news

opraHis3auism gosogmnaoca organizations have had to lay off

3Bi/IbHATU }KypHanicTis, Buniadysatn journalists, doll out severance

BUXiAHI BUNNATU Ta NPUNUHATU payments and terminate certain

neBHi iHbopmauinHi BuaaHHA. L news outlets. This precarious

HecTabinbHa cuTyauis pobuTb npecy  situation renders the press even

e 6inblw Bpas3nMBoO A0 more vulnerable to information

MaHinynauin 3 inbopmauieto, manipulation, because there are less

OCKIi/IbKN MEHLLE NI0AeN i MeHle people and less time to detect them

yacy A8 iX BUABMEHHA, a TAaKOXK and because of the premium placed

3aBAAKM BiNbLUiM KINbKOCTI, HiXK on quantity rather than quality.

AKoCT. Nevertheless, new economic models

TM He meHLle, NOoCTiHO are constantly cropping up, and are

3’ABNIAKOTLCA HOBI EKOHOMIYHI paid for by subscriptions and the

MoZeNi, 33 AKUMM CNNAYYIOTb diversification of revenue sources

nignucky, Ta gmeepcmdikau,is (with expansions in event planning,

Axkepen goxoais (Hanpuknaag, 3 for example).

PO3LWMPEHHAM MNAaHYBaHHA NOAIN).
154. Toprosa BiitHa Trade war Horbulin

KOHONIKT ABoX abo KiNbKoi KpaiH y the international trade conflict LZ;);;) -

cdepi 30BHILLHbOTOProBEIbHUX
BiZAHOCMH, CYNpPOBOAXKYBaHWNI
3aCTOCYBaHHAM ANUCKPUMIHALIMHMX
YMOB TOPTiBAi Ta peanizoBaHUi
TapUGHUMM | HETapUPHUMM
MeToAaMU. 3aCTOCOBYETLCA AK Y
MeXaX YNHHUX MiXKHAPOLHUX Ta
HaLioHaNbHMX HOPM, TaK i N03a
HMMM, 3 METOIO OTPUMAHHA
€KOHOMIYHUX Ta NONITUYHNX NepeBar
Hag, iHWO KpaiHoto-

between two or more states
accompanied by the use of
discriminatory rules of trade. It is
realized by tariff and non-tariff trade
defense methods. TW is used both
in and out of the existing
international and national
regulations with aim to gain
economic and political advantages at
the expenses of the rival country.
TW can be directed to the expansion
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CYyNpOTUBHOKMUM. Moe ByTu
CNpAMOBaHa Ha 3axONJIeHHA PUHKIB
iHLWKMX KPaiH, @ TAKOX Ha 3axumcT
HALiOHANbLHOIO PUHKY. €
Pi3HOBMAOM €KOHOMIYHUX BilMH (AK-
OT Ba/IlOTHA, eHepreTuyHa,
NpPoAOBOAbYA TOLO).

on the other countries’ markets as
well as to national markets
protection. TW is one of the type of
economic war (such as currency,
energy, food wars, etc.).

155. ®diHaHcyBaHHA opraHisauii Funding of Organizations Treverton et
6araTto KpaiH nparHyTb piHaHcyBaTM  many countries seek to fund al. (2018) -
OpraHi3auii Y1 aHaNITUYHI LEHTPK, organizations or think-tanks that p.>8
AKi NpoCcyBatoTb NOrNA4M, WO promote views friendly to their
BiZINOBIAAOTH iXHIM iHTEpEecam. interests. Promoting ideas that
MpocyBaHHA igei, Wo cnpuarTb further a country’s interest is one of
PO3BUTKY iHTepeciB KpaiHn, € ogHum  the oldest tools of political and
i3 HAMAABHIWWX IHCTPYMEHTIB social influence.

NONITUYHOTO Ta COLia/IbHOro BNAMBY.
156. «YopHwuii paxyHOK» (YopHa Kaca) ‘black account’ (chernaya kassa) Galeotti
(2020) = p.7

¢diHaHCcOBI nepeKkasnM NPUXOBAHUX
rPOLLEe, AKi BAaXKKO NPOCTEXUTH.

financial transfers of hidden money,
which are much harder to trace.
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7 FIBPUAOHI 3ATPO3M B IHKEHEPIT MPOTPAMHOIO 3ABE3MEYEHHA
/7 HYBRID THREATS IN SOFTWARE ENGINEERING
Ne UA EN Oxxepeno
157. AreHr IKc X-Agent Treverton et
al. (2018) -
WKigAnBe nporpamHe a malware that allows for remote p.41-42

3abe3neyeHHs, AKe [03BONAE
BiA4aNeHO BUKOHYBATM KOMaHAM,
nepeaasaTn Gpanim Ta peecTpyBaTtu
KNtoui, PyHKLiA, AKA PEECTPYE KOXKHe
HaTUCKaHHA KNaBiwi, 3pobaeHe Ha
CKOMMNPOMETOBaHOMY KOMMN'toTepi,
W0 3abe3neyye Nerknin 4ocTyn Ao
naponis. X-Agent TakoXx
HaNALWTOBAHUM HA MOXAUBICTb
pPobOTM AK HAa KoMN'toTepi, TaK i Ha
MobinbHUX nnaTPopmax.

commands, file transmissions, and
keylogging, a feature that records
every keystroke made on a
compromised computer which
allows for easy access to passwords.
X-Agent is also configured to be
capable of running on both
computer and mobile platforms.

158. IHTepHeT peueii (loT): The Internet of Things (loT): Bekkers et al.
Mepexka ¢isnYHUX NPUCTPOIB, The network of physical devices, (2019) - p.26
TpaHcnopTHUX 3acobis, NobyToBOI vehicles, home appliances, and
TEXHIKM Ta iHLWNX eNeMeHTiB, other items embedded with
BOYA0BaHMX B €N1EKTPOHIKY, electronics, software, sensors,
nporpamHe 3abe3sneyeHHs, gaTinkm, actuators, and connectivity, which
BMKOHaBYi MexaHi3mu Ta 3acobu enables these things to connect,
3B'A3KY, W0 [103BOJISIE MM pPeYam collect and exchange data.
n'p'K,moanMCﬂ’ 36upatn Ta Examples of hybrid applications: E.g.
OBMIHIOBATUCA AZHUMA. hacking futur tonomous cars and

acking future au

Mpuknagm "riopngHnx" traffic systems in such a way that the
3acTOCYBaHb: 3/10M MabYTHIxX control of these cars and systems
aBTOHOMHMX aBTOMObiniB Ta cuctem  can be taken over. Once control is
OOPOXKHbOTO PyXy B TaKMi cnocib, taken over the hacker can cause the
o6 y3ATM Nig KOHTPOAb L cars to crash or to cause collisions in
aBTOMObIini Ta cuctemu. Micns Toro, order to create chaos and casualties.
AK ynpaBAiHHA nepenge nig,
KOHTPO/1b, XaKep MoXe po3bumTu
aBTomob6ini abo cnpoBokyBaTh
3iTKHEHHS, Wob CTBOPMTHM XaocC Ta
KepTBu.

159. KBaHTOBi HayKu Quantum sciences

HOBi TEXHOOTII, AKi A03BONAIOTb
NiABULWNTU NPOAYKTUBHICTb

new technologies which enable the
performance of electronics to
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€/1eKTPOHIKM NOHaA 3akoHoM Mypa, increase beyond Moore’s Law, which  Thiele(b)
AKMMN yXKe FOBOPUTD, WO MU MmoxKemo  already states that we can expect (2020) — p.6
O4iKyBaTK 36inblIeHHs WwWBMaKocTi Ta  the speed and capability of European
MOK/IMBOCTEN KOMN'IOTEPIB KOXKHI computers to increase every couple Commission
Ba POKMU. of years (b) (2018)
BMKOPUCTOBYOUYM KBAHTOBI using quantum computers, the
Komn'toTepu, GyHKLiOHaNbHI functionalities of already existing
MOM/INBOCTI HAABHMX 3BUYANHUX conventional technologies can be Inglesant et
TEXHOOTiN MOXHa 3HAa4YHO significantly improved in terms of al. (2016)
NOKPALLUTM 3 NOrAALY YYTAMBOCTI, sensitivity, accuracy, speed or user-

TOYHOCTI, WWBMAKOCTI ab0 3py4YHOCTI friendliness

ANA KOpUCTyBaya.

KBaHTyym pO3E_’MBaeTbCH AK - Quantum is evolve as an accelerator

fpUckoptroBad IHleIMX TeXHOjlorM'_ of other technologies such as nano,

TakMX AK HAHO, 6'_0' ITTa .Hempo, ! bio, IT, and neuro, and consequently

OT)K,e’ 3,HaqH° %:lmu,'moe r|6p.mp,|-|f4xw strengthen hybrid actors .

cy6 .EKTIB y CBOIl gianbHocTi B Cipili significantly in their Grey Zone Thiele(b)
30Hi. 3okpema, mn nobaunmo (2020) — p.6

3HAYHO BAOCKOHA/IEHI
obuncntoBanbHi TEXHONOTIT,
KOMYHiKauii, KpunTtorpadito,
HaBirawito Ta CEHCOPHI MOXANBOCTI,
AKi 403BO/IATL riOPUAHMM Aii0BUM
ocobam NPOCYHYTMCb 33 MEXKi
ribpugHoi arpecii

activities. In particular, we will see
vastly improved computing,
communication, cryptography,
navigation, and sensing capabilities
that will enable hybrid actors to
push the envelope of hybrid
aggression

160. KsaHTOBi 064UMCNeHHSA Quantum computing Bekkers et al.
HagWwBMAKi Komn'toTepw, sKi super-fast computers that utilise (2019) -p.26
BMKOPWUCTOBYIOTb BigMIiHHI Big, different algorithms to classical
KNaCUYHUX aNTOPUTMMU. computers
Mpuknagm "riopngHnx" Examples of hybrid applications:
3acToCcyBaHb: 3/10M KOAiB Cracking cyber security codes with
Kibepbe3nekn 3 besnpeueaeHTHoo  unprecedented speed, making cyber
LIBUAKICTIO, WO YCKNAAHIOE security even more difficult.

Kibepbe3neky.
161. KBaHTOBa TexHonoriA Quantum technology Thiele(b)
(2020) — p.6

HOBa ranysb Qi3MKK Ta TEXHIKY;
BMKOPWUCTOBYE BNACTUBOCTI
KBAHTOBMUX e(eKTiB - B3aemogii
MONEKY/, aTOMIB i HaBiTb MEHLIMNX
YACTUHOK, BiIOMUX AK KBAHTOBI
06'eKkTn - ANA CTBOPEHHS

an emerging field of physics and
engineering; it uses the properties of
guantum effects — the interactions
of molecules, atoms, and even
smaller particles, known as quantum
objects — to create practical
applications in many different fields.
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NPaKTUYHMX 3acTOCyBaHb y 6araTbox
pi3HUX chepax.
162. Kibeparaka Cyberattack
1) cyKynHicTb Kinbkox KopoTkoyacHo 1) the stand for the total of several Horbulin
Y3roasKeHux 3a MeToto i Yacom brief measures for information and (2017) -
3axogis iHpopmaLiiHo- technological influence agreed in p.156
TEXHO/I0rYHOro BM/INBY, time and united by a single purpose
CNPAMOBAHUX Ha AECTPYKTUBHI to destroy the target object of
3MiHW BM3Ha4yeHOro o6'ekTa information infrastructure.
iHpOpMaLiHOT iIHPpPACTPYKTYpHU.
2) B"D'Kmoqu!'m cucremn, . 2) system outages ranging from
I'IOH.VIHa}Ol-IVI f'p' n.epesaBaHTameHHﬂ ' reboots to “blue screens of death” Schroefl
3aK'qu”qu CUHIMM EkpaHamn for propulsion systems, radar, air (2020) - p.3,5
CMepT', ANA CANOBNX yCT_aHOBOK' traffic control systems and '
pap,.apls, CMCTEM YNpaBAIHHA command and control networks
”OB'TpH_HMM PYXOM Ta MEPEX affecting both classified and
YNPaBAIHHA Ta KOHTPOIO, UJ'O, _unclassified systems. The first
BNAMBAIOTb AK Ha .3acerequ|, TaK i category of cyber-attacks would be
Ha He3aFerequ| cuctemu. lNepuwa conducted as part of a broader
KaTeropia Kibepatak 6yge effort to disable the target’s
nposezeHa B pamKax binbLu weaponry and to disrupt
HMPOKIX 3ycnib 3,B”BeAeHHﬂ 3 strategic/military C2 systems. The
nagy 03.6poeHHﬂw|.|,m| Ta 3pusy second category of cyber-attacks
cTpaTeriyHmnx / BiNCbKOBUX CUCTEM would be aimed at the target’s
C2. fipyra kateropin kibepatak byae ability and willing- ness to wage war
CnpﬂMQBaHa,H_a 3'u'aTH'FIb Ta for an extended period of time.
FOTOBHICTb LiNi BECTU BilHY
NPOTArOM TPMBAJIOrO NepioAy yacy.
163. Kib6epsiiiHa Cyberwarfare Schroefl
(2020) —p.4

HOBI BUCOKOTEXHIUYHI popmm
BeAEeHHA BilHM B enoxy iHpopMmalii,
AKi 3aCHOBAHI Ha LWMPOKOMY
BMKOPUCTaHHI Komn’toTepiB Ta
nporpamHoro 3abesneyeHHs,
e/1eKTPOHI3aL,ii Ta mepeXKax malixe y
BCiX BiMCbKOBMX Ta LMUBINbHUX
ranysax. IH-TeHCUBHICTb LUX
onepaLuin, ixHin "ycnix" 3 nornaay
3puBY Ta BigmoBu B IT-nocayrax,
KoMmn’toTepPHUX Nporpam Ta
OCHOBHUX MepeXK, a TAKOXK 3 TOYKM
30py AesiHdopmalii Ta
BUKPUBANEHHSA, i, HapewTi, iXHi

new highly technical forms of
warfare in the information age,
which are based on the extensive
use of computers and software,
electronization and networking of
almost all military and civilian areas.
The intensity of these operations,
their “success” in terms of the
disruption and denial of IT services,
computer programs and underlying
networks, as well as in terms of
disinformation and defacement, and
lastly their political and/or strategic
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noAniTMYHiI Ta / abo cTpaTeriyHi yini -
BCe L& BKA3YE Ha iXHI0
XapaKTepPUCTUKY AK KibepBilMHN.

goals point to their characterization
as cyber “warfare”.

164. Ki6ep wnuryHcTBO Cyber espionage Treverton et
o . . - . . al. (2018) - p.
TPagMUIMHI LWNUIYHCbKI onepaLii, is traditional espionage operations,
CnpAMOBaHi Ha 36ip iHpopmauii ana  aiming to gather information for the >4
OeprKaBn-3aMOBHMKaA. BukpaaeHa sponsored state. The stolen
iHpopMmauia, 3ibpaHa nig, Yac Takmx information collected during such
onepauin, moxke abo nepenasatuca  operations can either be relayed to
ANA BNAMBY Ha cycninbHuit auckypc  influence public discourse and
Ta AYMKY - CTalO4YN TUM CaMUM opinion — thereby becoming an
BaXK/IMBOIO YAaCTUHOIO essential part of information warfare
iHbopMaLinHOT BiliHK - abo — or kept covert by the hybrid
36epiratncb B TaeEMHULi ribpugHoro  threatener for its own benefits.
3arpo’kyBaya 418 BIACHUX BMroA,

165. Habip iHcTpymeHTiB gnn Cyber diplomacy toolbox Council of the
KiGepaunsiomarii “joint EU diplomatic response” as a EU (2017) -
"CninbHa gunnomaTtmyHa Bignosiab  diverse pool of cross domain options p-3
€C" aK pisHOMaHITHWUI Nyn Kpoc- to deal with “malicious cyber Sweijs &
AOMEHHUX BapiaHTiB ans 6opoTbby  activities of varying in scope, scale, Zilincik (2019)
i3 "'3/10BMUCHOIO KibepaianbHicTio duration, intensity, complexity, -p.21
pi3HOro po3maxy, macwTaby, sophistication and impact.

TPWBANOCTI, IHTEHCUBHOCTI,
CKNaAHOCTi, BUTOHYEHOCTI Ta
snauey."
166. CraKcHeTt Stutznet / Stuxnet Treverton et
. e . al. (2018) - p.
aTaKa, Lo CNpsiMOBaHa Ha attacks aimed specifically at society
cycninbcTBo (iHpacTpyKTypy) — (infrastructure) — at finance, water, >4
diHaHcOBMI ceKTop, power or other infrastructure.
BOAOMNOCTAYaHHA Ta iHWI Stuxnet is a computer worm, which
iHbpacTpyKTypHi 06’ekTn. CTakcHeT  could be used for sabotage in auto-
— KOomN'toTePHUI XpobaK, AKMUI mated control systems of industrial
BMKOPUCTOBYIOTb A4 AMBEPCil B enterprises, power plants, airports,
aBTOMATU30BaAHUX CUCTEMAX etc.
KOHTPO/1IH0 MPOMMCIOBUX
NigNPUEMCTB, ENEKTPOCTaHLIN,
aeponopTis TOW,O.
167. TexHiYyHe BUKOPUCTAHHA Technical exploitation MSB (2018) -
p.19, 23

€ OAHMM i3 MeToAiB iHpopmaLiliHoro
BnauBy (ans. KamnaHii Bnausy)
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OianbHicTb iHpopmauiiHoro Bnamney  is one of the information influence
4acTo BMKOPUCTOBYE HOBI techniques (see Influence
iHbOpMaLiNHi TexHONOTII. Campaigns)
BMKO.pM.CTOBy*OqM 6'_’“’”‘! AOCKOHan Information influence activities
TeXH'q'_ﬂ H.aBMq.KM' HIX T"UHKMMM often make use of, and exploit, new
Bonogie 6inblicTb Nt0AEN, BOHU technologies. By using more
MomyTb M?.Hlnymosam HOTO,KaMM _advanced technical skills than most
iHbopmauii B IHTepHeT. MaHinynauii individuals possess, they can
POBOAATE OKpE_!M' ocoﬁm, manipulate flows of information
asTomaTn3oBaHi npodini abo online. Manipulation can be
aNropuUTMM, a TaKOXK KOMBIHaLi conducted by individuals, by
MtoAen Ta aBTO'\_/I‘_aTM?aL"“' Cnia automated accounts or algorithms,
;a?’HaqMTM' 1o TexhidHe and by combinations of people and
MKOpMCT,aHHﬂ HacTo sacrocosye automation. It should be noted that
Te>'<|v-|onor|qHy.nepeBary p‘”ﬂw technical exploitation often uses a
3AMCH,EH,HH U"HKOM, fpap'””'MHMX technological advantage to perform
METOAIB iHpOPMALIHOTO BRAVBY, quite traditional information
TaKuX AK OMaHaugi IdeHmu4yHocmi, influence techniques such as
Aesinpopmayia Ta ninpobka. Deceptive Identities, Disinformation
Croam BigHOoCMMO: bomu, and forgery.
Mapionemka, Aincpeiiku, Piwunz it includes: Bots, Sock Puppet, Deep
Towo. Fakes, Phishing etc.
168. ®iwwuHr Phishing MSB (2018) —
p.19, 23

€ O4HWUM i3 IHCTPYMEHTIB TexHiYHo20
BukopucmaHHsa

Li nigxoan HamararoTbCA OMaHO
3MYCUTU KOPUCTYBaYiB PO3KPUTH
naponi Ta iHWY KOHPiAEHUINRY
iHbopMmaU,ito. PilMHT MiCTUTb
aBTOMaTUYHE PO3CUNAHHA imenn-
cnamy, AKe BUTNAAAE 3aKOHHUM, ane
Beae Ao danbnBUX Be6-calTiB, sKi
MOXYTb 36UpaTn byab-AKy BBEAEHY
ocobucty iHpopmalito
KOPUCTyBauiB.

LUinboBuit dilumHr nepenbavae
6inbll cKNagHe HauintoBaHHA Ha
KOPUCTYBAYiB AN1A OTPMMAHHSA
O0CTyNy, HaNpUKNa4, 40 3aXMLEHOI
KoM’ l0TepHOI cnuctemu
poboTtoaaBuA.

Is one of the Technical Exploitation
tools.

These approaches attempt to trick
users into revealing passwords and
other sensitive information. Phishing
involves automated spamming of
emails that look legitimate but that
lead to fake websites which can then
harvest any personal information
entered.

Spear phishing involve the more
sophisticated targeting of individuals
to gain access to e.g. their
employer’s secure computer system.
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169. XakiHr (oocniBHo - 31am) Hackning MSB (2018) —
3/1aM O3HA4Ya€ OTPUMAHHA hacking means to gain unauthorized p.19,27
HeCaHKL,iOHOBAHOro JOCTYNY A0 access to a computer or a network
Komn’toTepa abo mepexKi Ta € and is a crime.
3/104MHOM. is one of the Symbolic Actions
€ O4HUM i3 meToaiB CumMBoiYHUX methods.

Aid. In information influence activities,
B gianbHoCTI 3 iHbopMaLinHMUM hacking can serve as a symbolic
BMN/IMBOM XaKePCTBO MOXKe action, by communicating that an
CNYryBaTM CUMBOJIMHOIO Ai€to, organisation’s data can be
NoBiAOMANAIOYM, LLO TaKi opraHisauii  compromised, that a platform lacks
MOXKYTb OYTW CKOMNPOMETOBaHI, Wo  security, or to open for blackmail.
nnatdopma He 3axmLieHa abo

BiAKPUTA ONA WAHTAXY.

170. Uudposa nnarpopma (skntovatoum  Digital Platform (including Social Vilmer et al.
CouianeHy Mepecy) Network)- (2018) - p.80
cepsic, AKMIN BUCTYMNAE a service that acts as an
nocepeaHUKoOM Aans AoCTyny Ao intermediary by which to access
iHbOpMalLiii, KOHTEHTY, NOCAYT YK information, content, services or
aKTUBIB, LWLO peaaryoTb abo assets that are edited or provided
Ha[Al0Tb TPETi CTOPOHMU. 33 for by third parties. Through the
O0MOMOrOK aNropuUTMiIB, AKi algorithms that these sites use, the
BMKOPWUCTOBYIOTb Lii CaliTy, platforms rank content and set the
nnatdopmu KnacudikytoTb KOHTeHT i conditions for the diffusion of that
BCTAHOB/IOIOTb YMOBU AN content, which is then shared and
PO3NOBCHAMKEHHA LbOr0 KOHTEHTY, published.

HKEM_HOT'M HA/la€TbCA CrlIbHO Ta See also Digital Platform in "Hybrid
MYONIKYETBCA. Threats in National Security"
[uB. Takox Lugposa lNMaameopma
B po3aini "l6puaHi 3arposu B
HauioHanbHi 6e3ney,"
171. WKignunse nporpamHe Malware Bekkers et al.

3abe3neyeHHA

nporpamHe 3abesneyeHHs, saKke
BMKOPUCTOBYETLCA ANA 3pUBY
PO60OTM KOMMN'IOTEPHUX CUCTEM,
360py KOH}iAEeHUiMHMX AaHuX abo
OTPMMAHHSA AOCTYNY A0 NPUBATHUX
KOMM IOTEPHUX CUCTEM.

Mpuknagu "ricpnaHnx"
3aCTOCYBaHb: MaHinyAt0BaHHA

software that is used to disrupt (2019) - p.27

computer systems, to collect
sensitive data or to get access to
private computer systems.

Examples of hybrid applications:
Manipulating air traffic control
systems, resulting in operators who
act upon false data and will issue
wrong directions to pilots and
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cMCTEMAMM YNPAB/iHHA NOBITPAHMM
PYXOM, WO NPM3BOAUTL 4,0 TOro, WO
onepaTopu AitoTb HA OCHOBI XMBHMUX
OQHNX | BUOAKOTb HENPABW/IbHI
BKa3iBKW NifioTam Ta NiTakam, WO
npM3BOAUTb 40 Pi3HOro poay
Hebe3neyHnx cuTyauii.

aircraft, resulting in all kinds of
dangerous situations.

172. CozyBear and FancyBear

(mocniBHO - "3aTUWHKI BegMmeKa"
Ta "MogHuit Begmeska")

XaKepcCbKi rpynu,

noB'sA3aHi 3 POCINCbKMM ypAa0M, Ta
i3 pO3BigyBaNbHUMM BigOMCTBaMM,
AKi € NPUHAMMHI KOHKYpPEHTaMM -
®Cb abo CBP (penepanbHa cnyxba
6e3neKkn, HaCTyNHUK YNpaBniHHA
3aKopAOoHHUX onepauiit KAB) Ta PY
(ronoBHe ynpasniHHS po3BigKu,
BilAiCbKOBa PO3BifKa) BigNoBigHO.

Treverton et
al. (2018) - p.
17,40-42

CozyBear and FancyBear
the hacker groups,

are both tied to the Russian
government but to intelligence
agencies that are at least
competitors — the FSB or SVR (the
federal security service, successor to
the KGB's foreign operations
directorate), and the GRU (main
intelligence directorate, military
intelligence), respectively.
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8 NBPNAHI 3ATPO3 B CUCTEMAX LWUTYHHOI O IHTEJIEKTY
8 HYBRID THREATS IN ARTIFICIAL INTELLIGENCE SYSTEMS

Ne UA EN Oxxepeno

173. botu Bots Bradshaw &
aBTOMATU30BaHi abo automated or semi-automated Hz%\/i/;rd 1
HaniBaBTOMAaTM30BaHi Cyb'eKkTH, AK- actors like bits of code designed to 23 )-p.11,
OT pparmeHTH KoAy, Npu3HaveHi ana interact with and mimic human
B3aemogii KopuctyBadyamu-ntogbmmn  users (for sharing certain types of
Ta iXHbOT iMiTaLl (,FI,I'IH 06MIHX |nform§t|on on social media or for MSB (2018) —
neBHUMM TUNAMK iIHPOpPMaLLii B answering frequently asked 0.19, 23
coujanibHUX MeperKax abo ana questions on a customer service o
BiANOBIAI Ha NOWMPEHi 3aNUTAHHA platform etc).
Ha.nna.Td)opmax 06cs1yrosyBaHHA Are one of the Technical Exploitation
KNIEHTIB TOLLO). tools. In the field of information
€ oaHUM i3 iHcTpymeHTiB TexHiuHo2o influence, they can be used to
BukopucmaHHA. B obnacTi reinforce selected messages online,
iHbOpMaLiMHOro BNAMBY BOHMU spam forums and comment fields,
MOKYTb BUKOPUCTOBYBATMCA ANA like or share posts on social media,
NOCUNEHHA BigibpaHux or to carry out cyber-attacks.
HOBIAOMHEHb B |HTepI-fETI, cnam- see also: Astroturfing.
dopymiB Ta KOMeHTapiB, HANPWUKANAA,
ansa nybnikauii nosigomneHns B
couianbHMX Mepexkax abo gna
3/liNCHEHHSA KibepaTaK.
AVB. TaKOXK: AcmpomypaiHe.

174. "bynbbawku ¢inbrpis" “Filter Bubbles” Vilmer et al.

(2018) - p.31

anNropuTMmM nepcoHanisau,ii, AKuin
BMKOPUCTOBYETLCA NOLUYKOBUMM
CUCTEMAMM Ta COLiaIbHUMM
MeperKamu.

Yepes ue pe3ynbTaTu MOLWYKY B
Google He ogHaKoBI ANAa BCix
KOPUCTYBa4iB; BOHW 3a/1eXKaTb Bifg,
ynogob6aHb KopucTyBaya, AKi
BUMN/INBAIOTb 3 MOTO iCTOPIT NOLWYKY
Ta reonokKadii.

OVB. TaKOXK: Mikpo-mapaemy8aHHH,
IHmepHem-KokoH

personalization algorithms used

search engines and social networks.  Pariser (2011)

Because of this, the search results in
Google are not the same for all
users; they depend on the
preferences of the user as deduced
from his or her search history and
geolocation.

see also: Micro-Targeting, Internet-
Cocooning
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175. Benwuki gaHi Big Data Neudert &

. . Marchal

KY/IbTYPHO-TEXHO/OFUHE ABULLE, AKe a cultural and technological

. . (2019) —p.5
OMUCYE MaKCUMi3aL,ito phenomenon that describes the
064MnCcNOBaANbHOI NOTYKHOCTI TA maximisation of computation power
aNropuTMivyHOI ToYHOCTI ans 36opy,  and algorithmic accuracy to gather,
aHanisy, 38’A3Ky Ta NOPIBHAHHA analyse, link, and compare large
BE/IMKMX MACUBIB JaHMX, @ TAKOXK data sets as well as the process of
npouec BUKOPUCTAHHA BENUKNX drawing on large data sets to
MacCMBIB faHWUX ANA BUABAEHHA identify patterns in order to make
3aKOHOMIPHOCTEN 3 METOH economic, social, technical, and legal
CTBOPEHHA EKOHOMIYHMX, claims.
couianbHUX, TEXHIYHNX , @ TAaKOXK
IOPUANYHUX NPETEHSIN.

176. Aindeiik Deep Fake Vilmer et al.
("rnnboka nigpobra") such fake news that can very (2018) - p.149
TaKi GEKOBI HOBUHM, AK AyHe convinFineg reproduce the effects MSB (2018) —
NepeKoH/INBO CTBOPHOIOTbL ePekT of reality. p.19,23
peanbHOCTI. Is one of the Technical exploitation
€ O4HUM i3 IHCTPYMEHTIB TexHiYHo20 tools.

BuxkopucmaHHs=. An art|f|'C|aI |ntglllgence-pased image  \.udert &
TexHika CMHTe3y 300parkeHb Ha synth.e5|s technlqug that mvplyes Marchal

. . creating fake but highly realistic
OCHOBI LUTYYHOrO iHTEeNEKTY, AKa (2019) — p.5

nepenbayae CTBOPEHHA
nigpobneHoro, ane Haa3BMYaNHO
peanicTM4YHOro BiAeoBMICTY, WO
CMOTBOPIOE C/I0BA UM Aji NONITUKIB Ta
3HaMEeHUTOCTEN.

BUKOpPUCTOBYE anropnTMmn HaBYaAHHA
ONA imiTauii pyxiB ronocy Ta pota
ONA MaHiNy/t0BaHHA ayA4io Ta Biaeo
maTepianom.

Hanpuknag, ue moxe 6ytn
BMKOPWUCTAHO ANA CTBOPEHHA
nigpobaeHnx KAinie peanbHoro
NOANITUKA, AKNIN BUrONOLLYE
danbwmsy npomosy. binbw
NPOCYHYTi METOAN MOXKYTb
HaKnacTu, Hanpuknag, o6amyua Ha
BX€ HaABHI Bigeo3anucu.

video content misrepresenting the
words or actions of politicians and
celebrities.

The use of learning algorithms to
imitate voice and mouth movements
for manipulating audio and video.
This can for example be used to
produce fake clips of a real politician
delivering a faked speech. More
advanced techniques can
superimpose e.g. faces onto pre-
existing video footage.
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177. Henpo3opi anropyutmu Opaque algorithms Thiele (a)

o . e o g . . (2020) = p.11
wmyyHul iHmeanekm y noro artificial intelligence in its present
HUHIWHbOMY BUrNAAi Aoci € gocuTb  shape is still a fairly vulnerable Konaev
BPa3/IMBOIO TEXHOOTIED, CxunbHOl technology — susceptible to training  (2019)
00 OTPYEHHA Ta MaHiNynALin 3 data poisoning and manipulation by
AaHUMK 3 BOKY 3N10BMUCHMKIB. BiH adversarial actors. It may well fail
LLINTKOM MOKe 3a3HaTu HeBdadi, when confronted with tasks or
3ITKHYBLUUCD i3 3aBAAHHAMMW YN environments different from those it
cepenoBuLLLaMH, BigMIHHUMM BIL, was trained for.
TUX, ANA AKUX BiH HaBYaBCA.

178. TaKTU4YHWIA piBEeHDb LUTYYHOrO Al Tactical level Thiele (a)
IHTENEKTY At the tactical level, Artificial (2020) - p.10
Ha TakTuyHomy piBHi LUMyy4Hul Intelligence may provide improved Horowitz
IHMenekm moxe 3abesneunTu and faster situational awareness for  (2018)
noninweHe Ta 6inbLW WBKUAKE the crews of combat vehicles. It can
YCBiAOMNEHHA CUTYaLT eKkinarkamm automate threat detection by
60MoBUX MallKH. BiH moxe recognizing persons or object types,
aBTOMaTU3yBaTW BUABNEHHSA 3arpo3  but also by recognizing potentially
33 AOMNOMOrO0 PO3ni3HaBaHHA dangerous behaviours. Conversely,
noaer abo TMniB 06’eKTiB, a TAKOX the system can use Artificial
32 4ONOMOrot0 pPO3ni3HaBaHHA intelligence to record information in
noTeHUiltHO Hebe3neyHoi the form of natural speech, digitize
noseAiHKW. | HaBNakKu, cMcTtema it, and make it available to the
MOKe BUKopucToByBaTu LI ana system in a pre-processed form,
3anucy iHbopmauii y popmi thereby significantly increasing
NPUPOAHOIro MOBJIEHHS, efficiency. Artificial intelligence
oundpyBaHHA Ta HagaHHA 4OCTYNy enabled technologies will likely ease
00 CUCTEMM B NonepeaHbo logistical burdens, ensure military-
06pobneHint dopmi, TUM cammm technological superiority and
3Ha4yHo NigsuLyoum edeKTMBHICTb.  enhance combat reaction times.

TexHonorii Ha 6a3i LI, wenawwe 3a
BCe, NMO/IErATb JIOTICTUYHE
HaBaHTa)XeHHA, 3abe3neyaTb
BilAICbKOBO-TEXHONOTIYHY NepeBary Ta
36inblwaTth Yac 6orosoro
pearyBaHHS.
179. TemHa peknama Dark Ads MSB (2018) —
p.19-20

€ 0AHUM i3 meToaiB Ko2HimugHo20
3namy

Le noBifoMAeHHsA, AKi NobyaoBaHi
Ha OCHOBI ncmxorpadivyHoro
npodinto ntoanHU. Benuki aaHi

is one of the Cognitive Hacking
methods

is messages, which are tailored
based upon an individuals’
psychographic profile. Big data can

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Co-funded by the
Erasmus+ Programme
of the European Union

WARN

72

MOXYTb 6YTU BUKOPUCTaHI AnAa
CTBOpEHHA 6a3un gaHux nNpo Atogen
3i CXOXKOH0 i4e0N0riYHO NO3ULIELD
Ta pucamu ocobuctocTi. NMpuabaHi
pPEeKNaMHi OroNOLWEHHA, AKI MOXYTb
6aunTK nuLLe BiANOBIAHI t0aN,
MOXYTb MiCTUTM NOBIAOMNEHHA, WO
anenrTb 40 iX NCUMXONOTIYHUX
CXM/IbHOCTENM Ta CNOHYKAKTb A0
nesHoi GOpMM NOBELIHKN YK 4iN.

be used to create a database of
individuals with a similar ideological
stance and personality traits.
Purchased advertisements that only
they can see could include messages
that appeal to their psychological
leanings and encourage a certain
form of behaviour or action.

180.

LWTyyHwMit iHTenekr (LLI)

IHTENeKT, NPOAEMOHCTPOBaHMUIA
MalmHamu Ta / abo (Hanis-)
aBTOHOMHMMM CUCTEMAMMU;

e 3ara/ibHUI TEPMIH, LLLO OXOMNJIIOE
MeToam, CNPAMOBaHIi Ha
aBTOMAaTM3aLLit0 NPOLLECIB MPUNAHATTA
pilleHb, AKi TPagMLIAHO BUMAratoTb
BMKOPWUCTAHHA NH0ACbKOTO
iHTEeNeKTy, Hanpuknaa,
pO3ni3HaBaHHA 3aKOHOMIPHOCTEN,
HaBYaHHA Ha A0CBiAi, dopMyBaHHA
BMCHOBKIB, NPOrHO3yBaHHA 4
BMKUTTA 3axoAis. MigKnBAOBaAHUM
AaT4MKamu, oumdpyBaHHAM AAHUX
Ta NOCTIAHO 3POCTalouMM 3B’A3KOM,
LI pinbTpye, 06’egHYE, BU3HAYAE
npioputeTn, KNacndikye, BUMIpIOE Ta
NPOrHO3ye pe3ynbTaTn, TMUM CAaMUM
3abe3neyytoun 6inbw iHPpopmoBaHi
pilLeHHA HA OCHOBI AAHMX.

Mpuknagm "riopngHnx"
3aCTOCYyBaHb: BUKOPUCTAHHA (HaniB-)
aBTOHOMHMX cucTem (6e3ninoTHi
NiTanbHi anapaTu, Kibep3bpon Towo)
ANA BCiX BUAiB 3aBAaHb i MicCil,
TAKMX AK LWNUTYHCTBO, NOPYLUEHHA
€N1eKTPOMArHiTHOro CNekTpy
(papapwm, pagiocTaHLuii), a TaKoXK Ans
BbuBcTBa abo HelTpanisauii noaen
Ta nnatdopm. 3a gonomoroto LI ui
CUCTEMU MOXKYTb BUKOHYBATH
npusHayeHe 3aBAaHHA abo micito
CaMOCTIHO, NPW LbOMY 34aTHi

Artificial intelligence (Al)

Intelligence demonstrated by
machines and/or (semi-)
autonomous systems;

is an umbrella term that covers
methods that aim to automate
decision-making processes that
traditionally require the use of
human intelligence, such as
recognizing patterns, learning from
experience, drawing conclusions,
making predictions, or taking action.
Fuelled by sensors, data digitization,
and ever-increasing connectedness,
Al filters, associates, prioritizes,
classifies, measures, and predicts
outcomes, thereby enabling better-
informed, data-driven decisions.

Examples of hybrid applications:
Employing (semi-)autonomous systems
(drones, cyber weapons, etc.) for all
kinds of tasks and missions, such as
spying, disrupting the EM spectrum
(radars, radios), but also to kill or
neutralise persons and platforms. By
using Al these systems can execute the
assigned task or mission on their own,
while being capable of adapting to new
situations. Also, the attribution of
responsibility, the who-is-behind-it,
becomes difficult to determine.

Bekkers et al.

(2019) — p.26
Thiele (a)
(2020) - p.6
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aganTyBaTUCA 40 HOBUX CUTYaL,i.
TaKOX CTA€E BaXKKO BU3HAYUTWU, XTO 33
LM CTOITb.
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9 MBEPUAHI 3AFPO3M B MONTONOCI
9 HYBRID THREATS IN POLITICAL SCIENCE

Ne UA EN OXepeno

181. lFanon liwa Gish-Gallop MSB (2018) —
€ OAHUM i3 MeToAiB PUMOpUKU is one of the Malign Rhetoric p.19, 26
BukpueneHHs. methods.
3acunaHHA ONOHEHTa NOTOKOM Overwhelming an opponent with a
aprymeHTiB, paKTiB Ta gxKepen, flood of arguments, facts and
6araTo 3 SsKMX XMbHi abo He sources, many of which are spurious
nos's3aHi 3 npobaemoto. or unrelated to the issue.

182. Ti6bpuaHicTb HA NONITUYHOMY piBHI Hybridity at the political level Facon et al.
MOX/INBICTb AN1A AepKasu abo an option for a state or a powerful (2018) - p.3
MOTYTHbOIO HeAepKaBHOro non-state entity willing to challenge
YTBOPEHHS, L0 63XKa€ KNHYTH the international order by force.

BMKAWK MiXKHapOAHOMY NOPALKY
CUNOLo.

183. F'pomaacbKi AeMoHcTpauii Public Demonstrations MSB (2018) —
€ 0gHUM i3 meToais "CumeoniyHux is one of the "Symbolic Actions" p.19, 27
oid". methods.
3aKOHHI AeMOHCTpaLii - ue Legitimate demonstrations are
CMMBOJIYHI Aaji, Wwo symbolic actions used to promote a
BMKOPUCTOBYIOTbCA A5 NpocyBaHHA  certain political issue or position.

NeBHOro NOMITUYHOro NUTaHHA abo Hostile actors can, however, exploit
nosuuii. NMpoTe BOpoXKi rpasy,i demonstrations to falsely give the
MOKYTb BUKOPUCTOBYBATH impression of strong support or
OEeMOHCTpaL,ii AN CTBOPEHHSA dislike of an issue (see also:
NOMWIKOBOTO BPaXeHHA CUAbHOT Astroturfing).
nigTPUMKKN abo HenpuAsHi 40
npobnemu (AMB. TaKOXK
AcmpomypapiHe).
184. EdeKT npuegHaHHA Ao 6inbocri Bandwagon Effect MSB (2018) —
p.19-20, 45

ABULLLE, AKE BUKOPUCTOBYETLCA ANA
KoaHimusHoz20 3n0my.

Noau, sKi Big4yBaloTb cebe
YacTUHO BiNbLIOCTI, YacTile
BUC/IOBNIOOTb CBOI AYMKMW.
Hanpuknag, 60T MoxyTb 6yTH

a phenomenon that is used in
Cognitive Hacking.

People who feel like part of the

majority are more likely to air their
opinions. For example, bots can be
used to boost the initial number of
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BMKOPUCTaHi AN 36inblueHHA
NOYaTKOBOI KiNIbKOCTi N1aliKiB,
KOMEHTapiB Ta penocTiB B
CoUjaNbHUX MepeKax, Wwob
nonerwunTn noaanblue 3a1y4eHHA
"peanbHux" KopucTyBauis. Lle
CTBOPIOE BPaAXKEHHA COLiaIbHOro
BM3HAHHA, AKe anentoe g0
HeobXifHOCTI couianbHOI
Bif4MOBIAHOCTI.

(Ha Bigminy Big edekty Cnipani
MosyaHHs#A).

likes, comments and shares of a
social media entry to facilitate
further engagement from “real”
users. This gives the impression of
social acceptance, which appeals to
the need for social conformity.

(by contrast of Spiral of Silence
effect)

185.

"3aiaxKeHa naartiska"

OAVH 3 MeTo/iB BBeAeHHS
ineonoriyHoro 3micry.

O3Hayvae nocnigoBHe NOBTOPEHHA
BJTACHMX OYMOK Ta OL,HOK, He
[,03BONAI0YN NPU LbOMY iHLLINM
y4YaCHMKaM OUCKYCil BUBECTM Hac i3
piBHOBaru, ane sce ogHo
3BEPTAOYMCh 40 HUX, HANPUKIAL,
"amepuKaHLi XouyTb norpabysaTtu
YKpainy", Heo4HOPa30BO
NOBTOPIOBAHE HA Pi3HMX PiIBHAX
OWCKYCIN.

OuB. TakoXK "Mobydosa nnamgopm”

‘Broken Record’

is one of the methods of introducing
ideological content.

means the consistent reiterating of
one’s opinions and evaluations,
while not allowing other discussion
participants to throw us off balance,
but still referring to them, e.g. "the
Americans want to rob Ukraine"
repeated many times in different
levels of discussions.

see also ‘Building Platforms’

Szwed (2016)
-p. 81

186.

ImiTaTopKn Ta camo3BaHLU|i

MeTOoZA, AKUIA BUKOPUCTOBYETHCA B
OmaHausux I0eHmu4yHocmsax.

ImiTaTOpM BMAAOTL cebe 3a Korocb
iHWOro, To6TO NPUNMAIOTb YYKY
ocobucTy um npodecinHy
ocobucTictb. Camo3BaHLi He
BMAAOTb cebe 3a Koroch iHWoro, a
pob6NATL BUTNAL, LLLO BONOAIHOTb
O0CBIAOM Y/ NOBHOBAXKEHHAMM,
AKMX Y HUX HEMAE, HanpuKnag, Tou,
XTO NOMMWIKOBO 3aABJAE, LLO €
Nikapem.

Impersonators & Imposters

a method that is used in Deceptive
Identities.

Impersonators pretend that they are
someone else, i.e. adopt someone
else’s personal or professional
identity. Impostors do not pretend
that they are someone else but
pretend to possess expertise or
credentials that they do not have,
e.g. someone who falsely claims to
be a medical doctor.

MSB (2018) —
p.19-20
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187. Megiauisn Mediatisation Szwed (2016)
KOHLLenuia npo HeobxigHicTb the concept about the necessity to ~p.16
NPUCTOCYBAHHA NONITUYHOI adjust political activity to media
AiANbHOCTI A0 noriku 3MI. logic.

188. Hanag, Hijacking MSB (2018) —
OAMVH i3 meToAiB PUumopuKu is one of the Malign Rhetoric p.19, 26
BuKpusneHHs. methods.

BTpy4yaHHs B iCHYOUY ANCKYCitO Contributing to an existing debate
LUJTAXOM 3MiHM Ti METU YN TEMMU. by taking it over and changing the
Ocob61mnBo edpeKTUBHUI NpU purpose or topic. Particularly
3aCTOCYBaHHI XeLTeros, MeEMIB, effective when applied to hashtags,
nogin abo KOHTPKYNAbTYPHUX memes, events or counter-cultural
couianbHUX PYXiB. social movements.

189. O6bmexKeHHA paMmKamu — AnB. Framing
Gpelimine

190. O3nob6neHHsn Enraging MSB (2018) -
OAVH i3 cnocobiB NOEAHAHHA one of the ways to combine of p.23
meToaiB iHpopmauiinHoro Bnamey information influence techniques
(avs. KamnarHii enausy). (see Influence Campaigns).

ApicTb BUKOPUCTOBYETLCA Y Enraging takes advantage of
OenikaTHUX NUTaHHAX Ha NybniyHMx  sensitive issues in public debate.
nebartax. Ua kombiHauis This combination utilizes Cognitive

BUKOpUCTOBYE KozHimugHul 3nam, Hacking, Deceptive Identities and
OmaHnaugy loeHmu4Hicme Ta Malign Rhetoric to engage ordinary
Pumopuky BukpusneHHA ana citizens by invoking their emotional
3a/ly4eHHA NPOCTUX FPOMAsH, relationship to a specific issue.

NMoCK/IaloumnCh Ha IX emoLiiHe
BiZIHOLWIEHHA A0 NeBHOI Npobaemu.

191. Nepexig Ha ocobucrocTi Ad Hominem MSB (2018) —

p.19, 26

(nar. - "aprymeHT, cnpAmMoBaHWUI Ha
noauHy") - Hanag, guckpeauTauis
Ta BUCMilOBaHHS 0cobu, AKa CTOITb
33 apryMeHTOM, 418 NPUMYLLEHHS
0cobun A0 MOBYAHHSA, CTPUMYBAHHA
YN 3HEOXOYEHHSA.

OauvH 3 meTtoais Pumopuku
BukpueneHHA.

attacking, discrediting and ridiculing
the person behind an argument to
silence, deter or discourage.

Is one of the Malign Rhetoric
methods.
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192. NipTBeparKyBanbHa ynepepeHictb Confirmation Bias Vilmer et al.

. ) . . . (2018) - p.31
NMCUXONIOTIYHE ABULLE: MU CXUAbHI the psychological phenomenon: we
HafaaBaTu nepesary iHbopmauii, aAka  tend to favor information that
NiaTBEPAXKYE HALWI NYLLEHHA, confirms our preexisting
NiATPUMYE HaLi NO3ULi i He assumptions, supports our positions
obpakae Hawi BigyyTTS. and does not offend our sensibilities.

193. "NMnopanicTuuHe Hesirnacreo" ‘Pluralistic Ignorance’ Szwed (2016)
ABULLLE, KON 10N MatOTb XMOHe a phenomenon of people having a —p.39
BPa)KeHHsA Npo Te, Wwo iHWi gymatotb  false impression of what others
3 Pi3HUX NUTaHb. ABKULLE BUHMKAE, think about various matters. The
KOJIN TIOAN HEBIPHO YABAAIOTH phenomenon occurs when people
ynogo6aHHA YneHiB rpynu, Ao AKoi have an incorrect belief about the
BOHW Hanexkatb abo nparHytb bytnii  preferences of the members of a
yactTuHo. Lle moxe ctatuca B group they belong to or aspire to be
cuTyauii gediunty iHbopmauii - part of. It may occur in a situation of
BiACYTHOCTI 3B'A3KY MiXK UeHamu information deficit — lack of
rpynu, KOAW y Hac CKNaaa€eTbCA communication between members
BPaKEHHSA, L0 iHWIi YNeHW 3HATb of a group, when we have an
Kpallie 3a Hac i 34aTHi impression that other members
BMKOPUCTOBYBATU CYTTEBI aprymeHTn know better than us and are able to
B AWUCKYCIl. Y Ui cutyauii mu use substantive arguments in
NOKNAAAEMOCH Ha ,iXHi AyMKK”, discussion. In this situation we rely
HaBITb AKLLO LUMX AYMOK HacnpasAi on ‘their opinions’, even though
He iCHYE. those opinions do not actually exist.

194. "No6yposa nnatdpopm" ‘Building Platforms’ Szwed (2016)

Of4MVH i3 MeTo4iB NPMBHECEHHA
i4,€e0N10rYHOro0 KOHTEHTY.

O3Ha4a€e NigKNIOYEHHA KOXHOro
cy6'eKkTa 10 TOro KOHTEHTY, AKUM
6arkaHO nepenaTtu, 3a 4ONOMOroH
JIOTIYHOTrO 3B’A3KY, HaNpuKnaa,
"BapTo nam’Atati, wo ...", "ue uikasi
3ayBa)KeHHS, 04HaK, LWob
po3ibpatuck B cMTyallii, NOTPiOHO
nam’ataty, wo..." Towo.

AVB. TakoX "3aincOxceHa Maamiska"

is one of the methods of introducing —p. 8l

ideological content.

means connecting every subject to
the content one wants to
communicate through the use of
logical linkage between them, e.g. It
is worth remembering that..., Those
are interesting remarks, however, in
order to understand the situation
well, one has to remember that...,
etc.

see also ‘Broken Record’

195. MonemiyHnit aprymeHT

Szwed (2016)
—-p. 44

Eristic Argument

aims to
another’s

that
dispute

an  argument
successfully
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aprymeHT, MeTOl AKOro € ycniwHe argument, rather than searching for
OCKAPKEHHSA YyXKOro aprymeHTy, a He truth.

NOLWYK iCTUHMU.
196. Monynizm Populism Neudert &
. . o o . o Marchal
NMOKa3HUIM NONITUYHWNI CTUAb, AKUIA a performative political style that
BMKOPUCTOBYE NPOTH icTebniumeHTy employs a divisive, anti- (2019) - p.6
PUTOPMUKY, LLLO BUK/IMKAE PO3KOA Ta establishment rhetoric pitting 'the
npoTtucTaBnse "nogei" Ta people' against an elusive 'elite’.
Hesnosumy "enity".
197. My6niuHa aemoKparia Public Diplomacy Simons
€ ¢dopmoto cninkyBaHHA ypsagy 3 is a form of government to people (2015)-p.2
moabmu (G2P) i, omke, BigpisHAeTbea (G2P) communication and therefore
BiA4 TpaguuinHoi aunnomarii, Aka € differs from traditional diplomacy
dopmoto  cninkyBaHHA ypaay 3 that is a form of government to
ypagom (G2G). MybniuHa government communication. Public
aunnaomaria MicTutb 3ycunna ypsagis  diplomacy comprises the efforts of
OAHIEN Haui Haacunatn governments from one nation to
NoBiAOMNEHHS b6esnocepeaHbo send messages directly to the
"nogam" B iHWIN KpaiHi i € yacTMHoO  “people” in another country and is
M'aKoi cnnu. part of soft power.
Pi3Hi 3axoau, nos’a3aHi 3 nybniyHoto Various activities associated with
OEMOKpaTiElD, BKAOYAlOTb: OCBiTHI  Public Diplomacy includes:
0bmiHn Ta nporpamu ana Haykosuis educational exchanges and
Ta CTyAeHTiB, HaBYaHHA / ocBiTamoBu programmes for  scholars and
Ta  KyabTypu, nporpammn  gna students, language and culture
BiABiAyBauiB, KynbTypHi 0bmiHM Ta training/education, visitor
3axo4n, papio- Ta TenesisiMHe programmes, cultural exchanges and
MOBAEHHA. events, radio and TV broadcasting.
198. PuTtopuKa BUKpuBAeHHA (Hakneny)  Malign Rhetoric MSB (2018) -
p.19, 26

€ OIHVM i3 MeTOoiB iHpOopMaLLiiHOro
snausy (ans. Kamnawii Brinusy).

PutopuKa - ue BM3HaHa i NnpupoaHa
4yacTMHa AeMOoKpaTUiHux aebartis, ge
KOXEH Ma€ NpaBo BMC/NOBUTU CBOIO
AYMKY Ta B3ATM y4yacTb Y Ny6AiuHMUX
obroBopeHHax. [leBHa  KiJbKiCTb
PUTOPUKM €  MNPURHATHO B
nybniyHmx  pebatax, TOAi  SK
HaKNenHuubka pPUTOPUKA —  Hi.
Putopmnka Hakneny 4acto Mae

is one of the information influence
techniques (see Influence
Campaigns).

Rhetoric is an accepted and natural
part of democratic debate where
everyone has the right to voice their
opinions and engage in public
deliberation. A certain amount of
rhetoric is accepted in public debate
whereas malign rhetoric is not.
Malign rhetoric exploits the often-
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¢dparmeHTOBaHMI xapaKtep po3moB fragmented nature of conversations
Yy CyyacHit nyb6niuHii coepi, wob inthe contemporary public sphere to
CKanamytutn Boay, obayputn Ta muddy the waters, deceive and
BBECTM B OMaHY, a TaKoX 3HeoxoTuTn mislead, and discourage actors and
yyYacHuKiB 6paTtu yyactb y nybniyHux voices to participate in the public
pebatax. MowwupeHum  3acobom debate.

:"aKnenHl,AL"l;_KO' . PUTOPMKM B A common vehicle for online malign
HTEPHETI € Tpos. rhetoric is Trolls.
Ll,e6 BKmoq.ae:ﬂ ’;e’?e"’a r HO includes: Ad Hominem,
O.Co ucmocm/: kwoooism, - Tanon Whataboutism, Gish-Gallop,
liwa, Conom’sHe onydano, Hanad v

Strawman, Hijacking etc.
(4opHa puTOpMKa) TOLLO.

199. Conom’aHe onygano Strawman MSB (2018) —
OanH 3 metoadie  Pumopuxku is one of the Malign Rhetoric p.19, 26
BuKpusneHHs. methods.

ANCKpeanTyBaTu cynpotuBHuKiB, Discredit an adversary by attributing
nPUNUCyoYKM No3uuii abo aprymeHTn, positions or arguments that they do
AKUX BOHM He pgoTpumytotbea, a not hold and then arguing against
MoTim BUCTYNaTu NPoTu umx nosmuin. those positions.
200. PpeitmiHr (abo ObmeKeHHA Framing Szwed (2016)

pamKamm)

(8na mepiiHUX 306parkeHb 06’€KTiB,
nogain, ocobucrocrten abo rpyn)

MEXaHi3M, AKNIN MoKe byTn
BUKOPUCTAHUIM ANA NOSICHEHHSA
$aKTMYHOro BNAMBY CTBEPAKEHD Ha
ayanTopito. PpelimiHr NoACHIoE
npouec, 3a 4oNOMoroto akoro 3Ml|
BMPILYIOTb, MPO WO /04N MOBUHHI
OYMATU | AKUM YMHOM, XO4a BOHU He
roBopATb iM, O Came AyMaTH.

@penmiHr BBegeHO A0 ranysi
coujanbHoOro aHanisy EpsiHrom
FodpmaHoOM, AKUIA PO3YMIB PaMKK
(ppertmmn) sk cxemu iHTepnpeTaLi,
AKi 4,03BONAIOTb NOAAM 3HAXOOUTH,
nomiyatu, ineHTUdiKyBaTH Ta
Ha[aBaTW 3HAYEHHA NOLIAM, L0
BifIOYyBalOTHCA B iXHbOMY
0COBMCTOMY KUTTi, @ TAKOXK Y
HABKOJINLIHbOMY CBITi. 3aBAAKMK
dperimam aeski BMNaaKosi,

(for media representations of
objects, events, personalities or

groups)

a mechanism that can be used to
explain the actual influence of
statements on recipients. Framing
explains the process by which media
decide what people should be
thinking about and in what way,
even though they do not tell them
exactly what to think.

Framing was brought into the field
of social analysis by Erving Goffman
who understood frames as
blueprints of interpretation which
enable individuals to locate, notice,
identify and give meaning to events
taking place in their personal lives,
as well as in the world around them.
Thanks to frames some coincidental,
loose elements or events construct a

—p.14-15

Goffman
(1986) — p.8-
10

Benford &
Snow (2000)
-p.614
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He3B’sI3aHi enemeHTH abo noaii coherent whole, answering the
byayloTb EgMHe Line, Bianosigatounm  question “What is going on here?”
Ha nuTaHHA "o TyT BiabyBaeTbca?"

201. AKwopmoizm Whataboutism MSB (2018) —

OAVH 3 MeToAiB PumopuKu one of the Malign Rhetoric methods. p.19, 26

Bukpuenenns (Haknery). deflecting an argument by drawing

BIAXM/IEHHA apryMeHTy Yepe3 attention to a similar phenomenon
NPUBEPHEHHA yBarm 40 noaibHoro which does not get as much
ABULLA, AKOMY He NPUAINAETLCA attention.

CTi/IbKM yBaru.
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10 TIEPUAHI 3ATPO3W B CEPEZHIV OCBITI (ICTOPIA)
10 HYBRID THREATS IN SECONDARY EDUCATION (HISTORY)
Ne UA EN Oxxepeno
202. AHHeKcia Kpumy Annexation of Crimea Grigas (2016)

Ha no4vaTtKky 2014 poky, nicna
npoTecTiB Ha MangaHi Ta BTeui
AHYKOBMYaA i3 BNaau Ta 3 YKpaiHu 21
ntotoro, Mocksa nepenwna Big,
PUTOPUKM A0 KaMnaHii ribpmuaHoi
BilAHW. Y Hi4 Ha 27 ntotoro 2014 poky
POCINCbKMI cneuHas 3aliHAB
micueBuii opraH Bnagu 8 AP Kpum.
BoaHouac pocilicbKi BilicbKa, paHilwe
po3miweHi B Kpumy Ta micTi
CeacTononi 3rigHo 3 [lorosopom
npo YopHomopcbKuii ¢pnot 1997
POKY, NnoYyanun obnory Ta Hanaau Ha
YKpaiHCbKi BiicbKa, ypaaosi byaisai
Ta iIHGpPaCTPyKTYpy, NpAMO
nopyLyto4ym byganewTcbKkuia
memopaHaym 1994 poky, AKKi
rapaHTyBaB TEPUTOpPIaNIbHY
LinicHictTb YkpaiHu. 16 bepesHs
pOCiiCbKa BnaAa Ta NPOPOCIACbKI
cenapaTucTy NPOBeN HE3aKOHHUM
"pedepeHaym" Wo[0 NPUEAHAHHSA
Kpumy Ta Cesactonona go Pocii i3
Ma/IOMMOBIPHUM Pe3y/IbTaTOM -
96,7% niaTpnMKK aHekcil. MNisHiwe
cam lyTiH BM3HaBg, Wo nig 4ac
"pedepeHaymy" B Kpumy 6yno
6113bKo 20 TUCAY POCINCBKMX
BiliCbKOBOC/Y*K60BLiB, L0
CNPUIMMANOCA AK BNANB Ha
pesynbTat. Yepes aBa gHi nicna
"pedepeHaymy", Pociiicbka
depepauia nignucana gorosip npo
NpUEAHAHHA KprMmy Ta micTa
CeBacTonons i, TaKUM YUHOM,
3anpoBaguna Te, WO CBIT BBAXKAE
HE3aKOHHOK aHEKCIEID YKPAiHCbKMX
TEPUTOPIN.

by early 2014, following the Maidan
protests and Yanukovich’s departure
from government and Ukraine on 21
February, Moscow changed from
rhetoric to a hybrid warfare
campaign. On the night of 27 Feb
2014, Russian special forces took
over the local legislature of Ukraine’s
Autonomous Republic of Crimea. At
the same time, Russian troops,
previously stationed in Crimea and
the city of Sevastopol under the Black
Sea Fleet Treaty of 1997, started
besieging and attacking Ukrainian
troops, government buildings, and
infrastructure in direct violation of
the 1994 Budapest Memorandum
which guaranteed the territorial
integrity of Ukraine.On 16 March,
Russian authorities and pro-Russian
separatists conducted an illegal
“referendum” for Crimea and
Sevastopol to join Russia with the
reported but unlikely outcome of
96.7 percent supporting annexation.
Putin himself later acknowledged
that around twenty thousand
Russian troops were present in
Crimea during the “referendum,”
which has been perceived as
influencing the outcome. Two days
after the “referendum,” the Russian
Federation signed the treaty of
accession for Crimea and the city of
Sevastopol, and thus enacted what
the world considers an unlawful
annexation of Ukrainian territories.

-p.127
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203. BbaraToBeKTOpPHICTb 30BHiLLUHbOI Multi-vector foreign policy of Horbulin
nNoAiTUKKM YKpaiHu Ukraine. (2017) -
KOHUENLiA 30BHILHbOI NONITUKN, the concept of foreign policy which p.158
cdopmoBaHa HanpukiHui 90-x pokie  emerged in the late 1990s.It aimed
XX CT., AKa Mana Ha meTi BCTaHOBUTKU  at establishing a balance of interests
neBHMM BanaHc iHTepeciB Ta and foreign political activities of
30BHiLUHbOMNOAITUYHOI AiANbHOCTI Ukraine in three core directions —
YKpaiHW y TPbOX OCHOBHUX Russian, European and Eastern (the
HanpPAMKax — POCiCbKomy, Black Sea region and Asia). This
€BPOMENCbKOMY Ta CXigHOMY Ukrainian multi-vector foreign policy
(YopHOMOPCbKKIA perioH Ta KpaiHu was determined by the need of
A3ii). 3a nawTyHKamMM yKpaiHCbKOi making a clear choice between two
NONITUKM BaraToBEKTOPHOCTI cToAna  options — pro-Russian or pro-
HeobXxiaHicTb opcTkoro BMbopy Ha  European. The relative balance of
KOPWUCTb OAHOTO 3 ABOX BapiaHTIB - the vectors was temporary, and the
npopocincbkoro abo ineffective multi-vector policy was
npoeBponencbLKoro. BiaHocHa finally ruined in consequence of the
piBHOBara BEKTOPiB Mana Revolution of Dignity at the end of
TMMYaCOBUI XapaKTep, NONITUKA 2013 — beginning of 2014.
H6araToBEeKTOPHOCTI BUABMUAACA
HeedEeKTMBHOIO i 3peLuToto, MiA Yac
Pesoatouii rigHoCTi HanpuKiHui 2013
- noyaTky 2014 pp, .6yna octatoyHo
3pynHOBaHa.
204. bnusbKe 3apybixiKa "Near abroad" (post-Soviet space) Rotaru (2018)

(nocTpaasaHcbKui NpocTip)

(oAuH i3 HappaTUBIB, WO OKPECNIOE
coepu iHTepecis Kpemns)

Ti KONULWHI PagAHCbKI pecnybnikuy,
AKi 3apa3 € He3aneXHMMn
AeprkaBamu.

Pocia BBakage, Wo Ui chabkiwi
(ocobnnBO B EKOHOMIYHOMY CEHCi)
KpaiHM NOBMHHI "NnpnpoaHmum
YMHOM" TAXKITU | TATHYTUCb 40
CU/bHILLIOT POCIMCbKOT AeprKaBHu,
NOCKNIAKOYMCh Ha CninbHKUI 3 Pocieto
iCTOPMYHKUIA AOCBIA, KYNbTYPY, MOBY
TOLWO.

(one of the narratives that outline -pl
the Kremlin's spheres of interest)
those ex-Soviet republics that are
now independent states.
Simons
Russia assumes that these weaker (2015) - p.4

(especially in an economic sense)
countries should ‘naturally’ gravitate
and be drawn to the stronger
Russian state referring to shared
historical experience, culture,
language and so forth of these
countries with Russia
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205. Benuka BitunsHAHa BiltHa (1941 - Great Patriotic War of 1941-1945 Rotaru (2018)
1945) one of the Kremlin narratives, the —p.9
OJMVH i3 KPEMIBCbKMX HAPATUBIB, Russian interpretation of history
pociMCbka IHTEPNPETaLIA ICTOpII. The sacralised Soviet victory over Domarnska
CakpanizoBaHa nepemora CPCP Hag, Nazism is a central element of the (2019) —p.1
HAUM3MOM € LLEHTPA/IbHUM politics of memory, as utilised by the
e/1eMeHTOM NONITUKK Nam’ATi Russian state today. It constitutes an
cyyacHoi Pocii. Lle ctaHOBUTD important theme in the Kremlin’s
BaXXNMBY TEMY B ige0onoriyHomy ideological offensive that is intended
HacTyni Kpemna, AKNi NOKANKaHUN to legitimise Russia’s great-power
NeriTMmisyBaTtn BeAMKOLEPKaBHi ambitions. The messianic myth of
ambiuii Pocii. MeciaHcbkuit mid npo  saving the world from absolute evil
NOPATYHOK CBITYy Big abcontoTHOro is supposed to cover up the darker
3712 Ma€ NPUKPUBATN TEMHI FNaBu chapters of Soviet history and to
paAAHCbKOI icTopii Ta neritumisyBatn  legitimise all subsequent Soviet or
BCi HAaCTYNHi pagAHCBKi UM pocincbKi  Russian wars and military
BilAHW Ta BiACbKOBI iHTEpBEHLT, interventions, starting with Hungary,
NMoYMHaUM 3 YropLiuHm, through Czechoslovakia and
nepexoasyi o YexocnosayunHm ta  Afghanistan and ending with Ukraine
AdraHictaHa i 3aKiHuytoumn YKpaiHoto  and Syria.
Ta Cupieto.
206. "[OeHb Nepemorn" "Victory Day" Rotaru (2018)

OfMVH i3 KPEMJIBCbKMX HAPaATMBIB,
pociicbKa iHTepnpeTauia ictopii

LeHb [Mepemorn BiA3HAYaETLCA B
Pocii wopoky 9 TpasHsA.

Lna pociaH ue gepeno ropaocTi 1a
naTpioTU3my, i Moro BiA3Ha4alTb AK
3Bi/IbHEHHS TepUTOpPIN Big dawmnsmy,
ONA TUTYNbHUX Hapoais banTii ue
"obmiH" ogHOro penpecuBHOro
peXMUmMy Ha iHWNA.

OKpim gemoHcTpauii cuam Ta
CTBOPEHHA MidiB Npo
HEMepPeMOXKHICTb Y41 HEMUHYUYICTb,
[eHb Mepemorn NoKANKaHUM
NPobyANTM KOIEKTUBHI cnoragu 8
"Bauzbkomy 3apybixcxci" Npo cninbHi
¥KepTBM Ta CNifibHY Nepemory nig vac
"Benukoi BitunsHaHoI BitiHn" (1941 -
1945), wob 36epertn HOCTaNbriO
CTApLLIOrO MNOKOIHHA 33 MUHYUM.

one of the Kremlin narratives, the
Russian interpretation of history

Victory Day is celebrated in Russia
annually on May 9

To Russians it is a source of pride
and patriotism and celebrated as
having liberated territories from
fascism, to the titular peoples of the
Baltic States it marks the ‘trading’ of
one repressive regime for another.

Beyond projecting power and
creating myths of invincibility or
inevitability, Victory Day is meant to
awaken collective memories in the
Near Abroad about the common
sacrifices and common victory
during "Great Patriotic War" (1941 -
1945), to maintain the nostalgia of
the older generation for past times.

-p.9

Simons
(2015) — p.6
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207. DoKTpuHa "obmexxeHoro Doctrine of “limited sovereignty” Domarnska
cyBepeHiteTy" (4OKTPUHA (The Brezhnev doctrine) (2019) — p.7
BpexHesa) this term refers to the Soviet policy
Lei TepMiH HanexunTb PagAHCbKIlN formulated in 1968 in order to
nonitny,i, copmynboBaHin B 1968 justify the collective military
poui onAa BunpaBgaHHA intervention of the Warsaw Pact
KOJIEKTUBHOIO BilACBKOBOIO members in Czechoslovakia. The
BTPYYaHHA YneHiB BapwaBcbKoro Brezhnev doctrine proclaimed that
[O0roBOpYy B YexocnoBayumHy. any threat to socialist rule in any
JoKTpuHa bpexHeBa state of the Soviet bloc in Eastern
nporosowyBsana, Wo byab-aKa Europe was a threat to the socialist
3arposa coujianictTmyHomy community as a whole
NpaBAiHHiO B Byab-AKiA 'C_"ep_)faB' The doctrine had been devised to
pap'ﬂH,CbKoro 6noky y Cxianii justify military interventions in
EBp.om. € 3arp9.3ou.) AR ] fellow socialist states as a means of
CoUianicTUIHOT CNINbHOTU B LINOMY.  1c dofor o against the hostile
JoKkTpuHa 6yna po3pobneHa ans ideologies of capitalism and liberal
BUMNPaBAAHHSA BiNCbKOBUX democracy.
iHTEPBEHL,N Yy CoLiaNiCTUYHI
OeprKaBu AK 3acib camo3axucry Big,

BOPOXKMX iAe0ori KaniTaniamy Ta
nibepanbHOI AeMoKpaTii.

208. €BpomainpgaH Euro-maidan Grigas (2016)
pyx YKpaiHn 2014-ro poKy, akni the 2014 Ukraine’s movement, ~p.28,109
nparHyB HabAM3nUTK KpaiHy o which sought to bring the country
3axoay. closer to the West.

209. "KatuHcbKa pisaHuHa" 1940 "Katyn massacre" 1940 Domaniska

(2019) —p.3

OA4MH 3 HapaTueis Kpemns,

"aHTMKATMHCbKA" NponaraHANCTCbKa
KamnaHis, sika 3Ma/ibOBYE LEeW
BINCbKOBMI 3/104UH (pO3CTpinmu
62113bKo 22 000 NONbCLKUX
BIMCbKOBMX i iHTenireHu,i) Ak
"cnpaBeannBy icTopuyHy nomcTty" 3a
danbluMBi macosi BbMBCTBa
PagAHCbKUX BIMCbKOBOMONOHEHUX Y
MonbLi Nig 4ac NONbCbKO-
paaAHCbKOI BiMHM 1919 p. - 1921. Ha
OYMKY NONbCbKUX T POCIMCbKUX
iCTOpUKIB, OCHOBHOI NPUYNHOLIO
BUCOKOI CMEpPTHOCTI cepeq,
PagAHCbKUX BIMCbKOBOMONOHEHUX

one of the Kremlin narratives,

"anti-Katyn" propaganda campaign,
that paints this war crime
(executions of about 22,000 Polish
military officers and intelligentsia) as
a “just historical revenge” for the
spurious mass killings of Soviet
POWs in Poland during the Polish-
Soviet war of 1919-1921. According
to Polish and Russian historians, the
main cause of high mortality among
Soviet prisoners of war were
infectious diseases that took the
lives of 16,000-20,000 (while
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6ynu iHpeKLUiltHi xBopobw, Aki Russian propaganda most often cites
3abpanu xutTa 16 000-20 000 the inflated number of 100,000).
(pocicbka nponaraHaa HaBOAMUTb
3aBuweHy unopy 100 000).

210. Konboposa peBoniouis Colour revolution Bouchet
HeHacUNbHULbKe NoBafeHHA ypaais  the non-violent nature of the regime (2016) - p.1
MacoBMMU NpOTECTamMu; change resulting from mass protests;

He BiliCbKOBaA BiHa non-military warfare

211. Naktr MonotoBa — Pi66eHTpona npo  Molotov-Ribbentrop Non- Domanska
HeHanap, (MNakr lithepa-CraniHa) Aggression Pact (Hitler-Stalin Pact)  (2019) —p.5
OaunH 3 HapaTusiB Kpemnsa one of the Kremlin narratives,

MaKT NPo HeHanaz MiX HaUMCTCbKO non-aggression pact between Nazi
HimeuunHotro ta CPCP (1939 p.), Germany and the USSR (1939),
AKMM po3ginae LleHTpanbHo-CxigHy  which dividing Central-Eastern
€Bpony Ha HiMeLbKy Ta pagAHCbKY Europe into German and Soviet
30HM BNAMBY. PocilicbKa nponaraHga  zones of influence. Russian
npeacTaBAfAe€ Le AK Bennke propaganda presents it as a great
AOCATHEHHA paaaHCcbKoi annaomartii, achievement of Soviet diplomacy
AKMM POCIAHM MOXKYTb NULWIATUCA. which Russians can be proud of.
MopaHHA BOYEBUAb arpecnBHOro The depiction of a patently
[0roBOpY AK BUNPABAAHOIo aggressive treaty as a justified
060poHHOro 3axo4y CBiAYNTbL NPO defensive measure suggests that
Te, W0 NPeBEHTMBHE 3aCTOCYBAHHA preventive use of force against other
CUAIN NPOTU IHLIMX OepPKaB MOXKHA states can be regarded as a
po3rnagaT AK 3aKOHHMM 3acib legitimate means of pursuing
nepecnigyBaHHA HaLiOHAaNbHUX national interests and strengthening
iHTepeciB Ta 3MiLHEHHA BNACHOI one’s own security.
besnekn. The 2019 European Parliament’s European
Pesontouin EsponapnamenTty 2019 resolution labelled the Molotov— Parliament
nosHaumna MNakt MonoTosa — Ribbentrop Pact as an immediate (2019)-p.3
Pi6beHTpona sAK besnocepeaHIo cause of the outbreak of the Second
NpUYMHY No4vaTKy Jpyroi cBiToBOi World War
BiMHM
212. PociiicbKa nonitMka nam’ari Russia’s politics of memory Domarnska

CTAaHOBWUTb BaXK/IMBUM eNemMeHT
[pocilicbKoi | aepaBHoi
nponaraHau: icTopuyHi dakTK Ta ixHi
iHTepnpeTaLii NianopAAKOBYIOTb
NONITUMHUM IHTEPECAM TUX, XTO
NPUAMAE PilleHHS.

constitutes an important element of
[Russian] state-sponsored
propaganda: historical facts and
their interpretations are
subordinated to the political
interests of decision makers.

(2019)-p.1, 3
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CKNAJAETLCA 3 ifel Ta NPaKTUK,
CNPAMOBAHUX Ha GOPMYBaHHSA
KONIEKTUBHOI NaM’ATi Ta iCTOPUYHOTO
ANCKYpCY B TaKWi cnocib, wo
BiANOBIAAE NONITUYHMM iHTEpPECaM
[pocilicbkoi Jnpasnayoi enitu. i
BNPOBAAXKYIOTb AepPKaBHi YCTAHOBM,
NiAKOHTPONbHI aepkasi 3MI,
YaCTMHa HAYKOBMX Ki/l Ta mepexa
couianbHUX opraHisauin. MNonitnka
nam’saTi mae 6yt ogHUM i3
iHCTPYMEHTIB neritumadtii
aBTOPUTAPHOTO pexknmy. i 3HaueHHs
3pOCTa€E, KONU BMN/IMB iHWNX
NeriTumisytoumx pakropis
(EKOHOMIYHMX, NONITUYHMUX,
COLia/IbHMX Ta MiXKHAPOAHMX)
3MEHLUYETbCA.

consists of ideas and practices
designed to shape collective
memory and historical discourse in a
way that serves the political
interests of the [Russian] ruling elite.
It is implemented by state agencies,
state-controlled media outlets, a
part of academia and a network of
social organisations. The politics of
memory is intended to be one of the
tools for legitimising an
authoritarian regime. Its significance
grows whenever the impact of other
legitimising factors (economic,
political, social and international)
wanes.

213. "CnisBiTYM3HUKN" “Russian Compatriots” Rotaru (2018)
(cooTeuecTBeHHiIKiI) (sootechestvenniki) -p.7
O/fHa 3 KOHLEMNLjN, Lo OKPEeC/toe one of the concepts that outline the
coepm iHTepecis Kpemns, Kremlin's spheres of interest
Lle BU3HaYeHHA PYHKLIOHYE This definition functions in a
KOHLEHTPUYHO: Bif, rpoMagAaHCbKOro concentric way: from a civic core
agpa (rpomagsaHu-emirpaHTn) oo (expatriate citizens) to a broader
Ginbl WMPOKOTro KoNa, AKe BKAtoYae  circle that includes people who are
Noaen, AKi KyNbTYpPHO Ta AYXOBHO culturally and spiritually oriented
opieHToBaHi Ha Pocito (Hanpuknag, toward Russia (for example the
cenapatuctu MpuaHictpos's, separatists of Transnistria or the
[oHeubKa Ta JlyraHcbKa), notim Ao insurgents from Donetsk and
e B6inbloi rpynm BCiX KONMULLHIX Luhansk), then to an even larger
pagAHCbKUX Hapoais Ta nogen, wo  group of all former Soviet peoples
Bxoaman go LlapcbKoi imnepii and people who were part of the
(TakMm YMHOM, HaBiTb NONAKM Ta Tsarist Empire (thus, even Poles and
diHn mornun 6 6yTK Finns could be compatriots!), and
cniBBiTYM3HMKamm!), i HapewwTi, finally, the last circle is the broadest
OCTaHHE KO0 € HANLLMPLLMM Ta one and includes people who speak
BK/IHOYAE NtoAel, AKi roBOpATb Russian and who feel an affinity for
POCINCbKOO MOBOIO Ta BiAYyBalOTb Russian culture and spirituality.
CropiAHEHICTb i3 pOCiCbKOIO
KYy/ZIbTYPOIO Ta AYXOBHICTHO.

214. CninbHe pagAHCbKe MUHYNE The shared Soviet past (Common Rotaru (2018)

(cninbHa icTopin)

history)

-p.7
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€ He IMLe axxepenom m’akoi cuam is not only a source of soft power for
ana Kpemns, ane i BaxKIMBMm the Kremlin but also an essential
e/leMeHTOM A/1a CTBOPEHHA cninbHoi  element for the creation of a shared
iAE€HTUYHOCTI Ha NOCTPAAAHCbKOMY identity in the post-Soviet space.
npocropi.
215. YKpaiHcbKa "PeBontouis rigHocTi" Ukraine’s “Revolution of Dignity”
(Takoxk Bigoma ik EBpomaiigaH) (also known as the Euromaidan)
Ovs. EspomalioaH See Euromaidan
216. «ANTUHCbKMIA nopaAoK» 1945 the “Yalta order” 1945 Domanska
(2019) —p.6

03HaMeHyBaB anorem cTaTycy
Be/InKoi aeprkasu Pocii Ta CPCP.
HuHiWwHi reononitnyHi ambiui
MockBu 6a3ytoTbCs Ha ABOX
OCHOBHMX eleMeHTax Lboro

NnopsaAKy.

Mepwwnii - nogin EBponu Ha 30HU
BMN/INBY Ta AOPYYEHHA BEAUKUM
AeprkaBam NigTpumyBaTH Ui 30HU
cTabiNbHMMMK; HMHI LA iaes o3Hayana
6 BM3HaHHA NOCTPALAHCbKOTO
npoctopy chepoto BUKNOYHOTO
BMNANBY NOPAA, i3 NpuBinenoBaHMmMmn
iHTepecamu Pocii.

IHWW - KoHLenuia "HepiBHOrO
cyBepeHiTeTy", Ae nnwe BeNUKi
Oep¥KaBu 3 NOTYKHUM BiINCbKOBUM
NoTeHL,iaIoOM MatoTb MOBHUA
CYBEpPEHITET, TOAiI AK HE3aNEKHICTb
iHWKMX AepKaB obmerkeHa 3a
BU3HAUYEHHSM: BOHU, AK OYIKYETbCA,
6yAyTb BPaxoByBaTH iHTepecH
MOTYTHIX Mi’}KHapOAHMX CyD'eKTIB AK
rON0BHUIN OPIEHTUP ANA IXHbOI
30BHiLWHbOI Ta BHYTPILIHbOI
NOAITUKK. 3a L€ NOTiKO, KpaiHu
LleHTpanbHoi Ta CxigHOi EBpOnu,
iMOBIpPHO, BTiNOIOTb iHTEpPECH
pociicbKoi 6e3neku, a He CBOI, Lo
6y/10 6 PiBHO3HAYHO CTBOPEHHIO B
LLbOMY perioHi cBoepigHoi bydepHoi
30HM.

marked the apogee of Russia-USSR
great power status. Moscow’s
current geopolitical ambitions build
upon two main elements of this
order.

The first one is the division of
Europe into zones of influence and
entrusting great powers with
keeping these zones stable;
nowadays, this idea would imply the
recognition of the post-Soviet area
as a sphere of exclusive influence,
alongside the privileged interests of
Russia.

The other is the concept of "non-
equal sovereignty", where only great
powers with strong military
potential enjoy full sovereignty,
while the independence of other
states is limited by definition: they
are expected to consider the
interests of the powerful
international actors as the main
guideline for their foreign and
domestic policies. By this logic,
Central and East European countries
are expected to embody Russian
security interests rather than their
own, which would be tantamount to
the creation of a sort of security
buffer zone in this region.
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11 FIEPUAHI 3ATPO3M B MEHEAMMEHTI COLIOKY/IbTYPHO! AIA/1BHOCTI

11 HYBRID THREATS IN SOCIO CULTURAL MANAGEMENT

Ne UA EN Oxxepeno

217. AreHT KynbTypu Cultural agent
1) ntogmHa, siKa cNpUse 3aMmiHam, 1) is an individual who promotes Sommer, D.
BUCBIT/IIOKOUM Ta AOCAIKYOUM change by highlighting and exploring  (2021)
6e3niy cnocobis BNAMBY KyNbTypHUX  the many ways in which cultural
NPaKTMK Ha Hawi cycninbCTBa. practices affect our societies.

2) ue BM3HaYeHHA NpeacTaBse 2) This definition represents us the

KOHLLENLio Ky/IbTYPW AK areHTCTBa, conception of the culture as an Barbero et al.
Lo ABAAE coBOI0 HU3KY KpeaTMBHMX  agency, which refers to a range of (2006)

BUAIB AiANbHOCTI, AKi CNpMAOTb creative activities that contribute to

PO3BMTKY CYCMiNIbCTBA, 30Kpema society, including pedagogy,

neparoriky, 4OCNiAXKeHHS, akTUBI3M  research, activism, and the arts.

Ta MUCTELTBO.

218. AKynbtypauin Acculturation Chirkov, V.
npoLec, AKWIA BTINIOE NtogMHa/areHT  a process executed by an agentic (2009) - p.94
(ue He npouec, AKNIA TpaniAeTbCA 3 individual (it is not a process that Maehler et al.
JNIIOANHOLO) nicns 3ycTpidi Ta happens to an individual) after (2019)
NPUEAHAHHA 0,0 KYNbTYPHOI meeting and entering a cultural
CMiNbHOTK, KA BiAPI3HAETLCA Bif, community that is different from the
KyNbTypPHOI CNiNIbHOTK, Ae BOHa byna  cultural community where he or she
coljianisoBaHa. was originally socialized.

219. AHomis Anomie Spencer &
coujianbHa cuTyaLif, Konu cTapi the social situation when old Lalgeelg(;())OS)
iHCTUTYTM NepecTatoTb institutions are no longer - b )

. . o S 1982
dYHKUioHYBaTK cTabinbHO 1 noam functioning in a stable way and
BXKE HE MOXKYTb PO3pPaxoByBaTh Ha people no longer can count on Deflem
OTPMMaAHHS O4YiKyBaHUX BUHAropos, receiving the expected rewards for (2018) -
3a BiANOBIAHMMM OYiKYBaHMMM conforming to expected standards P.147

CTaHAapTamu (KoHuenuis
Oropreiima).

BiACYTHICTb (3HELIHEHHA) HOpPM, WO
NPosABAAETLCA Y dopMi
OEiHCTUTYLiOHaNi3aLii NpaBoBMX
(3aKoHHMX) 3acobiB cycninbcTea
(koHuenuis MepToHa).

TaKum YMHOM, LiNni, 40 AKUX
HaBYMAM NPArHyTU NOAEN

(conception of Durkheim).

normlessness, manifested in such a
form as a deinstitutionalization of
the legitimate means of society
(conception of Merton)

So the goals toward which people
have been taught to aspire (e.g., to
achieve prosperity by holding a well-
paid job) do not correspond to the
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(HanpuKknag, AocArTM NPOLBITaHHA institutionalized means that are
3aBAAKM fobpe onnavyBaHin actually available and the norms by
poboTi), He BignNoBIAalOTb which people are supposed to
iHCTUTYL,iOHANi30BaHNUM HAABHUM compete.
3acobam Ta Hopmam, fAKi Bnaaa
MOKe 3anponoHyBaTN NOLAM.

220. €Bpabis Eurabia Vilmer et al.
(cymiw Esponu Ta Apasii) (a portmanteau of Europe and (2018) - p.78
KOHLLENL,if, AKY BUKOPUCTOBYIOTb Arabia) the concept, used to Brown (2019)
ONA onucy yabTpanpasoi describe a far-right Islamophobic
icnamodobcebkoi Teopii 3mosu, B conspiracy theory, involving globalist
AKiM 6epyTb yyacTb rnobanicTuyHi entities allegedly led by French and
opraHisauii, imoBipHO 040tOBaHiI Arab powers, to Islamise and Arabise
¢dpaHUy3bKOo- Ta apabcbkomoBHuMKM  Europe, thereby weakening its
AeprkaBaMu, gnA icnamisauii Ta existing culture and undermining a
apasisau,ii Esponu, TMM cammnm previous alignment with the U.S. and
nocnabntooum i icHyrUy KyabTypy Israel.

Ta nclﬁlp'):lsar;)qw”nonepepﬁe PIBHAHHA 1o example of the anti narratives
Ha Ta Ispatfib. that attack "our institutions";

€ I'IpVIKﬂa,EII,'OM a'H'TVI-Hapa'!'”leIBIB, AKi a hybrid influence tool.

aTaKyloTb "Hawi iIHCTUTYUIT";

iHCTPYMEHT ribpuaHoro snaunBey.

221. KynbTypHa agMnaomaria Cultural diplomacy
1) cnoci6 "aemoHcTpau,ii KynbTypu 1) a way for "showcasing a country’s  Williams  S.
KpaiHM 3a 4onomoro KoHuepTiB un  culture through concerts or (2021)
BMCTABOK» Ta iHLIMX KPEaTUBHUX exhibitions» and other creative
NPaKTUK. practices".

2) ue obmiH igeamu, iHpopmalieto, 2) an exchange of ideas,

MUCTELITBOM Ta iHLLIMMM acnekTamu information, art, and other aspects Ryniejska—
KY/IbTYPU MiXK KpaiHamu ans of culture between countries to Kietdanowicz,
CMPUAHHA Ta PO3BUTKY facilitate mutual understanding" M. (2009) -
B3aemopo3ymiHHA" (KoHuenuia M. (Conception of M. C. Cummings). p.8

C. KammiHrca).

222. KynbTypHa AianbHicTb, TOBapu Ta Cultural activities, goods and UNESCO
nocayru services (2015) — p.7

AiANbHICTb, TOBApW Ta NOCAYTU, AKi
pPO3rnAaatoTbCa K NEBHUN aTPUOYT,
BMKOPUCTAHHA YN METa, WO
BTiNItOIOTb ab0 nepeaatoTb popmu

are the activities, goods and
services, which at the time they are
considered as a specific attribute,
use or purpose, embody or convey
cultural expressions, irrespective of

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Co-funded by the
Erasmus+ Programme
of the European Union

WARN 90

NpPoABIB KyNbTYpPW, HE3ANEXKHO Big, iX
KOMEPLiMHOI LiHHOCTI.

KynbTypHa AianbHicTb moxke 6yTn
camouinnto abo cnpmatn
BMPOOBHULTBY KYNIbTYPHUX TOBAPIB Ta

the commercial value they may
have.

Cultural activities may be an end in
themselves, or they may contribute
to the production of cultural goods

nocayr and services

223. KynbTypHa HanexHictb Cultural affiliation USA Congress
B3aEMOBIAHOCKHM CMiNIbHOI rpynoBoi  means that there is a relationship of (1990)
iA@HTMYHOCTI, AKi MOXKHa shared group identity which can be
NPOCTEXUTU iICTOPUYHO abo reasonably traced historically or
[0ICTOPUYHO MiXK TENEPILLIHbOO Ta prehistorically between a present
6inblw paHHbOW Gopmoto rpynu. B day tribe ....and an identifiable
3akoHogascTi CLUA — ue earlier group. In the USA Law this
BM3HAYEeHHA BUKOPUCTOBYETLCA B definition concerns Indian tribes and
KOHTEKCTi iHAiaHCbKUX NN1eMeH Ta Native Hawaiian organization.

KOPiHHUX raBaliCbKMX OpraHisaLiin.

224. KynbTypHa cnagwuHa Cultural heritage COE (2005). —
Lie ycnaZKoBaHa 3 MMHY/0TO is a group of resources inherited p-2
CYKYMHICTb pecypcis, AKy Aoau, from the past which people identify,

He3aseXKHo Big GopM BNACHOCTI, independently of ownership, as a
BM3Ha4YaloTb SIK Big0OparkeHHA Ta reflection and expression of their
BMPAXKEHHA CBOIX LiHHOCTEN, AKi constantly evolving values, beliefs,
NOCTIMHO eBOJIIOLLIOHYIOTb, BipyBaHb, knowledge and traditions.

3HaHb Ta TpaauLin. It includes all aspects of the
BoHa BKAtoyae B cebe BCi acnekTH environment resulting from the
HaBKO/IMLWHbOrO cepenoBmLa, Wo €  interaction between people and
pe3ynbTaToM B3aEMOAiT MiX places through time.

NI0AbMM Ta MiCLEBOCTAMM

(micuamm) y yaci.

225. KynbTtypHa TpaBma - Cultural trauma - Sztompka
€ KY/IbTYPHO iHTEPNPETOBAHO Is culturally interpreted wound to (2000) B

p.458 - 459

PaHOO CaMOi Ky/IbTYPHOI TEKCTYpU
cycninbcTBa.

YHacnigoK CTpiMKUX, pagnKanbHMX
coujanbHUX 3MiH "noaBilHICcTb
Ky/nbTypu" npoasutb cebe y
CBOEPIAHIN popmi: TpaBMaTUYHI
noA,i, AKi cami no cobi matoTb
3HAYeHHS Ta HaAiNeHHi cCMMCNOBUM
HaBaHTa*KEHHAM Y/ieHamm

cultural tissue itself.

In the aftermath of rapid, radical
social change the ‘duality of culture’
will manifest itself in a peculiar way:
traumatizing events that are
themselves meaningful, endowed
with meaning by the members of
the collectivity, may disturb the very
same universe of meanings.
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KOJIEKTUBY, MOXKYTb NOPYLUNTU If a disturbance occurs, the symbols
HafABHE CEMAHTUYHE nose. start to mean something other than
they normally do; values become
AKLWO BMHMKAE NOPYLIEHHA, i
valueless, or demand unrealizable
CUMBOIN MOYUHAKOTb O3HAYATM LLOCH ) :
. . o . goals; norms prescribe unfeasible
iHLWe, HiX 3a3BMYait; LiHHOCTI i o
. actions; gestures and words signify
HiBentoTbCA, abo BMMaratoTb i .
- - something different from what the
He34iNCHEHHUX Linen; HopMu .
meant before; belief are refuted,
NPONUCYIOTL Aji, L0 HE MOXK/IMBO ) i
. i faith undermined, trust breached;
BTIINTU; XKECTU Ta CIOBa BTPAYatoTb . .
. X ) charisma collapses, idols fall.
CBOI NEPBUHHI 3HAYEHHSA;
nepeKkoHaHHA cnpocToBytoTbes, Bipa  Cultural trauma includes the
HiBENOETLCA, AOBIPY NOPYLIEHO; following symptoms: anomie,
Xapu3ma PyYMHYETbCA, KYMUPU civilization incompetence, collective
(imonwn) 3a3HatoTb Kpaxy. guilty, collective shame, distrust
. ndrome, crisis of identi
KynbTypHa TpaBMa BKAKOYAE TaKi 5y _d, ° ?’ ¢ S,S,O dentity,
) . C . legitimation crisis, cultural lag and
CMMNTOMM: aHOMIA, UMBINi3aLinHa | fricti
HEKOMMNETEHTHICTb, KONIEKTMBHA sociatiriction.
BMHA, KONEKTUBHA raHbba, CUHAPOM
Heao0BipU, KPM3a IAEeHTUYHOCTI,
Kpu3a NeriTMMHOCTI, KyNbTypHe
BiACTaBaHHA Ta coujaabHa Hanpyra.
226. KynbTypHuU#M reHoump, Cultural genocide Bilsky &
. . . Klagsbrun
nigKkaTeropia abo acnekr reHoumay - is a sub-category, or aspect, of 5018
cnpobu cucTeMHoOro Ta HaBMUcHoro  genocide — the attempt to ( 374)
3HULLLEHHA FPyNM - Nopsag, i3 systemically and wilfully destroy a P-
®i3MYHMM reHouMaom Ta group — alongside physical genocide
6ionoriyHMm reHoungom. BiH and biological genocide. It denoted
OXOMNJIOE PYNHYBAHHA AK the destruction of both tangible
maTepianbHUX (Hanpuknaga, kynbToBi  (such as places of worship) as well as
cnopyAaum), TaK i HematepianbHUX intangible (such as language)
(Hanpuknag, MoBa) KyNbTYPHUX cultural structures.
CTPYKTYP.
227. KynbTypHUMU KOHTEHT Cultural content UNESCO
. o . . ... (2015)-p.7
CUMBOJIIYHE 3HAYEHHA, XYAO0XKHIl the symbolic meaning, artistic
BUMIpP Ta KYNbTYPHI LLIHHOCTI, L0 dimension and cultural values that
NOXOAATb 3 Ky/IbTYPHUX originate from or express cultural
iAEeHTUYHOCTEN UM BUpPaArKatoTh iX. identities.
228. MiXKKYNbTYpPHICTb Interculturality UNESCO
(2015) —p.8

HAABHICTb Ta piBHOMpaBHa
B3aEMOAIA PiSHOMAHITHUX KyNbTyp
Ta MOK/IUBICTb reHepyBaTH CMi/ibHi

the existence and equitable
interaction of diverse cultures and
the possibility of generating shared
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bopmm NposABY KyNbTypu LLNAAXOM
Aianory Ta B3aEmonosaru

cultural expressions through
dialogue and mutual respect

229. Mosa HeHaBMuCTi Hate Speech Szwed (2016)
TEKCT, AKNI Norpoxye, obpaxkae abo  text that threatens, insults or attacks p.10
HanaAa€ Ha NOAMHY UM TPyny Ha a person or group on the basis of
OCHOBI HaLioOHaNbHOro NoxoaxeHHA, national origin, ethnicity, race or
€THIYHOI NPUHANEXKHOCTI, pacu Yun religion.
penirii.

230. PociiicbKOMOBHi rpomaau Russian-Speaking Communities Lutsevych
cknagosa "Pycbkozo Mupy", wo € component of the Russkiy Mir, (2016) —p.14,

. . . . - 16
OCHOBOI POCICbKOI MepesKi 3a which form the bedrock of Russia’s
KopgoHom. OcHoBHa iges: "aKLo network abroad. Main idea: "if a
BMPOLLYBATK NPOPOCINCbKe pro-Russian way of thinking is to be
MMCJIEHHSA 332 KOPAOHOM, Ba*K/INBO nurtured abroad, it is crucial to
BK/1Q4aTW KOWTW Y NOCUNEHHA invest in the reinforcement of the
pocincbKkoi mosun". Russian language".
Ane 3aKOHHI 3ycunns 3 npocyBaHHA  But legitimate efforts to promote
POCICbKOT MOBM BUKOPUCTOBYIOTb i3 the Russian language is used for
NiAPUBHOIO METOIO: subversive purposes:
- OTPUMaAHHA NOANBHOCTI - to buy the loyalty of Russian-
"pociicbkomoBHUX" (piHaHCyOUM speakers (by financing projects
NPOEKTH, WO NPOCYBatoTb POCiiCcbKy  promoting the Russian language),
mosy), - to "defend rights" of Russian-
- "3axu1cT NpaB" POCINCbKOMOBHOIO speaking population (in Ukraine and
HaceneHHs (B YKpaiHi Ta iHWnx other countries),
kpaitax), - to foment tensions and separatist
- po3nasitoBaHHA HANpPYXEHOCTI Ta sentiments in Ukraine (by
CcenapaTMUCTCbKMX HacTpoiB B YKpaiHi  supporting the fringe separatist
(nigTPMMyOuM MaprmuHanbHi wings of Slavophile and Russophile
cenapaTUCTCbKi Kpuna organizations).
chos H_Hod)mbeKMX Ta, . " the Russian World is everywhere
PYyCodinbCLKNX Opranisauyii). where the Russian language is
"PyCcbKuin MUp BClOAM, e TOBOPATb spoken"
pociicbKo"
231. Cartupa Ta napogain Satire And Parody MSB (2018) —
p.19, 25

€ 0AHUM i3 meToaiB JesiHpopmauii.

BucmitoBaHHA, BUKPUTTA Ta KPUTUKA
noaen, po3nosiai Yn AYMKM 3
BMKOPUCTaHHAM r'yMOpY Ta

is one of the Disinformation
methods.

Ridicule, exposure and critique of
individuals, narratives or opinions
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nepebinbweHHs. Xova HalyacTiwe using humour and exaggeration.
HeLKianmee, Le Moxe bytu Though often harmless, this can be
BMKOPWUCTAHO arpecuBHO B pamKax used aggressively within the
BiNbLU LWMPOKMX 3yCUND 3 framework of broader
AesiHbopmauii. l'ymop Takoxk gyxke  disinformation efforts. Humour is
edeKTMBHUIM Ana neritumau,ii also very effective for legitimising
cynepeynmemx OyMok. controversial opinions.
232. CouioKynbTypHa cuctema Sociocultural system Elwell (2013)
cMcTemMa, o cknaay AKoi BXoaATb the system, which consist of three —p.13
TPW TUMW ABULL: MaTepiasibHi, types of phenomena: material,
CTPYKTYPHI Ta igeauiliHi. structural and ideational.
Mepwuii TMN ABML, MaE disnyHe The first ones have a physical
BTIIEHHA, AKE MOXKHa /IeTKo presence, which can be readily
cnocrepiratv (HaBKONULIHE observed (environment, population,
cepefoBulLLLEe, HaceNeHHs, Moro its characteristics (size, age, birth
XapPaKTePUCTUKMU: PO3MIp, BiK, etc.) and technologies, used in the
HaPOAMKEHHSA TOLLO) Ta TEXHOOTII, society. The second ones deal with
LLLO BUKOPUCTOBYIOTLCA Y cycninbeTgi. the social groups and their
Lpyruit TN cTocyeTbCA coliaibHUX organization (government, family
rpyn Ta iXHbOi opraHisauii (ypaa, system etc). The third ones refer to
cimeiHa cuctema Towo). Tpetin Tun  ideologies, religion, norms, values
ABMLL, OXONOE iaeonorii, peniri, etc”.
HOPMM, LLIHHOCTI TOLLO.
233. TpaHc-KynbTypHa (eTHiuHa) gudysia Trans-cultural diffusion World
PO3MOBCIOAMKEHHA KYNbTYPHUX the spread of cultural items—such Heritage )
. L . - . . Encyclopedia
eNleMeHTiB, AK-OT igei, ctuni, penirii,  as ideas, styles, religions,
TEXHOO0rii, MOBU TOLLLO MiXK technologies, languages etc.— (2021)
NoabMU, B MeXKax OgHI€l KyNbTypu between individuals, whether within
abo Bif, OAHIEI KyNbTypU A0 iHLLOI. a single culture or from one culture
to another.
234. K0-ecec-meH USS-Men Szwed (2016)

KAnilwe pociicbKoi iHTepHeT-
nponaraHau.
e rpa cnis, WO 3B’A3yE ececiBLiB

(SS, HaumcTcbka HimeyymHa) Ta
amepukaHuis (USA, CLLA).

a clichés of Russia’s internet
propaganda.

is a play on words to link SS-men
(Nazi Germany) and US-men (United
States).

- p.47
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12 TP AHI 3ATPO3 B MEAIAKOMYHIKALIAX
12 HYBRID THREATS IN MEDIA COMMUNICATIONS
Ne UA EN Oxxepeno
235. bnor Blog McQuail's, D.
. . . (2010) — p.
CKOpouYeHa Bepcis Beb-KypHany, aAka The word is a shortened version of
BKA3Yy€E Ha MOro NOXo4KeHHA AK weblog, which indicates its origin as 543
Habip WoaeHHMKOBMX 3anuciB abo a set of diary entries or related
nos’A3aHOro BMicTy, po3mileHoro 8 content posted on the Internet for a
IHTEPHETI 3 PI3HUX NPUYMH, variety of reasons, mostly of a
3aebinbworo ocobucroro personal nature. The chance for
xapakTepy. LWaHc ana umtavis readers to leave comments in an
3a/1MLWATU KOMEHTApI B interactive format is a novel feature
iHTepaKTMBHOMY PopmaTi - HoBa of the blog compared to normal
byHKLUis 6nory nopiBHAHO i3 journalism. The influence of blogs is
3BMYANHOLO XKypHanictTuKot. Bname  much disputed, since few have any
6noriB BUKAMKAE BeNUKi cynepedkn, large audience of their own, but
OCKiNbKM B HeGaraTbox € B/lacHa they represent a significant opening
BE/IMKA ayauTopiA, ane BOHU of public access and a challenge to
npeacTaBAATb 3HAaYHE BigKpUTTA institutional control of public
[O0CTYyNy rpoOMaacbKOCTi Ta BUKAUK information.
iHCTUTYLIMHOMY KOHTPO/O
nybnivHoi iHpopmalii.
236. BaneHTHicTb NOBiAOMNEHHA Valence Of A Message Bradshaw &
cuna npueabameocTi (nobpoTtn) abo  the power of attractiveness Howard
. . (2017)-p.9
ormaHocTi (noraHocTi) (goodness) or averseness (badness)
NoBiAOMNEHHS, NOA,i Y/ peui. of a message, event or thing.
237. IlnauBigyanbHe TapreTyBaHHA Individual targeting Bradshaw &
CTpaTeria KibepBiNcbK, Wo a cyber troop strategy that involves Howard
) . e (2017)-p.9
nepeabayvae BMbip ocobm um rpynu selecting an individual or group to
ANA BNAMBY Ha couianbHi mepexi (Ak  influence on social media (both in
y dopmi cnienpauyi, Tak i y popmi the form of collaboration and in the
AOMaraHb) form of harassment)
238. IHTEpHEeT-KOKOH Internet-cocooning Vilmer et al.
(2018) - p.31

edeKT i3onsuii Kopucrtysauis
IHTEPHETY B 3aKPUTUX KOFHITUBHUX
NpPOCTOpax, A€ BOHWU 3HAX04ATbCA
nig BNAMBOM NMLLE TOrO 3MICTY,
AKUIM NiATBEPANKYE IXHi
nepeKoHaHHA. MOWYKOBUK CTaE

the effect of internet users
insulation “in closed cognitive
spaces where they were only
exposed to content that supported
their beliefs. The engine would
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iHCTpyMeHTOM nigTBepaXKeHHA, a He  become a tool of confirmation
iHbOpMYyBaHHS. rather than information.
ue KomdopTHi KorHiTMBHI Nnpoctopy, comfortable cognitive spaces that
Wo nigTBEepAKYytoTb 3a6060HM, a He  confirm prejudices rather than
NPOTUCTOATb 3a6060HAM iHLLMX. confront them with the prejudices of
ANB. TaKOX: Mikpo-mapzaemyeaHHs, others
bynebawkKu ®inempis see also: Micro-Targeting, Filter

Bubbles

239. KackapgHa iHpopmauia Cascading Information Vilmer et al.
ABMLLE, KON KOPUCTYBaYi the phenomenon when users relay (2018) - p.42
nepeaatoTb iHbopMaliito, information posted by their close
PO3MiLLLEHY iXHIMW BAN3BKUMM contacts without necessarily
KOHTaKTamu, He 060B'A3KOBO checking or even considering
nepesipAKYM | HaBiTb He whether that information is true.
3aMUC/IOYMCD, UM LA iIHpopMmaLina The more the information is shared,

BiAnosiaae gincHocti. Yum Ginbwe the more we tend to trust it and the
iHpOpMaLiA NOWKNPIOETLCA, TUM less we use critical thinking to assess
6inblue M1 CXMAbHI T goBIpATU i TUM  it.

MEeHLLE BUKOPUCTOBYEMO KPUTUYHE

MWUCNEHHA ANA il OLiHKN.

240. Nipepw pymok Opinion leaders McQuail's, D.
Noaun, AKi BNANBAOTb Ha AYMKM UK persons who influence the thinking (2010) —p.
NoBeAiHKY iHWKX Y HedopManbHNX or behaviour of others in informal 265
couianbHUX B3aEMMHAX. social relationships. The identifying
BM3HaYanbHi XapaKTEPUCTUKN characteristics vary according to the
3MiHtolOTbCA BignosigHo go “tTemn”  ‘topic’ of influence and social
BM/INBY Ta COLia/IbHOrO OTOYEHHS, setting, but the people concerned
OfHaK y byab-akil cuTyauii Taki are generally better informed, make
Noaun, 3a3BuYald, Kpaule more use of mass media and other
noiHpopmoBaHi 1 binbLie sources, are gregarious and are
KOPUCTYIOTbCA Mac-Meaismun Ta likely to be respected by those they
iHWMMM ArKepenamum, BOHU influence.

TOBAPMCbKI, IX NOBa*KaloTb Ti, Ha
KOro BOHW BNAMBAIOTb.
241. JlyHa-Kamepu Echo Chambers MSB (2018) —
p.19-20

ABMLLE, AKE BUKOPUCTOBYETLCA ANA
KozHimusHomy 3namy.

OpraHivyHO cTBOpEHI Nigrpynu, B
AKUX Nt0AM CNINKYIOTbCA ivwe 3
Noabmu noAibHMXx aAymok. JlyHa-
KaMepW iCHYIOTb K B IHTEpPHETI, TaK i

a phenomenon that is used in
Cognitive Hacking.

Organically created sub-groups in
which people only engage with
others of similar opinions. Echo
chambers exist both online and in
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B peanbHOMY UTTi. Hanpuknag, real life. For example, voters for a
BMOOpLi NONITUYHOT NapPTii MOXKYTb political party may turn to the same
3BepTaTMCA A0 TiEi cCamoi raseTu 3a newspaper for information, socialise
iHbopMmaLieto, cnifkyBaTUCA predominately with peers from
nepesBaXHo 3 O4HONITKAMM 3 backgrounds like theirs, and engage
nogibHOro NoxoA*KeHHaA Ta 6patm in conversations on forums with
y4acTb y po3mMoBax Ha popymax 3 people of a similar political
NtoabMuM NoAibHOI noniTMYHOT orientation. Thus, they are rarely
opi€eHTaLii. TaKMM YNHOM, BOHMU exposed to ideologically
pigKo niggatoTbea ige0N0oriYyHo contradicting opinions. This can be
NPOTUNEXHUM AyMKam. Lle moxke exploited to reinforce and spread
6yTN BUKOPUCTAHO ANA 3MiLLHEHHSA certain information to specific
Ta NOWMPEHHA NeBHOI iIHbopMaLii groups of people.
AO NEBHNX TP NHOAEN. See also Filter Bubbles
[vB. TakoX bynbbawkKu Pinempis

242. MapioHeTKa Sock Puppet MSB (2018) —
€ ogHuM i3 iHcTpymeHTiB TexHiuHo2o Is one of the Technical Exploitation p.19,23
BuKopucmaHHA. tools.
aKayHTM-CaMO3BaHLi, AKUMU Kepye imposter accounts managed by a
ocoba, Lo He PO3KPUBAE CBOKD person who does not reveal their
CNPaBXHIO iAEHTUYHICTb UM Hamipu.  real identity or intentions. These
Li Henpasausi aaHi false identities are used to join
BMKOPUCTOBYIOTbCA ANA NPUEAHAHHA  online communities and participate
00 IHTepHeT-CNiNbHOT Ta y4acTi B in debates, and act as ‘fronts’ for
Aebartax Ta BucTynatoThb AK "dpoHTM"  introducing false or controversial
ONA BBeAEHHA HenpasauBoi abo information. Two or more
cynepeunusoi iHpopmauii. isa abo  sockpuppet accounts can be used in
Ginble MapioHETHMUX aKayHTH conjunction to simulate both sides
MOXYTb BUKOpUcTOBYBaTMCA pasom  of a debate.

ANAa mogentoBaHHA 060X CTOpiH
OMCKYCil.

243. Memu Memes Szwed (2016)
oundposaHi ognHuu,i iHbopmauii digitalized units of information (text, p-9
(TekcT, 306parkeHHs, ifbm, 3BYK), image, film, sound) that are copied,

AKi KonitoTbesA, 06pobaAloTLCA | B processed and in this processed

i obpobneHit popmi NOBTOPHO form, re-published on the Internet; a
nybnikyoTbcA B IHTEpHETI; Hybrid Influence tool.

iHCTpyMmeHT libpudHoezo Brausy.

244, MopanbHa naHika Moral panic McQuail's, D.
ynepue uen TePMiH YKUB the term was first applied by the (5263110) —p

KpumiHanict JKOH AHI' CTOCOBHO

criminologist Jock Young to sudden

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Co-funded by the
Erasmus+ Programme

of the European Union WARN 97
panToBWX BMABIB 4acTo expressions of often irrational mass
ippauioHanbHOi MacoBoi TpuBorn Ta  anxiety and alarm directed at ‘crime
CTpaxy yepes ragaHi “xsuni waves’ or other supposed evidence
3/104MHHOCTI” abo iHWI HiIBUTO of disorder and social breakdown
AOKa3n 6e3nagy i couiaNbHUX NX (including promiscuity and
(Hanpuknag, po3nycTy um immigration). The media are
immirpauito). Megii posrnagatoTb y implicated through their tendency to
LbOMY KOHTEKCTi Yepes iXHto amplify such ‘panics’. They are also
CXUNBHICTb NOCUNOBATM Lii CTPAXM. sometimes objects of moral panics,

JeKonun BoHU cami € 06’ekTtom Takoi  when alarm at their harmful effects
NaHWKKN, 30KPEMA KOM PanToOBO suddenly gains currency (e.g. in the
HapOCTa€e TPUBOra LWoA0 iXHbOro form of crime waves, suicides or
WKignMsoro BnaAmnBy (Hanpuknaga, y rioting). New media, such as
BUMNALI XBUNb 3N104YNHHOCTI, computer games and the Internet,
camoB6buBcTB abo 3akonoris). HoBi tend to generate some degree of
megjii, 30Kpema Komn’toTepHi irpu Ta  panic at alleged harm to their
iHTEPHET, CXU/IbHI CNPUYNHIOBATH (young) users.
OeAKY NaHiKy CTOCOBHO LWKOAM, AKOI,
AK Ni4O3PHOIOTb, BOHW 3aBAAIOTb
CBOIM (HOHUM) KOpUCTyBavam.

245. Hosi 3MlI (HoBi 3acobu macoBoi New Mass Media Robbin &
iHpopmaulii, Hosi mac meaia) the social media run by ‘amateurs’ Buente

. . . . . . (2008) —

couianbHi megia, KepoBaHi who ultimately may fulfil the same
"amaTtopamun"; B KiHLLEBOMY functions as regular journalists (by p.2214 -
NigCYMKY BOHM MOXYTb BUKOHYBaTU  contrast of the Traditional Mass 2215 (p.5-6)
Ti cami GyHKU,i, WO 1 3BUYANHI Media). Szwed (2016)
XypHanictu (Ha BigmiHy Big, -p. 12
TpaoduyiliHux 3acobie Macoeoi
IHpopmauyii).

246. OmaHAuUBI iAEHTUYHOCTI Deceptive Identities MSB (2018) —

p.19, 21

€ OIHVM i3 MeToAiB iHpOopMmaLiiHOro
snausy (ans. KamnaHii Brinuey)

Mu 4acTO OLHIOEMO AO0CTOBIPHICTb
iHbopMmalLii, Buxoaaum 3 i gepena.
XTO 3i MHOIO po3moBAsAe i yomy? Lo
BOHM 3HalOTb NPO Lo Nnpobaemy?
BoHM - came TaKi, AKMMMU
BUAATLCA? IMITYIOUYM 3aKOHHI
nxepena iHpopmaui (4m To ocobu,
opraHi3auii abo nnatdopmu),
YYaCHUKK AiaNbHOCTI, Wo
3aliMatoTbCA iIHGOoPMaLLIMHMUM
BM/INBOM, €KCMNYaTyoTb AOBipY 40

is one of the information influence
techniques (see Influence
Campaigns)

We often evaluate the credibility of
information by looking at its source.
Who is talking to me and why? What
do they know about the issue? Are
they who they claim to be? By
imitating legitimate sources of
information (be it persons,
organizations or platforms), actors
engaged in information influence
activities exploit trust in the
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MeceHAKepa, BUKOPUCTOBYOUN messenger by utilizing deceptive
OMAaH/UBI iAEHTUYHOCTI. identities.
Croaun BigHOCATb: LLunniHe, it includes: Shilling, Impersonators &
Imimamopu ma camo3saHyi, Impostors, Forgeries, Potemkin
MiopobKu, [lomboMKiHCbKI cena, Villages, Fake Media etc.
delikosi media ToWo.

247. "“OTpyeHHA xewTeramun” “Hashtag Poisoning” Bradshaw &

xewrtern, "noBepiHKa" AKNX CXoXKa the spam trending hashtags to Howard
o . e (2017)-p.9
Ha cnam, wob 3pyrHyBaTn Kpntnky  disrupt criticism or other unwanted
abo0 iHwWi HebaxaHi aucKycii yepes conversations through a flood of
NOTIK He NOB’A3aHMUX TBITIB unrelated tweets

248. Mobyaosa iHpopmauii Information Building Szwed (2016)
Lue MmeToJ, i NpoL,ec, 3a AONOMOrol is the method and process by which p-13
AKUX N1ATHI TPOJIi HaMmararTbeA paid trolls attempt to create positive
CTBOPMTU NO3UTMBHE BUCBITNIEHHA B coverage in the internet and offset
IHTepHEeTI Ta KOMNEHCYBaTH negative coverage in line with the
HeraTMBHE BUCBITNEHHSA BianosBiaHo  objectives of the patron’s
00 uinei iHpopmaLiiHOT NOAITUKK information policy.

NOKpOBUTENA.

249. CouianbHi megia Social media Neudert &

yugpposi nnamgopmu, wo cnpuatoTb digital platforms that facilitate the Marchal
o . . . . . (2019) — p.6

CTBOPEHHIO Ta 0O6MiHY iHpopmalieto  creation and sharing of information

B MepeXKeBuxX CNinbHOTaXx. in networked communities.

250. CniH-gokTop / nonitrexHonor Spin doctor McQuail's, D.
yCi, XTO NpodecinHo Kepye all those who have the job of (5270110) —P-
npeacTas/eHHAM iHopmaLLii um managing (or massaging) the public
iaen rpomascbKocCTi (30Kpema Big, presentation of information or ideas
iMeHi NoNITUKIB) 3 MaKCMMaNbHOO (especially on behalf of politicians)

ANA CBOIX KNIEHTIB BUroaoto. IxHA to maximum advantage. Their work
poboTa npu3BoANTb A0 MaHinynauii  results in the manipulation of news
HOBWMHaMW, BOHa NoB’A3aHa 3i and is related to public relations and
3B’A3KaMM 3 FPOMALCHKICTHO i propaganda
nponaraHzoto.
251. "Cnipanb moB4YaHHA" ‘Spiral of Silence’ Szwed (2016)

ABULLE, KO MW MOBYMMO, BoAYUCH
AYMKK 6inblocTi, He 6arkatouun
IXHbOI KPUTUKMU.

IHTepHeT-KOPUCTYBaui, AK NpaBuo,
He AiNATbCSA CBOIMM NOrNAAaMM,

a phenomenon when we keep quiet
in fear of the majority’s opinion, not
wanting to be criticized by them.

Internet surfers tend not to share
their viewpoints if these viewpoints

-p.40

Vilmer et al.
(2018) - p.87
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AKLLO BOHM CynepeyaTb NaHiBHiM go against the dominant opinion of
aymui dopymy. TakKMm YMHOM, the forum. In this way, a few trolls
OEKifIbKa TPONiB MOKYTb, can, by posting a number of
PO3MICTMBLUM PAL KOMEHTAPIB, comments, give the impression of a
CTBOPUTU BPAXKEHHA AYMKMN majority opinion even when it is not
6inblwocCTi, Ta HaBiTb KOAM Le 30Bcim  at all the case—it is enough to have
He TaK — LbOro A0CTaTHbO, Wob a paralyzing effect on others.
MaTM napanisyBanbHWUI BNIMB HA See also Astroturfing
iHLWWX.
OuBiTbCA TaKoXK AcmpomypaiHe
ABMLLE, AKE BUKOPUCTOBYETLCA B
KoaHimusHomy 3aami. a phenomenon that is used in
o Cognitive Hacking. MSB (2018) —
Noaw, aki BiauyBatoTb cebe
YaCTUHO MEHLLMHY, pigLue People who feel like part of the p-19-20
BMC/IOB/IIOIOTb CBOI ZyMKM. 33 minority are less likely to air their
cueHapiem, noaibHum Egpexmy opinions. In a similar scenario to the
MpuedHaHHs do Binbwocmi, nossa  Bandwagon Effect, the appearance
CcoLjaNbHOi 3roan HaBKO/O of social conformity around an issue
Npo6aemu MoKe 3MycuTH nlogeii i3 can cause people with contradictory
NPOTUAEKHUMM yMKaMK moBuyaTtn.  Opinions to remain silent. This
Lie anentoe fo nobotosaHb 6yTH appeals to fears of being excluded or
BUK/MIOYEHUMM uM Bigokpemnenmumyn  Singled-out because of an unpopular
Yepes HemonyAApHY AYMKY. opinion.
252. Cnipanb yuHizmy Spiral of cynicism McQuiail's, D.
(2010) — p.

rinoTeTUYHUIM Npouec, NoaibHni Ao
“cnipani moB4YaHHA", 3a sKOro
CTBOPIOETLCA KAiMaT, ae
3MEHLYETbCA AO0Bipa i 6arkaHHA
6paTu y4yacTb y 4EMOKPATUYHUX
npoecax yepes cMCTEMATUYHO
HeraTMBHE BUCBIT/IEHHS Meaiammn
NONITUYHMX KamMaHii i NONITUKIB,
0c06/1MBO KON HAaroNOWYETHCA Ha
HeLlnpocCTi, Kopynuii, bpyaHMx
npumomax, ocobumctnx ambiuinx, Ta
irHOPYIOTbCA CMPABXKHA CYTb Ta YECHI
Hamipw. Mo-cyTi, CTBEPAKYETLCA,
ymum BinbWKM BNAUB Ha meaii, TUM
MeHuwe byae rpomazicbKoi 0Bipy Ta
yyacTi. MpUYmMHM KpUIOTbCA B
npoueci meaiatmsalii Ta nos’A3aHi i3
Mme/lia-Nnorikoto.

a hypothetical process, similar to the
spiral of silence, whereby
persistently negative media
coverage of a political campaign and
politicians, especially where this
emphasizes insincerity, corruption,
dirty tricks, personal ambition and
ignores substance and honest
intention, is thought to create a
climate in which trust and the wish
to participate in the democratic
process is diminished. In effect, the
thesis holds that the more exposure
to the media, the less there will be
public trust and participation. The
causes are held to lie especially in
the process of mediatization and are
also linked to media logic.

571
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253. TpaguuiiiHi 3MI Traditional Mass Media Robbin &
3acobu macosoi iHpopmalii, wo the media which operated by Bzuoeon;e
KepytoTbcsa npodecioHanamm (Ha professionals (by contrast of the ( 2212‘_
Bigminy Big Hosux 3MI) New Mass Media) P- B

2215 (p.5-16)
Szwed (2016)
-p.12

254. Tponi Trolls
ocobu, siKi NoWnpOTh individuals who spread information,  Vilmer et al.
iHbopmaLiito, HacnuyoTb NeBHi Beb-  saturate certain websites with (2018) - p.84
calTK KomeHTapsamu Ta / abo comments, and/or harass others.
nepecnigyoTb iHWi.

KopuctyBa aKfyHTy B COLIaNIbHUX a user of a social media account who MSB (2018) -
MEpExax, AKNK Ha,BMMCHO BUKNIMKaE deliberately antagonises other users 0.19, 25
HE33/AA0BONEHHA B [HLIMX through their comments and o
KOpMCTyB,aq'B CBOIMW KOMEHTAPAMM o haviour. This contributes to

Ta NOBE/AIHKOLO, 11O C”pfﬂe increased polarization, silences
nocwneHHro'nonﬂpmsau,u, 3amoBHye dissenting opinions, and drowns out
cynepeamsi '”‘y',V'KMTTa arnyuiye legitimate discussion. The troll is
3a6KOHHy6,D,VICKYCI}O. PO/Ib KEPYETHLCA governed either by personal

a60 ocobucthmn CHO%VKaHHHMM' motivations or, as in the case of

avo, AKY BM_na'C_"Ky 3 r! PUAHMA hybrid trolls, operates under the

TpOMM,M’ AIE M4 KEPIBRNLITBOM direction of someone else

KOrocCb iHWoOro.

255. Tponinr Trolling Vilmer et al.
TaKa nosefiHKa, AK nybnikauis behaviour such as publishing (2018) - p.86
NPOBOKALIMHMX KOMEHTapiB B provocative comments on the Szwed (2016)
IHTEPHETI 3 METOI BUKIMKATH internet with the intention of -p.7,54
KOHONIKT. causing conflict.

AK NnpaBuno, NPOTIKae y Tpu dasu: Generally proceeds in three phases:
3aMaHIOBaHHA, 3aXONIEHHA luring, taking the bait and hauling in.
NPUMaHKM Ta BUTATYBaHHA.

256. Yxun / YnepepsKeHictb Bias McQuail's, D.

Byab-AKa TeHAEHLIA yXMnaTnca B Any tendency in a news report to (524%10) —P

HOBWHAX Bif, TOYHOrO,
HelTpanbHoro, 36as1aHCOBAHOrO Ta
HeynepeaxeHoro 306paxeHHA
“peanbHocTi” nogili i couianbHoro
CBiTY BiANOBIAHO A0 BU3HAYEHMUX
KpuTepiiB. 3a3BMYait PO3Pi3HAIOTb

deviate from an accurate, neutral,
balanced and impartial
representation of the ‘reality’ of
events and social world according to
stated criteria. A distinction is
usually made between intended and
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YMUCHUI | HEYMUCHUI YXUAN. unintended bias. The former stems
MepLwuii nos’A3aHnit 3 mainly from partisanship, advocacy
NPUXUNbHICTIO, ynogo6aHHAMM 1 and the ideological standpoint of the
i4€e0N0oriYHOK 3aaHraXXoBaHICTHO medium or source. The latter is
megin abo axkepen iHbopmauii. generally attributed to
Lpyrunii 3arafom cTocyeTbca organizational and routine factors in
OpraHi3auiiHUX Ta PyTUHHUX selection and processing of news.
YMHHMKIB y A0O0Pi Ta ONpaLoBaHHI
HOBMH.

257. PeilkoBUMN aKKayHT Fake Account Vilmer et al.
abo obnikosuit 3anuc (npodinb), either an account that is managed (2018) - p.81
AKUM KePYE XTOCb, XTO BUAaE cebe by someone pretending to be Parliament Of
33 KOrocCb iHWOro, someone else or accounts that are Singapore
260 06.1iKOBI 3aNMCH, AKMMM not manaiec:)by people, but are (§07118) -p. 15
KEDYIOTb HE /oA, 3 automated (bots). ( )
aBTOMaTM30BaHi (6oTn). The fake accounts on social media Nimmo, B.
(DeiiKoBI AKAYHT B COLIANBHUX are fthejoT%t soIdleIr<s in thlslf?rmhof (;%138) -p.6
mepexax — "nixora B Uit bopmi wartare. ] eydwor hto ﬁmp ' ytd € ( )
BiiHK". BoHM npauotoTh, Wwob !ne.sstage, Introduce hashtags an

. intimidate or block other users.
NOCUANTM NOBIAOM/IEHHS, BBECTU
XewTerun Ta 3anaKkatm abo
3a6/10KyBaTH iHLWNX KOPUCTYBaUiB.

258. deiikoBi megia Fake Media MSB (2018) —
MeTo4, AKUIA BUKOPUCTOBYETLCA B a method that is used in Deceptive p.19-20
OmaHnusux I0eHmuyHocmsx. Identities.

Lesindopmauia moxe Disinformation can be circulated by
PO3MNOBCHAKYBATUCA LAXOM creating fake media platforms that
CTBOPEHHA NiapobneHnx megia look like, or that have a web address
nnatpopm, AKi BUrnaaaoTb abo similar to, a real news site.

MatoTb Beb-agpecy, AK CNpaBKHi

CaTM HOBUH.

259. ®inbTpyBaHHA Gatekeeping McQuail's, D.
3aranbHUN TEPMIH, AKMM general term for the role of initial (5250810) —P-

No3Ha4yaloTb PO/ib B iHPOPMALLIMHNX
opraHisauisx noyaTkosoro gobopy
Ta Ni3HILWOro pegakropcbKoro
onpautoBaHHA NOBiAOMAEHb NPO
noAii. NMpauiBHUKN HOBUHHUX Meail
MalTb BUpiWYyBaTK, aKi “noaii”
NPONYyCcTUTM Yepes MeainHi
“BopoTa”, 3BaxKarouu Ha Te,

selection and later editorial
processing of event reports in news
organizations. News media have to
decide what ‘events’ to admit
through the ‘gates’ of the media on
grounds of their ‘newsworthiness’
and other criteria. Key questions
concern the criteria applied and the
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HaCKiNbKW BOHW “BapTytoTb” ByTH systematic bias that has been
HOBMHaMM, Ta Ha iHWIi KpuTepii. discerned in the exercise of the role.
HanBaknmBiLWwi NMTAHHA CTOCYOTbCA
KpuTtepiis fobopy i cMCcTeMaTUYHOTO
ynepeasKeHHs, AKi BUABNAIOTLCA Y
npoueci ¢inbTpyBaHHA.

260. ®dnyp, Flooding MSB (2018) -
OAVH i3 cnocobiB NOeAHaHHA one of the ways to combine of p.23
meToais iHpopmauitHoro snaney information influence techniques
(avB. KamnaHii Bnausy). (see Influence Campaigns).
dnya cTBOPIOE NAYTAHUHY, Flooding creates confusion by
nepeBaHTaXkytoumn ayautopito byap-  overloading audiences with
AKO iIHPOPMaLLEID: MO3UTUBHOIO, information, either positive,

HEeraTMBHOIO YM HEAKTYasIbHOIO. negative or irrelevant.
Lle pobutbca 3a gonomoroto cnamy  This can be done by spamming and
Ta TponiHay B coujanbHUx mepexax  Trolling on social media, or by
abo WNaxom nowmpeHHn disseminating disinformation to
AesiHbopmalii 4o NpaBOMipHUX legitimate media sources. Flooding
axepen 3MI. daya BuTicHAE crowds out legitimate information.
NeriTumHy iHpopmauito.
261. Wuaninr Shilling MSB (2018) —
p.19 - 20

MeTo4, AKUI BUKOPUCTOBYETLCA B
OmaHAusux l0eHmu4yHocmsax.

Wwnn - ue ntogmHa, AKa CTBOPIOE
BPaXKEHHA He3aneXKHOCTI, afie AKa
HacnpaBAi Npautoe y NAapTHEPCTBI 3
KMMOCH iHWKM. [TPUKAaA0M MOXKYTb
6yTM NNaTHI peLeH3eHTN TOBapiB Ha
Beb-caliTax NOKYNOK, YNeHn
ayauTopii, 3aMHATI anio4yBaHHAM
opaTopy nia yac nybniuHmx 36opis,
abo rpyna iHTepHeT-TPoiB, AKUM
NNaTATb 32 HEraTUBHI KOMEHTapiI.

a method that is used in Deceptive
Identities.

A shill is a person who gives the
impression of being independent,
but who is in reality working in
partnership with somebody else.
Examples include paid reviewers of
products on shopping websites,
audience members employed to
applaud a speaker during a public
meeting, or a group of online trolls
paid to write negative comments.
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