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Abstract—In the presence of multiple faults (multiplicity 
no more than t) of system diagnostics. The conditions under 
which the status of each module of the system is determined 
only on the outcomes of testing modules having physical rela-
tion with him (conditions self-definable). The conditions di-
agnosed systems in cases where for any of the modules is not 
the conditions self-definable. 
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I. INTRODUCTION 
Information about the state of the telecommunications 

network (TCN) and its components (syndrome of network) 
can be determined automatically or due to subjective con-
clusions of the staff on the basis of test data delivered by 
the central node of the relevant network elements accord-
ing to the protocols CMIP, SNMP, RMON, NetFlow and 
others. It uses the principle of "agent-manager", which im-
plements, in fact, the task of system diagnostic testing. 
Costs of service traffic required for this amounts to 20%, 
and in some cases over 50%. There is an urgent task to 
minimize the loss of traffic required for the diagnosis of the 
quality of the network status. Promising is method of self-
diagnosing. 

II. THE DIAGNOSTIC MODEL OF THE STRUCTURE OF 
TCN 

The method of self-diagnosing based on the presence of 
a reliable check module, with which a survey of states sur-
rounding network elements is made. At the same time the 
main unit is the results only of faulty network elements. 

The technical condition of the system is described by 
listing clearly faulty modules { }iK f = , that make up the so-
called image of troubleshooting. The set of admissible 
faults ( ) { }fKtK =  forms all possible combinations of M 

modules in m, where tm ,1= . Many outcomes of tests, 
which can be obtained for a given image fault fK  is called 

a syndrome and system status is indicated ( )fKσ . Let us 

assume that syndrome ( )fKσ  is compatible with the im-

age of the fault fK  and fK  generates syndrome 

( )fKσ . For a given mK f =  total number of common 

syndromes with it anyway m2 . 

We denote ( )jE  as the set of nodes representing 
the graph in the diagnostic system modules adjacent 
module j; ( ) ( ) ( )jXjYjE = , where ( )jY  and ( )jX  
respectively represent modules that test modules that 
are associated node j, and the test thereof. According to 
the weight of arcs incident to node j, we have 

( ) ( ) ( )jYjYjY 10 = , ( ) ( ) ( )jXjXjX 10 = . Wherein 
( ) ( ) ∅=jYjY 10 

, ( ) ( ) ∅=jXjX 10 

. 

III. TERMS OF SELF-DEFINABLE 
Define the conditions of self-definable of states [3]. 
Diagnostic structural model of TCN can be represented 

oriented circular graph ( )HWG ,=  with a description of 

the parameters ( )tmM ,...,,...2,1; , where M - the number 

of nodes in the network, and tm,...,,...2,1 . The value of t 
is called the multiplicity of problems. The nodes of the 
graph compares the modules and the arc - test relations 
between them. Weight ( )iju , , Wij ∈,  of arc 
( ) Hij ∈,  of diagnostic graph (DG) is a binary outcome 

corresponding to the test: ( ) 0, =iju , if the module j 
believes serviceable unit i, in the opposite case 

( ) 1, =iju .   
Suppose that the DG’s, the image of the fault fK  and 

they generated syndrome ( )fKσ . Each node j of DG 

comparable label ( ) { }1,0,α∈jn . The analysis of a given 
node syndrome ( )fKσ  state j can be not identified by 

( ( ) α=jn ), found serviceable ( ( ) 0=jn ) or defective 
( ( ) 1=jn ). 

The process of diagnosing units performed one by one. 
If identified, the next step of the final status of the node j, 
then further conditions of self-definable for each node 

( )jEj ∈  considers the residual plurality ( )iZ  sets 
formed an exception to ( )iE  of the node j. 

The dynamics of changes in the state of network nodes 
in the process of diagnosing faults characterize residual 
image fK f − , where ( )



Wj

jff
∈

=  and ( )jf  - with a 

plurality of adjacent j faulty nodes identified in the preced-
ing steps. In the particular case where ∅=f  the residual 
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image of the fault coincides with the original. With each 
node j of the graph self-definable threshold value 

( )jfK f −  and ( )jτ  the value adjustment of the thresh-

old.  
The initial state of the graph is defined by the follow-

ing values listed for each node in the graph [3]: 
( ) ( ) ( )

( ) ( )
( ) ( )

( )
( ) ( )










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=
=−
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=
=

.
;

;
;0

;

0

0

0

0

α
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jn
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jf
j
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f

 

During the initial threshold value for all nodes of self-
definable accepted value of the multiplicity of faults t, 
because a priori information about the power of the image 
is no fault. The threshold varies as the definition of the 
final status for the new nodes. 

On the z-th step of diagnosing, z = 1,2, ..., for each 
node of the graph, the following transformations [1]: 

( ) ( )( ) ( ) ( )( ) ( )( )( )[ ] ( )( ) 11
1

1
1

1 =→−> −−− :jnjtjXZjYZ zzzz τ (1) 

 ( ) ( )( ) ( )( )( )[ ] ( )( ) 01
0

1 =→−≥ −− :jnjtjYZ zzz τ  (2) 

 ( ) ( ) ( ) ( ) ( ){ }[ ] ( ) ( )( ) ( ) ( ){ }[ ]100 110 =∈∀=∈∀→= :&:: injXjYiinjXijn zzz


, (3)  

 
( ) ( ) ( ) ( ) ( ){ }1:1: 0 =∈∀→= injYijn zz

. (4) 

 
( ) ( ) ( ) ( ) ( )jXjYjTjn z

11:0: =→= ; (5)

 
( ) ( ) ( ) ( )( ) ( ) ( ) ( ) ( ) ( ) ( ){ }ifijTififjXjXjYjEi z ==−−−∈∀ :;:011 τ

 
 ( )( ) ( ) ( ) jjYjTjn z

01 =→= :: ; (6) 

( ) ( )( ) ( ) ( ) ( ) ( )( ) ( ){ }ifijTififjYjEi z ==−∈∀ :;: τ0 ; 

      ( ) ( ) ( ){ }jYjiEiZ z
0−= ,    if ( ) 1=jn , (7) 

   ( ) ( ) ( ) ( ){ }jXjYiEiZ z
11 −= ,    if ( ) 0=jn . 

There ( ) sjn =:  - node assignment operation j marks 
the final condition { }1,0∈s . Expressions (1)-(2) signs 
indicate the final status of the node based on the values of 
the syndrome, related only to itself. Expressions (3)-(4) 
shall indicate the conditions of installation of the final 
status of adjacent nodes, which is a consequence of the 
identification of the final status of the node j according to 
(1) and (2). Transformations in (3)-(4) follow the rules 
determining the outcome of testing for the model Prepara-
ta-Metz-Zheng (PMZ), according to which 

( ) ( ) ( ) ( )[ ][ ]ff KjXjYKWjX ⊆−⊂ 110 & 

, if node j is 
serviceable and ( ) fKjY ⊂0  if node j is defective. In the 
expressions (5) and (6) set the conditions for adjusting the 
threshold of self-definable for node j, ( )jT  and f(i) - lists 
that map nodes j and i, respectively. Expressions (7) de-
termine the residual sets for sites that are not switched to 
the z-th step in the final state. 

Node called self-definable if at a given syndrome re-
cursive application of (1)-(7) to a graph completed its in-
stallation in the final state. The residual image of faults 

fK f −  self-definable called if and only if for any joint 
syndrome with him at least one node W-f of a self-
definable. Otherwise, the image of the fault and state of 
graph as a whole are called deadlock. 

Terms of the local t-diagnosability and determination 
values zt  are given in [3]. 

IV. THE METHOD OF IMPLEMENTATION OF THE 
PRINCIPLE OF SELF-DIAGNOSING TCN 

For optimum implementation of consistent implemen-
tation of the various checks of the test unit tests the differ-
ent nodes of the system is based on the DG Hamiltonian 
path, which, by definition, comes in every vertex once. If 
the initial and final vertices of this path are the same, then 
the path is built Hamiltonian cycle (HC). For a homogene-
ous system intact DG such a cycle is always there. For the 
method described below is enough to choose any HC to 
evade all vertices DG working configuration (WC) system 
intact. This cycle is selected once the design of the control 
system. 

For information on the composition of the selected WC 
№ v n-OU system represented as a table CvH . 

It consists of m strings nvijv HHH ,...,,..., , in each of 

which a node ( ,,..., vvi mjin =  where 

+=≤ mmi vv ,...,0  + )1−n  recorded numbers successor 

nodes ,, 21 ll nn  (adjacent node in ), it also has a cell to 

record the results in  of these test units ,1,liz ,2,liz  and 
unit values of their number in the ranking of the 
graph. An example of such a table 0CH  built for the 
WC №0, comprising 8 lines, is presented in table 1. 
As can be seen from table 1 - for each of its cell line 
filled only for the tested node in  and its successor 

node test - 31 ,..., ll nn . 
To display the location of nodes in the HC will be 

written in assembly line iH  of successors of node in , 

so that it node 1ln  is a neighbor of the node in  in the 
right in built cycle. For WC №0 selected a HC 

045762310 →→→→→→→→  in this order 
in the table 1 line iH  are recorded. 

The monitoring process starts by diagnostic moni-
tor (DM) at regular intervals to prevent the accumula-
tion of failed elements in the system and contributes to 
achieving the target of inerrancy. 

Assign the initial vertex of the control one of the 
vertices of the selected HC and denote her mn . In this 

case, the signal DM tester node mn  must perform these 
steps: 
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TABLE I. TABLE OF COMPOSITION 0CH  FOR WC №0                              

The 
symbol 

of string 

The check mod-
ule and the rank 

The successors in , results of their checks and the rank 

 

in  rank in  1ln  1,liz  rank 1ln  2ln  2,liz  
rank 

2ln  3ln  3,liz  rank 3ln  

0H  0 - 1 - - 2 - - 4 - - 

1H  1 - 3 - - 5 - - 0 - - 

3H  3 - 2 - - 7 - - 1 - - 

2H  2 - 6 - - 0 - - 3 - - 

6H  6 - 7 - - 4 - - 2 - - 

7H  7 - 5 - - 3 - - 6 - - 

5H  5 - 4 - - 1 - - 7 - - 

4H  4 - 0 - - 6 - - 5 - - 
 

1) mark the string mH  the table CvH , found in her num-
bers successors ,1ln  ,...;2ln  check their technical condition 

and in the cell ,1,lmz ,2,lmz  of string mH  to record the 
results of checks in binary: 1 – correct, 0 - suspected fail-
ure; 
2) to evaluate the results of the checks: 
a) if 11, =lmz , then transfer control to the process 

control node 1ln ; 

b) if 01, =lmz , but if one of the other results (for ex-

ample, 2,lmz ) - 1, then transfer the management con-

trol of process to corresponding node (node 2ln ); 

c) if the verification of all the successors mn  have 
produced results 0, the control process should start 
with another node. 

Node ( ),..., 211 ll nnn  and each of these units per-
form the same actions. This inspection process and 
passing the selected cycle ends at the moment when 
the control is returned to the original node ( )2mm nn . 
Such a deterministic way around the vertex of the 
graph is only possible when working order of all el-
ements audited WC. If at any stage of testing pro-
duced zero results, which indicates the detection of 
one or more failed elements, the control process is 
terminated, and DM self-diagnosing proceeds to the 
process: 

a) execution of a serviceable unit testing node 
functions; 

b) finding a serviceable way from one node to 
another, possibly through appropriate procedures ranking 
serviceable units; 

c) c) processing and decoding the results of tests 
performed. 

These procedures are implemented by a set of servicea-
ble units WC №v. The need for the execution of all or part 

of the testing procedure is determined by the next node 
based on the results of checks carried out by him and the 
information that was received from the previous node. 

The methodology adopted by the procedure PMZ [2]. 
As a result, the state fails to identify faulty network ele-
ment on the basis of a comparative analysis of the out-
comes of testing only the adjacent network elements and 
without the involvement of data on the status of other net-
work elements. 

As a result, the diagnostic model can be represented as 
a structure representing tsirkulyativny graph with N verti-
ces and vertices of degree t for the survey of the organiza-
tion of mutual nodes fails to provide identification of the 
network that has the number of faulty nodes, the multiplici-
ty of which does not exceed the value of t. The limiting 
ratio is 12 +≥ tN . 

For fault localization procedure should be used for de-
coding the syndrome test results. 

Many test is weighted directed graph G (Q, A) without 
loops whose vertex set is the set of modules and each arc 

Aasj ∈  exists when the vertices iq , jq  take part in the 

performance of the same test. The direction of the arc ija  

from the vertex iq  to the vertex jq  means that the vertex 

iq  check to vertex jq  and the weight of this the arc (bool-

ean variable ije ) is a decision made by checking the apex. 

The stability of failures vertices - each vertex in the per-
formance of the tests can be in one of two states: an effi-
cient or denied. We consider only parallel t-diagnosing. 

Matrix of scales of arcs of graph represents syndrome 
( ){ }Ajieij ∈= ,:α . The set QN ⊆  of vertices of faulty 

QN ⊆  image faults. For every F is true: lN ≤ . 

Local referee - the vertex Qqn ∈ , the ability to identi-
fy at least one element of the set Ndg ∈  based on the 
weights of outgoing paths c of length ≥ 1. 
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Local judge - the vertex Qqn ∈ , the ability to identify 

all elements of N on the basis of the balance of outgoing 
arcs. 

The diagnostic model is described by the quartet, which 
determines the rules of generation of weights of arcs: 

kke  – decision taken by the workable vertex checking on 
the state of the audited workable vertex; 

khe  – decision taken by the workable vertex checking on 
the state of the audited refused vertex;  

hke  – decision taken by the refused and checking vertex 
on the state of the audited workable vertex; 

hhe  – decision taken by the the vertex refused to check on 
the state refused to check the vertex. 

0=kke ; 1=khe . It is assumed that khe , { }−∈ ,1,0hha , where 
the symbol "-" means unpredictable (0 or 1) the result of 
the  simple test. For example, PMZ-model [2] is defined 
by quartet 01--, BGM-model correspondingly quartet 01-
1. 

Of practical interest are the state of 0111 and 0110. As 
shown in [4], the state of 0111 can describe the tests that 
are based on the inspection results of a match the same 
transaction multiple nodes of the system. When this as-
sumption is the basis is the impossibility to obtain the 
same results of the same operation a pair of identical units 
under the condition identical output data in case of failure 
of even one of these nodes. 

Model 0110 can also describe testing which are based 
on the verification results match perform the same opera-
tion several units of the system provided the possibility of 
obtaining the same results at the same output in the case of 
efficiency or failure of both units. 

Obviously, using the methods of self-diagnosing it is 
advisable to go for decentralized monitoring methods 
when the results of testing the status of individual network 
elements are concentrated in the network nodes and the 
central node receives a generic report that contains infor-
mation only on the detected critical states. This arrange-
ment minimizes the monitoring service traffic on the or-
der. 

V. CONCLUSIONS 
1. The conditions for the completeness and correctness 

of the local t-diagnosing of TCS in the case where the im-
age generated by the fault and it's syndrome lead to dead-
lock - the inability to use the conditions imposed of self-
definable to identify the actual state of the modules. 

2. An algorithm for identifying the specified image of 
self-definable fault for arbitrary values of M and t. 
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