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Current level of technology and cryptography development implies a wide

range of special approaches of getting an unauthorized access to different devic-
es and data they contain, including mobile phones. Confidentiality of phone
conversations is highly threatened by spy software, attacks on cellular networks,
unreliable messengers, means of acoustic data retrieval etc. However, there is a
list of measures that prevent mobiles from illegal access and loosing privacy.
Digital and hardware scrambling, high-secured messengers, detection means of
acoustic intelligence devices and cryptophones are certain ways to tackle the
problem.

[TutanHs KoHOIIEHIIHHOCTI TelTe(OHHUX PO3MOB HUHI OCOOJIMBO aKTyallb-
HE, OCKUIbKH y TeJIe(OHHOMY PEKHMMI YaCcTO BUPINIYIOTHCS BAXKJIMBI JUJIOBI TTH-
TaHHS Ta 03BY4Y€ThCA KOH(]iACHITIITHA iH(DOpMAaITis.

OcHoBHa Mera po0OOTM — TPOAHATI3YBaBIIM ICHYIOYI  3arpo3d
KOH(QIICHIIIITHOCTI PO3MOB MO MOOUIbHOMY TeledOHY Ta HasBHI METOIH
npotuaii iM cPopMyJIOBaTH OpUTIHAIBHUNM METOJ 3axucTty. IcHye Oe3miu
CIoco01B MepPexXOIUICHHS TeJIe(POHHUX PO3MOB 1 HECAHKI[IOHOBAHOTO JIOCTYIY J0
MOBHOI 1H(pOpMaIlii, 10 NePEeaAETHCS:

1. lImuryHcbke mporpamMHe 3a0e3MeUeHHs, SKe BCTAHOBIIOETHCS Ha Telle-
¢ oH, HaJlae MOXKJIMBICTh CKOMIIOBATU a00 3HUILIUTHU JaHi, K1 TaM 30epiratoThes,
y TOMY YHCIl W OTpUMATU JOCTyn A0 TenedoHHUX A3BiHKIB. [lpuxnamu:
Pegasus, Tposn FinFisher.

2. Pi3Hi cocoOu atak Ha CTITLHUKOBI MEPEXi, a caMe MPOCIyXOBYBAaHHS
yepe3 ornepatopa (MAKIOYEHHS 0 KOMyTaTopa 3B's13Ky), MOOUTbHI KOMILIEKCH
MePEXOIUICHHS, MiApoOIeHI 0a30Bi CTaHI, IMiIKIIOYEHHS JI0 ONTOBOJIOKHA, ITe-
PEXOIUJICHHS Ha PiBHI CUTHAJIBHOT MepexXi mpoTokom SS7.

3. BpasnuBicTth cydacHuX MeceHkepiB. Telegram — 36upae metamani (IP-
azpeca KOpHCTyBada, PO3MOBH), 3a 3aMOBUYBaHHSIM pPO3MOBHM Ta 4YaTH HE
3amM@poBaHi, BIJCYTHE HAcKpi3He MHU(pyBaHHS, IIOBHA ICTOpIA 4YaTiB
30epiraetbest y xMapi. Viber 1 WhatsApp BBakatoThbcsi O€3neUHIIIMMU, 00 BOHH
OCHAILIEH] HACKPI3HUM IU(PYBaHHAM, ajle TaKOK 30Mpar0Th METAIaHI.

4. 3aco0u akycTHYHOro 3HoMy I1HQopMaIli, paaioaKyCTHUUHI 3aKJIaJKu
(P3I1) Ta JICAP, siki 703BOJISIIOTH NEPEXOILIFOBATH MOBHY 1H(OpMAIlito, HaBITh
0e3 HEeOoOXIMHOCTI JOCTymy 10 TeieoHy a00 BHUKOPUCTAHHS MPOTrPaMHUX
3ac001B.
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CyuacHi anapaTHi Ta NporpaMHi 3aCO0U JTI03BOJISIFOTh YaCTKOBO MPOTUAISATH
nepesidveHnM BHUIIE 3arpo3aM. MeTou 3aXUcTy Tene(OHHUX PO3MOB:

1. CxkpeMOtoBaHHS — pI3HOBU KOAYBaHHs iH(MOpMalii, nepeaadi no KaHa-
jam cBsi3u. Moxe OyTu nporpamtae abo anapartHe.

2. Bukopucranus Oesmeynux MeceHmkepiB - Signal, Threema, Wire,
Wickr. T'onoBHa ixHsi mepeBara - HackpizHe mudpyBanHsa (anroput™ AES 3
256-0iTHUM KJTFOYEM), HAaBITh PO3POOHUKHA HE MOXKYTh OTPUMATH JIOCTYM JO Ja-
HUX KOPHUCTYBadyiB, a TaKOX HE 30epiraroTh ICTOPIIO YaTiB y CBOiX cepBepax.
[Tpuknan 3axuineHoro 3a 0araTbMa mapameTpaMu MeceHkepa -4xSecure. bes-
neKa 3a0e3nedy€eThes 3a paxyHoK [ |:

- End-2-End mm¢pyBanHs, cepBep TUTBKH JJIS TPAHCIIOPTY;

- [loBimomnenHs mudpyroThes 3a nornoMororo nporokoiry OTR;

- TPAHCTIOPT 3aXMILEHUH 32 JONOMOTOI0 npoTtokoiy TLS.

3. 3axuct iHpopMallii BiJ BUTOKY MO aKyCTHYHOMY, BiOpO-aKyCTHUHOMY,
aKyCTO-ONTUYHOMY KaHaJaM - BUKOPUCTAHHS T€HEPaTOpPiB 3allyMJICHHs, OCHa-
HICHHS MpuMILIeHb s neperoBopiB (EM ekpanyBaHHSI CTiH, 3BYKO130JIALS,
mepeBipka Ha  HASBHICTh 3aKJIQJHMX 3ac00iB  aKyCTHYHOI  PO3BIIKH,
paniomonitopunr P3I1).

4. Kpunrroponu - cMapToHH, OCHAIIIEHI OCOOIMBUMH CUCTEMaMU MHQPY-
BaHHA, SIKI POOJIATH iX MOTCHIIIMHO 3aXUINEHUMH Bij mepexoruieHHs. Po3pobiie-
HOo y Hinepmannax. besmeka 6aszyetbcs Ha OC 13 cHCTeMaMH 3aXUCTy Bij
HECAHKITIOHOBAHOTO JIOCTYIY, CHEIialbHIX MPOrpaMax 3 HaIHHUM U pyBaH-
HSIM Ta MiJKITI0YSHHSIM MPUCTPOIB A0 MEPEXK] 3aXUIIEHUX CEPBEPIB.

[Ile oguH NMEpPCHEKTUBHUM METOJ 3aXUCTy KOH(DIIEHUIMHOCTI PO3MOB IO
TenedoHy (IpU BUKOPUCTAHHI MECEHJIKEPIB) - MPOrpaMHUI IPOLIAPOK MK
MIKpO()OHOM Ta MECEHIKEPOM.

AnbTepHaTHBHE pieHHs — 3pooutu Bluetooth rapHiTypy 3 apyroro Teie-
¢dony, K1l BUKOHYBaB 0u (yHKIIIIO IU(POBOTrO CKPEMOIIIOBAHHS.

Onucani 1Ba OCTaHHI METOJU MepeOyBaloTh y CTaHl PO3pOOKU Ta OyIyTh
Ipe/ICTaBlIeHI Ha KOH(epeHIii.
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