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O6'exT i NnpeaMeT AoCNiA>KEHHSA

O6’eKkT gocnigXeHHs — NpoLec aHaniay Ta MOHITOPUHIY AOMEHHUX IMEH AN
BWUABMEHHA NOPYLUEHb YMOB iX BUKOPUCTAHHA .

Mpeamer — meToam ananisy Big Data Ta anropuTMm MaLIMHHOIO HaBYaHHA 414
BWABMNEHHA 3/T0BMUCHOIO BUKOPUCTaHHA AOMEHIB.
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AOCﬂl,q)KeHHﬂ * 0OCNIANTM MOX/TMBOCTI 3aCTOCYBaHHA

TexHonoriv Big Data Ta MmawimHHOro
HaBYaHHA;

* 3ibpatu Ta nigrotyBaTu HaBYanbHi AaHi;
* HaBUMTU MOoAeNb knacudikauii;

* peanidyBaTn Be6-3aCTOCYHOK A/1A
iHTEpaKTMBHOIO aHaniay.
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Leveraging Big Data Technologies for Domain Name Security

Andrii Ushakov® and Anatolii Rutkas?
= Kharkiv National University of Radio Electronics, Nauky Avenue 14, Kharkiv, 61166, Ukraine

Abstract

The increasing volume of malicious activities related to domain name usage highlights the need
for advanced methods of monitoring and threat detection. This paper presents an approach to
enhancing domain name security through the application of Big Data technologies and machine
learning methods. The proposed solution integrates large-scale data processing using Apache
Spark with classification algorithms to identify potentially malicious domain names based on
DNS traffic analysis, domain characteristics, and WHOIS information. The architectural
design of the system ensures scalability and real-time data processing capabilities, while also
opening perspectives for the integration of advanced artificial intelligence methods for adaptive
threat detection. Experimental evaluation demonstrates the effectiveness of the chosen
methods in achieving high accuracy in threat prediction and domain categorization. The results
confirm the practical potential of Big Data technologies for strengthening cybersecurity efforts
in domain name infrastructure.

Keywords
Big Data, Domain Name Security, DNS Analysis, Machine Learning, Cybersecurity, Apache
Spark, Threat Detection, WHOIS Data

1. Introduction

The security of domain name infrastructure plays a critical role in ensuring the stability and
trustworthiness of the modern Internet. Domain names are increasingly exploited for malicious
activities such as phishing, malware distribution, botnet control, and unauthorized data
collection [1], [2]. Traditional approaches to domain monitoring often struggle to cope with the growing
volume and complexity of threats, creating a need for more scalable and intelligent solutions [3].

Big Data technologies offer promising opportunities to address these challenges by enabling the
processing of massive datasets related to DNS queries, domain registration records, and traffic patterns.
Combined with machine learning algorithms, these technologies can significantly improve the detection
of anomalies, the classification of domain names, and the prediction of potential threats [4].

This paper explores the application of Big Data methods, particularly Apache Spark-based data
processing, for enhancing domain name security. We propose a scalable system architecture capable of
analyzing domain-related data streams, extracting relevant features, and identifying suspicious or
malicious domain names in near-real time, while also incorporating artificial intelligence techniques
and optimal control methods. The proposed system can be employed for rapid data analysis in conflict
control, including providing information support for pursuit games [5]. The effectiveness of the
approach is demonstrated through experimental evaluation, showcasing its applicability for modem
cybersecurity infrastructures.

2. Analysis of Existing Approaches

Current approaches to domain name security largely rely on blacklists, heuristic-based systems, and
manual investigations. Blacklists are one of the most widely used mechanisms, maintaining databases
of known malicious domains. However, their effectiveness is limited due to the dynamic nature of
threats, the continuous emergence of new domains, and the latency in updating such lists [6].

MIT@AIS’2025s: 1st International Scientific and Practical Conference “Modem Information Technologies and Artificial Intelligence
Systems”, May 19-22, 2025, Kharkiv-Yaremche, Ukraine

EMAIL: andnii ushakov@nure.ua (A. 1); anatoliirutkas@nure.ua (A. 2)

ORCID: 0000-0002-0141-8228 (A. 1); 0000-0002-6304-6837 (A. 2)

91

Pucynok B.2 — Teker nmyOmikariii 3i 30ipauka matepianiB MIT@AISs-2025. Ctopinka 1



203

Heuristic methods analyze domain features, such as abnormal lengths, the presence of random
character patterns, and recently registered domains without WHOIS information, to detect suspicious
activity. Although these techniques improve detection capabilities, they often suffer from high false-
positive rates and are not always adaptive to novel threat patterns [7].

Machine learning has gained traction as a more adaptive approach to domain name threat detection.
By training models on historical domain data and observed behaviors, it becomes possible to predict
whether a domain is likely malicious even if it has not yet been flagged. Machine leaming algorithms
such as decision trees, random forests, and artificial neural networks (ANNSs) have shown promising
results in various studies [8].

Despite the potential of machine learning, traditional data processing frameworks face limitations in
terms of scalability when handling real-time and large-volume DNS data [9]. Here, Big Data
technologies such as Apache Spark become essential, enabling efficient parallel processing, streaming
analytics, and the integration of machine learning workflows into large-scale infrastructures [10].

These findings highlight the necessity of combining advanced data analysis techniques with robust,
scalable data processing platforms to achieve reliable domain name security in today's rapidly evolving
threat landscape.

3. Proposed Approach

To address the limitations of traditional domain name security mechanisms, we propose a scalable
Big Data-driven system architecture that leverages the capabilities of Apache Spark for real-time
analysis and machine learning-based threat detection. The approach focuses on modularity, scalability,
and efficiency in handling large volumes of heterogeneous domain-related data.

The system consists of several key components:

e Data Ingestion Module that collects DNS logs, domain lists, and WHOIS information from

various sources. The data is initially stored in a distributed file system using optimized formats such

as Apache Parquet for efficient access and processing.

e Data Preprocessing Pipeline built on Apache Spark, responsible for data cleansing,

normalization, and feature extraction. Important domain features such as name length, entropy,

WHOIS registration patterns, and request frequency are computed.

e  Machine Learning Engine that applies classification algorithms (e.g., Random Forest, Gradient

Boosted Trees) to the extracted features. The models are trained on labeled datasets containing both

benign and malicious domains, enabling predictive classification of new or unknown domains.

e  REST API Server developed using FastAPI, which exposes the processed data and model

predictions to external systems or user interfaces.

e  Visualization Dashboard built with Streamlit, providing users with an interactive interface to

monitor domain activity, view analytics, and explore suspicious domain profiles.

e  Logging and Monitoring module which includes integrated monitoring of Spark job executions,

API request metrics, and anomaly detection in ingestion pipelines using Prometheus and Grafana.

This architecture ensures modularity, scalability, and flexibility. Apache Spark serves as the core
processing framework, offering distributed computation capabilities that make it suitable for both batch
and streaming data processing scenarios. The modular design also allows easy integration with
additional threat intelligence feeds, advanced analytics modules, or extended machine learning models
in future iterations.

The Data Preprocessing Pipeline additionally includes feature engineering steps, where statistical
and lexical characteristics of domain names are extracted to improve model performance. Key features
such as the number of distinct characters, vowel-to-consonant ratio, occurrence of suspicious keywords,
and WHOIS privacy settings indicators are considered. These features help the model distinguish
between benign domains and those generated by domain generation algorithms (DGAs).

For Machine Learning Engine deployment, a model versioning and validation process is
implemented. Before a model is deployed into production, it undergoes automated validation on a
holdout dataset and a performance comparison against previous versions. This ensures that only models
with improved detection capabilities are promoted.
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The REST API Server is designed with scalability and security in mind. It supports token-based
authentication for authorized access and rate limiting to prevent abuse.

The Visualization Dashboard enables analysts not only to monitor alerts but also to conduct
historical analyses. Users can filter domain activities by timeframe, risk level, registrar, or hosting
provider, enabling advanced threat hunting capabilities.

Moreover, the system supports scheduled retraining of machine leaming models using newly
ingested data, ensuring that the detection models remain up-to-date with evolving attack patterns and
domain registration trends.

Thus, the proposed approach not only focuses on real-time threat detection but also provides a robust
foundation for continuous learning, system monitoring, and proactive cybersecurity measures.

Through the implementation of this system, it becomes possible to proactively detect threats
associated with domain names, provide near-real-time insights to cybersecurity teams, and contribute
to a more resilient domain name infrastructure.

The overall system architecture is illustrated in Figure 1, showing the interaction between the data
ingestion, processing, machine learning, API, visualization, logging and monitoring components.

o O:g '—'Q

Data Ingestion API Server Frontend
Files, Validatation I
S
Data Storage Data Processing
Raw Storage Engine
Refined Storage Normalization
l Aggregation
Machine Learning
g Logging &
Data Storage Monitoring

Refined Storage

Figure 1: Proposed system architecture scheme

4. Efficiency Analysis

The experimental evaluation of the proposed system was conducted using a dataset comprising DNS
query logs, domain registration data, and labeled sets of malicious and benign domain names. Data
preprocessing and feature extraction pipelines were executed using Apache Spark, significantly
reducing processing times compared to conventional single-node frameworks.

The machine learning models were evaluated using standard metrics such as Precision, Recall, and
F1-Score. The best-performing model, based on the Random Forest algorithm, achieved an F1-Score
0f0.93, indicating a high level of predictive accuracy. The system demonstrated the ability to identify
previously unseen malicious domains by analyzing characteristic features such as abnormal entropy,
unusual WHOIS patterns, and anomalous query behavior.

Moreover, the system’s scalability was validated by processing a large amount of DNS records
within acceptable timeframes without significant performance degradation. The integration of real-time
data ingestion and processing modules ensured that threat detection could be performed close to real
time, a critical requirement for operational cybersecurity systems.

The use of a modular architecture based on Big Data technologies also proved beneficial in terms of
system extensibility. Additional data sources and machine learning models could be integrated with
minimal architectural changes, supporting the adaptability of the system to evolving threat landscapes.

These results highlight the practical feasibility and effectiveness of leveraging Big Data technologies
and machine leaming methods to strengthen domain name security and improve threat detection
capabilities in large-scale environments.
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5. Conclusion

The growing sophistication and scale of threats targeting domain name infrastructure require a shift
toward more intelligent and scalable defense mechanisms. This paper has demonstrated that Big Data
technologies, particularly Apache Spark, combined with machine leaming algorithms, can significantly
enhance the detection and classification of malicious domain names.

The proposed system architecture ensures efficient data ingestion, preprocessing, feature extraction,
and classification in both batch and streaming modes. Experimental results confirmed the high accuracy
and scalability of the solution, as well as its ability to detect novel threats based on domain behavioral
patterns.

Future work may include the integration of additional data sources such as passive DNS data, the
implementation of real-time threat intelligence feeds, and the development of automated threat response
mechanisms. Further research will also focus on the application of advanced deep learning models of
artificial neural networks [11] for descriptor dynamic systems [12]. Moreover, expanding the
visualization capabilities and integrating automated response mechanisms could transform the system
into a comprehensive security platform for domain name infrastructure protection.

By leveraging Big Data technologies, cybersecurity teams can achieve faster, more accurate, and
proactive threat detection, ultimately strengthening the resilience of the Internet's foundational services.
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