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JIOJAATOK B

Crnaiinu npe3eHTarii

IIporpamua cucrema a4
oprasisanii Ta ynpasJiiHHA
rPpynoBUMH NOAOPOXKAMM .
CepBepHa 4yacTHUHA

Bukonana: ct. rp. M3M11-21-3 Tonuin 4.0
KepiBHuk: goueHT kadeapm Nl KonecHukos O

3axucT kBajiidikaniiHoi po6oTtu | 2025

Pucynok b.1 — Cnaiin npesenTarii 1 (prCyHOK BUKOHAHO CaMOCTIIHO)

META POGOTH &)

CmeopeHHs1  cepeepHOi  YacmuHU  npoepamMHOl
cucmemu, sika 3abesniedyye opeaHizauito 2pyrnosux
rnooopoxel 3 ByHKUiIMU CMBOPEHHSI ma yrnpaesiiHHs

Mmapwpymamu, 36opy GPS-O0aHux ma eumiprogaHHs

yacmomu cepuebumms, ObMiHy 08i0OMIeHHAMU

MK ydacHUKaMmu ma 8UKITUKY eKCcmpeHoi OorioMozau.

Pucynoxk b.2 — Cnaiin mpesenTartii 2 (pUCyHOK BUKOHAHO CaMOCTIHHO)



AKTYAJIBHICTb TEMH @®

MonynsipHiCTb  aKTMBHOTO Typu3My Ta [pyrnoBUX MOXOZiB

notpebye eheKTMBHUX LNDPOBUX PiLlEHb.

CyuyacHi TYpUCTUYHI rpynu CTUKAKTBCSA 3 BUKITMKaMM:
2 HepocTaTtHin piBeHb 6e3neku
> BigcyTHICTb KoopaMHaLLi B pEeXUMi peanbHoro yacy

2 HeMOXnUBICTb LIBUAKO BUKMMKATW JOMOMOrY

Po3spobneHa cuctema pgna opradisauii  Ta  ynpaeniHHA

rpynoBMMM MOAOPOXKaMMU BUpILLYE Lii Nnpobnemu.

Pucynok Bb.3 — Crnaiin npe3enraiii 3 (pUCYHOK BUKOHAHO CaMOCTIIHO)

v AHAJII3 KOHKYPEHTIB S

«” 3pyyHe ronocyBaHHs 3a MapLUpyTu
« IHTYiTMBHUA | npocTui iHTepdenc

« ligTpMmKka rpynoBoro nnaHyBaHHSA

x HeMae Cyl‘lpOBO,Cly I'IO,EI,OpO)Ki B peal'leOMy qaci You're going to Kyiv, Ukraine, 02000 from May 8-Jun 10, 2025

Trip Status

> BincyTHa dyHKUIS BUKMMKY [OMOMOMM

o
.......
-3 a

Welcome to Troupe

The Who
s foined tis tip 50 or

Pucynok b.4 — Cnaiin npesenTanii 4 (pMCyHOK BUKOHAHO CaMOCTIIHO)



Y AHAJII3 KOHKYPEHTIB ‘

Wanderlog

P Trip to Kyiv e - | €0 wanderlog Q

Get 20% off Pro

«” lMobynoBa mapLupyTiB ANs PisHUX BUAIB aKTUBHOCTI Q wiv

«” BVCOKOTOYHI kapTu 3 ypaxyBaHHAM penbedy

.
7 £
+« CUHXpOHi3aUis 3 NnpucTposiMu Ta ocpnanH-gocTyn ™ A
Categories Seeall
€ BincyTHiit 06MiH NOBIAOMMEHHAMN MK yUaCHAKaMU | | resuens § rrica Continue planning e
i i B Cafes i Photo spots Tiptokygly
2 Hemae MOHITOPUHIY CTaHy yyacHUKIB R
¢ BigcyTHi MexaHi3Mu1 eKCTpeHOro pearyBaHHs! ' et i
Most often-seen on the web Create new documents
Need a place to stay in x B
Kyiv? ’ x } S (e 3
(A = @ @

Pucynok B.5 — Craiin npe3enraiii 5 (pUCyHOK BUKOHAHO CaMOCTIHHO)

Y~  BHUCHOBKH 3 AHAJII3Y KOHKYPEHTIB ‘

IcHytoui cepBicK POKYCYIOTbCA NEPEeBaXXHO Ha NMnaHyBaHHI NOJOPOXEN, a He Ha CynpoBOAi B
peanbHoOMy 4Yaci.

>KogHa 3 monynsipHux cucTem He 3abesneyye:

X BincTexeHHs KOOPAMHAT YCiX YYACHMKIB Y PEXMMI peanbHOro yacy

> BuKNMKM gonoMorn abo pearyBaHHs Ha KPUTUYHI cuTyaLlii

Knroyoei nompe6u, siki Mae peasiisygeamu cucmema:

« 36ip Ta 06pobka GPS-koopavHaT i MynbCy KOXHOMO y4acHuKa
« BignobpaxeHHa mapLipyTy, ctatucTukm, curHanis SOS
« KomyHikauisa Mix yyacHukamy Ta pornb opraHiatopa

« be3neyHe 30epiraHHs gaHux i WBMAKa nepegaya

Pucynok b.6 — Cnaiin npesenTaii 6 (pMCyHOK BUKOHAHO CaMOCTIIHO)



CIIEHAPII BAKOPUCTAHHS CUCTEMH .

Travelsyne System

Pucynok b.7 — Crnaiin npe3enraiii 7 (pUCYHOK BUKOHAHO CaMOCTIIHO)

<= >>
appServer = 22
Web Client
<< >
ASP.NET Core Web API <<execution environment>>
HTTP Web B
KowTponepu Cepeicn JWT Middieware L3 <<component>>
(Presentation {Business Logic O ReaclSApp
Layer) Layen)
<<component>> <<component>>
Mogyne. HYBaHHA Qi
s b
HTTP < >>
Web Client
TCPIP
<<execution environment>>
Mobile(I0S\Android)
<<devige>>
dbServer
<<component>> <<anifact>>
$ NET MAUI App ‘ $ SQLite Database ’
<< =
PostgreSQL
Basa parx
Bluetooth
< >>
Fitness Tracker

Pucynoxk b.8 — Cnaiin mpesenTartii 8 (puCyHOK BUKOHAHO CaMOCTIHHO)



MOA POJIb Y IIPOEKTI - CEPBEPHA PO3POBKA

OCHOBHIi 3aBOaHHA:

» [IpoeKTYBaHHS apXiTEKTYpPV CEPBEPHOI YacTUHU 3a TPMPIBHEBOIO MOZENO
= Peanizauis REST API Ha .NET 8 3 niatpumkoto astopu3sadii (JWT)

= PoborTa 3 6a3oto aaHux PostgreSQL 4yepes Entity Framework

= 36ip, obpobka Ta 36epexeHHs GPS i nynbcy B peanbHOMy Yaci

= Peanisalis MogyniB: NogopoXi, y4acTb, NoBigomneHHs, SOS

= KelyBaHHA TpekiHroBMx AaHux vyepe3 Redis

Pucynok b.9 — Crnaiin npe3enraiii 9 (pUCyHOK BUKOHAHO CaMOCTIIHO)

TEXHOJIOTTYHUM CTEK CUCTEMHU

.NET 8

Pucynok b.10 — Cnaiin npe3enTartii 10 (puCyHOK BUKOHAHO CAaMOCTIHHO)



APXITEKTYPA CUCTEMHU o

J [ Knro4oei ocobnueocmi:

= LleHTpanizoBaHa o6pobka nomunok (Middleware).

_ = Banigauis 3anuTiB Yepes FluentValidation .

Pucynok b.11 — Cnaiin npesenTaii 11 (prcyHOK BUKOHAHO CaMOCTIiIHO)

JIOTTYHA MOJEJ/b BA3M JAHUX k3

Tpynoea nonopox Yuacts Dai Tpexinry
YHikanbui ineHTudikaTop i i i pk | ik i i
PK PK ;
M s N 3anmcy
- IReHTUDIKATOp KOpUCTYBaYA o< IgenTudikatop yuacti
Hassa nogopoxi
IneHTDikaTop rpynn Lwpora
O wapwpyTy
Uit € KODCTYBaY OPraHizaTopom Fosrora
Dara novarry
138HTHCIKATOP FPYN08Oi N0A0POi \acrora cepueduTT
[T sasepuersin
) ) Cratyc sanekn \aC HaAXODKEHHR AaHAX
Periox ado reonokauiia
o ) [laTa npHEHaHHA A0 TPy 1M03HaNKa ZHOMATISHOTO SHaYEHHR
MaKcAMansHa KneKICTh YacHWKiS
Cwrxan Tpusorn
Touxa MapLLpyTY MoA0pOXI Kopucrysay i | YHikanemuit inenruchixarop
o | YHikanenuit ineHTGIKaTon | px | Yelkansmi ingkTadikaton_ SHruany TpAsory
TouKm G “od | iaenmuaixarop yuacri
IReHTUDIKATOD NOROPOXi Moswe iw'n Cratyc 06poGk
Uporz EnexTpokHa nouwta [lara if uac HancunanHa.
Losrora Napons
Hasea Toukn Pons Mosigomnexta
Onue o oK | HIKaNLANE ineHTUIKATOD.
> TIOPAAKOBWI HOMeD Y MApLIPYTI Dara peectpauii o4 |gexTuchikatop yuaci
BAicT nosiaoMnexHA
JKypHaN GOkyBaHHA KOPUCTYBauE [laTa i wac agcAnaHHA.
PK | yai it i
InexTuchikaTop KopucTysava b
IReHTiQikaTOp CUCTMHOTO AAMIHICTPATOPa [

Mpudna GrokysaHHA
[Rara Ta yac GnokysaHHA

[laa Ta yac po3GnokysaHHA

Pucynok b.12 — Crnaiin npesenrartii 12 (pucyHOK BUKOHAHO CaMOCTIHHO)




TPEKIHT TA KELIYBAHHS kR

TpekiHe y peanbHOMYy 4Yaci

= [JlaHi (GPS + nynbc) HapxoaaTb KOXHI 20 cekyHA.

= YacToTa cepuebuTTs 3rnamxyeTbea nepen
36epexXeHHsAM.

= BukopuctoByeTbca chopmyna aBepcuHa ans
ob4ncneHHsa ancTanuji.

KewysaHHsi 4yepe3 Redis

= 306epiratoTbCa OCTaHHI 5 TPeKiHrOBMX TOYOK Ha LI

KOpucrtysa4ya. e

= Kew BUKOPUCTOBYETbCA A1 aBTOMAaTU4YHOIO

BUSAABNEHHSA aHOManin.

Pucynok b.13 — Cnaiin npe3enTanii 13 (puCyHOK BUKOHAHO CAaMOCTIHHO)

OBPOBKA JAHUX B CUCTEMI E

O6uncneHHs aucTaHuii (popmyna MaBepcuHa)

Aneopummu e cucmemi: 2 2
public double CalculateDistanceKridouble

latl, double lonl, double lat2, double lon2)
{

i t double R
MK TOUKaMM MapLUpyTY. const doubae

KM

1. Anroputm [aBepcuHy Ans OGYMCNEHHS AMCTaHUil

= 6371; // panmiyc Bemni B
var dLat = DegreesToRadians(lat2 - latl);

2. KoB3He cepedHe Ans 3mMamKyBaHHA Mynbcy And var dLon - DegreesToRadians(lon? - lonl) s

0 var a = Math.Sin(dLat / 2) *
aHanisy craHy. Math.Sin(dLat / 2) +
< Math.Cos(DegreesToRadians(latl))
3. AsToMatuyHuii SOS gna BUSABMNEHHS KPUTUYHUX * Math.Cos(DegreesToRadians(lat2)) *
Math.Sin(dLon / 2) *
3HaYyeHb MynbCey.

Math.Sin(dLon / 2);

var c = 2 * Math.Atam2 (Math.Sqgrt(a),
Math.Sqrt(l - a));

return R * c;

}

Pucynok b.14 — Crnaiin npesenrartii 14 (pucyHOK BUKOHAHO CaMOCTIHHO)



10

SITIAJVKYBAHHA IIY/IBCY TA AJITOPUTM EKCTPEHOI'O ‘
BUKJ/IUKY

3rnapKyBaHHA NysiLCy

] . .. if (queue.Count == 5)
36epiratoTbca OCTaHHi 5 BUMIpIB. gﬁeue.nequeue() .
. queue . Enqueue(newValue) ;
KoxxHe HoBe 3HayeHHs goAdaeTbes B  KIHEUb, return (int)Math.Round(queue.Average());

HancTapile BMOANSETbCS .

FeHepauia SOS-cuzHany

AKLWO BCi OCTaHHI TOYKW MakOTb KPUTUYHI 3HAYEHHSA
if (points.All(p => p.SmoothedHeartRate <

35 || p.SmoothedHeartRate >190))

nynbcy, TO CTBOPETLCA eKCTpeHI/II7I BUKIUK.
await CreateEmergencyCallAsync(...);

MigTpumyeTbes pyyHa aktvBauisgs SOS yepes 3aCcTOCYHOK.

Pucynok b.15 — Cnaiin npe3enTanii 15 (pucyHOK BUKOHAHO CAaMOCTIHHO)

BE3MEKA CUCTEMHU KR

UlugppyeaHHs Yymnueux 0aHuUx
[eokoopanHaTK Ta NynbC KOXHOIO y4acHUKa wWndppyoTbes
nepepn, 36epexeHHsIM y 6a3y.

3actocoByeTbest AES (Advanced Encryption Standard).

Aemopu3sauyiss ma aemeHmudgbikayisi

{ ValidateIssuerSigningKey = true,
[Ons goctyny oo 3axuweHunx API IssuerSigningKey = new
n q SymmetricSecurityKey (key),
BukopuctoByeTbca JWT-aBTeHTUIKaLiA. ValidateIsSymmetricSecurityKeysuer = true,
. ValidIssuer = _jwtSettings.Issuer ,
Cuctema nepesIpAe posib KOpUCTyBada nepes ValidateAudience = true, ValidAudience =
BUKOHAHHSIM KPUTUYHUX ﬂiVI. Tjthett:Lngs.Aud:Lence , ClockSkew = TimeSpan.Zero

Pucynok b.16 — Cnaiin npe3enTartii 16 (puCyHOK BUKOHAHO CAaMOCTIHHO)
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v BE3MNEKA I KOMYHIKAIIISI B PEAJIbHOMY YACI ’

Cnoeiu;em-m €JIEKMPOHHOK NMowmor Activate your TravelSync account o = e q

TravelSync welcometotiovelsync®y_. Sun, Moy 25 452PM (B doysag) % @

KopuctyBay oTpumye nucta npu aktusaLlii obnikoBoro 3anucy.

Welcome to TraveiSync! Please activate your account by clicking on the link below:
0 (IIUZIINISIRSCCIBlK

Y pasi 6]'IOKyBaHHﬂ cucTemMa aBTOMaTUYHO HaACUaEe MOBIAOMIIEHHS

3 NOACHEHHAM.

HapcunaHHsa peanisoBaHo Yepes Gibnioteky MailKit (SMTP).

KomyHikauisi 8 peasibHoMy 4aci

Cuctema niaTpymye o6MiH MOBIAOMIEHHSIMU MiX YYaCHUKaMU MOSOPOXi.
KopuctyBayi 6ayaTb HOBi MOBIAOMIEHHSI, KOOPAWHATW Ta KPUTUYHI mogji
6€e3 OHOBMEHHS CTOPIHKN.

lMepemaBaHHA  OaHMX  3OIACHIOETBCA  Yepe3  3axuleHe  3'€dHaHHSA

WebSocket.

Pucynok b.17 — Cnaiin npe3enTanii 17 (puCyHOK BUKOHAHO CAaMOCTIHHO)

N TECTYBAHHHA .

ModynbHe mecmyeanHsi (NUnit + NSubstitute) Inmeepayjitine mecmyesaHHs ( Swagger Ul)
[poTectoBaHO 5 OCHOBHWMX CEPBICIB: MNOJOPOXI, TectyBaHHa REST API

y4acTb, TPEKIHI, KOpUCTyBaYi, peecTpauis MepeBipka aBTOpM3aLji, Banigauii, obmexeHb
MepeBipka ponew, cTatyciB, obMexeHb goctyny

O6pobka BUHSATKOBMX CUTYaLil (HEKOPEKTHi TOKEHW, Mo3uTMBHI Ta HeraTuBHI cueHapii

HeaBTOPW30BaHUW AOCTYM, NyCTi 3HAYEHHS)

= e

T e

2 v

v [ UnitTests (26 tests) Success i -
v {} TravelSync.Tests.Services (26 tests) Success == .
== v

B ve

‘:—_r. o e

>

<
-

Pucynok b.18 — Cnaiin npe3enTartii 18 (pucyHOK BUKOHAHO CaMOCTIHHO)
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Abstract. This article presents a backend solution for real-time processing
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attention is given to the integration of GPS coordinates and heart rate (HR) signals

received from wearable devices (smartwatches) via a mobile application. Spatial

calculations arc based on the Haversine formula [1], and biometric signal

rformed using a moving average with a fixed-size buffer of the

stability. The proposed solution requires no specializ 1 equipment,

making it suitable for amateur environments as a b ans of safety

monitoring during travel.

Keywords: backend, geolocation. GPS, group travel, heart rate, monitoring.

safety, wearable device.

Pucynok b.19 — Cnaiin npe3enTanii 19 (pucyHOK BUKOHAHO CAaMOCTIHHO)

v BHCHOBKH KX

Po3pobrieHo cepsepHy YacmuHy cucmemu 01151 opeaHizauii ma cynposody
2pyrnosux nodopoxed.

3abesneyeHo nidmpumKy 0bmiHy daHUMU 8 pearibHOMY 4Yaci, 3axucm 4ymiueor
iHgbopmauii; 06pobKy y4yacmi, mpekiHay, NogidoMIeHb ma eKCmMpPeHUX cuaHarlie.
Cucmema npomecmosaHa, iHmeapoeaHa 3 KIliEHMCbKUMU 3aCmocyHKaMu ma

2o0mosa 00 Mo8HOUIHHO20 BUKOpPpUCMaHHA.

Pucynoxk b.18 — Crnaiin npesenrartii 18 (prucyHOK BUKOHAHO CaMOCTIIHO)
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Pucynok B.1 — Ceprudikar yyacti y MiKHapOIHINA KOHGEpEeHIII1

UDC 004.415

REAL-TIME PROCESSING OF GPS AND HEART RATE DATA TO
ENSURE SAFETY IN GROUP TRAVEL

Kolesnykov Dmytro Olegovych

PhD in Technical Sciences
Associate Professor

at the Department of Software Engineering
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Topchii Daria Dmytrivna

Student

Department of Software Engineering

Kharkiv National University of Radio Electronics

Kharkiv, Ukraine

Abstract. This article presents a backend solution for real-time processing of
geolocation and biometric data to support safety in group travel. Particular attention
is given to the integration of GPS coordinates and heart rate (HR) signals received
from wearable devices (smartwatches) via a mobile application. Spatial calculations
are based on the Haversine formula [1], and biometric signal smoothing is performed
using a moving average with a fixed-size buffer of the five most recent values [2].
Load testing showed that a 20-second transmission interval provides an optimal
balance between monitoring accuracy and system stability. The proposed solution
requires no specialized medical equipment, making it suitable for amateur

environments as a basic means of safety monitoring during travel.

Keywords: backend, geolocation, GPS, group travel, heart rate, monitoring,

safety, wearable device.

Object of the study. The object of the study is a backend software system
designed for real-time processing of geolocation and biometric data collected during
group travel. The system focuses on receiving, verifying, analysing, and storing
heart rate and GPS coordinates from wearable devices via a mobile application. The
study explores the methods and technical implementation required to ensure timely
detection of potentially dangerous health conditions during travel without the need

for specialized medical equipment.

Relevance of the study. Most existing solutions for travel support focus solely
on navigation, without monitoring the physiological state of users. As a result,
sudden heart rhythm disturbances, immobility, or signs of fatigue often go

unnoticed. While some advanced systems do support biometric monitoring, they
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usually require specialized medical equipment or dedicated sensors, making them
inaccessible for amateur users. The proposed system combines spatial and biometric
data using only a smartwatch and a mobile application, providing an affordable and

practical safety tool for group travel.

Purpose of the study. To develop the backend of a software system capable of
receiving, processing, validating, and storing spatial and biometric data of

participants in group travel in real time.

Materials and methods. The server part of the system is implemented using
the ASP.NET 8 framework and the PostgreSQL database management system. The
client application transmits GPS coordinates, heart rate values, and timestamps.
Spatial data is processed using the Haversine formula [1], while biometric signals
are smoothed using a moving average with a fixed window size [2]. Reference
ranges for heart rate are based on WHO guidelines [3]: 60—100 bpm at rest and up
to 180—190 bpm during physical activity.

Results and discussion. The backend system, built with ASP.NET 8 [4] and
PostgreSQL, receives telemetry data over a secure HTTPS connection. Each
transmission includes GPS coordinates, heart rate values, and a timestamp. Before
processing, the system authenticates the request, verifies the user's participation in
the journey, and validates the structure of the incoming data. A centralized result
processor handles progress checks, diagnostic messages, and error codes, providing
a unified failure handling mechanism at both the business logic and database levels.

The full server-side source code is publicly available on GitHub [5].

One of the key parameters affecting monitoring performance and accuracy is
the message transmission interval. To determine the optimal frequency, load testing
was conducted using a simulation of 1,000 concurrent clients. The k6 utility [6] was
used to generate a controlled load on the API. In the test scenario, 1,000 users
simultaneously sent messages at predefined intervals (10, 20, and 30 seconds). Each

request included GPS coordinates, heart rate data, and a timestamp.
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During testing, the system recorded metrics such as the percentage of
successfully processed requests, failure rates, and average server response time. The

results are shown in Table 1.

Tabmuis B.1 — Pe3ynbratn HaBaHTaXyBaJIbHOIO TECTYBaHHS

Transmission interval, Successful )
Refusals, % Average response time, ms
S requests, %
10 91,3 8,7 290
20 98,9 1,1 260
30 99,2 0,8 230

As the table shows, a 10-second transmission interval results in a higher failure
rate and increased response time. A 30-second interval reduces server load but
delays the system’s response to physiological changes. Therefore, a 20-second
interval was selected as the optimal compromise between responsiveness and

performance.

For spatial processing, the system uses a dedicated module that calculates the
distance between two route points based on the Haversine formula [1]. The

calculations follow these formulas:

a = sin*(4¢/2) + cos(@,) - cos(@z) - sin*(41/2) (1)
¢ = 2 - arctan2(Va,V(1 — a)) (2)
d=R-c 3)

The theoretical error of the Haversine formula is below 0.5% for distances up
to 100 km, which is acceptable for amateur-level monitoring. For short segments
(up to 10 meters), the deviation is less than 1 meter [7], as confirmed in test
scenarios. Compared to the spherical law of cosines or Euclidean distance, the
Haversine formula performs more reliably on short segments [8], which is critical

for high-frequency tracking. Although Vincenty’s algorithm [9] offers higher
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precision, its computational complexity makes it less suitable for real-time

applications [10].

The calculated distance between successive GPS points is accumulated for
each user within the current journey and stored in the database. This spatial data is
later used to reconstruct the route, analyse user activity, identify potentially

hazardous zones, and generate personalized recommendations.

Heart rate processing is handled by a pre-smoothing module. Signals from
wearable devices often contain artifacts caused by motion, poor sensor contact, or
environmental interference. To reduce noise sensitivity, a moving average method

with a fixed window size of n = 5 was applied [2], calculated as follows:

i=t

Ma= L ) @

where X; 1s the heart rate value at time 1, MA; is the smoothed value at time t,
and n is the size of the sliding window.

At the implementation level, each user is assigned a separate buffer that stores
the five most recent heart rate values. With every incoming request, the buffer is
updated, and the smoothed value is independently stored in the database. This
approach helps prevent false alerts and ensures system stability even when input

data is noisy.

The moving average method was chosen due to its low computational
complexity and suitability for real-time processing under limited resource
conditions. During testing, it was observed that more complex techniques, such as
the Kalman filter, require prior model training and careful parameter tuning, which
limits their applicability in amateur settings [11]. By contrast, the moving average
method provides stable results without the need for calibration, making it a practical

choice for wearable-based health monitoring.
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In addition to smoothed values, the system also stores raw heart rate data for
further analysis, model training, or verification of boundary events. To detect critical
conditions, the system monitors whether heart rate values exceed predefined safety
thresholds. According to WHO guidelines [3], the normal resting heart rate is
between 60—100 bpm, and up to 180—190 bpm during physical activity. The system
sets fixed alert thresholds at 50 and 190 bpm. Exceeding these limits without
contextual justification triggers an alert in the internal event log. Future versions of
the system are planned to support personalized thresholds based on age, medical

history, or user-specific recommendations.

To ensure the integrity of time series data, the system verifies the uniqueness
of each incoming message based on the combination of user, journey, and
timestamp. This mechanism prevents duplicate entries and preserves the correct

chronological order.

To evaluate the effectiveness of telemetry processing, a time series of records
was analysed, each containing GPS coordinates and heart rate values. Messages
were received at 20-second intervals, capturing both spatial and biometric

information from the user’s wearable device (see Table 2).

Tabnuis B.2 — TenemeTpuyHi aHi YaCTOTH CEPIIEBUX CKOPOYEHD 1 KOOPAMHAT

M1 4aC KOHTPOJIbHOI MOAOPOXKI

Smoothed
Raw heart Distance from the
Ne | Time, s Latitude Longitude heart rate
rate value previous point, m
value
1 0 49.8397 24.0297 98 98 0
2 20 49.8398 24.0298 105 101,5 13
3 40 49.8400 24.0300 70 91 22
4 60 49.8402 24.0302 175 112 21
5 80 49.8403 24.0303 92 108 11
6 100 49.8404 24.0304 96 107,6 11
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7 120 49.8405 24.0305 194 111.4 10
8 140 49.8406 24.0306 198 123.0 10
9 160 49.8407 24.0307 202 151.8 11
10 180 49.8408 24.0308 201 172.2 10
11 200 49.8409 24.0309 195 178.8 10
12 220 49.8410 24.0310 180 195.2 10

The distances between consecutive telemetry points are calculated using the

Haversine formula integrated into the spatial processing module. This enables the

system to track the accumulated distance travelled by the user, which serves as a

variable for further analysis and visualization.

Heart rate smoothing is implemented in real time using the moving average

method. The buffer of recent measurements is updated with each new request. This

makes it possible to stabilize the heart rate signal without significantly reducing

sensitivity to physiological changes. As illustrated in the graph (Figure 1), raw heart

rate values exhibit pronounced fluctuations and sharp peaks, while the smoothed

curve presents a more gradual and realistic trend aligned with physical effort and

distance.
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The moving average algorithm significantly improves the reliability of
biometric monitoring by reducing transient artifacts, including sudden spikes caused
by movement or poor sensor contact. As shown in the graph, raw values display
sharp peaks, with heart rate reaching 202 beats per minute, which may not indicate
actual physiological stress. In contrast, the smoothed signal reflects consistent trends

more accurately.

Over the entire control interval, the smoothed heart rate steadily increased in
accordance with the distance travelled and the expected physical exertion. This
demonstrates that the algorithm is sensitive to real physiological changes, while
effectively filtering out random noise. A single instance of the smoothed heart rate
exceeding the critical threshold of 190 beats per minute at 139 meters was enough
to activate an SOS alert. Although this conservative approach prioritizes user safety,
future versions of the system may support more flexible rules, such as requiring

repeated threshold violations to avoid false alerts.

The combined use of the Haversine algorithm and the moving average method
is functionally well-grounded. The Haversine algorithm ensures reliable spatial
measurements necessary for route reconstruction, speed estimation, and activity
monitoring. At the same time, the moving average method guarantees a stable and
clear biometric signal, resistant to short-term artifacts and noise. Both algorithms
are lightweight in terms of computational load, which enables their efficient use in

real-time mobile environments with limited processing resources.

The system demonstrates a high level of reliability in detecting critical
physiological deviations under constrained conditions, confirming its applicability

in real-world group travel scenarios.

Conclusion. This article presents the implementation of the server-side
component of a monitoring system for group travel participants. The solution
provides real-time processing of geolocation and biometric data using only a mobile

application, wearable devices, and a cloud backend. It does not require specialized
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medical or communication equipment, which makes it accessible for non-

professional use.

All core computing mechanisms are integrated into the backend logic, ensuring
system stability, performance, and compatibility with the limited resources of
mobile environments. The Haversine formula was used to calculate the distance
travelled with high precision, including on short route segments. Biometric data is
processed using the moving average method with a fixed-size buffer, which

effectively reduces noise and enhances monitoring accuracy.

Load testing confirmed that a 20-second data transmission interval offers an
optimal balance between responsiveness and server performance. The system can
identify potentially dangerous conditions, such as heart rate anomalies or
immobility, based on a combined analysis of geolocation and biometric inputs. All
telemetry data is stored in a way that preserves time series integrity and complies

with confidentiality requirements [12].

Further development of the system will focus on personalized biometric
analysis, machine learning integration, and connection with external emergency

response services.
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1 BCTYII
1.1 O npoaykry

TravelMate - 1ne KOMIUIEKCHa cucTeéMa Uil OpraHi3alii Ta CyNpOBOAY
rpynoBux mnopopoxken. Ilpoaykr copsmoBanuii Ha 3a0e3meyeHHS MIATPUMKU
MaH/pIBHUKIB, $KI MOAOPOXYIOTh TIpylaMu: BiJ IUIAHYBaHHS MapuIpyTy Ta
Y3TOKEHHS AeTalieil O MOHITOPUHTY CTaHy 3/I0pOB’S YYaCHUKIB 1 3py4HOTO

0OMiHY TTOBIJJOMJICHHSIMH.

OcHoBHa 1715 TIOJIATAE B 1IHTErpailii PyHKI1OHATY 11 KOOPAUHAILIIT IPYTOBUX
ni, Oe3ne4Horo OOMiHY JaHMMU Ta CIHUIBHOTO IUTAHYBAaHHS, IO JO03BOJISIE
VHUKHYTH BHKOPUCTaHHS 0ararboX pO3pI3HEHHX CEpBICIB 1 MIJIBUILUATH

e(eKTUBHICTh KOMYHIKAIIil B TIPOILIEC] MOAOPOKI.
Kitouosi ¢ynkiii TravelMate BKiIr04atOTh:

— [InanyBaHHS MapHIpyTy MOAOPOXKI — CTBOPEHHS JIETAILHOTO IUIaHy

MepecyBaHHs 3 MOXKIIMBICTIO HOTO pefaryBaHHS.

— Opranizailis rpynoBuUX KOMYHIKailiii — BOyIOBaHUNM dar s

OTICPATUBHOT B3aEMOJII.

— 30ip 1 BiIOOpa)keHHSI CTATUCTUKU — 1H(OpPMAIIiS PO CTaH 370POB’S

(HanmpuKIIa, MyiabC), MAPUIPYT TA 1HILI MOKA3HUKU MOIOPOXKI.

— KepyBanns mnomgopokamu Ta npo@iIsiMd KOPUCTYBaudiB, a CcaMme —
CTBOPEHHSI, pelIaryBaHHs, BHJIAJICHHS TMOJAOPOXKEH Ta YHOPaBIIHHS BJIAaCHUM

npodinem.

— [IIBuaKa BiAIpaBKa TPUBOKHOTO CUTHAITY.
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1.2 Merta

Metoro 1BOTO JOKYMEHTY € HaJaHHS JIE€TaJbHOTO OIHUCY PO3pOOIIOBaHOI
HIpOrpaMHOI CHUCTEMHU JJisl Oprasizamii Ta CyNpoOBOLY TPYIOBHX ITOIOPOXKEH.
Crenuikaiiss mpu3HayeHa Uig onucy (YHKIIOHATBHUX 1 HEPYHKIIOHAIBHUX
BUMOT TEpIIOi Bepcii MPOAYKTY, IIO0 BKJIIOYAE CEPBEPHY YAaCTUHY, MOOUTBHHIA

3aCTOCYHOK 1 BEOKJTIEHT.

1.3 Mexi

Po3pobiniena cuctema mpu3HaueHa JiJIi BUKOPUCTAHHS B YMOBax I'PYIIOBHX
nonopoxeil. MyHKIIIT BKIIOYAIOTh BIJCTEKEHHS JIOKAIll Ta MyJbCy KOPUCTYBayiB,
OOMIH TMOBIIOMJIEHHSMHU 1 BHUKJIHUK JIOIOMOTH. Hikye HaBeIeHO OOMEXEHHS 3a

TEXHIYHUMH, (PYHKIIIOHAIbBHUMHU Ta OpraHi3alliiHUMU aclleKTaMu.
TexHiuHI MeXi:

— ITinTpumyBani mrargopmu: Android, 10S, cydacni Be6Opay3epu (Chrome,
Firefox, Safari, Edge). CywmicHicts 13 3actapuiumu OC 1 Opaysepamu He
rapaHTyEThC.

— YacToTa OHOBJICHHS: TPEKIHTOBI JIaH1 (T€OTIO3UIIIs Ta MYJIbC) HATXOAATh HE
YacTille OHOro 3anucy Ha 20 ceKyH]1 Bijl OJHOTO KopucTyBaya. Buiiia yacrora abo
00po0OKa BEJIMKUX 00cAriB MEIUIHUX TAHUX HE nepeadayeHi.

— MacmraboBaHiCTh: CHCTEMa pO3paxOoBaHa Ha BEIUKY KUIbKICTh
OJTHOYACHUX KOPHCTYBadiB; y pa3i MEpPEBUIICHHS HaBAaHTAXXCHHS 3aCTOCOBYIOTHCS
oOMeKEeHHs 4acTOTH 3anuTiB Ta OanancyBaHHS. OOpoOka Big Data 1 anamituka B

pPEeXKUMI peaIbHOTO Yacy HE MIATPUMYEThCA
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— 3anexHicTh Bl IHTEepHET-3’€AHAHHA: BC1 (QYHKIII (BIACTEXKEHHS, OOMIH
MOBIJIOMJICHHSIMH, OHOBJICHHS CTaHIB) MOTPEOYyIOTh CTAOUIBLHOTO 3’€JHAHHS.

OdnaitH-pexxuM He TATPUMYETHCS.
OyHKI1OHATBHI MEXI:

— Tlogopoki: peani3oBaHO CTBOPEHHS, NPHUEIHAHHA Ta BIJICTEKCHHS
IPyHOBUX  THOJOPOXKEH. JloricTuyHi ¢yHKIii  HE  MIATPUMYIOTHCA.
— SOS: cucrema no3Bojsie momatu curaan gornomoru (SOS); iHTerparis 3
odimiinumu ciyxk6amu (102, 112) BiacyTHs; oOpoOKy CUTHAIIy 3a0e3MeuyroTh
oprasizaropu abo 1HII1 YYaCHUKH MOJIOPOXKI.
— IaTerpanis 31 cMapTrOAMHHUKAMU: MOOUIHHUI 3aCTOCYHOK OTPUMYE JIaH1
BiJl CMapTrOIMHHUKIB, CyMICHUX 3 00paHor0 1iardopmoro. CHHXpOHI3aIlII MOXKE
MaTu 3aTpUMKH 4yepe3 HecTabuibHe Bluetooth-3’ennanns abo nepenoBHeHuit Oydep

IIPUCTPOIO.
Opranizaniiiii Mexi:

— Texniune 00CIyroByBaHHS: MOMJIMBI TEpPiOJM  OHOBJIEHH abo
po(TaKTUKY, IM1]T 4ac TKUX OKpeMi QYHKI[IT MOXKYTh OyTH TUMYACOBO HEAOCTYITHI.
— OpuanuHi Ta €eTHYH1 OOMEXKEHHS: CUCTEMa HE IPU3HAUYEHA JJ11 KPUTUUHUX
MEIMYHUX 3aCTOCYBAHb 1 HE 3aMIHIOE CITYOU €KCTPEHO1 ToToMOrH. PimieHHs o0
iy HaA3BUYAWHUX CHUTYyallisiX NPUIMAIOTHCS KOPUCTYyBauaMU 3a iX BIJIACHOIO

BIAMOBIIAJIBHICTIO.

Cucrema He mpuU3HA4YeHa AJIi BUKOPUCTAaHHS K MEIMYHUN TpucTpiil abo
3acib ekcTpeHoro pearyBaHHsa. KpuTruyHi pillieHHs mij yac ii BUKOPUCTaHHS MalOTh
YXBaJIFOBATUCS 1]l KOHTPOJIEM JIIOAUHU. [Ipu3HAYeHHS CUCTEMH — KOOpPAMHALIIS
IPYyNOBUX MOJOPOKEN, MOHITOPUHT MiCIIE3HAXOKEHHS Ta 00MiH 1H(OpMaITiero Mix

Y4aCHUKaMH.
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1.4 ITocunanus

— ISO/IEC 25010:2011 — Systems and software engineering — Systems
and software Quality Requirements and Evaluation (SQuaRE) — System and

software quality models.

— Docker Documentation. JHloctymnHo 3a MOCHJIAHHSIM:

https://docs.docker.com/.

— PostgreSQL  Documentation.  JIoCTymHO 32  TMOCHJIAHHSIM:

https://www.posteresqgl.org/docs/.

1.5 O3nauenHs Ta abpeBiarypu

VY 1poMy JOKYMEHTI 3aCTOCOBYIOTHCS TaKi OCHOBHI TEpMiHHM, O3HAYCHHS Ta

abpeBiaTypu:

— API (Application Programming Interface) — iHTepdeiic mpukiagHoro
nporpamyBaHHs, HaOip (GYHKIIA 1 TMPOTOKOMIB [IJIi B3a€EMOAIl MK PI3HUMHU

KOMITIOHCHTAaMHU IIPpOI'PaMHOI'0O 3a0e3IIeueHHS.

—HTTP (HyperText Transfer Protocol) — mpoToko:n nepeaBanHs rinepTeKcTy,

SIKW BUKOPUCTOBYETHCS JjIsl OOMIHY TaHUMU M1>K BeOOpay3epamu 1 BeOcepBepamu.

— HTTPS (HyperText Transfer Protocol Secure) — 3axumieHa Bepcis
nporokoiy HTTP, mo 3abe3neuye mudpyBaHHs nepeaHuX JaHUX 32 JOTIOMOTOIO

SSL a6o TLS.

— JSON (JavaScript Object Notation) — dopmar 0OMIHY JaHUMH, SKHUI
BUKOPHUCTOBYETHCS IS 3pYyYHOTO 30epiraHHs Ta TepeqaBaHHS CTPYKTypOBaHOI

iH(popmalii.


https://docs.docker.com/
https://www.postgresql.org/docs/
https://www.postgresql.org/docs/
https://www.postgresql.org/docs/
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— REST (Representational State Transfer) — apxiTekTypHHiI CTHIIb pO3pOOKH
BeOcepBiciB, 10 nependadae BukopuctanHs ctangaptaux HTTP-meronis (GET,

POST, PUT, DELETE To1o).

— JWT (JSON Web Token) — dbopmMar TOKEHIB, SIKUHA 3aCTOCOBYETHCS IS

6e3neuHoi nepenadi iHGopMallii MiXK yJaCHUKaMH CUCTEMHU.

— Ul (User Interface) — xopuctyBampkuii iHTEp(deic, mpu3HAYESHUN IS

B3a€MO/I11 KOPUCTYBaya 3 MPOrPaMHOI0 CUCTEMOIO.

— UX (User Experience) — KopucTyBallbKUi JOCBIJ, 10 OMHUCY€E 3arajbHe

CHOPHUIHSATTS Ta B3a€EMOJIIF0 KOPUCTYBaya 13 CUCTEMOIO.

— GPS (Global Positioning System) — mio0ajibHa HaBirauiiHa CymyTHHUKOBA

CHUCTCMa I BUSHAYCHHA MiCHH PO3TalryBaHHA.

— CI/CD (Continuous Integration / Continuous Deployment) — Ge3nepepBHa
iHTerpauiss Ta Oe3lepepBHE pPO3TOPTAHHS, MO 3a0€3MEeYyIOTh aBTOMAaTHU3ALII0

MPOILIECIB TECTYBaHHS Ta JOCTaBKH HOBUX BEPCIH MPOrPaMHOro 3a0e3MeUeHHS.

— Push-crioBienHs — mMoBiOMIICHHS, K1 CHUCT€Ma HAJCHJIa€ Ha MPHUCTPii

KOpHUCTyBaua JJi1 iHPOpMYyBaHHS PO BAXKIIUBI MO,

— SOS-croBilieHHs — creliaibHe MOBIIOMJICHHS, III0 BUKOPUCTOBYETHCS Y

CUCTEMI ISl BUKIIUKY €KCTPEHOI TOTIOMOTH.

— Moaynap — yacTMHAa MPOTPAMHOTO 3a0€3IMEUEHHS, SKa BUKOHYE MEBHY

(GYHKIIIIO Ta € HE3aJIEKHOIO OJIMHUIICIO Y CKIIaJl CUCTEMHU.

— Cucrema — BeO3actocyHok TravelMate pa3om 13 MOOUTBHUMHY KITIEHTAMH Ta

CEPBEPHOI0 YaCTUHOIO.

— KopucryBau — ocoba, sika B3a€EMOJ€ 13 CHCTEMOIO uUepe3 MOOUIbHHI

3aCTOCYHOK ab0 BeOGiHTEepdeiic.

— AZIMIHICTpaTOp — KOPUCTYBAY 13 PO3MIUPEHUMH MPaBaMHU JJIsl YIIPaBIIHHS

IapaMeTpaMy CUCTEMU Ta 11 KOPUCTYBa4aMHU.
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2.1 IlepcnieKTUBH TPOIYKTY

[Tomanpmmii po3BuTOK cucteMu TravelMate mnependavae Taki MOXKITMBI

HaIpsIMU:

— Posmmpenns (yHKI — gomgaBaHHS MOIYMTIB I OpOHIOBaHHS KBHTKIB,
OIUIaTH TOCHYT, B3aemoAii 3 kaprorpadiunumu cepsicamu (Google Maps,

OpenStreetMap).

— [HTerpalis CTOPOHHIX CEPRBICIB — MIIKIIFOUCHHS 30BHIMIHIX API: mmaTixHaux

cucTeM, IIaT(OopM sl pO3MIILIEHHS, TiA1B TOLIO.

— MacmraObyBaHHs — 3a0e3neyeHHs CTallIbHOI pOOOTHM MpH 3pPOCTaHHI

KUTBKOCTI aKTUBHUX KOPUCTYBaUIB 1 3aITUTIB.

— Po3Butok comianbHUX (YHKIIH — peanizailis MeXaHi3MmiB myOmikaiii

BIJITYKiB, (DOPMYBaHHS pEUTHHTIB 1 PEKOMEH/IaIIH.

— IlinTpuMka 6araTOMOBHOCTI — JiOKajizaiis iHTepdeicy Ta KOHTEHTY s

BUKOPHUCTAHHS B PI3HUX pETiOHAX.

— AHajiTHKa Ta aJrOpuTMH PEKOMEHJAll — BUKOPUCTAHHS CTaTUCTHUHUX
MoJieNied 1 METO/IB MallIMHHOTO HaBYaHHS AJI aHali3y aKTHUBHOCTI KOPUCTYBAYIB 1

dbopMyBaHHS MEPCOHAI30BAaHUX MPOIO3UITIH.

2.2 OyHKUIi TPOTYKTY

Cucrema TravelMate peani3ye HU3KY KIIOUOBUX (DYHKI[IHM, COIPSIMOBAaHUX Ha
3a0e3neueHHs €(EeKTUBHOI OpraHizalii MOJOpOXKeH, B3a€EMOIi YYacCHHUKIB Ta

KOHTPOJIIO 3a O€3MEeKOI0 MaHApiBHUKIB. OCHOBHI (PYHKIIIT MPOAYKTY:
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—  Peectparis Ta aBrentudikamis kopuctyBadiB. Cuctema 3abe3nedye
CTBOpPEHHS OOJIKOBUX 3alKCIB JJI1 KOPUCTYBadiB Ta iXHIO Oe3MeuHy
aBTeHTH(}IKAIII0 3 BUKOPUCTAHHSIM Cy4YacHUX METOMIB 3aXHCTy (MapoJji, TOKEHU
TOIIIO).

—  CrBopeHHst Ta ympaiiHHsA mnogopoxkamu. KopucrtyBadui MOXYTh
CTBOPIOBATH HOB1 MOAOPOXKi, BKAa3yluyu KJIIOUOBY iH(opMario (MapumipyT, dac,
YYaCHHKIB), a TAKOXK PearyBaTy Ta BUJAJIATH 1X 3a TIOTPEOH.

—  Ilpuennanns no nogopoxi. KopuctyBadi MOXYTh MpUETHYBATUCS 10
BXE CTBOPEHUX NOJOPOXKEW, OTPUMYIOUM JOCTyH A0 iXHbOI 1H(popmarii Ta
MO>KJTUBICTh B3a€MO/IIT 3 IHIIUMH YYaCHUKAMHU.

—  BinoOpaxenHs ydacHukiB Ha Mami. CucreMa BioOpaxka€ MOTOYHE
po3TallyBaHHS BCIX YYacHUKIB MOJOPOXKI HAa KapTli B peajlbHOMY 4acl s
1JIBUIICHHS OS3MEKU Ta 3PYYHOCTI.

—  Biacrexxennst tenemertpii. 30ip 1 BimoOpakeHHsI 1HoOpMaIli Mpo
(b13U4HMIM CTaH KOPUCTYBauiB (HAPUKIIAI, IMYJIbC), 0 JO3BOJISE IIBUJIKO pEaryBaTu
Ha MOXKJIMBI HaJ[3BUYaliHI CUTYyaIIii.

—  Moayns SOS. PeanizoBano (QyHKII0 HaACUIAHHSA EKCTPEHUX
MOBIJIOMJIEHb Yy pa3l BUHUKHEHHS HAA3BUYAWHUX CHUTyalllil i ONepaTUBHOI
JOTIOMOTH YYaCHHUKaM.

—  UYar Ta o00MiH mnosimomyieHHAMH. CHcTeMa Haga€ MOXKJIUBICTH
CHUJIKYyBaHHS MK YYaCHHUKaMHU TOJOPOXKI y peajlbHOMY 4Yaci, IO IiABHUIILYE
e(EeKTUBHICTb B3a€MOJI11 Ta KOOPMHAIIII.

—  Ilepemmsin craructuku Ta icTopii momopoxeit. KopuctyBadui MOXyTh
MePEISIIaTH 1CTOPII0 CBOIX MOIOPOXKEH, a TAKOK OTPUMYBATH CTAaTUCTUYHI J]aHi, 10
JIOTIOMararTh aHaJli3yBaTU aKTUBHICTh Ta JOCBI/I.

CykynHicTh 1ux QyHKUid no3sonsge TravelMate cTatm MOTYXKHUM
IHCTPYMEHTOM [IJIsl OpraHi3allli, KOOpJAWHALlli Ta MIJBUILEHHS OE3MEKH TPyIOBUX

ITOZOPOXKEM.



34

2.3 XapaKTepuCTUKH KOPUCTYBaviB

OcHoBHUMMH KOpUCTyBauaMu cucteMu TravelMate € MaHIpIBHUKM Ta
oprasizaropu rpynoBux nojoposxei. Koxxna 3 nux kareropiii Mmae BIacHi BUMOTH Ta

moTpeOH, 10 BpaxoBaHi IPH po3poOIli MPOTYKTY.

ManapiBHUKH IIyKalOTh 3pY4YHHM Ta Oe3meuHuil crocid MomopoKyBaTH
Pa3oM 13 TPyIIoO Ta IIHYIOTh MOXKJIMBICTh OTPUMYBATH aKTyaJbHY 1HGOPMAIIIIO PO
MapuipyT Ta IHIIMX y4acHHUKIB. L kaTeropis KopucTyBadiB MoTpedye MBUIKOI Ta
3pO3yM1JIOi KOMYHIKaIIi Tij] 9ac MOI0POXKi, @ TAKOXK BOHH 3aIliKaBJIeH] B (DYHKIIISIX
MOHITOPUHTY 370poB’s  (mynbc, ¢B3uuHM crtaH) Ta Oesneku (SOS).
Opranizatopy MOJOPOXKEW BIANOBIIAIOTh 33 KOOpAMHALIK rpynd. Bonu
noTpeOyroTh MPOCTUX IHCTPYMEHTIB JUIsl CTBOPEHHS Ta YNPAaBIIHHS MOI0POKaAMHU,
3aJIy4eHHs] YYaCHUKIB. TakoX € TeXHIYHI KOPHCTyBadl — aJMiHicTpatopu. Bouu

noTpeOyloTh JAOCTyNny A0 IHTep(EelciB  yNpaBllHHA MpaBaMH  JOCTYIY.

2.4 3arajibHi OOMEXKEHHS

ITix yac po3poOku Ta BUkopucTtanHs cuctemu TravelMate ciig BpaxoByBaTu

HU3KY 3arajibHuX OOMEXEHb:

—  Cucrema mnorpebye cTaOIIBHOTO MIAKIIOUEHHS 10 [HTEepHETY s
KOPEKTHOI poOoTH (PyHKIIIM, MOB’S3aHUX 13 OOMIHOM JaHUMHU B pEajlbHOMY 4Yacl
(HampukIa, BiCTEXKEHHS JIoKailii, yat, SOS).

—  OOMeXeHHs maM’sITl KOPUCTYBalbKUX MPUCTPOIB MOXKYTh BILJTUBATH
Ha MIBUJIKICTH 1 CTAaOUIBHICTh POOOTH 3aCTOCYHKY.

—  Jlesxi ¢yskmii (Hanpukian, SOS-crnoBimeHHS ab0 MOHITOPUHT
NyJbCY) MOXYTh OyTH TOCTYMHI JIUIIE HAa IPUCTPOSIX, IO MIATPUMYIOThH BIJIIIOBITHE

obnagHaHHs (natyuku mynscy, GPS).
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—  Joctyn no manux mpo MicuernepeOyBaHHsS Ta 0coOHCTOl iH(opmarii
Mae OyTH 3aXHIINEHUN Ta 00OMEKEHUHN 151 CTOPOHHIX OCi0.

—  ¥Yci kopucTyBadi MOBUHHI MaTH 0a30B1 HU(PPOBI HABUYKH 17151 pOOOTH 3
JOJTATKOM.

—  InTtepdeiic mae OyTH JOCTaTHRO yHIBEpCalbHUM, TMIPOTE HE

MEPEBAHTAKEHUM (PYHKILISIMH, MI00 YHUKHYTH CKJIQJHOIIIB MPH BUKOPHCTAHHI.

2.5 IlpunyiieHHs 1 3aJIe)KHOCTI

[Ipunymenns: KopucTyBaul MarTh NOCTIMHHUNA JOCTYN A0 CTaOLIBHOTO

HIIKJIFOYeHHS 10 [HTepHeTy.

3asiexkHICTh: 3a BIICYTHOCTI MiJIKJIIOYEHHS 0 [HTepHETYy KOpUCTyBaul He
3MOXXYTh BUKOPUCTOBYBATH OUIBIIICTD (DYHKIII 3aCTOCYHKY, 30KpEMa BiICTEKEHHS

MicuenepeOyBaHHs, yatr Ta SOS-COBIIIEHHS.

[Tpunymenns: Yci KOpUCTyBa4l 3apeecTpOBaHI B CHUCTEMI Ta TPOUIUIH

aBTeHTHU(IKAIIIIO.

3anexHictb: HezapeecTpoBaHi KOpPUCTyBa4dl HE MATUMYTh JOCTYIY JO

(YHKI1H 3aCTOCYHKY.

[Ipunymenns: KopucryBanpki  OpucTpoi  (cMapTQoOHM, IJIAHILIETH,
KOMIT FOT€pH) BIJMOBIJAIOTh MIHIMAJIBHIUM CUCTEMHUM BHUMOTaM Ta MIATPUMYIOTh

HeoOX11H1 Opay3epH i ornepalliiiHi CUCTEMH.

3anexHicTh: BuxopucTtaHHs 3acTapiiux NPUCTPOiB abo Opay3epiB Moxe
MPU3BECTH JO TOMUJIOK, 3HIDKEHHS TMPOAYKTUBHOCTI ab0 HEMOXIHUBOCTI

BUKOPHUCTAHHS OKPEMUX (PYHKITIH.

[Mpunymenns: Jnsg poOOTH (PYHKII MOHITOPUHTY IyJIbCYy KOPHUCTYyBadi
MarTh MPUCTPOI 3 HEOOXITHUMHU JaT4MKaMu (Hampukiazd, ¢iTHec-OpacieTu abo

CMapTrOANHHUKHN).
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3anexHicTh: BincyTHICTH CyMmicHOro oOnagHaHHS OOMEXYye AOCTYN [0

(byHKIIM MOHITOPUHTY (DI3UYHOTO CTaHY.

3 KOHKPETHI BUMOI'n
3.1 Bumoru 1o 30BHiIHIX 1HTepdeECIB

3.1.1 IaTepdeiic kopucTyBaya

Cucrema nependadae HasIBHICTb 3pYYHOrO, 1HTYITMBHO 3pO3yMIUIOr0 Ta
€pProHOMIYHOTO 1HTepdeicy, KUl 3a0e3neuye KOpUCcTyBayaM JerKy Ta e)eKTUBHY
B3a€EMOJIII0 3 TPOrpaMHUM 3abe3nedyeHHsM. [HTepdeiic mae 3abesneuyBaru
IIBUJIKUHN TOCTYII JO OCHOBHMX (DYHKIIIM cucTeMHU Ta OyTH afalTUBHUM JIJIsi pOOOTH
Ha PI3HUX THUIIAaX MPUCTPOIB, BKIIOYAIOUN MEPCOHATBHI KOMII FOTEPH, IUIAHIIIETH Ta

MOO1IbHI Tene(OoHu.

KopucrtyBaupkuii iHTepdeiic peanizyeTbcs y BUIVISAI BeO-IOAATKY Ta
MOOIJIBHOTO 3aCTOCYHKY, SIKI BIJIMOBI/Ial0Th BUMOTAM KOPHUCTYBAYiB 1 TEXHIYHUM
MOXJIMBOCTSIM BIANOBIAHMX miargopM. CTpykTypa MAOAAarKy IOBUHHA OyTH
JIOTIYHOIO, 13 YITKO OPraHi30BaHOI HABITAIIED Ta IHTYiTUBHO 3pO3yMUIMMH

CJIICMCHTaMU ynpaBHiHHﬂ, IO CIIpOoIy€ BUKOHAHHA OCHOBHHUX 3aBAdHb.

JIist pi3HUX THUMIB KOPUCTYBaudiB TepeadadyeHo ajaanTaiii iHTepdency
3aJIEKHO B1J iXHIX pojie y cuctemi. L{e 103Bossie 3a06e3mneunTy nepcoHani3oBaHuM

JOCTYTI 710 (PyHKITIOHATLHOCTI, BIAMOBIHO /IO MPaB Ta 000B’sI3KIB KOPUCTYBava.

3.1.2 BmactuBOCTI MPOTPAaMHOTO MPOAYKTY

AmnapatHe 3a0e3nedeHHs TmporpamHoi cucremu TravelMate Bkitouae

KOMIIOHEHTH Ta 3aco0u, HeoOXimHi ais cTabimbHOi Ta Oe3mepebiiftHOI poboTH
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cuctemu. OCKIJIbKM OCHOBHA YacTHHA (DyHKI[IOHAITYy peai3oBaHa sk OHJIaitH-CepBic
13 joctynmoM dYepe3 BeO-Opay3ep Ta MOOUIBHHMM 3aCTOCYHOK, arapaTHa

1H(]ppacTpyKTypa OXOILIIOE:

— Cepgepu ju1s 306epiranHs Ta 00poOku JaHux — (i3uyH1 200 BipTyaabHI
CepBEpH, a TAKOK XMapHi IIaTGopMu, 110 3a0€3MeUyIOTh JOCTaTHI 00YHCITIOBATBHI
MOTY»KHOCTI Ta pecypcu i HaJiiHOI poOOTH OekeH.y, 30epiraHHs 0a3u JaHUX,

00pOOKH 3amuTiB KOPUCTYBaUiB Ta TPEKIHTY;

— MepexeBl TpUCTPOi, Takl AK MapHIpyTH3aTOPU, KOMYTaTOpU Ta
MepexkeBl kabeni, siki 3a0e3meuyioTh cTabiibHe Ta Oe3nepepBHE 3'€HAHHS MIXK

KopucTyBauamu (depe3 [HTepHeT abo MOO1UIbHI MEpEeXki) 1 CEpBEpaMU CUCTEMH;

— KopuctyBanpki mpHCTpoi, BKIIIOYAIOYU MEPCOHAIbHI KOMII IOTEPH,
IJIAHIIETH Ta CMAapTHOHU 3 MIATPUMKOIO CydyacHHX BeO-Opay3epiB Ta MOOUIBHUX

1atopm, 110 BUKOPUCTOBYIOTHCS JIJIsl JOCTYITY JI0 THTEpPEiCcy cucTeMu;

— Bluetooth-npucTpoi, gxi MiaKII09at0TECA 10 MOOILTBHOTO 3aCTOCYHKY

JUTSl 3YMTYBaHHS MMOKAa3HUKIB ITYJIbCY Ta 1HILIOI 1H(OpMarIii.

3a0e3neueHHsT CyMICHOCTI Ta ONTHUMAalbHOI POOOTH Ha LUX MPUCTPOAX €

KITF0YOBUM (haKTOpOM yCIiIHOTO (YHKIIOHYBaHHS cuctemu TravelMate.

3.1.3 IIporpamuuii inTepderic

[Tporpamuuii intepdeiic (API) cucremu TravelMate ciayXuTh OCHOBHUM
KaHaJIOM B3a€MOJIi MK KIE€HTCHKUMHU 3aCTOCYHKaMH (BeO Ta MOOUTHPHUMH) Ta
cepBepHoro yacTuHOl. APl peamizoBano y Bumisiai RESTful cepsicy, mio
3a0e3mneuye CTaHAAPTU30BaHUUA Ta epexkTuBHMM 0OMiH nanumu yepe3 HTTP-

MIPOTOKOJL.
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Habip noctynmHuX omepaliiii BKJIOYae ayTeHTU(DIKAIIIO Ta YIpaBIiHHSA
KOPUCTYBauaMH, CTBOPCHHs, pEAaryBaHHsS Ta IMEPErNISAl TPYMOBUX TOAOPOKEH i
MapHipyTiB, OOpOOKy TpPEKIHTY MICIE3HAXOMKCHHSI Ta MYIbCy, HaJACHUIaHHS

MOBITOMJICHD 1 CUTHAJIIB TPUBOTH, a TAKOXK JTOCTYT JI0 )KypHAITy aKTHBHOCTEH.

OOmin irdopmariiero BimOyBaeThes y ¢opmari JSON, mo rapanrtye

CTPYKTYPOBaHICTh 1 IPOCTOTY OOPOOKH JaHUX MK KJIIIEHTAMU Ta CEPBEPOM.

Buxopucranus RESTful API 3a0e3neuye rHydkicTh, MaclITabOBaHICTh
CUCTEMHU 1 BIAKPUBAE MOMKJIMBOCTI ISl 1HTErpauii 3 IHIIMMH CepBicaMu y

MalOyTHBOMY, a TAKOXK CIPOIILY€E PO3POOKY Ta MIATPUMKY TIPOEKTY.

st po6oTtu 3 BeO-iHTepdeicoM KOpUCTyBauaM HEOOXITHUN CydyacHUU BeO-
Opay3ep 3 miarpumkoro cranaaptiB JavaScript, HTMLS5 ta CSS3. MoOGiasHuii
3aCTOCYHOK MIATPUMYETHCS Ha MPUCTPOSAX 3 onepariiinumu cucremamu Android

Bepcii 8 1 Hosime Ta 10S Bepcii 13 1 HoBIIIIE.

3.1.4 KomyHikaiiiHui MpOTOKOI

Cucrema TravelMate miaTpumye cy4acHi MPOTOKOJIM KOMYHIKAIii, SKi
3a0e31euyoTh HaJIWHUK Ta Oe3meyHud OOMIH JaHUMH MDK KIIEHTCHKUMU
3acTocyHKkaMu (BeO Ta MOOUIBHMMH) 1 CEPBEPHOIO 4YacTUHOIO. (OCHOBHUM
nporokoioM nepeaayi nanux € HTTP/HTTPS, 1o rapantye CyMiCHICTb 13 IIUPOKUM
CIEKTPOM MEpEeXKEBUX CEpeloBUIl Ta 3a0e3ledye 3axUIIeHEe 3’€JHaHHS 3a

nmonomororo SSL/TLS.

Jns  oOMmiHy 1H(dOpMAII€El0 MK KOMIOHEHTaMH BUKOPUCTOBYETHCS
apxitektypauii ctunb REST, sikuii cripoiirye 1HTerpaifiro 3 iHIIUMHA CUCTEMaMU Ta
cepBicaMu. YC1 3alUTH Ta BIAMOBIL 3AiMCHIOIOTECS Y hopmati JSON, 1110 103BOIISIE

JIErKO Ta €()eKTUBHO 00pOOJIATH JaHi.
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Kpim Toro, cuctema 3abe3neuye HaaIiHUN piBEHb OE3MEKH 1] Yac rnepenadi
JAHUX: peaji3oBaHl MeXaHI3MHU ayTeHTHU(dIKaIlli, aBTopu3allii Ta mudpyBaHHS s

3aXHUCTy KOH(D1ACHIIHOI 1HpOpMAaIlii Ta IIJTICHOCT] TaHUX.

Be6-3acTocyHoKk BuMarae cTaOlIBHOTO MIAKIIOYEHHS 10 [HTepHEeTYy mis
KOpeKTHOI po6oTH. MobinpHul 3acTocyHok TravelMate Takox miaTpumye odiaiin
peXKHUM, IO J03BOJISE KOPUCTyBadaM IIpaIfoBaTd 3 0a30BHMH (QYHKIISIMH 0c3
JIOCTYIly 10 Mepexi. Y IbOMY BHUNAAKYy JaHl JOKWIBHO KEIIYIOThCS 1

CHUHXPOHI3YIOTHCS 13 CEPBEPOM MPH BITHOBICHHI MiAKIIOYCHHS 10 [HTEpHETY.

3.1.5 OOmexeHHd mam’ ATl

OOMexxXeHHsT mam’siTI € BaXIJIMBHM (PAKTOPOM Yy po3poO0ILl MPOrpamMHOro
3a0e3neueHHsa TravelMate, 0ocoOIMBO 3 ypaxyBaHHSIM PI3HOMAHITHOCTI IJIaT(opM
— BIJl CEpPBEPHOIO CEpEeIOBHINA JO MOOUIBHMX MPUCTPOIB 13 OOMEKECHUMH

pecypcami.

Ha cepBepHiil CTOpPOHI 3aCTOCOBYIOThCSI MacIITabOBaHI pecypcu mHam’sTi,
npote Juis 3a0e3ledeHHs] BUCOKOI MPOAYKTHBHOCTI Ta CTaOUIBHOCTI CHUCTEMH
HEOOX1/THO ONTHUMAJIbHO BHUKOPHCTOBYBaTH JOCTYIHI PECypCcH, YHUKaIOUU

HaJIMIPHOTO CIIOKUBAHHS MaM’SITi.

Mo0611bHUHM 3aCTOCYHOK TPAIfIO€ HA IPUCTPOSAX 3 OOMEKEHOIO OTIEPATUBHOIO
nam’sITTIO, TOMY Ba)KJIMBO BUKOPUCTOBYBAaTH €()EKTHUBHI aJIrOPUTMHU Ta CTPYKTYpHU
JAaHUX, MIHIMI3yBaTH 3aiiBe KOMIIOBaHHA 1H(pOpMallli, a TaKOX KellyBaTH AaHi 3

aXyBaHHAM OOMEKEHB ImaM’sTl.
ypaxy

Jlns 3amoOiraHHs BUTOKaM Iam’sTi 1 3a0e3ledeHHs CTaOUIbHOCTI poOoTH
3aCTOCYHKIB 3aCTOCOBYETHhCS aBTOMAaTWuHE ympasiiHHA mam’ arTio  (Garbage
Collector) mnatrdpopmu .NET, a Takoxk NpPOBOAUTHCS pPETENbHE TECTyBaHHS IS

BUSIBJICHHS 1 YCYHEHHS IOTEHIIHHUX MTPOOIIeM.
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3aranom, e(eKTUBHE YIpPAaBIIHHSA MaM ATTIO Ta ONTUMI3Alisl PECYpCiB €
KJIFOUOBUMM ISl 3a0€3IMeUeHHs MPOAYKTUBHOCTI, HAIIMHOCTI Ta CTabUIBHOCTI

cuctemu TravelMate Ha BCIX NMIATPUMYBaHHX IIaThopMax.

3.1.6 Omneparii

Cucrema TravelMate miaTpumMye BUKOHAHHA OCHOBHHMX  OIEpalliid,
HEOOX1THUX JUIsl Oprasizailii rpyrnoBUX MOJOPOXKEW 1 MOHITOPUHTY YYaCHHUKIB y
peanpHOMYy 4aci. KopucryBaul MOXYTb pEECTPYBaTUCS, AaBTOPU3YBAaTHCH,
CTBOPIOBAaTH Ta pelaryBaTh TPyMHOBI IMOAOPOXKI, JOAABATA MapIIPYTH 1 TOUYKU
MapIIpyTy, OTPUMYBaTH 1H(GOPMAIIIO MPO TPEKIHT MICHE3HAXOKEHHS Ta IMYJIbC
ydyacHUKIB. CHcTeMa Takox 3abe3nedye 0OMiH MOBIIOMIIEHHAMH MIX YYaCHUKaMU
Ta HAJCWJIaHHS CUTHAJIB TPUBOTHU Yy pa3i HeoOxigHocTi. Bci omeparnii peanizoBaHi

yepe3 RESTful API ta noctymnHi yepe3 BeO-iHTEpPeiic 1 MOOUTbHUN 3aCTOCYHOK.

3.1.7 OyHKUIi NPOIYKTY

OcHoBHi ¢yHKIII cuctemn TravelMate BKIIIOUaIOTh:

—  Peecrpamiss Ta aBTeHTHU(IKallld KOPUCTYBadiB 13 pPO3MEKYBaHHSIM
pOJEn.

—  YmpaBiiHHS TpPyHOBUMH MOJOpPOXXKaMH: CTBOPEHHS, pelaryBaHHS,
nepersia.

—  IlnanyBaHHsS Ta peAaryBaHHs MapIIpPyTiB 3 MOXKIMBICTIO JOJAaBaHHSI
TOYOK MapHIpyTYy.

—  BiacTexxeHHS MiCLIE3HAXOMKEHHSI YYACHUKIB Yy PEXHMI PEalbHOTO
qacy.

—  30ip Ta BigoOpakeHHs JaHUX MYJIbCY 3 MIAKIIOYEHUX TPUCTPOIB.
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—  Cucrema MoBiJOMJICHb Mi’K KOPUCTYBa4aMHU.

—  HancunanHs cUTHaNIIB TPUBOTH 3 MUTTEBUM OIOBIIIICHHSM.

—  JloryBaHHs [iii KOPUCTYBaUiB I ayIUTy Ta KOHTPOJIO.

—  IligTpuMka poOOTH MOOUIBHOTO 3aCTOCYHKY B OQUIaliH pexumi 3
MOTAJTBITIOI0 CHHXPOHI3AIIIEFO.

—  ApantuBHuil iHTepdeic AN pi3HUX MPUCTPOIB.

3.1.8 IlpunymieHHs Ta 3a1eKHOCTI

[Ipunymenns:

—  KopucrtyBaui MaroTh cTaliIbHE THTEPHET-3’€IHAHHS JIJIs1 pOOOTH BEO-
1HTEepQeicy Ta CHHXPOHI3alli MOOUIBHOTO 3aCTOCYHKY.

—  KopucryBaui  BHKOPUCTOBYIOTH  CydacHi  BeO-Opaysepu,  sKi
niaTpumyoTs JavaScript, HTMLS 1 CSS3.

—  MoOuTbHI IpUCTPOT KOPUCTYBAUIB MIATPUMYIOTH OTIEpAIliifHI CHCTEMU
Android 8.0+ Ta 10S 13+.

—  Ilipgkmroueni ¢itHec-npuctpoi cyMicHi 3 Bluetooth API 3acTocyHKy.

3aJIe)KHOCTI:

—  CepBepHa 1HQpACTpyKTypa Mae HaJEXKHI pecypcu mid 00poOKu
3aMuTiB 1 30€peKEeHHS JaHUX.

—  Bci koMIioHeHTH cucTeMu B3aeMoitoTh uepe3 RESTful API.

—  Jlns 3abe3neueHHs Oe3nexku BUKOPUCTOBYeEThCsl mpoTokonm HTTPS Tta

MEXaHi3MU ayTeHTHU(IKaIi1.



42

3.2 BractuBOCTI IpOrpaMHOTO MIPOAYKTY

[Iporpamuuit npoaykr TravelMate xapakTepu3yeTbcs TaKUMHU KIIOYOBHUMHU

BJIaCTHUBOCTIMM:

—  Hamiinicts: 3abe3neuye OesnepebiiiHy poOOTy cepBiciB, cTaOlIbHE
30epekeHHsT Ta 00pOOKY JaHMX KOPUCTYBadiB, a TAKOXK KOPEKTHY CHHXPOHI3AII0
M1X BeO- Ta MOOUTBHUMHU 3aCTOCYHKAMU;

—  MacmraboBanicTs: CucreMa po3po0ieHa 3 ypaxyBaHHAM MOXKJIMBOCTI
pPO3IIMPEHHS (PYHKIIIOHATY Ta 30UIBIICHHS KUIBKOCTI KOPUCTYBa4iB 0€3 BTpaTu
MPOAYKTUBHOCTI;

—  besneka: BukopucTtaHHsi CydyacHHX CTaHIApTIB IMU(PPYBaHHS JAHHUX
(HTTPS), mexani3miB ayTeHTuikaliii Ta aBropu3allii rapaHtye 3axuct iHpopmarrii
KOpHCTYBaulB;

—  IlponyktuBHicTh: ONTUMI30BaHI aNTOPUTMU OOpPOOKM JaHHX Ta
IIBUJKUN OOMIH 1H(GOpPMAIlE€0 MK KIIEHTOM 1 CepBepoM 3a0e3MeUyrOTh BHCOKY
IIBUJIKICTh PEaKIlii CHCTEMH;

—  3pydHICTh BUKOpUCTaHHSA: [HTyiTMBHO 3po3yminmii iHTEepdeiic,
aganTuBHICTh A0 pizHuX npuctpoiB (IIK, mmanmern, MoOIBHI) Ta HIATPUMKA
opualiH-peXKUMy I8 MOOILTBHOTO  3aCTOCYHKY  MIJBUIIYIOTH  KOMGOPT
KOPHUCTYBaHHS,

—  CywmicHictb: [linTpumMka OCHOBHUX OMEpalliifHUX CUCTEM 1 Opay3epiBs,
a TakoX 1HTerpaiis 3 Bluetooth-nmpucrposimMu i1t 300py TaHKUX TTYIIBCY;

—  MoayibHICTh 1 THYYKICTh: ApXITEKTypa CHUCTEMHU J03BOJISIE JIETKO
Jo1aBaT HOBI (YHKIIT Ta 1HTErpyBaTH CTOPOHHI CEpBiCH 0€3 3HAUHUX 3MIiH Y

0a30BOMY KOJIi.
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3.3 ATpuOyTu IporpaMHOTO MPOAYKTY

3.3.1 Haniitaicte

Cucrema mTOBMHHa CTaOUIbHO  (PYHKLIOHYBaTH TPU  TPHUBAIOMY
HABaHTA)XCHHI, BKJIOYal04n OOpPOOKYy JaHMX, IO HAAXOASTh 3 BHCOKOIO
nepionuuHicTio. IlepenbadaeTbcs, IO TPEKIHT TEOMO3UII Ta CepreOUTTs
KOPUCTyBada HaIXOAUTUME 3 iHTepBajioM 10 20 cekyH. 30epekeHHS TaKuX JaHUX
Ma€e BUKOHYBaTHcs Oe3 BTpar 1 3aTPUMOK, HE3aJIEKHO BiJ KIJIBKOCTI aKTUBHHX

KOpPHCTYBauiB.

VY pasi BTpatu 1HTEpHET-3’€lHaHHA Ha CTOPOHI KIII€HTA, BIAMOBHU KaHAITY
nepeqadi AaHuX abo 300iB 3’€/lHaHHS 3 CEPBEPOM, KIIEHT MOBUHEH THMYAaCOBO
OydepusyBaTu JaHi 3 MOJAJIBIIO MEePEIaveto MiC/sl BIIHOBICHHS 3B’ S3KY. SIKIIIO
3’eqHaHHsA 3 0a3010 JaHWUX THMYAcOBO HEIOCTYNMHE, CHCTeMa TOBHHHA abo
MOBTOPUTH 3alHUT 13 3aTPUMKOIO, a00 BUKOHATH aBTOMAaTHYHE NMEPEeMUKAaHHSA Ha

p€3€pBHHﬁ KaHaJ JOCTYIIY, AKIIO BIH BU3HAYCHHH.

VYci kpuTHYHI omepaiiii, MoB’si3aHi 13 30epeKeHHsIM a00 OHOBIICHHSM JIaHMX,
MarTh BHKOHYBAaTHCS TPaH3aKI[iHHO. Y BUMAAKY IMOMHUJIKHA TPaH3aKIlis MOBHHHA
OyTu ckacoBaHa MoBHICTIO. JKomHA omeparlisi He MOXKE 3aJHIIUTUCS B YaCTKOBO

BUKOHAHOMY CTaHI.

VYCi NOMUJKY 1 BUHSTKH, 1[0 BUHUKAIOTH MiJ 4ac poOOTH CEpBICIB, MAIOTh
peeECTPYBATUCS Y LIEHTPAIBHOMY JKypHaJll CHCTEeMHUX NoA1i. JIoryBaHHS MOBUHHO
MICTUTH Yac Mojii, 11eHTU(IKATOp KOPUCTyBada (SIKIIO 3aCTOCOBHO), THUIT MOJYJIS,

JHKEpEsIo MOMUJIKY Ta CTaTyC BUKOHAHHS OTepaliii.

VY pa3i BIAMOBHM 30BHIIIHIX CHYy>K0, TakuX SIK Kell-cepBep abo ciyx0a
HAJCUJIAaHHS JIMCTIB, CUCTEMa MOBHUHHA 30epiraTd OCHOBHY (DyHKI[IOHAJIBHICTH Ta
NEePEXOUTH y JIeTrpaJioBaHUNl peXUM Oe3 MOBHOIO MpunuHEeHHs pobdotu. Ilicis
BIJTHOBJICHHS BIATMOBITHUX CIY0 Mae OyTH peai3oBaHO aBTOMAaTUYHE MOBEPHEHHS

A0 IITATHOI'O PCIKUMY.
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HagiitHicTh 00p0OOKH KPUTHUHUX CLIEHAPIIB, TAKUX SIK 30€peKEHHs TPEKIHTY,
BUKJIMK JOTIOMOTH, a00 MpHUETHAHHS JO MOAOPOXKi, Mae OyTu mpioputeTHoro. L1
(GyHKII MOBUHHI 3aJUIIATUCS JOCTYMTHAMH HaBiTh 3a YMOB YacTKOBOi BTpaTH

Mpare3aaTHOCTI OKPEMHUX KOMITOHEHTIB CHCTEMH.
OCHOBHI BUMOTH 10 HAIIHHOCTI CUCTEMHU:

—  cHCTeMa T[OBMHHA 30epiratd JaHl TpeKiHry O0e3 BTpar IpHu
HaBaHTAKEHHI;

—  Opu BTpaTi 3B’sA3Ky Ha KJIEHTI JaHl MawTh OydepusyBaTHCh Ta
HAJICWJIATUCH TIICTIS BITHOBJICHHS 3’ € THAHHS;

— y pa3l HEAOCTYIHOCTI 0a3u JaHUX CHUCTEMa Ma€ MOBTOPIOBATH 3aIlUT
ab0 epeMUKaTUCh Ha PE3EPBHUN KaHAT;

—  KpUTHUYHI omnepaiii MOBHHHI BUKOHYBAaTHUCh TpaH3aKUIWHO, Oe€3
4aCTKOBOTO 30€peKEeHHS;

— yCcl TOMWIKM TIOBUHHI pEECTPYBAaTUCA B OSKypHajl TOMIA 13
JIeTa3aIl€l0 KOHTEKCTY;

—  IIpU BIAMOBI 30BHIIIHIX CIYX0 cHCTeMa Mae€ 30epiraTd OCHOBHY
(GYHKIIIOHATBHICTD Y JETPaJOBAaHOMY PEKHMI;

—  KpuTuuH1 (QYHKIIIT MOBUHHI OyTH JOCTYIIHI 32 OyIb-sIKHX YMOB.

3.3.2 IOCTyIHICTb

Cucrema moBMHHA OyTH JOCTYIHOK JJi aBTOPU30BAHUX KOPUCTYBauiB
MPOTATOM OUIBIIOI YaCTUHU KaJeHAapHOi 100U 3 ypaxyBaHHSM MOXKJIMBOTO
TEXHIYHOTO 0O0CIIyroByBaHHs. KOMIOHEHTHM CHCTeMH MaioTh OyTH TOTOBI 10
00poOKM 3amuTIB y 0araTOKOPUCTYBAIBKOMY PEXHUMi 0€3 3HUKECHHS HIBHIKOCTI

peakiii inTepdeiiciB abo MopyuIeHHs JOriK1 poOOTH.
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[lepenbayaerbes, mo 0O0poOKa 3amMTIB BiA KITIEHTIB Ma€ BiOyBaTHCh Oe3
CYTTEBUX 3aTPUMOK, BKJIIOUAIOYM OOpOOKY TPEKIHTOBUX [AaHUX, HaJACHIAHHS
MOBIJJOMJICHB, TEPErIsL MapUIpyTiB 1 3MIHY CTaHIB ydacTi. YCI OCHOBHI (PyHKIII1
MaloTh OyTH TOCTYIHI 3 MOOLTPHUX MPUCTPOIB, a TAKOXK uepe3 BeO-iHTepdeiic 0e3

oOMeKeHb 100 TUITY OIepaliiHOl CUCTEMU M Opay3epa.

VY pa3i NepeBUILEHHS HaBaHTa)XEHHS CHCTEMa IOBHMHHA HiATPUMYBaTH
O0OMEKEHHS 4acTOTH 3alHTIB a0o 1HIIN MeXaHI3MHU OallaHCYBaHHS HAaBaHTAKEHHS
i 3a0e3MeYeHHs] PIBHOTO JOCTYIy BCIM aKTHBHHUM KOPUCTyBadaM. SIKIIO meBHA
(yHKI10HAJIBHICTh TUMYACOBO HEJJOCTYIIHA, KOPUCTYBAa4 Ma€ OTPUMATH BIAOBIIHE

MOB1IOMJICHHS 3 MOXKJIMBICTIO TIOBTOPUTH A1I0 MICJISI BITHOBJICHHS JIOCTYITY.

Cucrema NOBMHHA TAaKOXK MIATPUMYBATH MMOBTOPHI MiIKJIIOUYEHHS 0€3 BTpaTH
cecii KOpUCTyBaya Ta MaTH CTa0UIbHY peakIlito Ha HECIO/IIBaHI MEPEKEB1 Mepedoi.
AyTteHTu(ikaniga Ta aBTopu3allisl MaroTh OyTH TOCTYMHI 3 OyIb-AKO1 JIOKaIli, SKIIO0

MIKJIIOYEHHS BIAMIOB1a€ BUMOraM OE3IIEKH.
OCHOBHI BUMOTH JI0 IOCTYITHOCTI CUCTEMHU:

—  cHCTeMa MTOBMHHA OyTH JOCTYITHOIO JUIsl KOPUCTYBAYiB y pexumi 24/7,
3a BUHSITKOM TE€P10ly TEXHIYHOTO 0OCIIyrOBYBaHHS;

—  OCHOBHUH (QyHKI[IOHaJ Mae oOpoOnsTucs 0e3 3aTpuMOK Yy
0araToKOpUCTYBALIbKOMY PEXKUMI;

—  TPEKIHI, TOBIAOMJICHHS, NEPenIs] MapHIPyTiB 1 y4acThb MaloTh
3QJIMIIATUCS JOCTYITHUMU Yy MIKOBI1 MEPIOIH;

— Yy pa3l NepeBaHTAKCHHS Ma€ MdISITH MEXaHI3M KOHTPOJI0 YacTOTH
3aIINTIB;

—  Npu THUMYACOBIM HENOCTYMHOCTI (YyHKIIT KOpHUCTyBad MOBUHEH
OTpUMYBaTH 1H(OPMATUBHE MOBIIOMJICHHS;

—  MIATPUMYETHCS MOBTOPHE MIAKIIOYEHHS O€3 BTpaTu aBTOpH3alii abo

cecii;
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—  MoOulbHa Ta BeO-Bepcli MOBUHHI MaTW TOBHUN (YHKIIOHAJIbHUN

JOCTYTI HE3QJICKHO BiJ IPUCTPOIO.

3.3.3 be3neka

Cucrema MoOBMHHA rapaHTyBaTy KOH(M1IEHIIIHICTD, IIITICHICTD 1 TIOCTYITHICTh
MEPCOHATBHUX Ta TPEKIHTOBUX JAHUX KOPUCTYBayiB. YCi 3’ €THAHHS MK KJIIEHTOM 1
CEpBEPOM MarOTh OyTH 3aXHILEH] IPOTOKOJIOM Nepeayl JaHUX 3 LU PyBaHHM, 10
YHEMOXJIMBIIIOE TMepexoruieHHss abo Moaudikamito 1HdopmMamii M 4ac

TPaHCIIOPTYBAaHHS.

Mexanizm aBTeHTH(}IKAII MOBUHEH IPYHTYBaTHCS Ha TOKEHAX JOCTYILY.
KoxeH 3amut [0 3aXMIEHHMX pPECYpCiB Ma€ CyIpOBOIKYBAaTHCH IEPEBIPKOIO
JOCTOBIPHOCTI Ta poJii KopucTtyBaya. [IpaBa goctymy 10 QpyHKIIIM cucTeMHd TOBUHHI
PO3MEKOBYBATHUCh 3aJICKHO BIJ POJIi (3BUYAMHUI KOPUCTYBay, aMiHICTpaTop) Ta

KOHTEKCTY Aii (y4acCHUK MOAOPOXKi abo ii opranizarop).

UyTnuBi [daHi, 30KpeMa KOOpJIMHATH TMepeMillleHHd Ta (i310J0T14H1
MOKa3HUKHU, TIOBUHHI 30epiratucs y 3amu@poBaHOMY BUIIIAI 13 3aCTOCYBAHHIM
CTifiKoro KpunrorpadiyHoro anroputrmy. Jlani ans aBreHTHdIKAIT (JJOT1HA, TAPOIT)
MarTh 30epiraTucsi y BHUIVISIAI XEHIB 13 BUKOPUCTAHHSIM KpUNTOrpadiyHOro

COJIbOBOTO AJITOPUTMY.

VYci nmii kopucTyBadiB Ta aaMIHICTPATOpiB, TOB’si3aHI 31 3MIHOIO JIaHHUX,
HAJICUJIAHHSM TIOB1JIOMJICHb, BUKJIMKOM JIOTIOMOTH, MiATBEPIKCHHSIM ydacTi abo
OJOKyBaHHSIM, TMOBMHHI (PIKCyBaTHCS y >KypHaJll aKTHUBHOCTI. 3amUCH MAalOTh
BKJIFOUATH THII i1, iIeHTU(DIKATOP KOPUCTYBaya, 4ac MoIii Ta pe3yJIbTaT BAKOHAHHS.
[ToBunHa OyTu 3a0e3rnedeHa 3axXWIICHICTh BiJI TUIIOBHX aTak Ha pIiBHI BeO-

iaTepdeiicy (XSS, CSRF, SQL injection).

OCHOBHI BUMOTH JI0 O€3IIEKA CUCTEMMU:
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—  yci3’eIHaHHA MalOTh OyTH 3axuileHi 3 Bukopucranusm HTTPS;

—  aBTeHTU(IKaIlll KOPUCTYyBa4yiB IOBHHHA BHKOHYBATHCh Ha OCHOBI
TOKEHIB JIOCTYITY 3 TIEPEBIPKOIO POJICH;

—  TIePCOHAJIbHI Ta TPEKIHTOBI JaHi MaloTh 30epiratucs B
3amuGppoBaHOMY BUTISIL;

— 0OJIIKOBI JlaH1 MOBHHHI 30epiraTucsi y BHUIVISAII XEIIIB 13 COJTHOBUM
3aXUCTOM;

—  moBuHHA OyTH peajizoBaHa MepeBipKa MpaB AOCTYIy 10 QyHKIIOHAIY;

—  yCl KpUTHYHI JI1i MalOTh PEECTPYBATUCA Y KYpPHaJIl MOI1H;

—  cucTeMa NoBMHHA OyTH 3aXHWIIEHa Bl1J OCHOBHHUX THITIB aTak Ha PiBHI

API ta BeG-1HTEpdEiicy.

3.3.4 CynpoBOIKyBaHICTh

ApxiTekTypa TMporpamMHOro 3a0e3le4yeHHs TOBHMHHA 3a0e3mneuyBaTH
MO>KJTUBICTb JIETKOTO OHOBJICHHS, MOIU(iKaIlli, TECTYBaHHS Ta YCYHEHHS TTOMHUJIOK
0e3 BIUIMBY Ha CTaOUIBHICTH BCI€I CUCTEMHU. YCI KOMIIOHEHTH MAaroTh OyTH
peasizoBaHi SK He3aJieXH1 MOy 3 YITKO BU3HAUYEHUMH 1HTepdencaMu B3aeMOii.
Jlorika nmporpamu noBuHHa OyTH BIJOKpPEMJIEHA BiJ 1HTEp(EHCIB KOPUCTyBaya Ta

B1Jl TOCTyNy /10 6a3u JTaHUX.

VY cepBepHiil YacTHHI Ma€ BUKOPUCTOBYBAaTHChH PO3MOAUT 3a JIOTTYHUMH
[IapaMu: KOHTPOJIEPH, CEPBICH, CXOBHUILE JaHUX. Y KIIEHTCHKUX J10/1aTKaX MOBUHHA
JOTPUMYBATUCh KOMIIOHEHTHA CTPYKTypa 3 YITKMM MOJIJIOM CTaHiB, MOAIN Ta
BI3yaJIbHOTO TIPE/ICTAaBIIEHHs. YC1 KOH(ITypalliifHi TapaMeTpH MatoTh OyTH BUHECEHI

y 30BHIIIHI KOHDIrypatiiiai ¢aiiau abo 3MiHHI cepeOBHUIIIA.

Kon mporpamu moBuHeH OyTH 4MTAOEIBHUM 1 3pO3YMIJIMM JJIsi CTOPOHHIX
po3poOHUKIB.  Yci  myOmiyHI  METOAM, CEpBICHM, KOMIIOHEHTH  MAaloTh

CYNPOBO/IKYBATUCh TEXHIYHOIO JIOKyMEHTaIiero abo komeHTapsmu. Ilim yac
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BHECEHHS 3MiH Yy (yHKIIOHan Mae OyTu 3abe3neueHa MOXKIUBICTh MEpPEBIPKU 3a

JIOTIOMOTOF0 MOYJIbHUX Ta 1HTErpaIliiHUX TECTIB.

OHOBJIEHHS OKPEMHMX YAaCTHMH CHUCTEMH IOBMHHO OyTH MOXIUBUM 0e€3
MOBHOTO Tepe3anmycKy BCiX KOMIOHEHTIB. [y mporo mMae OyTu 3a0e3neueHa

MiHIMaJbHa 3aJIeKHICTh MK MOIYJISIMH Ta MIATPUMKA CTaHAAPTIB B3aEMO/II yepes

APL
OCHOBHI BUMOTH JI0 CYTIPOBOI’KYBAHOCT1 CUCTEMH:

—  KOI Mae OyTH CTPYyKTypOBaHMUM, MOIYJABHUM 1 3pO3YMUIMM JJis
HIITPUMKH;

—  apxiTekTypa TIIOBHMHHAa 3a0e3leuyBaTH BIJIOKPEMJICHHS JIOTIKH,
1HTEep(EeiCy Ta JaHuX;

— yci mapameTpu KoH(irypamii MaroTh 30epiratucsi OKpeMO BiJ
OCHOBHOTIO KOJy;

—  TIOBMHHA OyTH MIATPUMKA PO3TOPTAHHS OHOBJIECHH 0€3 3YMUHKH BCIET

CUCTEMH;

—  CHCTe€Ma MOBMHHA OyTH MOKpHUTA MOAYJIbHHUMH Ta IHTErpaliiHUMU
TECTaMU;

—  JIOKyMEHTaIlisi 70 MyOJIYHUX KOMIIOHEHTIB Ma€ OyTH HAasIBHOIO 1
3p0O3yMUIOI0;

— yCl YaCTUHH CHUCTEMH MaloTh OyTH HE3aJeKHUMH Ta B3a€EMOMISTH
4yepe3 YiTKO BU3HAuYEH1 iIHTepdencH.

3.3.5 IlepeHocuMicTh

[Iporpamue 3a0e3neueHHs MOBHUHHO OyTH pO3pOOJIeHE 3 ypaxyBaHHSIM
KpocIiaTpoOpMEHHOCTI BCiX KOMIOHEHTIB. CepBepHa YaCTHHA Ma€ MiATPUMYBATH
pPO3rOpPTaHHS B PI3HUX CEPEJOBHUINAX, BKIIOYAIOYM XMapHy I1HPPACTPYKTYpY,

BIpTyaJibHI MAlllMHU Ta JIOKAJbHI CEpBEpH MiJ YIPaBIIHHAM ONEPALIMHUX CUCTEM
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Windows. [lns 3abe3neueHHs HE3aNeXKHOCTI BiA miIaThopMu mependadaeTses

BUKOPUCTAaHHS KOHTEeHHepu3arllii Ha ocHoB1 Docker.

KiienTchki 1omaTku MOBUHHI OyTH CYMICHI 3 MOMYJISPHUMH IIaTdhopMaMu
MOOUIPHUX TPHUCTPOIB 1 BeO-Opay3epiB. MoOuUIbHA YacTMHA Mae 3a0e3lnedyBaru
NMOBHOLIHHE (YHKIIIOHYBaHHS Ha omepaiiiiHux cuctemax Android ta i0S. Be6-
iHTepdeiic MOBUHEH KOPEKTHO BiJOOpa)KaTHCS Ta MPAIIOBATH B aKTyaIbHUX BEPCISIX

OCHOBHHUX Opay3epiB, HE3aJIE’KHO BiJl OTepaIliiiHOl CUCTEMU KOPHUCTyBaya.

[TepenbaueHO MOXKIIMBICTh IEPEHECEHHSI CEPBEPHOTO KOAY Ha 1HII XOCTU 0€3
noTpedu 3MiH y MporpamHii Jorimi abo CTpykTypi 30upaHHS. YCI 3aJIeKHOCTI
CUCTEMH MaloTh OyTH oOmucaHi SBHO Ta MIATPUMYBaTH aBTOMaTHU30BaHE
BCTAHOBJIEHHSI 4e€pe3 CTAaHJapTHI 3aco0M  ymnpaBiliHHSA naketamu. JlaHi
KOpPHUCTYBayiB, 1110 30epiratloThesi y 0asi, MOBUHHI OyTH €KCIIOPTOBaH1 y opmarax,

MPUAATHUX JJIS IEPEHECEHHS MK CEpEAOBHILIAMH.
OCHOBHI BUMOTH /10 IEPEHOCUMOCT1 CUCTEMHU:

—  cepBepHa yacTHHAa MOBUMHHA MpaloBatu y Windows-cepe1oBuIlax;

—  MOOUIbHHI 3aCTOCYHOK Mae miaTpumyBaru Android ta 10S 6e3 BTpatu
(YHKI[1OHAIBHOCTI,

—  BeO-lHTepdeic TOBMHEH TMpalloBaTU B OCHOBHUX Opay3epax
HE3aJIe)KHO BiJ] TUIaTHOPMH;

—  yCi cepBiCH MalOTh MiITPUMYBATH KOHTEHHEPHU3AIIIIO 3 BAKOPUCTAHHSIM
Docker;

—  TepeHEeCeHHs CUCTEeMH Ha IHIII XOCTHHT-CEPEIOBHINA HE TOBHHHO
noTpedyBaTy 3MiHU KOAY;

— yCl 3aJeXKHOCTI TMOBHHHI OyTM BHU3HAY€HI Yy CTaHJIAPTHUX
KOH(]Irypamiiuux ¢aimnax;

—  J1aHl KOpUCTYBadiB MOBHHHI MaTu Gopmar Jijisi OE3MeYHOr0 eKCIIOPTY

Ta IMIIOPTY.
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3.3.6 IlponykTuBHICTH

CuctemMa TIOBUHHaA 3a0e3mniedyBaTd  CTAOUIbHY  IPOAYKTUBHICTh Yy
0araToKOpUCTYBallbKOMY CEPEIOBHIII 3 OJHOYACHUM OOCITYyTrOBYBAHHSIM BEJIUKOT
KUTBKOCTI aKTUBHUX CEaHCIB. YCI KOMIIOHEHTH MalOTh pearyBaTd Ha 3aluTu
KOPUCTYBauiB y Mekax MPUHHATHOTO 4Yacy, HE3aJekHO BiJ 1HTEHCHUBHOCTI
HaBaHTaXeHHsA. OCOOIMBY yBary CJii IPUAUTATHA MOTYJISAM, 110 OOPOOIISIOTh /1aHi B

peanbHOMY Yaci, 30KpeMa TPEKIHT KOOPIUHAT 1 MYJbCY.

[utepBan OOpOOKM TPEKIHIOBUX JaHUX HE I[IOBUHEH IEPEBUIYBATU
BU3HAUEHOTO TMOpOry, 100 rapaHTyBaTh akTyaibHICTH 1H(popMmaiii. CepBepHa
yacTUHA Ma€ e(pEeKTUBHO MAcIITa0yBaTUCh IPH 3pOCTaHHI HaBaHTaKeHHsI. [10BUHHI
3aCTOCOBYBaTUCh MEXaHI3MHM KEIIyBaHHS JJI1 ONTHMI3alii JOCTYyIy J0 4acTo
3aMUTYBaHUX JAaHUX, BKJIIOYAIOUYM OCTaHHI TPEKIHIOBI TOYKM Ta pPE3yJabTaTu

KJIacTepHU3allii MapuIpyTiB.

3anutu 10 0a3uW AaHWX MOBHHHI OyTH ONTHUMI30BaHUMH, 3 BUKOPUCTAHHIM
1HJIEKCIB Ha KpUTUYHUX mnoisix. Cucrema Mae oOpoOisTH 00’€MH TPEKIHTOBUX
3aMuciB, 1110 HAAXOJATH 13 HACTOTOIO 10 ICKIJIBLKOX 3aIKCIB MIOCEKYH/IH B1Jl 6ararbox

KOpPUCTYBauiB, 0€3 3HMKEHHSI IIBUJIKOCTI peakilii inTepdeiicy uu API.

Krientebki iHTEpdeiicn MOBUHHI 3aBaHTaXKYBaTUCh 1 pearyBaTH IIIBHUJKO,
HaBITh MPU BEJMKIN KIJIBKOCTI JOCTYIHHUX MOAOPOKEH, MOBIAOMIIEHb a00 3amuciB
CTAaTUCTUKU. 3aBaHTAaXXEHHS CTOPIHOK a00 MOOUIbHHUX €KpaHIB HE IOBHHHO

MEPEBUILYBaTH BU3HAYEHOTO TPAHUYHOTO Yacy.
OCHOBHI BUMOTH J10 TPOJYKTUBHOCTI CUCTEMH:

—  CHCTeMa I[IOBMHHA MIATPUMYBaTH OJHOYACHY poOOTy Oarartbox
KOpUCTYBauiB 0€3 MOTipIIEHHS MPOyKTUBHOCTI;
— yac BianoBimi APl He moBuHeH mnepeBullyBaTH | CeKyHIU TpHU

CTaHJIapTHOMY HaBaHTa)KEHHI;
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—  cucTeMa mae oOpoOJATH TPEKIHTOBI JaHl 3 4acTOTOK J0 1 3amucy
K0XH1 20 CeKyH]1 Ha KOpUCTyBa4a 0e3 3aTPUMOK;

—  JUIsl 9acTO 3alUTYBAaHMUX JaHUX Ma€ OyTH pealli30BaHe KEITyBaHHS,

—  3anuTH 70 0a3u NaHuX MOBUHHI OyTH ONTHMI30BaHHUMH 32 PaxyHOK
1HJIEKCYBaHHS;

— BeO- 1 MOOUIBHI KIIEHTH TOBUHHI 3a0e3leuyBaTd  IIBUJKE

3aBaHTaKEHHs 1HTEepQEHCY PU BETUKOMY 00CS31 TaHUX.

3.4 Bumoru 6a3u JaHux

Y cucremi noBUHHAa OyTH BHUKOpPUCTaHa pefsiiiHa 0a3a JaHux, M0
3a0e3reuye MATPUMKY TpaH3akKiii, peepeHTHOT IIJIICHOCTI, MAaCIITAOOBAaHOCTI Ta
BUCOKOi ocTynHOCTI. CTpyKTypa HaHUX Mae OyTH MOBHICTIO HOPMAaTi30BaHOIO, 3
PO3MEXKYBaHHSIM OCHOBHHMX CYTHOCTEH, TaKWX K KOPUCTYBadi, MOIOPOXKi, y4acTh,
MOBIJJOMJICHHSI, 3alUCU TPEKIHTY, €KCTPEHl1 BUKIUKHA TOIIO. MiX CYyTHOCTSIMHU
NMOBUHHI OyTH YITKO BW3HAY€HI 3B’S3KHU, 3 MIATPUMKOIO 30BHINIHIX KJIIOYIB Ta

0OMEKEHb IUTICHOCTI.

HocTtyn no 0a3u JaHUX NOBUHEH 3M1MCHIOBATUCS 4Yepe3 MPOMIKHUMN IIap
JIOT1KHA, 3 BUKOPUCTAHHSAM 00’ €KTHO-pelsiiiiHoro maminry. [Ipsmuii moctym 1o

Ta0IULb 3 OOKY KIIEHTCHKOTO KOy Mae OyTH 3a00pOHEHUI.

3 MeTor0 3a0e3MeueHHs] MPOIYKTUBHOCTI CHCTEMa MOBHUHHA MiJITPUMYBATH
1H/IEKCAlIiO MOJIIB, sIK1 HAWYaCTIillIe BAKOPUCTOBYIOTHCS JIJIS MOIIYKY, COPTYBaHHS Ta
¢binprpamii. Jns 30epiraHHsS BENMMKUX OOCSTIB TPEKIHTOBUX JIaHUX Oa)KaHo

peaizyBaTy MapTUIIIFOBAHHS 32 YaCOBUMU a00 MOJII€EBUMHU O3HAKAMH.

30epeXeHHS] YyTIMBUX JaHMX, TaKUX SK TeosiokaliiHa iHdopmaiis abo

O0l0MeTpHUYH1 MOKAa3HUKH, MOBUHHO 3/1MCHIOBATUCA Y 3alIM(pPOBAaHOMY BHUIIIAIL 3
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BUKOPUCTAHHSIM Cy4aCHOTO CUMETPUYHOTO aJITOPUTMY. YC1 3alUTH 10 6a3u JaHUX

ITOBHHHI JIOryBatucsa 3 MCTORO 3a0e31eUeHHS MOXKIUBOCTI ayaury.

ApxiTekTypa 0a3u Mae TepeadadyaTd MOXKIMBICTh MaciiTaOyBaHHS Ta
MOJIAJIBIIIOTO PO3MIUPEHHs (PYHKIIOHATY O€3 MOPYIICHHS IIJIICHOCTI abo BTpaTu
gaHux. Y pas3l moTpeOu MOBUHHA OyTH MOXKIIMBICTH apXiByBaHHS 1CTOPUYHHX

3aMKCiB Y JOJATKOBI TaOIHII a00 OKpeMe CXOBHIIIL.

3.5 IHII1 BUMOTH

[Iporpamue 3a0e3neueHHd Mae€ MIATPUMYBaTH  (YHKLUIOHYBaHHS Yy
KpPOCILIaT(POPMEHOMY CEpPENOBUIIl Ta CKJIaJaTHCS 3 TPhOX B3a€MOIOB’S3aHUX
YaCTHH: CEPBEPHOI, MOOLIILHOT Ta BEO-KIIIEHTCHKOI. ApXITEKTypa CUCTEMH [TOBUHHA
OyTH pO3MOJLICHOI0 Ta MIATPUMYBATH MOJYJABHICTh, 13 UITKUM MOALIOM

B1IIIOBIAJILHOCT] MK KOMIIOHEHTAMHU.

CepBepHa yacTuHa MoBUHHA OyTH pearnizoBana sik Ha0ip REST-cepgicis, 110
MpaloTh Ha IUIaTGopMi 3 BIAKPUTHUM BUXIIHUM KOIOM 13 MIIATPUMKOIO
koHTeiHepu3alii 4epe3 Docker. IlepenmbauaeTscss MOXIMBICTH PO3TOPTAHHSA Y
BIPTYaJbHOMY CepeloBUIll a00 XMapHii 1HPPACTPYKTypl 3 BUKOPUCTAHHSIM
TEXHOJIOT1 aBTOMAaTHU30BAHOIO KepyBaHHs KoHTelHepamu. CepBep MOBUHEH
3abe3neuyBaT 30epekeHHs, 00poOKy Ta HaJaHHS NaHuX y ¢hopMarti, CyMICHOMY 3
MOOUIBHUMH Ta BeO-KIi€HTaMU. /(7151 KellyBaHHS Ta MiJABUIIEHHS MPOIYKTUBHOCTI
JIOITTBHO BUKOPHCTOBYBATH CHCTEMY OTIEPATUBHOTO 30€piraHHs JaHUX 3 HU3BKOIO

JIATEHTHICTIO.

MoOinpHuN A0aTOK Mae 3a0e3MmeuyBaTy MPUHOM JaHUX 31 CMapT-TOAMHHUKA
KOpPHCTYyBaya, BKIFOYAI0OYH KOOPAMHATH MICIIE3HAXOKCHHS Ta YaCTOTY CEPIICONTTSI.
JlaH1 MarOTh TepeaaBaTUCs Ha CEPBED 13 33/IaHOI0 TIEPIOANYHICTIO B peaTbHOMY 4aci

ab0 3 MiHIMagpHOK 3aTpuMKor. [l 3a0e3neueHHs 3axXUIIEHOro OOMIHY
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iHpopMmarieto mnependavaerbess Bukopuctanus HTTPS-nmportokomy, a Takox

aBTOpU3Allis Yepe3 TOKEHU JOCTYITY.

BeO-kxmienT moBUHEH 3a0e3nedyBaTu 3pydHUi 1HTepdeiic 1 1ocTyIy A0
(GyHKIIOHATY CHCTEMH: TIEperyisii Ta KepyBaHHS MOAOPOKAMH, Y4acTh y TpyTax,
CHUIKYBaHHS, MEPETIsA]] CTATUCTUKHN TPEKIHTY Ta MapuipyTiB. [HTepdeiic Mmae OyTu
peami3oBaHMl 13 3aCTOCYBaHHSIM Cy4YaCHUX BEO-TEXHOJIOTIH 3 aJanTHBHOIO

BEPCTKOIO IS MIATPUMKH PI3HUX THIIIB IPUCTPOIB.

KoxeH 13 KOMIIOHEHTIB MOBMHEH MIATPUMYBATH I1HTErpalll0 3 €IUHOIO
[IEHTPaII30BaHOI0 0a3010 JaHMX 1 MaTH yHI()IKOBaHWN MEXaHI3M aBTEHTHU(IKAII.
KomyHikariiss Mik YacTHHAMHU TOBUHHA 3IMCHIOBATUCA y CTaHJIAPTHU30BAHOMY
dopwmari, 3 BukopuctanHsiM JSON sik miaaTrgopMOHE3aNeKHOTO CIocol0y OOMIHY

JaHUMH.

VYci ckllaoBl CHCTEMH MAalOTh MIATPUMYBATH JIOTYBAaHHSI, MOHITOPHHT,
aBTOMAaTHU30BaHE pO3rOpPTaHHSA Ta OyTH MIiATOTOBICHHUMH 10 TOPHU30HTAIBHOTO
MmacmtaOyBanHsa. CrucreMa TMOBHHHA 3alMIIATUCA CTAOUIBHOIO TMPHU ITAKIIOYCHHI
BEJUKOI KUIBKOCTI OJHOYACHUX KOPHCTYBadiB Ta HAJIXOKEHHI 1HTEHCHBHOTO

MOTOKY TPEKIHTOBUX JAaHUX.
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JTOJATOK I

®parmenTu koxy ceppicy «TrackingService»

System.Globalization;
BL.Abstractions.Tracking;

Domain.DataTypes;

Domain.DataTypes.Enums;
Domain.Entities.DTOs.Tracking;
Domain.Entities.Models.ParticipationModels;
Domain.Entities.Models.TrackingModels;
Infrastructure.Abstractions;
Microsoft.EntityFrameworkCore;
Microsoft.Extensions.Configuration;

Microsoft.Extensions.Logging;

namespace BL.Services.Tracking;

public class TrackingService (

IGenericRepository<Participation> participationRepo,

IGenericRepository<HealthAndGpsTracking> trackingRepo,

IGenericRepository<EmergencyCall> emergencyCallRepo,

IDistanceCalculatorService haversineDistanceCalculator,

IRedisCacheService redisCacheService,

IPulseSmoothingBuffer buffer,

IAesEncryptionService aesEncryptionService,

IEmergencyCallService emergencyCallService,

IConfiguration configuration,
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25 ILogger<TrackingService> logger)
26 : ITrackingService

27 |

28 private readonly string? aesKey =

configuration["Encryption:AesKey"];

29 private DateTime lastSosSent = DateTime.MinValue;
30
31 public async Task<Result<bool>> SaveTrackingDataAsync (Guid

userId, TrackingDataCreateDto dto)
32 {

33 var participation = await

GetValidatedParticipation (userId, dto.TravelGroupld);
34 if (participation == null)

35 return Result<bool>.Failure ("KopucTyBau He Ma€ IpaBa

HaIcwjlaTK TPpeKiHr mja uilel nomopoxi");
36

37 var smoothed = buffer.AddAndSmooth (userId,
dto.HeartRate) ;

38

39 var encryptedLat =
aesEncryptionService.Encrypt (dto.Latitude.ToString (CultureInfo.Invaria

ntCulture), aesKey);

40 var encryptedLng =
aeskEncryptionService.Encrypt (dto.Longitude.ToString (CulturelInfo.Invari

antCulture), aesKey);

41 var encryptedRaw =

aesEncryptionService.Encrypt (dto.HeartRate.ToString(), aesKey);

42 var encryptedSmoothed =

aesEncryptionService.Encrypt (smoothed.ToString(), aesKey);

43
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44 var lastEntry = await

GetLastTrackingPoint (participation.Id, dto.Timestamp) ;

45

46 double? distanceKm = null;
477 if (lastEntry !'= null)

48 {

49 distanceKm =

haversineDistanceCalculator.CalculateDistanceKm (

50 lastEntry.Latitude, lastEntry.Longitude,

51 dto.Latitude, dto.Longitude);

52

53 participation.TotalDistanceKm += distanceKm.Value;
54 var updateResult = await

participationRepo.UpdateAsync (participation);
55 if (!'updateResult.IsSuccess)

56 return Result<bool>.Failure ("He BHmajocd OHOBUTU

indbopmanin npo ydactb");

57 }
58
59 var newEntry = CreateTrackingEntry(participation.Id,

encryptedLat, encryptedlng, encryptedRaw, encryptedSmoothed,

dto.Timestamp, distanceKm) ;
60

61 var cacheResult = await CachelastPoint (participation.Id,

dto, smoothed, newEntry.Timestamp) ;
62 if (!cacheResult.IsSuccess)

63 return

Result<bool>.Failure (cacheResult.ErrorMessage) ;

64
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65 await CheckAndSendSosIfNeeded (userId, dto.TravelGroupld,

participation.Id, dto.Latitude, dto.Longitude);

66

67 var addResult = await trackingRepo.AddAsync (newkEntry);
68 return addResult.IsSuccess

69 ? Result<bool>.Success (true)

70 : Result<bool>.Failure ("He Bmanocs 30eperTtu maHi

TpekiHTY") ;

71 }
72
73 private async Task<Result<bool>> CachelastPoint (Guid

participationId, TrackingDataCreateDto dto, int smoothed, DateTime

timestamp)
74 {

75 var pointsResult = await

redisCacheService.GetLastPointsAsync (participationId, 5);
76 if (!pointsResult.IsSuccess)

77 return

Result<bool>.Failure (pointsResult.ErrorMessage) ;

78

79 var points = pointsResult.Data;

80 if (points.Count == 5)

81 points.RemoveAt (0) ;

82

83 points.Add (new LastTrackingPointDto
84 {

85 Latitude = dto.Latitude,

86 Longitude = dto.Longitude,

87 SmoothedHeartRate = smoothed,
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88 Timestamp = timestamp
89 b) i

90

91 var setResult = await

redisCacheService.SetlLastPointsAsync (participationId, points);

92 return setResult.IsSuccess

93 ? Result<bool>.Success (true)

94 : Result<bool>.Failure ("He Bnmamnocs 30eperTts naHi B
xkem") ;

95 }

96

97 private async Task CheckAndSendSosIfNeeded (Guid userId, Guid

travelGroupId, Guid participationId, double latitude, double

longitude)
98 {
99 const int criticalPulselow = 35;
100 const int criticalPulseHigh = 190;
101 const int criticalConsecutiveCount = 5;
102 var sosCooldown = TimeSpan.FromMinutes (5);
103
104 var pointsResult = await

redisCacheService.GetLastPointsAsync (participationId,

criticalConsecutiveCount) ;

105 if (!pointsResult.IsSuccess || pointsResult.Data == null

| | pointsResult.Data.Count < criticalConsecutiveCount)
106 {

107 logger.LogInformation (" [SOS] Not enough points for

ParticipationId {ParticipationId}", participationId);

108 return;
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109 }

110

111 var isCritical = pointsResult.Data.All(p =>
112 p.SmoothedHeartRate < criticalPulseLow ||

p.SmoothedHeartRate > criticalPulseHigh);

113

114 if (!isCritical)

115 {

116 logger.LogInformation (" [SOS] Pulse values not

critical for ParticipationId {ParticipationId}", participationId);

117 return;

118 }

119

120 1f ((DateTime.UtcNow - lastSosSent) < sosCooldown)

121 {

122 logger.LogInformation (" [SOS] Cooldown not passed for

ParticipationId {ParticipationId}", participationId);

123 return;

124 }

125

126 var existing = await

emergencyCallRepo.GetByConditionAsync (e =>

127 e.ParticipationId == participationId && e.Status ==

EmergencyCallStatus.Active);

128

129 if (existing.IsSuccess && existing.Data.Any())

130 {

131 logger.LogWarning (" [SOS] Already active SOS exists

for ParticipationId {ParticipationId}", participationId);
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133

134

135

136

137

138

139

140

141

142

143

144

return;

_lastSosSent = DateTime.UtcNow;

const int maxAttempts = 2;

int attempt = 0;

Result<bool>? sosResult = null;

while (attempt < maxAttempts)

try

sosResult = await

emergencyCallService.CreateEmergencyCallAsync (

145

146

147

148

149

150

151

152

153

154

155

156

userld,

new EmergencyCallCreateDto

TravelGroupld = travelGroupld,

Latitude = latitude,

Longitude = longitude,

EmergencyType = "AutomaticPulseSOS"

if (sosResult.IsSuccess)

logger.LogInformation (" [SOS] Successfully

created for ParticipationId {ParticipationId}", participationId);

60
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157 break;

158 }

159

160 logger.LogWarning (" [SOS] Attempt {Attempt}

failed: {Error}", attempt + 1, sosResult.ErrorMessage);

161 }

162 catch (Exception ex)

163 {

164 logger.LogError (ex, "[SOS] Exception on attempt

{Attempt} for ParticipationId {ParticipationId}", attempt + 1,

participationId);

165 }

166

167 attempt++;

168 await Task.Delay(1000);

169 }

170

171 if (sosResult == null || !sosResult.IsSuccess)

172 {

173 logger.LogError ("[SOS] Failed after {MaxAttempts}

attempts for ParticipationId {ParticipationId}", maxAttempts,

participationId);

174 }

175 }

176

177 private async Task<Participation?>

GetValidatedParticipation (Guid userId, Guid groupId)
178 {

179 var query = participationRepo.Query ()
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180 .Where(p => p.UserId == userld && p.TravelGroupld ==
groupld && p.Status == ParticipationStatus.Accepted)

181 .Include(p => p.TravelGroup) ;

182

183 var participation = await query.FirstOrDefaultAsync() ;

184 if (participation == null || !participation.HasJoined ||
participation.LeftAt !'= null || participation.TravelGroup.Status !=

TravelGroupStatus.Active)

185 return null;
186
187 return participation;

188 }



