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Jotatok A

Ko mporpamuoi pearizariii nceBaoroiarpadiaHoro KoyBaHHs

attack

function distorted image = attack(image, attack type, param)
switch attack type
case 'gaussian'

noise mean = param(l);
noise var = param(2);
distorted image = imnoise (image, 'gaussian', noise mean,

noise var);
case 'salt & pepper'
noise density = param(l);
distorted image = imnoise (image, 'salt & pepper',
noise density);
case 'rotation'
angle = param(1l)
distorted image
case 'hole'

~e

imrotate (image, angle, 'crop');

distorted image = image;
w = param(l)/2;
distorted image (end/2+ (-w+l:w),end/2+ (-w+l:w)) = 0;

case 'Jjpeg'
quality = param(l);
imwrite (image, 'dwm.jpg', 'Quality', quality)

distorted image = imread('dwm.jpg');
otherwise
distorted image = image;
end
imlog

function imlog(im, descr)

global resPath

global num
if isempty(resPath) | |isempty (num) | |isempty (im)
return;
end
name = inputname (1) ;
name = sprintf('%s%041 $s %s.png', resPath, num, name, descr);
num = num+1;

if isa(im, 'matlab.ui.Figure')
saveas (im, name)

else
imwrite (im, name)
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end

perm

function permutated image = perm(image, cond)

sz = numel (image) ;
rng (17)
ind = randperm(sz) ;

switch cond

case +1
permutated image = image (ind);
case -1
permutated image (ind) = image;
otherwise
permutated image = image;
end
permutated image = reshape (permutated image, size (image));
test haarl
clc
clear

close all

cond = 1;

w = 16;

host image = imread('../ src/host/cameraman.tif');
gr = imread('../ src/qgr/nure.png');

qr = imresize(gr(:,:,1)>0, 1/6, 'nearest');

gr = imresize(qr, w, 'nearest');

watermark = qgr;

% encode
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watermark = perm(watermark, cond);
host image = imresize (host image(:,:,1), 2*size(watermark));
[LL, HL, LH, HH] = dwt2(host image, 'haar');

alpha = 0.25;
watermarked image = idwt2 (LL.* (alpha*watermark+1l), HL, LH, HH,
'haar');

watermarked image

uint8 (watermarked image) ;

% attacks
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e o2 o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
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% Gaussian white noise with noise mean = noise mean and variance
of 0.01

noise mean = 0.15;

watermarked image = imnoise (watermarked image, 'gaussian',

noise mean);

% salt and pepper noise with noise density = noise density
noise density = 0.15;
watermarked image = imnoise (watermarked image, 'salt & pepper’

noise density);

angle = 4;
watermarked image = imrotate (watermarked image, angle, 'crop');
angle = [];
for n=1:100
angle(n) = -5+0.1*n;
temp = imrotate (watermarked image, angle(n),'crop');
[L, HL, LH, HH] = dwt2(temp, 'haar');
watermark = L-LL;
watermark = perm(watermark, -cond);
[yv,x] = gradient (watermark);
s(n) = mean2(y.”"2+x.%2);
n
end

figure, plot(angle, s), xlabel('angle'), ylabel('s'), grid on

[~,n] = min(s);
watermarked image = imrotate (watermarked image,angle(n), 'crop'

watermarked image (end/2+(-end/8:end/8),end/2+(-end/8:end/8)) =
0;

imwrite (watermarked image, 'dwm.jpg', 'Quality', 10)
watermarked image = imread('dwm.jpg');

figure, imshow(watermarked image)

(o)

% decode

c © o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
© © © © © © © © © © © © © © © © ©© © ©© © ©© © ©© © © © © © © © ©

o©°
o©°
o©°
o©°

[L, HL, LH, HH] = dwt2(watermarked image, 'haar');
extracted watermark = L-LL;
extracted watermark = perm(extracted watermark, -cond);

extracted watermark (extracted watermark<0) = 0;

14

) ;

o\°
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extracted watermark = extracted watermark >
mean? (extracted watermark );

extracted watermark = uint8 (255*extracted watermark);

figure, imshow (extracted watermark)

% post process

s 2 o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
0 oo © © © © © ©®© © ©®© ©®© ©®© ©“©®© ©“©® 1©®© ©® ©©® ©©®© ©®© ©® 1©®© ©©® ©O©®© ©©® ©©® ©©® ©©® ©®© ©® ©® ™o o
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proc = @ (x) mode (x);

fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));

extracted watermark = blockproc (extracted watermark, [w w],
fun) ;

figure, imshow (extracted watermark)

figure, imshow (xor (extracted watermark,qr))

test haar2
clc
clear variables
close all

global resPath
global num

resPath = '../ dst/"';
num = 1;

rng ('default');

cond = 1;

w = 16;

host image = imread('../ src/host/cameraman.tif');

gr = imread('../ src/qgr/nure.png');

qr = imresize(gr(:,:,1)>0, 1/6, 'nearest');

gr = imresize(qr, w, 'nearest');

imlog(qr, '');

watermark = qgr;

% encode
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o©°
o©°
o

watermark = perm(watermark, cond);
imlog (watermark, '');



189

host image = imresize (host image(:,:,1), 2*size(watermark));
imlog (host image, ''");

wave = 'dbl';

[LL, HL, LH, HH] = dwt2(host image, wave);

alpha = 0.1;
watermarked image = idwt2 (LL.* (alpha*watermark+1l), HL, LH, HH,
wave) ;

watermarked image = uint8 (watermarked image);
imlog (watermarked image, '');
% attacks

o)

\
o

O o o o © o o 9 9o o o o o 9o 9o o o o o 9o 9o o 9o 9o o o9
© © © © © © © © © © © © © © © © © © © © © © © © © ©
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watermarked image = attack(watermarked image, 'gaussian', 7.5);

figure, imshow(watermarked image)

% synchronize

s ¢ o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
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krnl = fspecial ('gaussian', 3, 15);

original = imfilter (host image, krnl, 'symmetric');

distorted = imfilter (watermarked image, krnl, 'symmetric');

ptsOriginal = detectORBFeatures (original);
ptsDistorted detectORBFeatures (distorted) ;
[featuresOriginal,validPtsOriginal] =
extractFeatures (original,ptsOriginal) ;
[featuresDistorted,validPtsDistorted] =
extractFeatures (distorted, ptsDistorted);

index pairs = matchFeatures (featuresOriginal, featuresDistorted);
matchedPtsOriginal = validPtsOriginal (index pairs(:,1));
matchedPtsDistorted = validPtsDistorted(index pairs(:,2));

s = [1;
for t=1:1
[tform{t},inlierPtsDistorted,inlierPtsOriginal] =

estimateGeometricTransform(matchedPtsDistorted, matchedPtsOrigina
1,...
'affine', 'MaxDistance', .75, 'Confidence', 99);

s(t) = length(inlierPtsDistorted);
end

[~,t] = max(s);

figure;

showMatchedFeatures (original,distorted, ...
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inlierPtsOriginal,inlierPtsDistorted);

angle = rad2deg(atan(tform{t}.T(2,1)/tform{t}.T(1,1)));
watermarked image = imrotate (watermarked image, angle, 'crop');
figure; imshow (watermarked image);

% outputView = imref2d(size(original));

% watermarked image =

imwarp (watermarked image, tform{t}, 'cubic', 'OutputView', outputVie
w) ;

% figure; imshow (watermarked image);

% decode

s ¢ o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
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s o o o
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[L, HL, LH, HH] = dwt2(watermarked image, wave);

extracted watermark = L-LL;
extracted watermark = perm(extracted watermark, -cond);

extracted watermark (extracted watermark<0) = 0;
extracted watermark = extracted watermark >

mean? (extracted watermark );

extracted watermark = uint8(255*extracted watermark) ;

o°

figure, imshow (extracted watermark)

% post-process

proc = @(x) mode (x);

fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));

extracted watermarkl = blockproc(extracted watermark, [w w],
fun) ;

proc = @ (x) mean (x);

fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));

extracted watermark2 = blockproc(im2double (extracted watermark),

[w w], fun);

[

% figure, imshow(extracted watermark?2)

extracted watermark?2 = extracted watermark2 >
graythresh (extracted watermark?2);
extracted watermark2 = imZuint8 (extracted watermark2);

Q

% figure, imshow([extracted watermarkl extracted watermark2])



diffl = xor (extrac

diff2 = xor (extrac
% figure, imshow (d
% figure, imshow (d

test haar3gauss

clc
clear variables
close all

global resPath
global num

resPath
num = 1;

'../_dst

rng ('default');

cond = 1;

w = 16;

host image = imrea
gr = imread('../ s
gr = imresize (gr(:
gr = imresize (qr,
imlog(qr, '');
watermark = qgr;

% encode

s o o o o o o o o
0o © © © © © © © ©
s o 9 o

o O o ©o
watermark = perm(w
imlog (watermark, '
host image = imres

imlog (host image,

wave = 'dbl';
[LL, HL, LH, HH] =
alpha = 0.1;

watermarked image
wave) ;

watermarked image
imlog (watermarked

ted watermarkl,gr);
ted watermark2,qr);

iffl)
iff2)

/'

d('../ src/host/cameraman.tif');

rc/gr/nure.png') ;
:,1)>0, 1/6, 'nearest');
'nearest');

’
Wy

oo
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oo
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oo
oo
oo
oo
oo
oo

atermark,

')

cond) ;

ize (host image(:, 2*size (watermark)) ;

K

2. 1),

dwt2 (host image, wave);

idwt2 (LL.* (alpha*watermark+1), HL, LH, HH,

uint8 (watermarked image) ;
image, '');
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% attacks

% %% %% 33T TITITITSSGSTTTTTITTS
5% %%

gaussian mean = 0:0.01:0.5;

gaussian var = 0:0.001:0.05;

% for n=21
% for m=26
for n=1l:length (gaussian mean)
for m=1:length(gaussian var)
distorted image = attack(watermarked image, ...
'gaussian', [gaussian mean(n) gaussian var(m)]);

if n==21 && m==26

imlog (distorted image, ''");

end

% decode

9 9 9 2 9 9 9 9 9 9 9 9 9 9 9 9 9 92 o 9 9 9o 9 9o o o 9o o

0o o © © © © ©®© ©®© ©®© ©®© ©®© ©©® ©“©® 1 ©©® ©® ©©® ©©® ©©® ©®© ©O©®© ©®© © © ©® © © ©o°
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[L, HL, LH, HH] = dwt2(distorted image, wave);

extracted watermark = L-LL;
extracted watermark (extracted watermark<0) = 0;
extracted watermark = mat2Zgray (extracted watermark);

if n==21 && m==26

imlog (extracted watermark, '');
end
extracted watermark = perm(extracted watermark, -cond);
if n==21 && m==26
imlog (extracted watermark, '');
end

extracted watermarkO
meanZ (extracted watermark );

extracted watermark >

extracted watermark(0 = uint8(255*extracted watermarkO) ;
if n==21 && m==26
imlog (extracted watermarkO, '');

end

% post-process

s o2 2 o2 o2 o o o o o o o o o o o o o o o o o o o o o o o

o © © © © © ©v© ©®© ©®© ©© © ©®© ©©®© ©“©®© ©©®© ©®© ©®© ©®© ©®© ©®© ©®© ©®© © © ©® © © ©o
s o o o o o o o
o © © © © © © ©

proc = @(x) mode (x);
fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));
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extracted watermarkl = blockproc(extracted watermarkO,
[w w], fun);
if n==21 && m==26

imlog (extracted watermarkl, '');
end
proc = @ (x) mean(x);
fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));
extracted watermark2 =

blockproc (im2double (extracted watermarkO), [w w], fun);
if n==21 && m==26

imlog (extracted watermark2, '');
end
extracted watermark2 = extracted watermark2 >
graythresh (extracted watermark?2);
extracted watermark?2 = imZuint8 (extracted watermark2);
1f n==21 && m==26
imlog (extracted watermarkz, ''");
end

o) o) o) o) o) o) o) o) o) o) o) o) o) o)
35 5 B3 6 B3 5 B B B B S B3 B 3B

extracted watermark3 =
blockproc (im2double (extracted watermark), [w w], fun);
if n==21 && m==26
imlog (extracted watermark3, '');
end

extracted watermark3 = extracted watermark3 >
graythresh (extracted watermark3) ;
extracted watermark3 = imZuint8 (extracted watermark3);
if n==21 && m==26
imlog (extracted watermark3, '');
end

diffl = xor (extracted watermarkl,gr);
if n==21 && m==26

imlog(diffl, '');
end
diff2 = xor (extracted watermark2,gr);
if n==21 && m==26

imlog(diff2, ''");
end
diff3 = xor (extracted watermark3,gr);
if n==21 && m==26

imlog(diff3, '');
end

errl(n,m) = sum(sum(diffl));
err2 (n,m) sum(sum (diff2)) ;



err3(n,m) = sum(sum(diff3));
end
n
end

figure, pcolor(gaussian var,gaussian mean, log(errl+l))
xlabel ('var'), ylabel('mean'), title('method #1'")
colorbar;

imlog(gcf, 'errl');

figure, pcolor(gaussian var,gaussian mean, log(err2+1l))
xlabel ('var'), ylabel ('mean'), title('method #2')
colorbar;

imlog(gcf, 'err2');

figure, pcolor(gaussian var,gaussian mean, log(err3+1))
xlabel ('var'), ylabel ('mean'), title('method #3')

colorbar;
imlog(gcf, 'err3');

test_haar3hole
clc
clear variables

close all

global resPath
global num

resPath = '../ dst/"';
delete([resPath '"*.*'])

num = 200;
rng ('default');

cond = 1;

w = 16;

host image = imread('../ src/host/cameraman.tif');
gr = imread('../ src/gr/nure.png');

qr = imresize(gr(:,:,1)>0, 1/6, 'nearest');

gr = imresize(qr, w, 'nearest');

imlog(qr, '');

watermark = gr;

% encode
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watermark = perm(watermark, cond);

imlog (watermark, '');

host image = imresize (host image(:,:,1), 2*size(watermark));
imlog (host image, ''");

wave = 'dbl';

[LL, HL, LH, HH] = dwt2(host image, wave);

alpha = 0.1;
watermarked image = idwt2 (LL.* (alpha*watermark+1l), HL, LH, HH,
wave) ;

watermarked image = uint8 (watermarked image) ;
imlog (watermarked image, '');
% attacks
a = 0:50:900;
n0 = 16;
for n=1l:length (a)
distorted image = attack(watermarked image,
'hole', [a(n)]);
if n==n0
imlog (distorted image, '');
end
% decode
[L, HL, LH, HH] = dwt2(distorted image, wave);
extracted watermark = L-LL;
extracted watermark (extracted watermark<0) = 0;
extracted watermark = mat2gray(extracted watermark);
if n==n0
imlog (extracted watermark, '');
end
extracted watermark = perm(extracted watermark, -cond);
if n==n0
imlog (extracted watermark, '');
end
extracted watermark0 = extracted watermark >
mean? (extracted watermark );
extracted watermark(0 = uint8(255*extracted watermarkO) ;

if n==n0



imlog (extracted watermarkO, '');

end

% post-process

s o o2 o & o o o o o o o o o o o o o o o o o o o o 9o o o o
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proc = @ (x) mode (x);

fun = @(block struct) repmat (proc(block struct.data(:)),
size (block struct.data));

extracted watermarkl = blockproc(extracted watermarkO, [w
w], fun);

if n==n0

imlog (extracted watermarkl, ''");

end

s o 92 o o o o o o o o o o o

0 oo © © © © © ©O© © © O © © ©

proc = @ (x) mean (x);

fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));
extracted watermark2 =

blockproc (im2double (extracted watermarkO), [w w], fun);
if n==n0

imlog (extracted watermark2, '');
end
extracted watermark2 = extracted watermark2 >
graythresh (extracted watermark2) ;
extracted watermark2 = im2uint8 (extracted watermark2) ;
if n==n0
imlog (extracted watermark2, '');
end

o o o o o 9o o o o o o o o o
© © © © © © © © © ©© © © ©° ©

extracted watermark3 =
blockproc (im2double (extracted watermark), [w w], fun);

extracted watermark3 = mat2Zgray(extracted watermark3);
if n==n0

imlog (extracted watermark3, '');
end
extracted watermark3 = extracted watermark3 >
graythresh (extracted watermark3);
extracted watermark3 = imZuint8 (extracted watermark3);
if n==n0
imlog (extracted watermark3, '');
end
diffl = xor (extracted watermarkl,gr);

if n==n0
imlog(diffl, ''");

196
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end
diff2 = xor (extracted watermark2,gr);
if n==n0
imlog(diff2, '');
end
diff3 = xor (extracted watermark3,gr);
if n==n0
imlog (diff3, ''");
end
errl(n) = sum(sum(diffl));
err2(n) = sum(sum(diff2));
err3(n) = sum(sum(diff3));
n
end
figure, plot(a, errl, '-r',...
a, errz2, '-g',
a, err3, '-b'), grid on

legend ('method #1', 'method #2', 'method #3'")
xlabel ('size'), ylabel('# errors'),

axis ([0 900 -1 1001])

imlog(gcf, 'err');

test_haar3jpeg

clc
clear variables
close all

global resPath
global num

resPath = '../ dst/';
delete ([resPath '*.*'])

num = 200;
rng ('default');

cond = 1;

w = 16;

host image = imread('../ src/host/cameraman.tif');
gr = imread('../ src/qr/nure.png');

qr = imresize(qr(:,:,1)>0, 1/6, 'nearest');

gr = imresize(qr, w, 'nearest');

imlog(gr, '');

watermark = qgr;
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encode

o° o oo
oo
o©
o°
o©
o©°
o©°
o©°
o©°
o©°
o©°
o©
o°
o©°
o
o©°
o©°
o©°
o©°
o©°
o©
o
o
o
o
o
o
o
o

o0 o°

o° o°
o° o°

watermark = perm(watermark, cond);

imlog (watermark, '');

host image = imresize (host image(:,:,1), 2*size(watermark));
imlog (host image, '');

wave = 'dbl';

[LL, HL, LH, HH] = dwt2(host image, wave);

alpha = 0.1;
watermarked image = idwt2 (LL.* (alpha*watermark+1l), HL, LH, HH,
wave) ;

watermarked image = uint8 (watermarked image);

imlog (watermarked image, '');

% attacks

o 9 29 2 2 92 2 29 9 9 9 9 9 o2 9 9 9 9 9 o o 9 9 9o 9 9 o o O o
o 0 © © © © ©®© ©®© © ©®© ©®© © ©®© ©©®© © ©®© ©®© © ©o© ©®© © © ©®© © © © © o ©
o

o

for n=1l:length(quality)
distorted image = attack(watermarked image,
'Jpeg', [quality(n)]);

if n==n0

imlog(distorted image, '');
end
% decode
% % % %% % %% %% %35 %595 %3S S
%

o°
o°

[L, HL, LH, HH] = dwt2(distorted image, wave);
extracted watermark = L-LL;
extracted watermark (extracted watermark<0) = 0;

extracted watermark = matZ2gray(extracted watermark);

if n==n0

imlog (extracted watermark, '');
end
extracted watermark = perm(extracted watermark, -cond);
if n==n0

imlog (extracted watermark, '');

end
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extracted watermark0 = extracted watermark >
mean? (extracted watermark );

extracted watermark(0 = uint8(255*extracted watermarkO) ;

if n==n0

imlog (extracted watermarkO, ''");

end

% post-process

s o2 o o o o o o o o o o o o o o o o o o o o o o o o o o o o
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5% %%
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o) o)
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proc = @(x) mode (x);

fun = @(block struct) repmat (proc(block struct.data(:)),
size (block struct.data));

extracted watermarkl
w], fun);

if n==n0

X
u

= blockproc (extracted watermark0O, [w

imlog (extracted watermarkl, '');
end
proc = @(x) mean(x);
fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));
extracted watermark2 =

blockproc (im2double (extracted watermarkO), [w w], fun);
if n==n0

imlog (extracted watermark2, '');
end
extracted watermark2 = extracted watermark2 >
graythresh (extracted watermark2);
extracted watermark?2 = imZ2uint8 (extracted watermark2);
if n==n0
imlog (extracted watermark2, '');
end

o) o) o) o) o) o) o) o) o) o) o) o)
T %5 %% %5 %5 %5 % % % %%

o o

o°
o°

extracted watermark3 =
blockproc (im2double (extracted watermark), [w w], fun);

extracted watermark3 = mat2Zgray(extracted watermark3);
if n==n0

imlog (extracted watermark3, '');
end
extracted watermark3 = extracted watermark3 >

graythresh (extracted watermark3);

extracted watermark3 = im2uint8 (extracted watermark3);
if n==n0

imlog (extracted watermark3, '');

end
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diffl = xor (extracted watermarkl,gr);
if n==n0
imlog(diffl, ''");
end
diff2 = xor (extracted watermark2,gr);
if n==n0
imlog(diff2, ''");
end
diff3 = xor (extracted watermark3,gr);
if n==n0
imlog (diff3, ''");
end
errl(n) = sum(sum(diffl));
err2(n) = sum(sum(diff2));
err3(n) = sum(sum(diff3));

n
end

figure, plot(quality, errl, '-r',...
quality, err2, '-g', ...
quality, err3, '-b'), grid on
legend ('method #1', 'method #2', 'method #3')
xlabel ('quality'), ylabel('# errors'),
% axis ([0 900 -1 100])
imlog(gcft, 'err');

test haar3rotation
clc
clear variables

close all

global resPath
global num

resPath = '../ dst/"';
delete([resPath '*.*'])

num = 200;

rng ('default');

cond = 1;

w = 16;

host image = imread('../ src/host/cameraman.tif');
gr = imread('../ src/qr/nure.png');

qr = imresize(gqr(:,:,1)>0, 1/6, 'nearest');

qr imresize (qgr, w, 'nearest');
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imlog(qr, '');

watermark = gr;

% encode

9 2 2 9 9 929 o2 9 9 9 2 9 9 2 9 9 9 o2 9 9 9o o2 9 9 9 o 9 9o 9O o o 9o
(o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) (o) ¢}
s o o o

(o) (o) (o) (o)

watermark = perm(watermark, cond);

imlog (watermark, '');

host image = imresize (host image(:,:,1), 2*size(watermark));
imlog (host image, '');

wave = 'dbl';

[LL, HL, LH, HH] = dwt2(host image, wave);

alpha = 0.1;
watermarked image = idwt2 (LL.* (alpha*watermark+1l), HL, LH, HH,
wave) ;

watermarked image

uint8 (watermarked image) ;

imlog (watermarked image, '');

% attacks

s o o2 o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
o o ©o© o © o o © o© o© ©©®© ©®© o©®© ©O©®© ©©®© ©©®© H©®© O ©©®© ©©®© HO© ©O©®© ©O© ©®© ©®© © © © © © o o
s o o o

o ©O O ©

angle = -2:0.1:2;

n0 = 23;

for n=1l:length (angle)
distorted image = attack(watermarked image, ...
'rotation', [angle(n)]);
if n==n0

imlog (distorted image, '');

end
5% 5% % synchronize
s o o s o2 9 92 o o o o o o o o o o o o o o o o o o o o o 9o o
o o © 0 oo ©o© © o ©®© © ©®© © ©© ©©®© ©©®© ©©®© ©©®© H©® ©©® ©©® ©®© ©©® ©©®© ©®© ©®© © ©® ©® o o
s o 9 9o o o o 9 o
o o ©o © ©o © © ™o ©o°
$ % % krnl = fspecial('gaussian', 3, 15);
T % % blurred host = imfilter (host image, krnl,
'symmetric') ;
$ % % if n==n0
$ % % imlog (blurred host, ''");
$ % % end
s o o
o ™©O ©
% % blurred distorted = imfilter (distorted image, krnl,
'symmetric') ;
% % if n==n0
$ % % imlog (blurred distorted, ''");
% % end
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ptsOriginal = detectORBFeatures (blurred host);
ptsDistorted = detectORBFeatures (blurred distorted);
[featuresOriginal,validPtsOriginal] =
extractFeatures (blurred host,ptsOriginal);
[featuresDistorted,validPtsDistorted] =
extractFeatures (blurred distorted,ptsDistorted);

A A° o° o° o° o°
o A° o o° o° o°
o A° o° o° o° o°

o° o° o°
o° o° o°
o° o° o°

index pairs =
matchFeatures (featuresOriginal, featuresDistorted) ;

T 5% matchedPtsOriginal =
validPtsOriginal (index pairs(:,1));
5 % 5% matchedPtsDistorted =

validPtsDistorted (index pairs(:,2));

[tform,inlierPtsDistorted,inlierPtsOriginal] =

o° o° o°
o® o° o°
o° o° o°

stimateGeometricTransform (matchedPtsDistorted, matchedPtsOrigina

= O

'affine', 'MaxDistance', .75, 'Confidence', 99);

if n==n0
figure,
showMatchedFeatures (blurred host,blurred distorted, ...
% inlierPtsOriginal,inlierPtsDistorted);
imlog(gcf, 'showMatchedFeatures');
end

o° o° o° oo
o° o o° O .
o° o° o° oo

o® 0° o© o o\
o® o° o° o o°
o® o° o° o o°

estimated angle =

2deg(atan(tform.T(2,1) /tform.T(1,1)));

5 % % distorted image = imrotate (distorted image,
estimated angle, 'crop');

if n==n0

=
QL
0,

s o o
o ™©o ©
$ % % imlog (distorted image, '');
$ % % end
% decode
9 9 9o 9o 9 o 9 o 9 9 9 9 9 9 o o o o o 9o o 9o 9o 9o 9o 9o 9o 9o o o
0 oo © © © © © © ©®© ©®© ©©®© ©©®© ©®© ©O©®© H©®© H©® HO©®© O© O©®© ©O© O©®© ©® ©®© © ©®© ©®© © ©® © ©o°
s o o o o o
© ©o © T© T© ©
[L, HL, LH, HH] = dwt2(distorted image, wave);

extracted watermark = L-LL;
extracted watermark (extracted watermark<0) = 0;
extracted watermark = matZ2gray(extracted watermark);

if n==n0
imlog (extracted watermark, '');
end

extracted watermark = perm(extracted watermark, -cond);
if n==n0
imlog (extracted watermark, '');
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end

extracted watermark0 = extracted watermark >
mean? (extracted watermark );

extracted watermark0 = uint8(255*extracted watermarkO);

if n==n0

imlog (extracted watermarkO, ''");

end

% post-process

s 2 o o2 o o o o o o o o o o o o o o o o o o o o o o o o o o

© oo © © © © © © ©®© ©®© ©®© ©©® ©®© ©®© ©®© 1©® H©®© H©®© H©®© ©®© O©®© ©O©®© ©®© ©®© ©® © © © © ©o°
s 2 o o o o
o ©o ©o ©o T™© ©

O
O

o o o o o o
© © © © © ©

o©°
o©°
oo
oo
oo
oo

proc = @(x) mode (x);

fun = @(block struct) repmat (proc(block struct.data(:)),
size (block struct.data));

extracted watermarkl = blockproc(extracted watermarkO, [w
w], fun);

if n==n0

imlog (extracted watermarkl, ''");
end
proc = @(x) mean(x);
fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));
extracted watermark2 =

blockproc (im2double (extracted watermarkO), [w w], fun);
if n==n0

imlog (extracted watermark2, '');
end
extracted watermark2 = extracted watermark2 >
graythresh (extracted watermark2) ;
extracted watermark?2 = imZuint8 (extracted watermark2);
if n==n0
imlog (extracted watermark2, '');
end

o o o o o o o o 9o 9o o o9
© © © © © © © © © © ©° ©

o

o°
o°

extracted watermark3 =
blockproc (im2double (extracted watermark), [w w], fun);

extracted watermark3 = matZgray(extracted watermark3);
if n==n0

imlog (extracted watermark3, '');
end
extracted watermark3 = extracted watermark3 >
graythresh (extracted watermark3);
extracted watermark3 = im2uint8 (extracted watermark3);

if n==n0
imlog (extracted watermark3, '');
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end
diffl = xor (extracted watermarkl,gr);
if n==n0
imlog(diffl, ''");
end
diff2 = xor (extracted watermark2,gr);
if n==n0
imlog(diff2, '');
end
diff3 = xor (extracted watermark3,gr);
if n==n0
imlog (diff3, ''");
end
errl(n) = sum(sum(diffl));
err2(n) = sum(sum(diff2));
err3(n) = sum(sum(diff3));
n
end
figure, plot(angle, errl, '-r',...
angle, err2, '-g',
angle, err3, '-b'), grid on

legend ('method #1', 'method #2', 'method #3'")
xlabel ('angle'), ylabel('# errors'),
imlog (gcf, 'err');
test haar3salt
clc

clear variables
close all

global resPath
global num

resPath = '../ dst/2/';
num = 100;

rng ('default');

cond = 1;

w = 16;

host image = imread('../ src/host/cameraman.tif');
gr = imread('../ src/gr/nure.png');

qr = imresize(gr(:,:,1)>0, 1/6, 'nearest');

ar imresize (qr, w, 'nearest');
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imlog(qr, '');

watermark = qgr;

% encode

s 2 o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
0O ©o© © © © ©o©® ©o©®© ©®© © © ©O©® ©©® ©®© ©o© © ©O©® ©® ©©®© © © ©®© o® ©®© © © © ©® © © © © ©
S o o o

o ©O T© ©

watermark = perm(watermark, cond);

imlog (watermark, '');

host image = imresize (host image(:,:,1), 2*size(watermark));
imlog (host image, '');

wave = 'dbl';

[LL, HL, LH, HH] = dwt2(host image, wave);

alpha = 0.1;
watermarked image = idwt2 (LL.* (alpha*watermark+1l), HL, LH, HH,
wave) ;

watermarked image = uint8 (watermarked image) ;

imlog (watermarked image, '');

% attacks

-3 2 2 9 9 2 2 9 9 2 92 9 9 o2 92 9 o o2 o 9 o o2 o 9 o2 o2 o 9o o o
o 0 ©o© © ©o©®© © © ©®© o©®© © o©®© o©®© © ©o© ©®© © © ©®© © © ©®© ©®© © © © © © o ©
o

o

noise density = 0:0.01:0.5;

for n=1l:length(noise density)
distorted image = attack(watermarked image,
'salt & pepper', [noise density(n)]);

if n==n0

. . . o
imlog(distorted 1mage, )

end

(o)

% decode

% % %% % % %% %% %5 % %% %35 %535 5SS

%

o° o°
o° o°
o° o°

o°
o°

[L, HL, LH, HH] = dwt2(distorted image, wave);

extracted watermark = L-LL;
extracted watermark (extracted watermark<0) = 0;
extracted watermark = matZ2gray(extracted watermark);

if n==n0
imlog (extracted watermark, '');

end

extracted watermark = perm(extracted watermark, -cond);
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if n==n0

imlog (extracted watermark, ''");
end
extracted watermark0 = extracted watermark >
mean? (extracted watermark );
extracted watermark(0 = uint8(255*extracted watermarkO) ;
if n==n0
imlog (extracted watermarkO, ''");
end
% post-process
proc = @(x) mode (x);
fun = @(block struct) repmat (proc(block struct.data(:)),
size (block struct.data));
extracted watermarkl = blockproc (extracted watermarkO, [w
w], fun);
if n==n0
imlog (extracted watermarkl, ''");
end
proc = (@ (x) mean (x);
fun = @(block struct) repmat (proc(block struct.data(:)),

size (block struct.data));
extracted watermark2 =

blockproc (im2double (extracted watermarkO), [w w], fun);
if n==n0

imlog (extracted watermark2, '');
end
extracted watermark2 = extracted watermark2 >
graythresh (extracted watermark2);
extracted watermark?2 = im2uint8 (extracted watermark2);
if n==n0
imlog (extracted watermark2, '');
end

Qo Qo Qo Qo Qo o) o) o) o) o) o) Qo Qo Qo
s 5 5 5 5 5 5 5 5 5 5 5 B *©

extracted watermark3 =
blockproc (im2double (extracted watermark), [w w], fun);

extracted watermark3 = matZgray(extracted watermark3);
if n==n0
imlog (extracted watermark3, '');
end
extracted watermark3 = extracted watermark3 >

graythresh (extracted watermark3) ;



extracted watermark3 = imZuint8 (extracted watermark3);
if n==n0

imlog (extracted watermark3, '');
end
diffl = xor (extracted watermarkl,gr);
if n==n0

imlog(diffl, ''");
end
diff2 = xor (extracted watermark2,gr);
if n==n0

imlog(diff2, '');
end
diff3 = xor (extracted watermark3,gr);
if n==n0

imlog (diff3, ''");
end
errl(n) = sum(sum(diffl));
err2(n) = sum(sum(diff2));
err3(n) = sum(sum(diff3));
n

end

figure, plot(noise

noise density,
noise density,

legend ('method #1', 'method #2', 'method #3')

xlabel ('density'),
imlog (gcf, 'err');

density, errl, '-r',...
err2, '-g',
err3, '-b'), grid on

ylabel ('# errors'),

207
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Ko nporpamHoi peanizalili XaOTUHUHUX KapT Ha MpeaMET 3a0e3MeUeHHS

CTiIKOCTI U(POBOTO BOASHOTO 3HAKA

from PIL import Image

import numpy as np

import os

from matplotlib.pyplot import imshow
import matplotlib.pyplot as plt
import cv2

import random

from math import sqgrt

from math import log

np.random.seed (1000)

x =np.random.randint (0, 199, 1024)

y =np.random.randint (0, 199, 1024)
image = "nurel"

ext = ".jpg"

img = cv2.imread(image + ext)[:, :, ::-1]
plt.figure()

plt.imshow(img, plt.cm.gray)
plt.title('Original image')

#imshow (np.asarray(pil im))

plt.figure(figsize=(8,4.4))
plt.rcParams|['font.size'] = '15"
plt.rcParams|['font.family'] = 'Times New Roman'
histogram blue = cvZ.calcHist([img], [0],None, [256], [0,256])
plt.plot (histogram blue, color='blue')
histogram green = cvZ.calcHist([img], [1],None, [256], [0,256])
plt.plot (histogram green, color='green')
histogram red = cv2.calcHist([img], [2],None, [256], [0,256])
plt.plot (histogram red, color='red')
plt.title('"', fontname="'Times New Roman', fontsize=14)
plt.xlabel ('Values of pixels', fontname='Times New Roman')
plt.ylabel ('Number of pixels', fontname='Times New Roman')
current values = plt.gca().get yticks()
plt.gca() .set yticklabels(['{:,.0f}'.format(x) for x in
current values])
plt.savefig("3. Opur. sobpaxeHHa Nure en.pdf", dpi=600,
format="pdf")
#plt.savefig("3. Opur. =zobpaxeHHsa Nure.raw", dpi=300,
format="raw")
plt.show ()
def getImageMatrix gray (img) :

rows, cols, ch = img.shape

img gr = np.zeros([rows, cols])

for row in range (0, rows):
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for col in range (0, cols):
img gr[row] [col]l=((0.3 * img[row][col][0]) + (0.59 *

img[row] [col] [1]) + (0.11 * img[row][col][2]))

return img gr
def corr(samples x, samples y,n):

samples x=np.array (samples x)

samples y=np.array (samples y)

X _=np.sum(samples x)/len(samples x)

y =np.sum(samples y)/len(samples y)

Xy =np.sum(samples x*samples y)/len(samples y)

32x=np.sum(samples_x**2)/len(samples_x)—x_**2

s2y=np.sum(samples y**2)/len(samples y)-y **2

sx=sqrt (s2x)

sy=sgrt (s2y)

r=(xy_-x _*y )/ (sx*sy)

return (r)
def corrDiag(ImageMatrix, font='15', tit='"', fonts=15
,fig=(8,4), sav="1"):

samples x = []

samples y = []

for i in range (1024 ):

samples x.append(ImageMatrix[x[1]][y[i]])

samples y.append(ImageMatrix[x[1]+1] [y[i]])
print (corr (samples x, samples y,1024))
plt.figure (figsize=£fiqg)
plt.rcParams|['font.size'] = font
plt.rcParams|['font.family'] = 'Times New Roman'

plt.scatter (samples x,samples y,s=2)
plt.title(tit, fontname='Times New Roman',6 fontsize=fonts)
plt.xlabel ('Pixel 1', fontname='Times New Roman')
plt.ylabel ('Pixel 2', fontname='Times New Roman')
plt.savefig(sav, dpi=600, format="pdf")
plt.show ()
Image = getImageMatrix gray (img)
corrDiag (ImageMatrix=Image, tit='"', font='15', fonts=15
,£1ig=(8,5), sav="4. ABTOkKOpeNAllid CcycimHix nikcemnis nmisa
OpPUI'lHaAJILHOTO 300paxeHHAa en.pdf" )
[lepeMimyBaHHS 300paxeHHs 3a IOIOMOTOK KapT KOoTa ApHOJbIA
[lepeMimyBaHHS:
$$\begin{pmatrix} x 2 \\ y 2 \end{pmatrix}=\begin{pmatrix} 1 & P
\\ Q & PQ+1 \end{pmatrix}\begin{pmatrix} x 1 \\ y 1
\end{pmatrix} mod (N) SS
BinoHOBJIEHHH
$$\begin{pmatrix} x 1 \\ y 1 \end{pmatrix}=\begin{pmatrix} PQ+1
& -P \\ -0 & 1 \end{pmatrix}\begin{pmatrix} x 2 \\ y 2
\end{pmatrix} mod (N) $$
def ArnoldCatTransform(im, mx) :
rows, cols, ch = im.shape
n = rows

img arnold = np.zeros([rows, cols, ch])
for x in range (0, rows):
for y in range (0, cols):
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x_y = np.array([x,y]l, int)
X y2 = np.dot (mx,x y)3%n
img arnold[x y2[0]][x y2[1]] = im[x] [y]

return img arnold
def EncArnoldCat (img, count):
mx = np.array([[1l, 3],
[1, 411, int)
encimg=np.copy (img)
for x in range (0, count):
encimg = ArnoldCatTransform(encimg, mx)
return encimg.astype (int)
def DecArnoldCat (img, count):
mx = np.array([[4, -3],
[_11 1] ] ’ ll’lt)
encimg=np.copy (img)
for x in range (0, count):
encimg = ArnoldCatTransform(encimg, mx)
return encimg.astype (int)
plt.figure()
trans =EncArnoldCat (img, 44)
plt.imshow (trans, plt.cm.gray)
plt.title('Original image')
plt.savefig("5. NureEncArnoldCat.png", dpi=300)
plt.figure(figsize=(8,4.4))
plt.rcParams|['font.size'] = '15'
plt.rcParams|['font.family'] = 'Times New Roman'
histogram blue =
cv2Z2.calcHist ([trans.astype('uint8')], [0],None, [256], [0,256])
plt.plot (histogram blue, color='blue')
histogram green =
cv2Z2.calcHist ([trans.astype('uint8')], [1],None, [256], [0,256])
plt.plot (histogram green, color='green')
histogram red =
cv2Z2.calcHist ([trans.astype('uint8')], [2],None, [256], [0,256])
plt.plot (histogram red, color='red')
plt.xlabel ('Values of pixels', fontname='Times New Roman')
plt.ylabel ('Number of pixels', fontname='Times New Roman')
current values = plt.gca().get yticks()
plt.gca() .set yticklabels(['{:,.0f}'.format (x) for x in
current values])
plt.savefig("6. 3c00paxeHHsa nicjgga nepeMimyBaHHS 3a IJOIMOMOTOK KapT
koTa ApHojybpa en.pdf", dpi=600, format="pdf")
plt.show (
Image = getlImageMatrix gray(trans)
corrDiag (ImageMatrix=Image, tit='"', font='15', fonts=15
,fig=(8,5), sav="7. ArTokopensuis Illicjasa nepemMimyBaHHS 3a IO
[IOMOTOKN KapT KoTa ApHOJbOa en.pdf"
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AKT

Npo BUKOPHCTANNS PE3YAbTATIB AHcepTaLiiinol poboTy Ha Temy:
«Mozaeas, meToau Ta indopmMauiiina TEXHOA0Tis aprenTudikauil unGpoBHx
300paeHb y NPHKIAAHAX CHCTEMAX KOPHCTYBa®a»»
3n06yBaua KapeapH eNeKTPOHHHX 0049HCTIBATLHHX MALIHH
XapKiBCHKOro HAIOHAILHOTO YHIBEPCHTETY pagioeaeKTpoHiKy

Bosorosoi Hatanii Mukoaaiguu

Mu, W0 HWKYe nignucanucs, HaualbHUK HasyajibHOTO sigainy XHYPE
K.T.H, aol. Mixuosa A.B., gmekas dQakyistery Komn'iorepHol iHAEHepiT T2
yrpaBiinus  K.T.H, gou. Jhawenko O.C., 3asiaysay kaheapu EnexTpoHHUX
0BUMCAIOBANEHHUX MAlIMH A.T.H., npod. Kosatenko A.A., CkIalu HeH aKkT mpo TeE,
WO pe3yibTaTh AucepTauilinoi poboTn Ha 3700yTTA CTyNeHs AOKTOpa birocobii
Bosnorosoi Hatatii MUKoMaiBHH Peaii3oBato B HaBYaTbHOMY Npoueci XapKiscbkoro
HALIOHAIBHOTO  YHIBEpCHTETY palioe/CKTPOHIKH Ha Kadeapi ENeKTPOHHUX
OBYMCTIOBATBHIX MAIIMH, 4 came: METOA HaiiHHOl NepeBipky CrpPaBKHOCTI
UHQPOBOro 300paKeHHs 3 BHCOKMM CTYNEHEM 3aXHMCTY NpH nepeaadi iHbopmaiii, Ta
BJIOCKOHANIEHO METOI MiJABMILEHHA CTIMKOCTI CTeracHcTemu, BOPOBAlACHI B
HaBuaibHMM Tpolec HA Kadeapi eNeKTPOHHMX ODYMCTIOBATBLHMX MAlMH B
KYpCOBOMY Ta JMIIIOMHOMY [POEKTYBaHHI, Ta B aucuuniini «CuereMHe nporpaMHe
3a6esnedeHns» BLANOBIAHO N0 OCBITHRO-Npogeciiinol nporpamu «Kommn'woTepHa
inskeHepis» s 3100yBayiB neploro (6akanaBpebkoro) piBHs BHILOT OCBITH.

o i ;
HauansHuk HABYAILHOTO BIAALTY / —  Anina MIXHOBA
Jlexan daxysnsrery Komn’1oTepHoi
iHskeHepil Ta ynpas/iHHs Vg’ Onexcii JIMIIEHKO
3apiayBay kadeapH eNeKTPOHHHX -
00YNCIIOBATLHUX MALLHH Sy j o - Angpiit KOBAJIEHKO
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