
185 

Дотаток А 

Код програмної реалізації псевдоголаграфічного кодування  

 

 

аttack 
 
function distorted_image = attack(image, attack_type, param) 
switch attack_type 
    case 'gaussian' 
        noise_mean = param(1); 
        noise_var = param(2); 
        distorted_image = imnoise(image, 'gaussian', noise_mean, 
noise_var); 
    case 'salt & pepper' 
        noise_density = param(1); 
        distorted_image = imnoise(image, 'salt & pepper', 
noise_density); 
    case 'rotation' 
        angle = param(1); 
        distorted_image = imrotate(image, angle, 'crop'); 
    case 'hole' 
        distorted_image = image; 
        w = param(1)/2; 
        distorted_image(end/2+(-w+1:w),end/2+(-w+1:w)) = 0; 
    case 'jpeg' 
        quality = param(1); 
        imwrite(image,'dwm.jpg', 'Quality', quality) 
        distorted_image = imread('dwm.jpg'); 
    otherwise 
        distorted_image = image; 
end 

 

imlog 
 
function imlog(im, descr) 

global resPath 
global num 
 
if isempty(resPath)||isempty(num)||isempty(im) 
    return; 
end 
 
name = inputname(1); 
name = sprintf('%s%04i_%s_%s.png', resPath, num, name, descr); 
num = num+1; 
 
if isa(im, 'matlab.ui.Figure') 
    saveas(im, name) 
else 
    imwrite(im, name) 
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end 
 

perm 
 
function permutated_image = perm(image, cond) 

 
sz = numel(image); 
 
rng(17) 
ind = randperm(sz); 
 
switch cond 
    case +1  
        permutated_image = image(ind); 
    case -1  
        permutated_image(ind) = image; 
    otherwise 
        permutated_image = image; 
end 
 
permutated_image = reshape(permutated_image, size(image)); 
 

test_haar1 
clc 
clear 
close all 
 
cond = 1; 
w = 16; 
 
host_image = imread('../_src/host/cameraman.tif'); 
 
qr = imread('../_src/qr/nure.png'); 
qr = imresize(qr(:,:,1)>0, 1/6, 'nearest'); 
qr = imresize(qr, w, 'nearest'); 
 
watermark = qr; 
 
% encode  
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % %  
 
watermark = perm(watermark, cond); 
 
host_image = imresize(host_image(:,:,1), 2*size(watermark)); 
[LL, HL, LH, HH] = dwt2(host_image, 'haar'); 
 
alpha = 0.25; 
watermarked_image = idwt2(LL.*(alpha*watermark+1), HL, LH, HH, 
'haar'); 
watermarked_image = uint8(watermarked_image); 
 
% attacks  
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% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % %  
 
% Gaussian white noise with noise mean = noise_mean and variance 
of 0.01 
noise_mean = 0.15; 
watermarked_image = imnoise(watermarked_image, 'gaussian', 
noise_mean); 
 
% salt and pepper noise with noise density = noise_density 
noise_density = 0.15; 
watermarked_image = imnoise(watermarked_image, 'salt & pepper', 
noise_density); 
 
angle = 4; 
watermarked_image = imrotate(watermarked_image, angle,'crop'); 
angle = []; 
for n=1:100 
    angle(n) = -5+0.1*n; 
    temp = imrotate(watermarked_image, angle(n),'crop'); 
    [L, HL, LH, HH] = dwt2(temp, 'haar'); 
 
    watermark = L-LL; 
 
    watermark = perm(watermark, -cond); 
    [y,x] = gradient(watermark); 
    s(n) = mean2(y.^2+x.^2); 
    n 
end 
figure, plot(angle, s), xlabel('angle'), ylabel('s'), grid on 
 
[~,n] = min(s); 
watermarked_image = imrotate(watermarked_image,angle(n),'crop'); 
 
watermarked_image(end/2+(-end/8:end/8),end/2+(-end/8:end/8)) = 
0; 
 
imwrite(watermarked_image,'dwm.jpg', 'Quality', 10) 
watermarked_image = imread('dwm.jpg'); 
 
figure, imshow(watermarked_image) 
 
% decode  
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % %  
 
[L, HL, LH, HH] = dwt2(watermarked_image, 'haar'); 
 
extracted_watermark = L-LL; 
 
extracted_watermark  = perm(extracted_watermark, -cond); 
 
extracted_watermark(extracted_watermark<0) = 0; 
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extracted_watermark = extracted_watermark  > 
mean2(extracted_watermark ); 
extracted_watermark = uint8(255*extracted_watermark); 
 
figure, imshow(extracted_watermark) 
 
 
% post process  
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % %  
 
proc = @(x) mode(x); 
fun = @(block_struct) repmat(proc(block_struct.data(:)), 
size(block_struct.data)); 
extracted_watermark = blockproc(extracted_watermark, [w w], 
fun); 
figure, imshow(extracted_watermark) 
 
figure, imshow(xor(extracted_watermark,qr)) 
 

test_haar2 
clc 
clear variables 
close all 
 
global resPath 
global num 
 
resPath = '../_dst/'; 
num = 1; 
 
rng('default'); 
 
cond = 1; 
w = 16; 
 
host_image = imread('../_src/host/cameraman.tif'); 
 
qr = imread('../_src/qr/nure.png'); 
qr = imresize(qr(:,:,1)>0, 1/6, 'nearest'); 
qr = imresize(qr, w, 'nearest'); 
 
imlog(qr, ''); 
 
watermark = qr; 
 
% encode  
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % %  
 
watermark = perm(watermark, cond); 
imlog(watermark, ''); 
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host_image = imresize(host_image(:,:,1), 2*size(watermark)); 
imlog(host_image, ''); 
 
wave = 'db1'; 
[LL, HL, LH, HH] = dwt2(host_image, wave); 
 
alpha = 0.1; 
watermarked_image = idwt2(LL.*(alpha*watermark+1), HL, LH, HH, 
wave); 
watermarked_image = uint8(watermarked_image); 
imlog(watermarked_image, ''); 
 
 
% attacks  
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % %  
watermarked_image = attack(watermarked_image, 'gaussian', 7.5); 
 
 
figure, imshow(watermarked_image) 
 
% synchronize 
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % %  
krnl = fspecial('gaussian', 3, 15); 
original = imfilter(host_image, krnl, 'symmetric'); 
distorted = imfilter(watermarked_image, krnl, 'symmetric'); 
 
 
ptsOriginal  = detectORBFeatures(original); 
ptsDistorted = detectORBFeatures(distorted); 
[featuresOriginal,validPtsOriginal] = ... 
    extractFeatures(original,ptsOriginal); 
[featuresDistorted,validPtsDistorted] = ... 
    extractFeatures(distorted,ptsDistorted); 
 
index_pairs = matchFeatures(featuresOriginal,featuresDistorted); 
matchedPtsOriginal  = validPtsOriginal(index_pairs(:,1)); 
matchedPtsDistorted = validPtsDistorted(index_pairs(:,2)); 
 
s = []; 
for t=1:1 
[tform{t},inlierPtsDistorted,inlierPtsOriginal] = ... 
    
estimateGeometricTransform(matchedPtsDistorted,matchedPtsOrigina
l,... 
    'affine', 'MaxDistance', .75, 'Confidence', 99); 
s(t) = length(inlierPtsDistorted); 
end 
[~,t] = max(s); 
 
figure;  
showMatchedFeatures(original,distorted,... 
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    inlierPtsOriginal,inlierPtsDistorted); 
 
angle = rad2deg(atan(tform{t}.T(2,1)/tform{t}.T(1,1))); 
watermarked_image = imrotate(watermarked_image, angle, 'crop'); 
figure; imshow(watermarked_image);  
 
% outputView = imref2d(size(original)); 
% watermarked_image = 
imwarp(watermarked_image,tform{t},'cubic','OutputView',outputVie
w); 
% figure; imshow(watermarked_image);  
 
% decode  
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % %  
 
[L, HL, LH, HH] = dwt2(watermarked_image, wave); 
 
extracted_watermark = L-LL; 
 
extracted_watermark  = perm(extracted_watermark, -cond); 
 
extracted_watermark(extracted_watermark<0) = 0; 
extracted_watermark = extracted_watermark  > 
mean2(extracted_watermark ); 
extracted_watermark = uint8(255*extracted_watermark); 
 
% figure, imshow(extracted_watermark) 
 
 
% post-process  
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % %  
 
proc = @(x) mode(x); 
fun = @(block_struct) repmat(proc(block_struct.data(:)), 
size(block_struct.data)); 
extracted_watermark1 = blockproc(extracted_watermark, [w w], 
fun); 
 
proc = @(x) mean(x); 
fun = @(block_struct) repmat(proc(block_struct.data(:)), 
size(block_struct.data)); 
extracted_watermark2 = blockproc(im2double(extracted_watermark), 
[w w], fun); 
 
% figure, imshow(extracted_watermark2) 
 
extracted_watermark2 = extracted_watermark2 > 
graythresh(extracted_watermark2); 
extracted_watermark2 = im2uint8(extracted_watermark2); 
% figure, imshow([extracted_watermark1 extracted_watermark2]) 
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diff1 = xor(extracted_watermark1,qr); 
diff2 = xor(extracted_watermark2,qr); 
 
% figure, imshow(diff1) 
% figure, imshow(diff2) 
 

test_haar3gauss 
 
clc 
clear variables 
close all 
 
global resPath 
global num 
 
resPath = '../_dst/'; 
num = 1; 
 
rng('default'); 
 
cond = 1; 
w = 16; 
 
host_image = imread('../_src/host/cameraman.tif'); 
 
qr = imread('../_src/qr/nure.png'); 
qr = imresize(qr(:,:,1)>0, 1/6, 'nearest'); 
qr = imresize(qr, w, 'nearest'); 
 
imlog(qr, ''); 
 
watermark = qr; 
 
% encode 
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % 
 
watermark = perm(watermark, cond); 
imlog(watermark, ''); 
 
host_image = imresize(host_image(:,:,1), 2*size(watermark)); 
imlog(host_image, ''); 
 
wave = 'db1'; 
[LL, HL, LH, HH] = dwt2(host_image, wave); 
 
alpha = 0.1; 
watermarked_image = idwt2(LL.*(alpha*watermark+1), HL, LH, HH, 
wave); 
watermarked_image = uint8(watermarked_image); 
imlog(watermarked_image, ''); 
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% attacks 
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % 
gaussian_mean = 0:0.01:0.5; 
gaussian_var = 0:0.001:0.05; 
 
% for n=21 
%     for m=26 
 
for n=1:length(gaussian_mean) 
    for m=1:length(gaussian_var) 
        distorted_image = attack(watermarked_image, ... 
            'gaussian', [gaussian_mean(n) gaussian_var(m)]); 
         
        if n==21 && m==26 
            imlog(distorted_image, ''); 
        end 
         
        % decode 
        % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % % % % % 
         
        [L, HL, LH, HH] = dwt2(distorted_image, wave); 
         
        extracted_watermark = L-LL; 
        extracted_watermark(extracted_watermark<0) = 0; 
        extracted_watermark = mat2gray(extracted_watermark); 
         
        if n==21 && m==26 
            imlog(extracted_watermark, ''); 
        end 
         
        extracted_watermark  = perm(extracted_watermark, -cond); 
        if n==21 && m==26 
            imlog(extracted_watermark, ''); 
        end 
         
         
        extracted_watermark0 = extracted_watermark > 
mean2(extracted_watermark ); 
        extracted_watermark0 = uint8(255*extracted_watermark0); 
        if n==21 && m==26 
            imlog(extracted_watermark0, ''); 
        end 
         
        % post-process 
        % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % % % % % 
 
        % % % % % % % % % % % % % % 
        proc = @(x) mode(x); 
        fun = @(block_struct) repmat(proc(block_struct.data(:)), 
size(block_struct.data)); 
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        extracted_watermark1 = blockproc(extracted_watermark0, 
[w w], fun); 
        if n==21 && m==26 
            imlog(extracted_watermark1, ''); 
        end 
         
        % % % % % % % % % % % % % % 
        proc = @(x) mean(x); 
        fun = @(block_struct) repmat(proc(block_struct.data(:)), 
size(block_struct.data)); 
        extracted_watermark2 = 
blockproc(im2double(extracted_watermark0), [w w], fun); 
        if n==21 && m==26 
            imlog(extracted_watermark2, ''); 
        end 
         
        extracted_watermark2 = extracted_watermark2 > 
graythresh(extracted_watermark2); 
        extracted_watermark2 = im2uint8(extracted_watermark2); 
        if n==21 && m==26 
            imlog(extracted_watermark2, ''); 
        end 
 
        % % % % % % % % % % % % % % 
        extracted_watermark3 = 
blockproc(im2double(extracted_watermark), [w w], fun); 
        if n==21 && m==26 
            imlog(extracted_watermark3, ''); 
        end 
         
        extracted_watermark3 = extracted_watermark3 > 
graythresh(extracted_watermark3); 
        extracted_watermark3 = im2uint8(extracted_watermark3); 
        if n==21 && m==26 
            imlog(extracted_watermark3, ''); 
        end 
        
         
        diff1 = xor(extracted_watermark1,qr); 
        if n==21 && m==26 
            imlog(diff1, ''); 
        end 
        diff2 = xor(extracted_watermark2,qr); 
        if n==21 && m==26 
            imlog(diff2, ''); 
        end 
        diff3 = xor(extracted_watermark3,qr); 
        if n==21 && m==26 
            imlog(diff3, ''); 
        end 
         
        err1(n,m) = sum(sum(diff1)); 
        err2(n,m) = sum(sum(diff2)); 
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        err3(n,m) = sum(sum(diff3)); 
    end 
    n 
end 
 
figure, pcolor(gaussian_var,gaussian_mean,log(err1+1)), 
xlabel('var'), ylabel('mean'), title('method #1') 
colorbar; 
imlog(gcf, 'err1'); 
 
figure, pcolor(gaussian_var,gaussian_mean,log(err2+1)), 
xlabel('var'), ylabel('mean'), title('method #2') 
colorbar; 
imlog(gcf, 'err2'); 
 
figure, pcolor(gaussian_var,gaussian_mean,log(err3+1)), 
xlabel('var'), ylabel('mean'), title('method #3') 
colorbar; 
imlog(gcf, 'err3'); 
 

test_haar3hole 
 
clc 
clear variables 
close all 
 
global resPath 
global num 
 
resPath = '../_dst/'; 
delete([resPath '*.*']) 
 
num = 200; 
 
rng('default'); 
 
cond = 1; 
w = 16; 
 
host_image = imread('../_src/host/cameraman.tif'); 
 
qr = imread('../_src/qr/nure.png'); 
qr = imresize(qr(:,:,1)>0, 1/6, 'nearest'); 
qr = imresize(qr, w, 'nearest'); 
 
imlog(qr, ''); 
 
watermark = qr; 
 
% encode 
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % 
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watermark = perm(watermark, cond); 
imlog(watermark, ''); 
 
host_image = imresize(host_image(:,:,1), 2*size(watermark)); 
imlog(host_image, ''); 
 
wave = 'db1'; 
[LL, HL, LH, HH] = dwt2(host_image, wave); 
 
alpha = 0.1; 
watermarked_image = idwt2(LL.*(alpha*watermark+1), HL, LH, HH, 
wave); 
watermarked_image = uint8(watermarked_image); 
imlog(watermarked_image, ''); 
 
 
% attacks 
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % 
a = 0:50:900; 
n0 = 16; 
 
for n=1:length(a) 
    distorted_image = attack(watermarked_image, ... 
        'hole', [a(n)]); 
     
    if n==n0 
        imlog(distorted_image, ''); 
    end 
     
    % decode 
    % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % % % 
     
    [L, HL, LH, HH] = dwt2(distorted_image, wave); 
     
    extracted_watermark = L-LL; 
    extracted_watermark(extracted_watermark<0) = 0; 
    extracted_watermark = mat2gray(extracted_watermark); 
     
    if n==n0 
        imlog(extracted_watermark, ''); 
    end 
     
    extracted_watermark  = perm(extracted_watermark, -cond); 
    if n==n0 
        imlog(extracted_watermark, ''); 
    end 
         
    extracted_watermark0 = extracted_watermark > 
mean2(extracted_watermark ); 
    extracted_watermark0 = uint8(255*extracted_watermark0); 
    if n==n0 
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        imlog(extracted_watermark0, ''); 
    end 
     
    % post-process 
    % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % % % 
     
    % % % % % % % % % % % % % % 
    proc = @(x) mode(x); 
    fun = @(block_struct) repmat(proc(block_struct.data(:)), 
size(block_struct.data)); 
    extracted_watermark1 = blockproc(extracted_watermark0, [w 
w], fun); 
    if n==n0 
        imlog(extracted_watermark1, ''); 
    end 
     
    % % % % % % % % % % % % % % 
    proc = @(x) mean(x); 
    fun = @(block_struct) repmat(proc(block_struct.data(:)), 
size(block_struct.data)); 
    extracted_watermark2 = 
blockproc(im2double(extracted_watermark0), [w w], fun); 
    if n==n0 
        imlog(extracted_watermark2, ''); 
    end 
     
    extracted_watermark2 = extracted_watermark2 > 
graythresh(extracted_watermark2); 
    extracted_watermark2 = im2uint8(extracted_watermark2); 
    if n==n0 
        imlog(extracted_watermark2, ''); 
    end 
     
    % % % % % % % % % % % % % % 
    extracted_watermark3 = 
blockproc(im2double(extracted_watermark), [w w], fun); 
    extracted_watermark3 = mat2gray(extracted_watermark3); 
    if n==n0 
        imlog(extracted_watermark3, ''); 
    end 
     
    extracted_watermark3 = extracted_watermark3 > 
graythresh(extracted_watermark3); 
    extracted_watermark3 = im2uint8(extracted_watermark3); 
    if n==n0 
        imlog(extracted_watermark3, ''); 
    end 
     
     
    diff1 = xor(extracted_watermark1,qr); 
    if n==n0 
        imlog(diff1, ''); 
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    end 
    diff2 = xor(extracted_watermark2,qr); 
    if n==n0 
        imlog(diff2, ''); 
    end 
    diff3 = xor(extracted_watermark3,qr); 
    if n==n0 
        imlog(diff3, ''); 
    end 
     
    err1(n) = sum(sum(diff1)); 
    err2(n) = sum(sum(diff2)); 
    err3(n) = sum(sum(diff3)); 
     
    n 
end 
 
figure, plot(a, err1, '-r',... 
    a, err2, '-g', ... 
    a, err3, '-b'), grid on 
legend('method #1','method #2','method #3') 
xlabel('size'), ylabel('# errors'),  
axis([0 900 -1 100]) 
imlog(gcf, 'err'); 
 

test_haar3jpeg 
 
clc 
clear variables 
close all 

 
global resPath 
global num 
 
resPath = '../_dst/'; 
delete([resPath '*.*']) 
 
num = 200; 
 
rng('default'); 
 
cond = 1; 
w = 16; 
 
host_image = imread('../_src/host/cameraman.tif'); 
 
qr = imread('../_src/qr/nure.png'); 
qr = imresize(qr(:,:,1)>0, 1/6, 'nearest'); 
qr = imresize(qr, w, 'nearest'); 
 
imlog(qr, ''); 
 
watermark = qr; 
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% encode 
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % 
 
watermark = perm(watermark, cond); 
imlog(watermark, ''); 
 
host_image = imresize(host_image(:,:,1), 2*size(watermark)); 
imlog(host_image, ''); 
 
wave = 'db1'; 
[LL, HL, LH, HH] = dwt2(host_image, wave); 
 
alpha = 0.1; 
watermarked_image = idwt2(LL.*(alpha*watermark+1), HL, LH, HH, 
wave); 
watermarked_image = uint8(watermarked_image); 
imlog(watermarked_image, ''); 
 
 
% attacks 
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % 
quality = 1:100; 
n0 = 9; 
 
for n=1:length(quality) 
    distorted_image = attack(watermarked_image, ... 
        'jpeg', [quality(n)]); 
     
    if n==n0 
        imlog(distorted_image, ''); 
    end 
     
    % decode 
    % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % % % 
     
    [L, HL, LH, HH] = dwt2(distorted_image, wave); 
     
    extracted_watermark = L-LL; 
    extracted_watermark(extracted_watermark<0) = 0; 
    extracted_watermark = mat2gray(extracted_watermark); 
     
    if n==n0 
        imlog(extracted_watermark, ''); 
    end 
     
    extracted_watermark  = perm(extracted_watermark, -cond); 
    if n==n0 
        imlog(extracted_watermark, ''); 
    end 
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    extracted_watermark0 = extracted_watermark > 
mean2(extracted_watermark ); 
    extracted_watermark0 = uint8(255*extracted_watermark0); 
    if n==n0 
        imlog(extracted_watermark0, ''); 
    end 
     
    % post-process 
    % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % % % 
     
    % % % % % % % % % % % % % % 
    proc = @(x) mode(x); 
    fun = @(block_struct) repmat(proc(block_struct.data(:)), 
size(block_struct.data)); 
    extracted_watermark1 = blockproc(extracted_watermark0, [w 
w], fun); 
    if n==n0 
        imlog(extracted_watermark1, ''); 
    end 
     
    % % % % % % % % % % % % % % 
    proc = @(x) mean(x); 
    fun = @(block_struct) repmat(proc(block_struct.data(:)), 
size(block_struct.data)); 
    extracted_watermark2 = 
blockproc(im2double(extracted_watermark0), [w w], fun); 
    if n==n0 
        imlog(extracted_watermark2, ''); 
    end 
     
    extracted_watermark2 = extracted_watermark2 > 
graythresh(extracted_watermark2); 
    extracted_watermark2 = im2uint8(extracted_watermark2); 
    if n==n0 
        imlog(extracted_watermark2, ''); 
    end 
     
    % % % % % % % % % % % % % % 
    extracted_watermark3 = 
blockproc(im2double(extracted_watermark), [w w], fun); 
    extracted_watermark3 = mat2gray(extracted_watermark3); 
    if n==n0 
        imlog(extracted_watermark3, ''); 
    end 
     
    extracted_watermark3 = extracted_watermark3 > 
graythresh(extracted_watermark3); 
    extracted_watermark3 = im2uint8(extracted_watermark3); 
    if n==n0 
        imlog(extracted_watermark3, ''); 
    end 
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    diff1 = xor(extracted_watermark1,qr); 
    if n==n0 
        imlog(diff1, ''); 
    end 
    diff2 = xor(extracted_watermark2,qr); 
    if n==n0 
        imlog(diff2, ''); 
    end 
    diff3 = xor(extracted_watermark3,qr); 
    if n==n0 
        imlog(diff3, ''); 
    end 
     
    err1(n) = sum(sum(diff1)); 
    err2(n) = sum(sum(diff2)); 
    err3(n) = sum(sum(diff3)); 
     
    n 
end 
 
figure, plot(quality, err1, '-r',... 
    quality, err2, '-g', ... 
    quality, err3, '-b'), grid on 
legend('method #1','method #2','method #3') 
xlabel('quality'), ylabel('# errors'),  
% axis([0 900 -1 100]) 
imlog(gcf, 'err'); 
 

test_haar3rotation 
 
clc 
clear variables 
close all 
 
global resPath 
global num 
 
resPath = '../_dst/'; 
delete([resPath '*.*']) 
 
num = 200; 
 
rng('default'); 
 
cond = 1; 
w = 16; 
 
host_image = imread('../_src/host/cameraman.tif'); 
 
qr = imread('../_src/qr/nure.png'); 
qr = imresize(qr(:,:,1)>0, 1/6, 'nearest'); 
qr = imresize(qr, w, 'nearest'); 
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imlog(qr, ''); 
 
watermark = qr; 
 
% encode 
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % 
 
watermark = perm(watermark, cond); 
imlog(watermark, ''); 
 
host_image = imresize(host_image(:,:,1), 2*size(watermark)); 
imlog(host_image, ''); 
 
wave = 'db1'; 
[LL, HL, LH, HH] = dwt2(host_image, wave); 
 
alpha = 0.1; 
watermarked_image = idwt2(LL.*(alpha*watermark+1), HL, LH, HH, 
wave); 
watermarked_image = uint8(watermarked_image); 
imlog(watermarked_image, ''); 
 
 
% attacks 
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % 
angle = -2:0.1:2; 
n0 = 23; 
 
for n=1:length(angle) 
    distorted_image = attack(watermarked_image, ... 
        'rotation', [angle(n)]); 
    if n==n0 
        imlog(distorted_image, ''); 
    end 
     
% % %     % synchronize 
% % %     % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % % % % % % 
% % %     krnl = fspecial('gaussian', 3, 15); 
% % %     blurred_host = imfilter(host_image, krnl, 
'symmetric'); 
% % %     if n==n0 
% % %         imlog(blurred_host, ''); 
% % %     end 
% % %      
% % %     blurred_distorted = imfilter(distorted_image, krnl, 
'symmetric'); 
% % %     if n==n0 
% % %         imlog(blurred_distorted, ''); 
% % %     end 
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% % %      
% % %     ptsOriginal  = detectORBFeatures(blurred_host); 
% % %     ptsDistorted = detectORBFeatures(blurred_distorted); 
% % %     [featuresOriginal,validPtsOriginal] = ... 
% % %         extractFeatures(blurred_host,ptsOriginal); 
% % %     [featuresDistorted,validPtsDistorted] = ... 
% % %         extractFeatures(blurred_distorted,ptsDistorted); 
% % %      
% % %     index_pairs = 
matchFeatures(featuresOriginal,featuresDistorted); 
% % %     matchedPtsOriginal  = 
validPtsOriginal(index_pairs(:,1)); 
% % %     matchedPtsDistorted = 
validPtsDistorted(index_pairs(:,2)); 
% % %      
% % %     [tform,inlierPtsDistorted,inlierPtsOriginal] = ... 
% % %         
estimateGeometricTransform(matchedPtsDistorted,matchedPtsOrigina
l,... 
% % %         'affine', 'MaxDistance', .75, 'Confidence', 99); 
% % %      
% % %     if n==n0 
% % %         figure, 
showMatchedFeatures(blurred_host,blurred_distorted,... 
% % %             inlierPtsOriginal,inlierPtsDistorted); 
% % %         imlog(gcf, 'showMatchedFeatures'); 
% % %     end 
% % %      
% % %     estimated_angle = 
rad2deg(atan(tform.T(2,1)/tform.T(1,1))); 
% % %     distorted_image = imrotate(distorted_image, 
estimated_angle, 'crop'); 
% % %     if n==n0 
% % %         imlog(distorted_image, ''); 
% % %     end 
     
    % decode 
    % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % % % 
     
    [L, HL, LH, HH] = dwt2(distorted_image, wave); 
     
    extracted_watermark = L-LL; 
    extracted_watermark(extracted_watermark<0) = 0; 
    extracted_watermark = mat2gray(extracted_watermark); 
     
    if n==n0 
        imlog(extracted_watermark, ''); 
    end 
     
    extracted_watermark  = perm(extracted_watermark, -cond); 
    if n==n0 
        imlog(extracted_watermark, ''); 
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    end 
     
    extracted_watermark0 = extracted_watermark > 
mean2(extracted_watermark ); 
    extracted_watermark0 = uint8(255*extracted_watermark0); 
    if n==n0 
        imlog(extracted_watermark0, ''); 
    end 
     
    % post-process 
    % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % % % 
     
    % % % % % % % % % % % % % % 
    proc = @(x) mode(x); 
    fun = @(block_struct) repmat(proc(block_struct.data(:)), 
size(block_struct.data)); 
    extracted_watermark1 = blockproc(extracted_watermark0, [w 
w], fun); 
    if n==n0 
        imlog(extracted_watermark1, ''); 
    end 
     
    % % % % % % % % % % % % % % 
    proc = @(x) mean(x); 
    fun = @(block_struct) repmat(proc(block_struct.data(:)), 
size(block_struct.data)); 
    extracted_watermark2 = 
blockproc(im2double(extracted_watermark0), [w w], fun); 
    if n==n0 
        imlog(extracted_watermark2, ''); 
    end 
     
    extracted_watermark2 = extracted_watermark2 > 
graythresh(extracted_watermark2); 
    extracted_watermark2 = im2uint8(extracted_watermark2); 
    if n==n0 
        imlog(extracted_watermark2, ''); 
    end 
     
    % % % % % % % % % % % % % % 
    extracted_watermark3 = 
blockproc(im2double(extracted_watermark), [w w], fun); 
    extracted_watermark3 = mat2gray(extracted_watermark3); 
    if n==n0 
        imlog(extracted_watermark3, ''); 
    end 
     
    extracted_watermark3 = extracted_watermark3 > 
graythresh(extracted_watermark3); 
    extracted_watermark3 = im2uint8(extracted_watermark3); 
    if n==n0 
        imlog(extracted_watermark3, ''); 
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    end 
     
     
    diff1 = xor(extracted_watermark1,qr); 
    if n==n0 
        imlog(diff1, ''); 
    end 
    diff2 = xor(extracted_watermark2,qr); 
    if n==n0 
        imlog(diff2, ''); 
    end 
    diff3 = xor(extracted_watermark3,qr); 
    if n==n0 
        imlog(diff3, ''); 
    end 
     
    err1(n) = sum(sum(diff1)); 
    err2(n) = sum(sum(diff2)); 
    err3(n) = sum(sum(diff3)); 
     
    n 
end 
 
figure, plot(angle, err1, '-r',... 
    angle, err2, '-g', ... 
    angle, err3, '-b'), grid on 
legend('method #1','method #2','method #3') 
xlabel('angle'), ylabel('# errors'), 
imlog(gcf, 'err'); 
 

test_haar3salt 
 
clc 

clear variables 
close all 
 
global resPath 
global num 
 
resPath = '../_dst/2/'; 
num = 100; 
 
rng('default'); 
 
cond = 1; 
w = 16; 
 
host_image = imread('../_src/host/cameraman.tif'); 
 
qr = imread('../_src/qr/nure.png'); 
qr = imresize(qr(:,:,1)>0, 1/6, 'nearest'); 
qr = imresize(qr, w, 'nearest'); 
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imlog(qr, ''); 
 
watermark = qr; 
 
% encode 
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % 
 
watermark = perm(watermark, cond); 
imlog(watermark, ''); 
 
host_image = imresize(host_image(:,:,1), 2*size(watermark)); 
imlog(host_image, ''); 
 
wave = 'db1'; 
[LL, HL, LH, HH] = dwt2(host_image, wave); 
 
alpha = 0.1; 
watermarked_image = idwt2(LL.*(alpha*watermark+1), HL, LH, HH, 
wave); 
watermarked_image = uint8(watermarked_image); 
imlog(watermarked_image, ''); 
 
 
% attacks 
% % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % 
noise_density = 0:0.01:0.5; 
n0 = 16; 
 
for n=1:length(noise_density) 
    distorted_image = attack(watermarked_image, ... 
        'salt & pepper', [noise_density(n)]); 
     
    if n==n0 
        imlog(distorted_image, ''); 
    end 
     
    % decode 
    % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % % % 
     
    [L, HL, LH, HH] = dwt2(distorted_image, wave); 
     
    extracted_watermark = L-LL; 
    extracted_watermark(extracted_watermark<0) = 0; 
    extracted_watermark = mat2gray(extracted_watermark); 
     
    if n==n0 
        imlog(extracted_watermark, ''); 
    end 
     
    extracted_watermark  = perm(extracted_watermark, -cond); 
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    if n==n0 
        imlog(extracted_watermark, ''); 
    end 
     
     
    extracted_watermark0 = extracted_watermark > 
mean2(extracted_watermark ); 
    extracted_watermark0 = uint8(255*extracted_watermark0); 
    if n==n0 
        imlog(extracted_watermark0, ''); 
    end 
     
    % post-process 
    % % % % % % % % % % % % % % % % % % % % % % % % % % % % % % 
% % % % % % 
     
    % % % % % % % % % % % % % % 
    proc = @(x) mode(x); 
    fun = @(block_struct) repmat(proc(block_struct.data(:)), 
size(block_struct.data)); 
    extracted_watermark1 = blockproc(extracted_watermark0, [w 
w], fun); 
    if n==n0 
        imlog(extracted_watermark1, ''); 
    end 
     
    % % % % % % % % % % % % % % 
    proc = @(x) mean(x); 
    fun = @(block_struct) repmat(proc(block_struct.data(:)), 
size(block_struct.data)); 
    extracted_watermark2 = 
blockproc(im2double(extracted_watermark0), [w w], fun); 
    if n==n0 
        imlog(extracted_watermark2, ''); 
    end 
     
    extracted_watermark2 = extracted_watermark2 > 
graythresh(extracted_watermark2); 
    extracted_watermark2 = im2uint8(extracted_watermark2); 
    if n==n0 
        imlog(extracted_watermark2, ''); 
    end 
     
    % % % % % % % % % % % % % % 
    extracted_watermark3 = 
blockproc(im2double(extracted_watermark), [w w], fun); 
    extracted_watermark3 = mat2gray(extracted_watermark3); 
    if n==n0 
        imlog(extracted_watermark3, ''); 
    end 
     
    extracted_watermark3 = extracted_watermark3 > 
graythresh(extracted_watermark3); 
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    extracted_watermark3 = im2uint8(extracted_watermark3); 
    if n==n0 
        imlog(extracted_watermark3, ''); 
    end 
     
     
    diff1 = xor(extracted_watermark1,qr); 
    if n==n0 
        imlog(diff1, ''); 
    end 
    diff2 = xor(extracted_watermark2,qr); 
    if n==n0 
        imlog(diff2, ''); 
    end 
    diff3 = xor(extracted_watermark3,qr); 
    if n==n0 
        imlog(diff3, ''); 
    end 
     
    err1(n) = sum(sum(diff1)); 
    err2(n) = sum(sum(diff2)); 
    err3(n) = sum(sum(diff3)); 
     
    n 
end 
 
figure, plot(noise_density, err1, '-r',... 
    noise_density, err2, '-g', ... 
    noise_density, err3, '-b'), grid on 
legend('method #1','method #2','method #3') 
xlabel('density'), ylabel('# errors'),  
imlog(gcf, 'err'); 
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Дотаток Б 

Код програмної реалізації хаотичних карт на предмет забезпечення 

стійкості цифрового водяного знака 

 

 

from PIL import Image 
import numpy as np 
import os 
from matplotlib.pyplot import imshow 
import matplotlib.pyplot as plt 
import cv2  
import random 
from math import sqrt 
from math import log 
np.random.seed(1000) 
x =np.random.randint(0, 199, 1024) 
y =np.random.randint(0, 199, 1024) 
image = "nure1" 
ext = ".jpg" 
img = cv2.imread(image + ext)[:, :, ::-1] 
plt.figure() 
plt.imshow(img, plt.cm.gray) 
plt.title('Original image') 
#imshow(np.asarray(pil_im)) 
 
plt.figure(figsize=(8,4.4)) 
plt.rcParams['font.size'] = '15' 
plt.rcParams['font.family'] = 'Times New Roman' 
histogram_blue = cv2.calcHist([img],[0],None,[256],[0,256]) 
plt.plot(histogram_blue, color='blue')  
histogram_green = cv2.calcHist([img],[1],None,[256],[0,256])  
plt.plot(histogram_green, color='green')  
histogram_red = cv2.calcHist([img],[2],None,[256],[0,256])  
plt.plot(histogram_red, color='red') 
plt.title('',  fontname='Times New Roman',fontsize=14) 
plt.xlabel('Values of pixels', fontname='Times New Roman') 
plt.ylabel('Number of pixels', fontname='Times New Roman') 
current_values = plt.gca().get_yticks() 
plt.gca().set_yticklabels(['{:,.0f}'.format(x) for x in 
current_values]) 
plt.savefig("3. Ориг. зображення Nure_en.pdf", dpi=600, 
format="pdf") 
#plt.savefig("3. Ориг. зображення Nure.raw", dpi=300, 
format="raw") 
plt.show() 
def getImageMatrix_gray (img): 
    rows, cols, ch = img.shape 
    img_gr = np.zeros([rows, cols]) 
    for row in range(0, rows): 
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        for col in range(0, cols): 
            img_gr[row][col]=((0.3 * img[row][col][0]) + (0.59 * 
img[row][col][1]) + (0.11 * img[row][col][2])) 
    return img_gr 
def corr(samples_x, samples_y,n): 
    samples_x=np.array(samples_x) 
    samples_y=np.array(samples_y) 
    x_=np.sum(samples_x)/len(samples_x) 
    y_=np.sum(samples_y)/len(samples_y) 
    xy_=np.sum(samples_x*samples_y)/len(samples_y) 
    s2x=np.sum(samples_x**2)/len(samples_x)-x_**2 
    s2y=np.sum(samples_y**2)/len(samples_y)-y_**2 
    sx=sqrt(s2x) 
    sy=sqrt(s2y) 
    r=(xy_-x_*y_)/(sx*sy) 
    return (r) 
def corrDiag(ImageMatrix, font='15', tit='', fonts=15 
,fig=(8,4), sav="1"): 
    samples_x = [] 
    samples_y = [] 
    for i in range(1024 ): 
        samples_x.append(ImageMatrix[x[i]][y[i]]) 
        samples_y.append(ImageMatrix[x[i]+1][y[i]]) 
    print (corr(samples_x, samples_y,1024)) 
    plt.figure(figsize=fig) 
    plt.rcParams['font.size'] = font 
    plt.rcParams['font.family'] = 'Times New Roman' 
    plt.scatter(samples_x,samples_y,s=2) 
    plt.title(tit,  fontname='Times New Roman',fontsize=fonts) 
    plt.xlabel('Pixel 1', fontname='Times New Roman') 
    plt.ylabel('Pixel 2', fontname='Times New Roman') 
    plt.savefig(sav, dpi=600, format="pdf") 
    plt.show() 
Image = getImageMatrix_gray(img) 
corrDiag(ImageMatrix=Image, tit='', font='15', fonts=15 
,fig=(8,5), sav="4. Автокореляція сусідніх пікселів для 
оригінального зображення_en.pdf" ) 
Перемішування зображення за допомогою карт кота Арнольда 
Перемішування: 
$$\begin{pmatrix} x_2 \\ y_2 \end{pmatrix}=\begin{pmatrix} 1 & P 
\\ Q & PQ+1 \end{pmatrix}\begin{pmatrix} x_1 \\ y_1 
\end{pmatrix} mod (N)   $$ 
Відновлення : 
$$\begin{pmatrix} x_1 \\ y_1 \end{pmatrix}=\begin{pmatrix} PQ+1 
& -P \\ -Q & 1 \end{pmatrix}\begin{pmatrix} x_2 \\ y_2 
\end{pmatrix} mod (N)   $$ 
def ArnoldCatTransform(im, mx): 
    rows, cols, ch = im.shape 
    n = rows 
     
    img_arnold = np.zeros([rows, cols, ch]) 
    for x in range(0, rows): 
            for y in range(0, cols): 
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                x_y = np.array([x,y], int) 
                x_y2 = np.dot(mx,x_y)%n 
                img_arnold[x_y2[0]][x_y2[1]] = im[x][y]  
    return img_arnold 
def EncArnoldCat (img, count): 
    mx = np.array([[1, 3], 
                   [1, 4]], int) 
    encimg=np.copy(img) 
    for x in range(0, count): 
        encimg = ArnoldCatTransform(encimg, mx) 
    return encimg.astype(int) 
def DecArnoldCat (img, count): 
    mx = np.array([[4, -3], 
          [-1, 1]], int) 
    encimg=np.copy(img) 
    for x in range(0, count): 
        encimg = ArnoldCatTransform(encimg, mx) 
    return encimg.astype(int) 
plt.figure() 
trans =EncArnoldCat (img, 44) 
plt.imshow(trans, plt.cm.gray) 
plt.title('Original image') 
plt.savefig("5. NureEncArnoldCat.png", dpi=300) 
 plt.figure(figsize=(8,4.4)) 
plt.rcParams['font.size'] = '15' 
plt.rcParams['font.family'] = 'Times New Roman' 
histogram_blue = 
cv2.calcHist([trans.astype('uint8')],[0],None,[256],[0,256]) 
plt.plot(histogram_blue, color='blue')  
histogram_green = 
cv2.calcHist([trans.astype('uint8')],[1],None,[256],[0,256])  
plt.plot(histogram_green, color='green')  
histogram_red = 
cv2.calcHist([trans.astype('uint8')],[2],None,[256],[0,256])  
plt.plot(histogram_red, color='red') 
plt.xlabel('Values of pixels', fontname='Times New Roman') 
plt.ylabel('Number of pixels', fontname='Times New Roman') 
current_values = plt.gca().get_yticks() 
plt.gca().set_yticklabels(['{:,.0f}'.format(x) for x in 
current_values]) 
plt.savefig("6. Зображення після перемішування за допомогою карт 
кота Арнольда_en.pdf", dpi=600, format="pdf") 
plt.show( 
Image = getImageMatrix_gray(trans) 
corrDiag(ImageMatrix=Image, tit='', font='15', fonts=15 
,fig=(8,5), sav="7. Автокореляція Після перемішування за до 
помогою карт кота Арнольда_en.pdf" 
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