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There are currently no secure information systems and networks. This is due
to the fact that each network equipment and software has a certain list of
vulnerabilities. According to the analysis, it was found that the main causes of
vulnerabilities are outdated software and non-compliance with the principles of
secure software development. Vulnerability management scenarios (plans) must
be developed to effectively eliminate network equipment vulnerabilities. These
scenarios will include regular testing of patch management coverage of the IT
infrastructure, the use of a proactive approach in the elimination of vulnerabilities,
and the schedule of updating operating systems and software. With a developed
vulnerability management plan and its periodic updates, each company will have
a clear strategy for eliminating vulnerabilities and improving security as a whole.

Ha cporomHimHiii neHb HE ICHY€ 1A€albHO 3aXMINCHUX Ta O€3MEUHUX
1HpOpPMALIHHUX CHCTEM, SIKI MPU LBOMY HE 3HAXOIATHCS B 130JbOBAHOMY
IPOCTOPI, a BUKOHYIOTh CBOKO Oi3HEC-(YHKII0. TOMY HaBITh y caMiii HaI1iiH1i
Ta TMEPEBIPEHIN CUCTEM1 MOXKYThb BHUSIBUTHCS BPA3JIMBOCTI, BUSBIICHI SIK B
KOMYHIKAI[IHHOMY MEPEXKHOMY OOJIalHaHHI Tak 1 B J0JAaTKaX Ha KIHIEBUX
OPUCTPOX. TakuM YMHOM, NP aHali3l pu3MKiB iH(popManiiiHoi Ge3nekn Tpeda
BpPaxOBYBAaTH BPA3JIMBOCTI MEPEKHOTO OOJIaIHAHHS ISl MIHIMI3AI[li PU3UKIB SIK
Ha €Talri MPOECKTYBAHHs TaK 1 MiJ 4Yac (PyHKIIOHYBaHHS 1H(POKOMYHIKALIAHOT
MEPEXKI.

JIxepenom OaraTb0X BPa3IMBOCTEH € 3acTapijiec mporpamHe 3a0e3neYeHHs
(I13), HeOe3neuH1 TPOTOKOJ1 Ta HEAOTPUMAHHS MPUHLIMITIB O€3MEYHOT PO3POOKH
noparkie ta I[13. Jlng anamizy Ta BpaxyBaHHs HaWOUIBIIOI KIJIBKOCTI
BPa3MBOCTEH 3rigHO 3 MikHapogHum ctanaaptom NIST 800-53 [2], Oyno
CTBOPEHO CHCTEMY 3arajlHuX Bpa3imBocTedl Ta pusukie  (Common
Vulnerabilities and Exposures, CVE), mo Hagae e€TajlOHHMA METON s
3arajnbHOBIIOMMX BPA3IMBOCTEH 1H(MOPMAILIHHOT OE3MEKN Ta BILUIABY.

JInsg OXOMNEHHST BCIX OCHOBHHMX XAPAKTEPUCTUK Ta YHMCIIOBOI OLIHKA
BPa3JIMBOCTEH BUKOPUCTOBYETHCS 3arajbHa CUCTEMA OILIIHKM BPA3JIMBOCTI
(Common Vulnerability Scoring System, CVSS). Bei i1 cucremMu gonomararoth
OpraHizaiisiM HaJICKHUM YHHOM OLIHHTA Ta BU3HAYMTH NPIOPUTETH CBOIX
POLECIB YIIPABIIHHS BPA3JIMBOCTIMM.
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3rigHO  aHaniTMYHMX paHux [1] BpasnMBOCTI  PO3MOAINAKTLCA 3a
HaCTYMHUMW KaTeropisMm WOAO 11X BUKOPUCTAHHA 3/10BMUCHUKamMK Ta
peanisayieto atakm (Puc. 1).

PucyHok 1- Tunu atak, peanizoBaHUX 3a LOMOMOroK Bpa3/IMBOCTEN
MEPEeXHOro obnagHaHHs
3rigHO npoBefeHOro aHanisy, HannonynApHiWMMM Ta KPUTUYHUMM
BpasnmeocTaAmu B 2022 poui € HacTynHi [1,3]:
. Log4j (CVE-2021-44228),
. ProxyNotShell (CVE-2022-41040),
. Spring4Shell (CVE-2022-22965),
. Atlassian Confluence (CVE-2022-26134, CVE-2022-26138),
. Zimbra RCE (CVE-2022-27925, CVE-2022-41352),
. Follina web framework Ruby on Rails (CVE-2022-30190),
. F5 BIG-IP (CVE-2022-1388).

Y 2023 poui ekcrneptu MPOrHo3ywTb, WO Bpas3imsocTi Log4Shell,
Spring4Shell Ta nofgi6HI 0 HMX e AOBro 3a1MWaTUMYTbCA 3arpo30t0, OCKINbKK
CUCTEMMU, L0 BUKOPUCTOBYHOTL faHe Bpasnuee M3, WMPOKO NOLLMPEHI.

BucHoBku: [Ana e(eKTUBHOrO YCYHEHHSA Bpas/IMBOCTEN MEPEXHOro
obnagHaHHA nNOTPIGHO po3pob6nATM  cueHapii  (NnaHW) 3 ynpa./iHHA
BpasnueocTaAMU. [aHi cueHapil BKNOYATUMYTb PerynspHy nepeBipKy NOKPUTTA
naty-mMeHeKMeHTOM I T-iH(pacTPpyKTypn, 3acTOCYBaHHS  MPOAKTMBHOIO
Migxo4y B YCYHEHHI Bpa3MBOCTei Ta rpagiky OHOBNEHHA onepawlinHuX CUCTEM
Ta nporpamHoro 3a6esneyeHHs. 3aBAAKM PO3PO6/MEHOMY MfiaHy 3 ynpaB/iHHSA
BPa3NIMBOCTAMM Ta MOro NepiogMyHOro OHOBJIEHHS KOXHA KOMMNaHis Matume
YiTKYy CTpaTerito i3 YCyHEeHHS Bpa3/IMBOCTeN Ta NiABULEHHSA 6e3neKn B LiNoMy.

CnNCOK BUKOPUCTaAHUX [Kepent:

1. The annual report’22 of the European Union Agency for Cybersecurity,
ENISA. The 10th edition, 2023. - 96 p.

2. The NIST Risk Management Framework, NIST Special Publications 800-
53, 2022. - 47 p. https://nvd.nist.gov/vuln

3. National Vulnerability Database (NVD). CVSS’22. https://www.nist.gov/

101


https://nvd.nist.gov/vuln
https://nvd.nist.gov/
https://www.nist.gov/

