JTOJIATOK A

Kon bpokepa

import asyncio

import websockets

import json

import logging

from typing import Dict, Set, Optional, Any
from datetime import datetime

import hashlib

# HanamryBaHHS JIOTyBaHHS
logging.basicConfig(
level=logging.INFO,
format="%(asctime)s — %(name)s — %(levelname)s — %(message)s'

)
logger = logging.getLogger('Broker')

class MessageBroker:
def init  (self, host="localhost', port=8765, password='broker123'):
self.host = host
self.port = port

self.password = password

# CnoBHuK KJi€HTIB: websocket — client info

self.clients: Dict[websockets.WebSocketServerProtocol, Dict[str, Any]] = {}

# CnoBHUK TIAMUCOK: topic —> set(websockets)

self.subscriptions: Dict[str, Set[websockets. WebSocketServerProtocol]] = {}

74



75

# CrarucTuka
self.message count =0

self.start time = datetime.now()

logger.info(f"Broker initialized on {host}:{port}")

def hash password(self, password: str) — str:

""" Xeutysanus napons 015 be3neku

return hashlib.sha256(password.encode()).hexdigest()

def authenticate(self, password: str) — bool:
"""[lepesipka napona"""

return self. hash password(password) == self. hash password(self.password)

async def send message(self, websocket: websockets. WebSocketServerProtocol,
message: Dict[str, Any]):

"""Bionpasxa nogioomnenns kiicumy"""

try:
await websocket.send(json.dumps(message))
except websockets.exceptions.ConnectionClosed:
logger.warning(f"'Failed to send message — connection closed")
except Exception as e:

logger.error(f'Error sending message: {e}")

async def broadcast to subscribers(self, topic: str, message: Dict[str, Any]):
"""Bionpasxka nogioomnenHs 6cim nionucHuxkam monika"""
if topic not in self.subscriptions:
logger.debug(f'"No subscribers for topic: {topic}")

return
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subscribers = self.subscriptions[topic].copy() # Komis mist 6e3nexu

logger.info(f"Broadcasting to {len(subscribers)} subscribers of topic '{topic}'")

# BinnpaisieMo MOB1AOMJICHHS BCIM MiAMUCHUKAM
for subscriber in subscribers:
if subscriber in self.clients:
await self. send message(subscriber, {
'type': 'message’,
'topic': topic,
'data': message,
'timestamp': datetime.now().isoformat()

})

async def handle auth(self, websocket: websockets. WebSocketServerProtocol, data:
Dict[str, Any]) — bool:
"""Obpobra aymenmuikayii""
password = data.get('password', ")

client name = data.get('client name', '"Unknown')

if self. authenticate(password):
# YcnimHa ayTeHTH(IKAISA
self.clients|websocket] = {
'name': client name,
'authenticated': True,
'connected at': datetime.now(),

'subscriptions': set()

await self. send message(websocket, {

'type': 'auth_response’,
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'success': True,

'message'’: f'Welcome, {client name}!'

})

logger.info(f"Client '{client name}' authenticated successfully")
return True
else:
# HeBnana ayreHTHdiKaIis
await self. send message(websocket, {
'type': 'auth_response',
'success': False,

'message': 'Authentication failed'

})

logger.warning(f" Authentication failed for client '{client name}"")

return False

async def handle subscribe(self, websocket: websockets. WebSocketServerProtocol,
data: Dict[str, Any]):
"""Obpobxra nionucku va monik"""
if websocket not in self.clients or not self.clients|[websocket]['authenticated']:
await self. send message(websocket, {
'type'": 'error’,
'message': "Not authenticated'

})

return

topic = data.get('topic', ")

client name = self.clients|websocket]['name']



if not topic:
await self. send message(websocket, {
'type': 'error’,
'message': "Topic cannot be empty'

})

return

# Jlonaemo miAnucKy
if topic not in self.subscriptions:

self.subscriptions[topic] = set()

self.subscriptions[topic].add(websocket)

self.clients[websocket]['subscriptions'].add(topic)

await self. send message(websocket, {
'type': 'subscribe response’,
'success': True,
'topic': topic,
'message': f'Successfully subscribed to {topic}'

5

logger.info(f"Client '{client name}' subscribed to topic '{topic}"")

async def handle unsubscribe(self, websocket:
websockets. WebSocketServerProtocol, data: Dict[str, Any]):

"

"""Obpobka sionucku 8i0 monika

if websocket not in self.clients or not self.clients|websocket]['authenticated']:

return

topic = data.get('topic', ")
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client name = self.clients[websocket]['name']

if topic in self.subscriptions and websocket in self.subscriptions[topic]:
self.subscriptions[topic].remove(websocket)

self.clients|websocket]['subscriptions'].discard(topic)

# BunanseMo nMopokKHi TOIMIKH
if not self.subscriptions[topic]:

del self.subscriptions[topic]

await self. send message(websocket, {
'type': 'unsubscribe response’,
'success': True,
'topic': topic,
'message': f'Successfully unsubscribed from {topic}'

})

logger.info(f"Client '{client name}' unsubscribed from topic '{topic}"")

async def handle publish(self, websocket: websockets. WebSocketServerProtocol,
data: Dict[str, Any]):
"""O6podra nyonikayii nogioomnenns"""
if websocket not in self.clients or not self.clients|websocket]['authenticated']:
await self. send message(websocket, {
'type'": 'error’,
'message’: 'Not authenticated'

})

return

topic = data.get('topic', ")
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message = data.get('message’, {})

client name = self.clients[ websocket]['name']

if not topic:
await self. send message(websocket, {
'type'": 'error’,
'message': "Topic cannot be empty'

})

return

# Jlomaemo MeTaaHi J0 IOBIIOMIICHHS
enriched message = {

**message,

'sender': client name,

'broker timestamp': datetime.now().isoformat()

# BinnpaiseMo MmiAnMUCHUKAM

await self. broadcast to subscribers(topic, enriched message)

# IlinTBEepKYEMO BIAIIPABHUKY
await self. send message(websocket, {
'type': 'publish_response’,
'success': True,
'topic': topic,
'message': 'Message published successfully’

})

self.message count += 1

logger.info(f"Client '{client name}' published message to topic '{topic}' (total:



{self.message count})")

async def handle status(self, websocket: websockets. WebSocketServerProtocol):
"""Bionpasxa cmamycy opoxepa”""

uptime = datetime.now() — self.start time

status = {
'type': 'status_response’,
'broker info': {
'uptime_seconds': int(uptime.total seconds()),
'connected _clients': len(self.clients),
'total messages': self.message count,
'active topics': list(self.subscriptions.keys()),

'start _time'": self.start time.isoformat()

await self. send message(websocket, status)

async def cleanup client(self, websocket: websockets. WebSocketServerProtocol):

nrrn

"""Oyuwenus 0aHux KiieHma npu GiOKI0OYEHHI
if websocket not in self.clients:

return

client name = self.clients[websocket]['name']

client subscriptions = self.clients[websocket]['subscriptions'].copy()

# Bunansemo 3 ycix mianucox
for topic in client_subscriptions:

if topic in self.subscriptions and websocket in self.subscriptions[topic]:
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self.subscriptions|[topic].remove(websocket)
# BunansemMo MopokHi TOMIKU
if not self.subscriptions|topic]:

del self.subscriptions[topic]

# BunanseMo kiieHTa

del self.clients[websocket]

logger.info(f"Client '{client name}' disconnected and cleaned up")

async def handle_client(self, websocket: websockets. WebSocketServerProtocol):
"""Ocnosnuti 06poonux kuichma"""
client_address =
" {websocket.remote address[0]}: {websocket.remote address[1]}"

logger.info(f"New connection from {client address}")

try:
# O4iky€eMO MOBIJIOMJICHHS BiJ KJI1€HTa
async for message in websocket:
try:
data = json.loads(message)

message type = data.get('type', ")

logger.debug(f"Received message type: {message type} from
{client_address}")

if message type == 'auth":
await self. handle auth(websocket, data)
elif message type == 'subscribe':

await self. handle subscribe(websocket, data)
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elif message type == 'unsubscribe':
await self. handle unsubscribe(websocket, data)
elif message type == 'publish':
await self. handle publish(websocket, data)
elif message type == 'status':
await self. handle status(websocket)
elif message type == 'ping':
await self. send message(websocket, {'type': 'pong'})
else:
await self. send message(websocket, {
'type': 'error’,
'message’: f'Unknown message type: {message type}'

5

except json.JSONDecodeError:
await self. send message(websocket, {
'type': 'error’,
'message': 'Invalid JSON format'
5)
except Exception as e:
logger.error(f'Error handling message: {e}")
await self. send message(websocket, {
'type': 'error’,
'message': 'Internal server error’

7

except websockets.exceptions.ConnectionClosed:
logger.info(f"Client {client address} disconnected")
except Exception as e:

logger.error(f'Unexpected error with client {client address}: {e}")
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finally:

await self. cleanup client(websocket)

async def start server(self):

"""3anyck WebSocket cepeepa
logger.info(f'"'Starting broker server on {self.host}: {self.port}")

server = await websockets.serve(
self.handle client,
self.host,
self.port,
ping_interval=20,

ping_timeout=10

logger.info("Broker server started successfully")

# BuBonuMoO nepioguuHy CTaTUCTHKY
async def print_stats():
while True:
await asyncio.sleep(30) # Koxni 30 cexynn
uptime = datetime.now() — self.start_time
logger.info(f"Stats: {len(self.clients)} clients, "
" {len(self.subscriptions)} topics, "
" {self.message count} messages, "

f'uptime: {int(uptime.total seconds())}s")

# 3amycKaeMo CTaTUCTUKY B (DOHI

asyncio.create task(print_ stats())



# OdiKyeMO 3aBEepIICHHS cepBepa

await server.wait_closed()

def stop_server(self):

"""3ynunka cepsepa (01a euxopucmanns ¢ GUI)

logger.info("Stopping broker server...")

if name ==" main ":

# CTBOpEHHS Ta 3amycK Opokepa

broker = MessageBroker(host="localhost', port=8765, password='broker123")

try:
asyncio.run(broker.start_server())
except KeyboardInterrupt:
logger.info("Broker stopped by user")
except Exception as e:

logger.error(f'Broker error: {e}")

85



86

JIOJIATOK B
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